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LDP Capabilities
Abst ract

A nunmber of enhancenents to the Label Distribution Protocol (LDP)
have been proposed. Sone have been inpl emented, and sone are
advanci ng toward standardi zation. It is likely that additiona
enhancements will be proposed in the future. This docunent defines a
mechani sm for advertising LDP enhancenents at session initialization
time, as well as a nmechanismto enable and di sabl e enhancements after
LDP session establishment.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Thi s docunent may contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
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the copyright in such materials, this document may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Introduction

A nunber of enhancenents to LDP as specified in [ RFC5036] have been
proposed. These include LDP Graceful Restart [RFC3478], Fault

Tol erant LDP [ RFC3479], nulticast extensions [M.DP], signaling for
Layer 2 circuits [RFC4447], a nmethod for learning | abels advertised
by next-next-hop routers in support of fast reroute node protection

[ NNHOP], upstream | abel allocation [UPSTREAM LDP], and extensions for
signaling inter-area Label Sw tched Paths (LSPs) [RFC5283]. Sone
have been inpl enented, and sone are advanci ng toward standardi zati on
It is also likely that additional enhancenents will be inpl enented
and depl oyed in the future.

Thi s docunent proposes and defines a mechani smfor advertising LDP
enhancenments at session initialization tine. It also defines a
mechani smto enabl e and di sabl e these enhancenents after LDP session
est abl i shnent .
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LDP capability adverti senent provides nmeans for an LDP speaker to
announce what it can receive and process. It also provides means for
a speaker to informpeers of deviations from behavior specified by

[ RFC5036]. An exanple of such a deviation is LDP Gaceful Restart,
where a speaker retains MPLS forwarding state for LDP-signal ed LSPs
when its LDP control plane goes down. It is inportant to point out
that not all LDP enhancenents require capability advertisenent. For
exanpl e, upstream | abel allocation requires capability advertisenent,
but inbound | abel filtering, where a speaker installs forwarding
state for only certain Forwardi ng Equi val ence Cl asses (FECs), does
not .

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s docunent uses the terns "LDP speaker" and "speaker"
i nt erchangeabl y.

2. The LDP Capability Mechani sm

Enhancenments are likely to be announced during LDP session
establ i shnent as each LDP speaker advertises capabilities
corresponding to the enhancenents it desires.

Beyond that, capability advertisenents nay be used to dynamically
nmodi fy the characteristics of the session to suit the changing
conditions. For exanple, an LSR capable of a particul ar enhancenent
in support of some "feature" may not have advertised the
correspondi ng capability to its peers at session establishment time
because the feature was disabled at that time. Later, an operator
may enable the feature, at which tine the LSR woul d react by
advertising the corresponding capability to its peers. Simlarly,
when an operator disables a feature associated with a capability, the
LSR reacts by withdrawing the capability advertisement fromits
peers.

The LDP capability advertisenment mechani sm operates as foll ows:

- Each LDP speaker is assuned to inplenent a set of enhancenents,
each of which has an associated capability. At any time, a speaker
may have none, one, or nore of those enhancenments "enabled". When
an enhancement is enabl ed, the speaker advertises the associated
capability to its peers. By advertising the capability to a peer,
the speaker asserts that it shall performthe protocol actions
specified for the associated enhancenent. For exanple, the actions
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1.

may require the LDP speaker to receive and process enhancenent -

specific nessages fromits peer. Unless the capability has been
advertised, the speaker will not performprotocol actions specified
for the correspondi ng enhancenent.

- At session establishnent tinme, an LDP speaker MAY advertise a
particul ar capability by including an optional paraneter associated
with the capability inits Initialization nessage

- There is a well-known capability called Dynanmic Capability
Announcenent that an LDP speaker MAY advertise inits
Initialization nessage to indicate that it is capable of processing
capability announcenents foll owi ng a session establishnent.

If a peer had advertised the Dynam c Capability Announcenent
capability inits Initialization nmessage, then at any tine

foll owi ng session establishnment, an LDP speaker MAY announce
changes in its advertised capabilities to that peer. To do this,
the LDP speaker sends the peer a Capability nmessage that specifies
the capabilities being advertised or w thdrawn.

Capabi l ity Docunent

When the capability adverti senent nechanismis in place, an LDP
enhancement requiring LDP capability advertisenent will be specified
by a docunent that:

- Describes the notivation for the enhancenent;

- Specifies the behavior of LDP when the enhancenent is enabl ed.
Thi s includes the procedures, paraneters, nessages, and TLVs
required by the enhancenent;

- Includes an | ANA consi derations section that requests | ANA
assi gnnent of a code point (from TLV Type nanespace) for the
optional capability paraneter corresponding to the enhancenent.

The capability docunent MUST al so describe the interpretation
and processing of associated capability data, if present.

Speci fying Capabilities in LDP Messages
Thi s docunent uses the term"Capability Parameter” to refer to an

optional paranmeter that may be included in Initialization and
Capability messages to advertise a capability.
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The format of a "Capability Paraneter” TLV is as follows:

i S

0 1 2 3
01234567890123456789012345678901
e T i R e i o e e e i ok R
| U F| TLV Code Point | Length |
e i e i i S e e e i e e e
| S| Reserved | |
R R R R Capability Data |
I

I

+

B o s P S g S S g S
wher e:

U bit:
Unknown TLV bit, as described in [RFC5036]. The val ue coul d be
either 0 or 1 as specified in the Capability docunment associ ated
with the given capability.

F-bit:
Forward unknown TLV bit, as described in [ RFC5036]. The val ue
of this bit MJST be 0 since a Capability Paraneter TLV is sent
only in Initialization and Capability nessages, which are not
f or war ded.

TLV Code Point:
The TLV type that identifies a specific capability. This is an
| ANA- assi gned code point (from TLV Type nanespace) for a given
capability as requested in the associated capability docunent.

S-bit:
The State Bit. It indicates whether the sender is advertising
or withdrawing the capability corresponding to the TLV code
point. The State Bit value is used as follows:

1 - The TLV is advertising the capability specified by the TLV
code point.

0 - The TLV is withdrawi ng the capability specified by the TLV
code point.

Capability Data:

Information, if any, about the capability in addition to the TLV
code point required to fully specify the capability.
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The nethod for interpreting and processing this data is specific
to the TLV code point and MJST be described in the docunent
speci fying the capability.

An LDP speaker MJST NOT include nore than one instance of a
Capability Paraneter (as identified by the same TLV code point) in an
Initialization or Capability message. |If an LDP speaker receives
more than one instance of the same Capability Paranmeter type in a
message, it SHOULD send a Notification nmessage to the peer before
termnating the session with the peer. The Status Code in the Status
TLV of the Notification nmessage MJST be Ml forned TLV val ue, and the
message SHOULD contain the second Capability Paraneter TLV of the
same type (code point) that is received in the nessage

3.1. Backward Conpatibility TLVs

LDP extensions that require advertisenent or negotiation of sone
capability at session establishnment tine typically use TLVs that are
included in an Initialization nmessage. To ensure backward
compatibility with existing inplenmentations, such TLVs continue to be
supported in an Initialization message and are known in this docunent
as "Backward Conpatibility TLVs". A Backward Conpatibility TLV plays
the role of a "Capability Paranmeter” TLV, that is, the presence of a
Backward Compatibility TLV has the sane neaning as a Capability
Paraneter TLV with the S-bit set for the same capability.

One exanpl e of a Backward Capability TLV is the "FT Session TLV' that
is exchanged in an Initialization nessage between peers to announce
LDP Fault Tol erance [ RFC3479] capability.

4. Capability Message
The LDP Capability nessage is used by an LDP speaker to announce

changes in the state of one or nore of its capabilities subsequent to
sessi on establishment.
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The format of the Capability nmessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
R e T e i S R ek ko S NN S
| O Capabi lity (0x0202) | Length |
ko bt o e e e e
| Message | D |
B i s T T i i o S o T Ji I
| TLV_1 |
R e i T e S i T e R T E ok =
I+- ek o i o e o e e I+
| TLV_N |
B i s T T i i o S o T Ji I

where TLV_1 through TLV_N are Capability Paraneter TLVs. The S-bit
of each of the TLVs specifies the new state for the corresponding
capability.

Not e that Backward Conpatibility TLVs (see Section 3.1) MJST NOT be
included in Capability messages. An LDP speaker that receives a
Capabi lity nmessage froma peer that includes Backward Conpatibility
TLVs SHOULD silently ignore these Backward Conpatibility TLVs and
continue processing the rest of the message.

5. Note on Term nol ogy

The followi ng sections in this docunent tal k about enabling and

di sabling capabilities. The term nology "enabling (or disabling) a
capability" is short hand for "advertising (or w thdrawi ng) a
capability associated with an enhancenent”. Bear in mnd that it is
an LDP enhancenent that is being enabled or disabled, and that it is
the corresponding capability that is being advertised or w thdrawn.

6. Procedures for Capability Paranmeters in Initialization Messages

The S-bit of a Capability Paraneter in an Initialization message MJST
be 1 and SHOULD be ignored on receipt. This ensures that any
Capability Paraneter in an Initialization nessage enables the
correspondi ng capability.

An LDP speaker determines the capabilities of a peer by exam ning the
set of Capability Paraneters present in the Initialization nessage
recei ved fromthe peer.

An LDP speaker MAY use a particular capability with its peer after
t he speaker determ nes that the peer has enabl ed that capability.
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These procedures enable an LDP speaker Sl1, that advertises a specific
LDP capability C, to establish an LDP session with speaker S2 that

does not advertise C. In this situation, whether or not capability C
may be used for the session depends on the semantics of the
enhancenent associated with C. If the semantics do not require both
S1 and S2, advertise Cto one another, then S2 could use it; i.e.,
S1's advertisement of C permits S2 to send nessages to S1 used by the
enhancenent .

It is the responsibility of the capability designer to specify the
behavi or of an LDP speaker that has enabled a certai n enhancenent,
advertised its capability and determi nes that its peer has not
advertised the correspondi ng capability. The docurment specifying
procedures for the capability MJST descri be the behavior in this
situation. |If the specified procedure is to term nate the session,
then the LDP speaker SHOULD send a Notification nmessage to the peer
before ternm nating the session. The Status Code in the Status TLV of
the Notification nmessage MJST be Unsupported Capability, and the
message SHOULD contain the unsupported capability (see Section 8 for
nmore details).

An LDP speaker that supports capability advertisenment and includes a
Capability Paraneter in its Initialization nessage MJST set the TLV
U bit to 0 or 1, as specified by Capability docunent. The LDP
speaker should set the U-bit to 1 if the capability docunent allows
it to continue with a peer that does not understand the enhancenent,
and set the U-bit to O otherwise. |If a speaker receives a nessage
cont ai ni ng unsupported capability, it responds according to the U-bit
setting in the TLV. |If the Ubit is 1, then the speaker MJST
silently ignore the Capability Parameter and allow the session to be
established. However, if the Ubit is 0, then speaker SHOULD send a
Notification nessage to the peer before termnating the session. The
Status Code in the Status TLV of the Notification message MJST be
Unsupported Capability, and the message SHOULD contain the
unsupported capability (see Section 8 for nore details).

7. Procedures for Capability Parameters in Capability Messages

An LDP speaker MJUST NOT send a Capability nessage to a peer unless
its peer advertised the Dynami c Capability Announcenent capability in
its session Initialization nessage. An LDP speaker MAY send a
Capability nmessage to a peer if its peer advertised the Dynanic
Capabi lity Announcenent capability in its session Initialization
message (see Section 9).
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An LDP speaker determines the capabilities enabled by a peer by
determning the set of capabilities enabled at session initialization
(as specified in Section 6) and tracking changes to that set made by
Capabi lity nessages fromthe peer.

An LDP speaker that has enabled a particular capability MAY use the
enhancenent corresponding to the capability with a peer after the
speaker determ nes that the peer has enabl ed the capability.

8. Extensions to Error Handling

Thi s docunent defines a new LDP status code named Unsupported
Capability. The E-bit of the Status TLV carried in a Notification
message that includes this status code MJST be set to O.

In addition, this docunent defines a new LDP TLV, naned Returned
TLVs, that MAY be carried in a Notification nessage as an Opti onal
Paranmeter. The U-bit setting for a Returned TLVs TLV in a
Notificati on message SHOULD be 1, and the F-bit setting SHOULD be O.

When the Status Code in a Notification nmessage i s Unsupported
Capability, the nessage SHOULD specify the capabilities that are
unsupported. When the Notification nessage specifies the unsupported
capabilities, it MJST include a Returned TLVs TLV. The Returned TLVs
TLV MJST include only the Capability Parameters for unsupported
capabilities, and the Capability Paraneter for each such capability
SHOULD be encoded as received fromthe peer.

When the Status Code in a Notification Message is Unknown TLV, the
message SHOULD specify the TLV that was unknown. Wen the
Notification nessage specifies the TLV that was unknown, it MJST

i ncl ude the unknown TLV in a Returned TLVs TLV.

9. Dynamic Capability Announcement TLV

The Dynani c Capability Announcement TLV is a Capability Paraneter
defined by this docunment with follow ng format:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| 1] 0] DynCap Ann. (0x0506) | Length (1) |
i e R i e e e i i S SR SRR NN B SR S A
| 1] Reserved |

i ok ST S R TR
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The value of the U-bit for the Dynam c Capability Announcenent
Parameter TLV MJST be set to 1 so that a receiver MIST silently
ignore this TLV if unknown to it, and continue processing the rest of
the nmessage. There is no "Capability Data" associated with this TLV
and hence the TLV length MJST be set to 1.

The Dynani c Capability Announcement Paraneter MAY be included by an
LDP speaker in an Initialization message to signal its peer that the
speaker is capable of processing Capability messages.

An LDP speaker MJST NOT include the Dynanmi ¢ Capability Announcenent
Paraneter in Capability nmessages sent to its peers. Once enabl ed
during session initialization, the Dynanic Capability Announcenent
capability cannot be disabled. This inplies that the S-bit is always
1 for the Dynami c Capability Announcenent.

An LDP speaker that receives a Capability nessage froma peer that
i ncludes the Dynam ¢ Capability Announcenent Paraneter SHOULD
silently ignore the paraneter and process any other Capability
Parameters in the nessage

10. Backward Conmpatibility

Fromthe point of view of the LDP capability advertisenment mechani sm
an [ RFC5036] - conpl i ant peer has | abel distribution for |IPv4 enabl ed
by default. To ensure conpatibility with an [ RFC5036]-conpli ant
peer, LDP inplenentations that support capability adverti senent have
| abel distribution for IPv4 enabled until it is explicitly disabled
and MUST assune that their peers do as well.

Section 3.1 introduces the concept of Backward Conpatibility TLVs
that may appear in an Initialization nessage in the role of a
Capability Paraneter. This permts existing LDP enhancenents that
use an ad hoc nmechanismfor enabling capabilities at session
initialization time to continue to do so.

11. Security Considerations

[ MPLS_SEC] describes the security framework for MPLS networ ks,

wher eas [ RFC5036] describes the security considerations that apply to
the base LDP specification. The same security franmework and

consi derations apply to the capability mechani smdescribed in this
docunent .
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12. |1 ANA Consi derations
Thi s docunent specifies the follow ng code points assigned by | ANA:
- LDP nessage code point for the Capability nessage (0x0202).

- LDP TLV code point for the Dynanic Capability Announcenent TLV
(0x0506) .

- LDP TLV code point for the Returned TLVs TLV (0x0304).

- LDP Status Code code point for the Unsupported Capability Status
Code (0x0000002E) .
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