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1.

I nt roducti on

The first definition for many URI schenes appears in [ RFC1738]. This
meno extracts the "news’ and 'nntp’ URI schenes fromit to allow that
material to remain on the Standards Track if [RFCL738] is noved to
"historic" status. It belongs to a series of simlar docunments |ike
[ RFC4156], [RFCA157], [RFC4248], and [ RFC4266], which are di scussed
on the <mailto:uri @B3.org> |list.

The definitions for the "news’ and 'nntp’ URI schenes given here are
updates from [ RFC1738] based on nodern usage of these schenes. This
meno intentionally linmts its description of the "news’ URlI schene to
essential features supposed to work with "any browser"” and Network
News Transfer Protocol (NNTP) server.

[ RFC3986] specifies how to define schenes for URIs; it also explains
the term"Uni form Resource Locator" (URL). The Network News Transfer
Protocol (NNTP) is specified in [RFC3977]. The Netnews Article
Format is defined in [ RFC5536] .

The key word "MJST" in this meno is to be interpreted as described in
[ RFC2119]. UTF-8 is specified in [ RFC3629]. The syntax uses the
ABNF defined in [ RFC5234].

Backgr ound

The "news’ and 'nntp’ URI schenes identify resources on an NNTP
server, individual articles, individual newsgroups, or sets of
newsgr oups.

User agents like Wb browsers supporting these schemes use the NNTP
protocol to access the corresponding resources. The details of how
they do this, e.g., enploying a separate or integrated newsreader,
depend on the inplenentation. The default <port> associated with
NNTP in [RFC3977] is 119

.1, 'nntp’ URIs

The "nntp’ URl schene identifies articles in a newsgroup on a
specific NNTP server. |n [RFC3986] terminology, this nmeans that
"nntp’ URI's have a non-enpty <authority> conponent; there is no
default <host> as for the "file' or 'news’ URl schenes.

Netnews is typically distributed anobng several news servers, using
the sanme newsgroup nanes but |ocal article nunbers. An article
avai |l abl e as nunber 10 in group "exanple" on server

"news. exanpl e. com' has nost likely a different nunber on any other
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server where the same article is still available. Users allowed to
read and post articles on "their" server nmay not be allowed to access
articles on an "arbitrary" server specified in an 'nntp’ URI.

For these reasons, the use of the 'nntp’ URI schene is limted, and
it is less widely supported by user agents than the sinmilar 'news’
URI schene.

2.2. ’'news’ URIs

The 'news’ URI schene identifies articles by their worldw de uni que

"Message- | D', independent of the server and the newsgroup
Newsr eaders support access to articles by their "Message-ID', without
the overhead of a URI schene. |In sinple cases, they do this directly

as an NNTP client of a default or currently used server as configured
by the user. Mbdre general user agents use the 'news’ URlI schenme to
di stinguish "Message-IDs" fromsimlar constructs such as other UR
schenes in contexts such as a plain text nmessage body.

The 'news’ URI schene also allows the identification of newsgroups or
sets of newsgroups independent of a specific server. For Netnews, a
group "exanple" has the sane nanme on any server carrying this group,
exotic cases involving gateways notw thstanding. To distinguish
"Message- | Ds" and newsgroup nanes, the 'news’ URI schene relies on
the "@ between |ocal part (left-hand side) and donmain part (right-
hand si de) of "Message-I|Ds".

[ RFC1738] offered only one wildcard for sets of newsgroups in 'news’
URIs, a "*" used to refer to "all available newsgroups”". |n conmmon
practice, this was extended to varying degrees by different user
agents. An NNTP extension known as <wi |l dmat >, specified in [ RFC2980]
and now part of the base NNTP specification, allows pattern matching
in the style of the [POSI X] "find" command. For the purpose of this
meno, this nmeans that sone additional special characters have to be
allowed in 'news’ URlIs, sone of them percent-encoded as required by
the overall [RFC3986] URI syntax. User agents and NNTP servers not
yet conpliant with [RFC3977] do not inplenment all parts of this new
feature.

Anot her comonly supported addition to the [RFC1738] syntax is the
optional specification of a server at the beginning of 'news’ URIs.
Thi s optional <authority> conmponent follows the overall [RFC3986]
syntax, preceded by a double slash "//" and terminated by the next
slash "/", question mark "?", nunber sign "#", or the end of the URI.
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2.3. Query Parts, Fragnents, and Norrmalization

Fragnments introduced by a nunber sign "#" are specified in [ RFC3986];
the semantics is independent of the URI schene, and the resol ution
depends on the nedia type.

This meno doesn’t specify a query part introduced by a question mark
"?" for the "news’ and 'nntp’ URI schenes, but some inplenmentations
are known to use query parts instead of fragnments internally to
address parts of a conposite nedia type [ RFC2046] in Milti purpose
Internet Mail Extensions (M ME).

There are no speci al or path segnments in 'news’ and ’'nntp
URLs. Please note that "." and ".." are not valid <newsgroup-nanme>s

URI producers have to percent-encode sone characters as specified
bel ow (Section 4); otherw se, they MIST treat a "Message-|1 D" without
angl e brackets for 'news’ URLs as is, i.e., case-sensitive.

3. Syntax of 'nntp’ URIs
An 'nntp’ URlI identifies an article by its nunber in a given

newsgroup on a specified server, or it identifies the newsgroup
wi t hout article nunber.

nnt pURL = "nntp:" server "/" group [ "/" article-nunber ]
server ="//" authority ; see RFC 3986
group = 1*( group-char / pct-encoded )

article-nunber = 1*16DIG T ; see RFC 3977

gr oup- char = ALPHA / DGT / "-" [ "+ ) " " [ "."

In the formwith an <articl e-nunber>, the URL corresponds roughly to
the content of an <xref> header field as specified in [ RFC5536],
replacing its nore general <article-locator> by the <article-nunber>
used with the NNTP.

A <newsgroup- nanme> as specified in [ RFC5536] consists of dot-
separ at ed conponents. Each conponent contains one or nore letters,
digits, "-" (hyphen-mnus), "+", or "_" (underscore). These
characters can be directly used in a segnent of a path in an

[ RFC3986] URI; no percent-encoding is necessary. Exanple:

nnt p: // news. server . exanpl e/ exanpl e. group. t hi s/ 12345
A <wi | drmat - exact > newsgroup name as specified in [RFC3977] allows (in
theory) any <UTF8-non-ascii> (see Section 6) and nost printable

US-ASClI | characters, excluding "!"™, "*" ;" ~"=2" "[", "\", and "]".
However, [RFC5536] does not (yet) pernit characters outside of
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<group-char> and so, to keep the syntax sinple, the additiona
characters are here covered by <pct-encoded> as defined in [ RFC3986],
since nost of them have to be percent-encoded anyway (with a few
exceptions, such as ":", ";", and "~"). Exanple

nntp://wild. server. exanpl e/ exanpl e. group. n%2Fa/ 12345

In the formw thout <article-nunber> the URL identifies a single
group on the specified server. This is also possible with an
equi valent 'news’ URL, and the latter is better supported by user
agents. Exanpl e:

nnt p: / / news. server. exanpl e/ exanpl e. group.this
news: // news. server. exanpl e/ exanpl e. group.this

4. Syntax of 'news’ URIs

A 'news’ URI identifies an article by its unique "Message-1D", or it
identifies a set of newsgroups. Additionally, it can specify a
server; when the server is not specified, a configured default server
for Netnews access is used.

news URL
article

"news:" [ server "/" ] ( article / newsgroups )
neg-i d-core ; see RFC 5536

The formidentifying an <article> is the <nsg-id-core> from

[ RFC5536]; it is a "Message-ID' without angle brackets. According to
[ RFC3986], characters that are in <gen-delins> (a subset of
<reserved>), together with the character "%, MJST be percent-encoded
(though it is not wong to encode others). Specifically, the
characters allowed in <msg-id-core> that nmust be encoded are

Il/ n n ?Il n #Il n [ n Il] n and mn %l
Not e that an agent which seeks to interpret a 'news’ UR needs to
decode all percent-encoded characters before passing it on to an NNTP
server to be acted upon.

Pl ease note that "9BE" (">") is not allowed; <nmsg-id-core>is
otherwi se identical to

id-left "@ id-right
as defined in [ RFC5322].
The formidentifying <newsgroups> corresponds to the [ RFC3977]

<wi | dmat - pattern>, a newsgroup nane with wildcards "*" and "?". Any
"?" has to be percent-encoded as "%F" in this part of a UR
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Exanpl es (the first two are equivalent):

news:// news. server. exanpl e/ *

news: // news. server. exanpl e/

news://wil d.server. exanpl e/ exanpl e. group. t h%8Fse
news: exanpl e. group. *

news: exanpl e. group. this

Wthout wildcards, this formof the URL identifies a single group if
it is not enpty. User agents would typically try to present an
overview of the articles available in this group, likely sonehow
limting this overview to the newest unread articles up to a
configured maxi mum

Wth wildcards, user agents could try to |list matching group nanes on
the specified or default server. Sone user agents support only a
speci fic <group> without wildcards, or an optional single "*".

As noted above (Section 2.2), the presence of an "@ in a 'news’ UR
di sanbi guates <article> and <newsgroups> for URI consunmers. The new
<message-i d> construct specified in [ RFC3977] does not require an
"@. Since [RFC0822], the "Message-1D' syntax has been closely
related to the syntax of nail addresses with an "@ separating left-
hand side (local part of addresses, unique part of nessage
identifiers) and right-hand side (domain part), and this neno sticks
to the known [ RFC1738] practice.
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6

Internationalizati on Considerations

The URI schenes were updated to support percent-encoded UTF-8
characters in NNTP newsgroup nanes as specified in [ RFC3977] and
[ RFC3987] .

The Netnews Article Format in [ RFC5536] does not yet allow UTF-8 in
<newsgr oup- name>s; therefore, well-known Uni code and UTF-8 security
considerations are not |listed below For an overview, see [UTR36]
and [ RFC3629] .

The work on Enmmil Address Internationalization (EAl), started in
[ RFC4952], is not expected to change the syntax of a "Message-|D'

Security Considerations

There are many security considerations for URI schenmes discussed in
[ RFC3986]. The NNTP protocol may use passwords in the clear for
aut hentication or offer no privacy, both of which are considered
extrenely unsafe in current practice. Alternatives and further
security considerations with respect to the NNTP are discussed in

[ RFC4642] and [ RFC4643].

The syntax for the 'news’ and 'nntp’ URI schenes contains the genera
<aut hority> construct with an optional <userinfo> defined in

[ RFC3986]. As noted in [RFC3986], the "user:password" formof a
<userinfo> is deprecated

Articles on NNTP servers typically expire after sone tine. After
that tinme, corresponding 'news’ and 'nntp’ URLs nmay not work anynore
depending on the server. Wile a "Message-1D" is supposed to be
wor | dwi de uni que forever, the NNTP protocol does not guarantee this.
Under various conditions depending on the servers, the sane
"Message-1 D' could be used for different articles, and attackers
could try to distribute malicious content for known 'news’ or 'nntp
URLS.

If a URI does not match the generic syntax in [RFC3986], it is
invalid, and broken URI's can cause havoc. Conpare [ RFC5064] for
simlar security considerations.

I ANA Consi derations

The 1 ANA registry of URI schenmes has been updated to point to this
meno i nstead of [RFC1738] for the "news’ and 'nntp’ URI schenes.
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8.1. ’'snews' URIs

This section contains the [RFC4395] tenplate for the registration of
the historical 'snews’ schene specified in [G LNVAN].

URI schenme nane: snews
St at us: hi storica
URI schene syntax: Sane as for 'news’ (Section 4)

URI schene semanti cs:
Syntactically equivalent to 'news’, but using NNTP
over SSL/TLS (SSL/TLS with security layer is
negoti ated imredi ately after establishing the TCP
connection) with a default port of 563, registered
as "nntps"

Encodi ng consi derati ons:
Sane as for 'news’ (Section 6)

Applications/protocols that use this URl schene nane:
For some user agents, 'snews’ URLs trigger the use
of "nntps" instead of NNTP for their access on
Net news

Interoperability considerations:
This URI schene was not widely deployed; its
further use is deprecated in favor of ordinary
"news’ URLs in conjunction with NNTP servers
supporting [ RFC4642]

Security considerations:
See [ RFC4642]; the use of a dedicated port for
secure variants of a protocol was discouraged in
[ RFC2595]

Cont act : <mailto:uri@3.org> (UR mailing list)

Change controller: |ETF

Ref er ences: RFC 5538, [ RFC4642], [d LMAN]
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8.2. ’'news-nessage-1D Access Type

The M ME 'news-message-1D access type was erroneously listed as a
subtype. | ANA has renoved 'news-nessage-1D fromthe application
subtype registry, and has added it to the access types registry
defined in [ RFC4289].

[ RFC4289] requires an RFC (preferably on the Standards Track) for the
access types registry. To provide a definition neeting this
requirenent, the follow ng paragraph is reproduced verbatimfrom

[ RFC1849] :

NOTE: In the specific case where it is desired to essentially make
anot her article PART of the current one, e.g., for annotation of
the other article, MME s "nessage/ external -body" convention can
be used to do so without actual inclusion. "news-nessage-ID' was
regi stered as a standard external -body access nethod, with a
mandat ory NAME paraneter giving the nessage I D and an opti onal

SI TE paraneter suggesting an NNTP site that night have the article
available (if it is not available locally), by I ANA 22 June 1993.

Pl ease note that "news’ URLs offer a very simlar and (today) nore
common way to access articles by their Message-ID;, conpare [ RFC2017].
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Appendi x A

In addition to the syntax given above,

sources of

" news’

Col | ected ABNF

and 'nntp’ URIs

terns used in coments and the prose:

/

"y /

April 2010

this appendix also lists the

"/" article-nunber ]

. see RFC 3986

. see RFC 3977
n / n . n

"1 ( article / newsgroups )

-encoded /
on 3.2>
on 3.2.2>
on 2.1>
on 3.2.3>
on 2.2>
on 3.1.3>
on 2.2>
on 3.2.1>
on 9. 8>
on 9. 8>
on 4.1>
on 4.1>
on 4.1>

Appendi x B. 1>
Appendi x B. 1>

Section 3.2.14>

Section 3.1.4>

Section 3.2.14>

. see RFC 5536
"gn )

nnt pURL = "nntp:" server "/" group |
server ="//" authority
group = 1*( group-char / pct-encoded )
article-nunmber = 1*16DIGA T
gr oup- char = ALPHA / DI@T / "-"
news URL = "news:" [ server "/
article = neg-id-core
newsgr oups = *( group-char / pct
authority = <see RFC 3986 Secti
host = <see RFC 3986 Secti
pct - encoded = <see RFC 3986 Secti
port = <see RFC 3986 Secti
gen-deli s = <see RFC 3986 Secti
nmeg-i d-core = <see RFC 5536 Secti
reserved = <see RFC 5536 Sect
userinfo = <see RFC 3986 Sect
message-i d = <see RFC 3977 Secti
UTF8-non-ascii = <see RFC 3977 Secti
wi | dmat = <see RFC 3977 Secti
wi | drat - exact = <see RFC 3977 Secti
wi | dmat - pattern = <see RFC 3977 Secti
ALPHA = <see RFC 5234
DAT = <see RFC 5234
article-locator = <see RFC 5536
newsgroup-nanme = <see RFC 5536
xr ef = <see RFC 5536
Appendi x B. Detail ed Exanpl e

Here is an exanple of a mail

to the <mailto:tools.discuss@etf.org>

list with "Message-ID' <p0624081dc30b8699bf 9b@ 10. 20. 30. 108] >.

<http://dir.gmane. org/ gnane.ietf.tool s> is one of the various |ist
into Netnews articles.
article contains the followi ng fields (anbng ot hers):

ar chi ves;
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Message- | D: <p0624081dc30b8699bf 9b@ 10. 20. 30. 108] >
Xref: news.gmane.org gnane.ietf.tools: 742
Archived-At: <http://permalink.gmane. org/gnane.ietf.tool s/ 742>

The "Xref" roughly indicates the 742nd article in newsgroup
<news://news. gmane. org/ gmane.ietf.tool s> on this server. An ’'nntp
URL m ght be <nntp://news. gmane. org/ gmane.ietf.tools/742>.  For
details about the "Archived-At" URL, see [ RFC5064].

The list software and |ist subscribers reading the list el sewhere
can’t predict a server-specific article nunber 742 in this archive.
If they know this server, they can however guess the corresponding
<news:// news. gmane. or g/ p0624081dc30b8699bf 9b@%HB10. 20. 30. 108%6D> URL.

In theory, the list software could use the guessed "news’ URL in an
"Archived-At" header field, but if alist tries this, it would likely
use <http://m d. gmane. or g/ p0624081dc30b8699bf 9b@®B10. 20. 30. 108%6D>

Using domain literals in a "Message-ID' could cause collisions. A
collision mght force the mail 2news gateway in this exanple to invent
a new "Message-1D", and an attenpt to guess the future URL on this
server would then fail.

Aut hor’ s Addr ess
Frank El | er mann
Xyzzy
Hanbur g, Ger many

EMai | : hndmhdf mhdj nedt j nedt zkt dkzt dj z@nai | . com
URI : http://purl.net/xyzzy/
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