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1. Introduction
1.1. Basic Concepts

"Netnews" is a set of protocols for generating, storing, and
retrieving news "articles" whose format is defined in [ RFC5536], and
for exchangi ng them anongst a readership that is potentially wdely
distributed. It is organized around "newsgroups", with the
expectation that each reader will be able to see all articles posted
to each newsgroup in which he participates. These protocols nost
commonly use a flooding algorithmthat propagates copies throughout a
network of participating servers. Typically, only one copy is stored
per server, and each server nakes it available on demand to readers
abl e to access that server.

"Usenet" is a particular worldw de, publicly accessible network based
on the Netnews protocols. It is only one such possible network;
there are deploynents of the Netnews protocols other than Usenet
(such as ones internal to particular organizations). This docunent

di scusses the nore general Netnews architecture and protocols.

1.2. Scope

Thi s docunent defines the architecture of Netnews systens and
specifies the correct nmanipulation and interpretation of Netnews
articles by software that originates, distributes, stores, and
displays them It addresses protocol issues that are independent of
transport protocols such as the Network News Transfer Protocol (NNTP)
[ RFC3977], and specifies the requirenents Netnews places on those
underlying transport protocols. It also specifies the handling of
control messages.

The format and syntax of Netnews articles are specified in [ RFC5536],
whi ch should be read in conjunction with this docunent.

1.3. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.4. Syntax Notation
Syntax defined in this document uses the Augmented Backus-Naur Form

(ABNF) notation (including the Core Rules) defined in [ RFC5234] and
constructs defined in [ RFC5536] and [ RFC5322].
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The ABNF rul es defined el sewhere

Novenber 2009

and used in this docunent are:

CRLF = <see [ RFC5234] Appendix B. 1>
DAT = <see [ RFC5234] Appendix B. 1>
HTAB = <see [ RFC5234] Appendix B. 1>
SP = <see [ RFC5234] Appendix B.1>
WEP = <see [ RFC5234] Appendix B.1>
VCHAR = <see [ RFC5234] Appendix B. 1>
ar gunent = <see [ RFC5536] Section 3.2.3>
article-locator = <see [ RFC5536] Section 3.2.14>
conponent = <see [ RFC5536] Section 3.1.4>
cont r ol - conmand = <see [ RFC5536] Section 3.2.3>
di ag- keywor d = <see [ RFC5536] Section 3.1.5>
di ag- mat ch = <see [ RFC5536] Section 3.1.5>
di ag- ot her = <see [ RFC5536] Section 3.1.5>
di st - nanme = <see [ RFC5536] Section 3.2.4>
nmeg-id = <see [ RFC5536] Section 3.1.3>
newsgr oup- nane = <see [ RFC5536] Section 3.1.4>
pat h- di agnosti c = <see [ RFC5536] Section 3.1.5>
pat h-identity = <see [ RFC5536] Section 3.1.5>
pat h- nodot = <see [ RFC5536] Section 3.1.5>
tail-entry = <see [ RFC5536] Section 3.1.5>
verb = <see [ RFC5536] Section 3.2.3>
di spl ay- name = <see [ RFC5322] Section 3.4>

| ocal - part = <see [ RFC5322] Section 3.4.1>
mai | box = <see [ RFC5322] Section 3.4>

1.5. Definitions

Any termused in this docunent that is defined in Section 1.5 of
[ RFC5536] is used with the definition given there. In addition,
following terns will be used:

t he

A "hierarchy" is the set of all newsgroups whose nanes share a first
<conponent> (as defined in Section 3.1.4 of [RFC5536]). A "sub-

hi erarchy" is the set of all newsgroups whose nanes share severa
initial components.

A "news server" is further distinguished into the roles of "injecting
agent", "relaying agent", and "serving agent". An "injecting agent"
accepts a proto-article with the goal of distributing it to relaying
and serving agents and hence to readers. A "relaying agent" accepts
articles fromother relaying agents or injecting agents and
distributes themto other relaying agents or serving agents. A
"serving agent" receives an article froma rel aying agent or
injecting agent and makes it avail able to readers.
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A "user agent" is further distinguished into the roles of "posting
agent" and "reading agent". A "posting agent" is software that
assists in the preparation of a proto-article and then passes it to
an injecting agent. A "reading agent" is software that retrieves
articles froma serving agent for presentation to a reader.

"Injecting" an article is the processing of a proto-article by an
injecting agent. Normally, this action is done once and only once
for a given article. "Miltiple injection" is passing the sane
article to nultiple injecting agents, either serially or in parallel,
by one or several posting agents.

A "gateway" is software that receives news articles and converts them
to nessages of some other kind (such as [RFC5322] nmmil nessages),
recei ves nessages of sone other kind and converts themto news
articles, or conveys articles between two separate Netnews networKks.

2. Transport

The exact means used to transmit articles fromone agent to anot her
is not specified. NNTP [RFC3977] is the nbst comon transport
mechani sm for Netnews networks. Qher nethods in use include the

Uni x-t o- Uni x Copy Protocol [UUCP] (extensively used in the early days
of Usenet) and physically delivered magnetic and optical nedia. Any
mechani sm may be used in conjunction with this protocol provided that
it can neet the requirenents specified here.

Transports for Netnews articles MJUST treat news articles as

uni nterpreted sequences of octets, excluding the values %d00 (which
may not occur in Netnews articles), %13, and %10 (which MJST only
appear in Netnews articles as a pair in that order and which,
together, denote a line separator). These octets are the US-ASCl |
[ASCII] characters NUL, CR, and LF respectively.

NOTE: This corresponds to the range of octets permtted in MM
8bit data [RFC2045]. Transports for Netnews are not required to
support transm ssion of M ME binary data.

In particular, transports MJST convey all header fields unnmodified
(including header fields within nessage/rfc822 objects in article
bodi es), even if they contain octets in the range of 128 to 255.
Furthernore, transports for relaying and serving agents MJST, and
transports for other agents SHOULD, convey |lines even if they exceed
998 characters in length, especially in article bodies. (This
requirenent is stricter than M ME 8bit data.) These requiremnments

i nclude the transport paths between posting agents, injecting agents,
serving agents, and readi ng agents.
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3. Duties of Agents

The foll owi ng section specifies the duties of the agents involved in
the creation, relaying, and serving of Netnews articles. This
protocol is described by following the Iife of a typical Usenet
article: it is prepared by a posting agent, given to an injecting
agent, transferred through one or nore relaying agents, accepted by a
serving agent, and finally retrieved by a reading agent. Articles
submitted to noderated groups go through an additional process, which
is described separately (see Section 3.5.1 and Step 7 of

Section 3.5). Finally, the additional duties and requirenents of a
gateway are di scussed

At each step, each agent has a set of checks and transformations of
the article that it is required to perform These are described as
sequences of steps to be followed, but it should be understood that
it is the effect of these sequences that is inportant, and

i npl ementati ons may use any nethod that produces the same effect.

Many news servers conbine the functions of injecting agent, relaying
agent, and serving agent in a single software package. For the

pur poses of this specification, such conbi ned agents shoul d
conceptually be treated as an injecting agent that sends articles to
a serving agent and, optionally, to a relaying agent. The
requirenents of all three agents MJST still be nmet when the news
server is performng the functions of those agents.

On news servers that accept them control nmessages may have
additional effects than those described below. Those effects are
described in Section 5.

3.1. Ceneral Principles

There are two inportant principles that news inplenentors and
adm nistrators need to keep in nmind. The first is the well-known
I nternet Robustness Principle:

Be liberal in what you accept, and conservative in what you send.

As applied to Netnews, this primarily neans that unwanted or non-
compliant articles SHOULD be rejected as early as possible, but once
they are in general circulation, relaying and serving agents nmay w sh
to accept them where possible rather than lose information. Posting
agents and injecting agents SHOULD therefore be maximally strict in
their application of both this protocol and [ RFC5536], and reading
agents SHOULD be robust in the presence of violations of the Netnews
article format where possi bl e.
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In the case of Netnews, there is an even nore inportant principle,
derived froma much ol der code of practice, the Hi ppocratic Cath (we
may thus call this the Hi ppocratic Principle):

First, do no harm

It is vital to realize that decisions that might be nerely suboptinma
in a smaller context can beconme devastating m stakes when anplified
by the actions of thousands of hosts within a few m nutes.

No Netnews agent is ever required to accept any article. It is
common for injecting, relaying, and serving agents to reject well-
fornmed articles for reasons of local policy (such as not wishing to
carry a particul ar newsgroup or attenmpting to filter out unwanted
articles). This docunment specifies how articles are to be treated if
they are accepted and specifies sone cases where they nust be
rejected, but an agent MAY al ways reject any article for other
reasons than those stated here.

A primary goal of the Netnews protocol is to ensure that all readers
receiving a particular article (as uniquely identified by the content
of its Message-1D header field) see the identical article, apart from
al | owabl e di vergence in trace headers and | ocal netadata.

Accordingly, agents (other than noderators) MJST NOT nodify articles
in ways other than described here. Unacceptable articles MJST be
rejected rather than corrected.

3.2. The Path Header Field

Al'l news server conponents (injecting agents, relaying agents, and
serving agents) MJIST identify thensel ves, when processing an article,
by prepending their <path-identity> (defined in Section 3.1.5 of

[ RFC5536]) to the Path header field. |Injecting agents MJST al so use
the sane identity in Injection-Info header fields that they add, and
serving and rel ayi ng agents SHOULD use the sane identity in any Xref
header fields they add.

The <path-identity> used by an agent may be chosen via one of the
foll owi ng nmethods (in decreasing order of preference):

1. The fully qualified donmain name (FQDN) of the system on which the
agent is running.

2. Afully qualified domain name (FQDN) within a domain affiliated

with the admi nistrators of the agent and guaranteed to be unique
by the admi nistrators of that domain. For exanple, the
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uni queness of server.exanple.org could be guaranteed by the
adm ni strator of example.org even if there is no DNS record for
server.example.org itself.

3. Sone other (arbitrary) nanme in the formof a <path-nodot >,
believed to be unique and registered at least with all the other
news servers to which that relaying agent or injecting agent
sends articles. This option SHOULD NOT be used unl ess the
earlier options are unavailable or unless the nane is of
| ongst andi ng usage.

Sone existing inplenentations treat <path-identity> as case-
sensitive, some as case-insensitive. The <path-identity> therefore
SHOULD be all | owercase and inpl enentati ons SHOULD conpare identities
case-insensitively.

3.2.1. Constructing the Path Header Field

If a relaying or serving agent receives an article froman injecting
or serving agent that is part of the same news server, it MAY | eave
the Path header field of the article unchanged. O herw se, every
injecting, relaying, or serving agent that accepts an article MJST
update the Path header field as follows. Note that the Path header
field content is constructed fromright to left by prepending

el ement s.

1. The agent MJST prepend "!" to the Path header field content.

2. An injecting agent SHOULD prepend the <path-di agnostic>
"!I.POSTED', optionally followed by "." and the FQDN or | P address
of the source, to the Path header field content.

3. Avrelaying or serving agent SHOULD prepend a <pat h-di agnostic> to
the Path header field content, where the <path-diagnostic> is
chosen as foll ows:

* |f the expected <path-identity> of the source of the article
mat ches the | eftnost <path-identity> of the Path header
field s content, use "!" (<diag-match>), resulting in two
consecutive "!"s

* |If the expected <path-identity> of the source of the article
does not nmatch, use "!.M SMATCH." followed by the expected
<path-identity> of the source or its |IP address.

* |f the relaying or serving agent is not willing or able to

check the <path-identity> use "!.SEEN. " foll owed by the FQDN
| P address, or expected <path-identity> of the source.
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The "expected <path-identity> of the source of the article" is a
<path-identity> for the injecting or relaying agent that passed
the article to this relaying or serving agent, determ ned by
properties of the connection via which the article was received
(for exanple, an authentication identity or a peer |P address).
Be aware that [RFC1036] did not include <path-diagnostic>.

I mpl enent ati ons that predate this specification will add only
single "!'" characters between <path-identity> strings.

4. The agent MAY then prepend to the Path header field content "!"
or "!'!'" followed by an additional <path-identity> for itself
other than its primary one. Using "!!", and thereby adding a
<di ag-mat ch> since the <path-identity> clearly is verified, is
RECOMVENDED. This step may be repeated any number of times.

This is permitted for agents that have multiple <path-identity>s
(such as during a transition fromone to another). Each of these
<path-identity>s MJST neet the requirenents set out in

Section 3. 2.

5. Finally, the agent MJST prepend its primary <path-identity> to
the Path header field content. The primary <path-identity> is
the <path-identity> it normally advertises to its peers for their
use in generating <path-diagnostic>s as descri bed above.

Any agent that nodifies the Path header field MAY fold it by
inserting FW5 (fol ding white space) i mediately after any <path-
identity> or <diag-other> it added (see Section 3.1.5 of [RFC5536]
for allowable |ocations for FW5).

3.2.2. Path Header Field Exanple

Here is an exanple of a Path header field created by follow ng the
rules for injecting and rel ayi ng agents.

Pat h: foo.isp. exanpl e!. SEEN. i sp. exanpl e! f 00- news
I'. M SMATCH. 2001: DB8: 0: 0: 8: 800: 200C:. 417A! bar . i sp. exanpl e
I'lold.site. exanpl el barbaz!!baz.isp. exanpl e
! . POSTED. di al up123. baz. i sp. exanpl e! not - f or - mai

This article was injected by baz.isp.exanple as indicated by the

<di ag- keyword> "POSTED'. The injector has recorded that it received
the article fromdial upl23. baz.isp.exanple. "not-for-mail" is a
common <tail-entry>

Al l bery & Lindsey St andards Track [ Page 9]



RFC 5537 Net news Architecture and Protocols Novenber 2009

The article was relayed to the relaying agent known, at least to

ol d.site.exanple, as "barbaz". That relaying agent confirned to its
satisfaction that "baz.isp.exanple" was an expected <path-identity>
for the source of the article and therefore used <di ag-match> ("!")

for its <path-diagnostic>.

barbaz relayed it to old.site.exanple, which does not support <diag-
keyword> and therefore used the old "!" delimter. This indicates
that the identity of "barbaz" was not verified and may have been
forged.

old.site.exanple relayed it to a news server using the <path-
i dentity> of bar.isp.exanple and clainmng (by using the "!" <path-
di agnostic>) to have verified that it cane from ol d.site.exanple

bar.isp.exanple relayed it to foo-news, which, not being convinced
that it truly cane from bar.isp.exanple, inserted the <di ag- keyword>
"M SMATCH' and then stated that it received the article fromthe |Pv6
address [2001: DB8: 0: 0: 8: 800: 200C: 417A]. (This is not to say that
bar.isp. exanpl e was not a correct <path-identity> for that source but
simply that the identity did not match the expectations of foo-news.)

foo-news then passed the article to foo.isp.exanple, which declined
to validate its <path-identity> and instead appended the <di ag-
keyword> "SEEN' to indicate it knows the source of the article as

i sp.exanple. This nmay be either an expected <path-identity> or the
FQDN of the systemfromwhich it received the article. Presumably,
foo.isp.exanple is a serving agent that then delivered the article to
a readi ng agent.

baz.isp. exanpl e, bar.isp.exanple, and foo-news folded the Path header
field.

3.3. Article Hstory and Duplicate Suppression

Net news normal ly uses a flood-fill algorithmfor propagation of
articles in which each news server offers the articles it accepts to
mul tiple peers, and each news server may be offered the sanme article
frommultiple other news servers. Accordingly, duplicate suppression
is key; if a news server accepted every article it was offered, it
may heedl essly accept (and then potentially retransmt) dozens of
copi es of every article.

Rel ayi ng and serving agents therefore MJST keep a record of articles
they have al ready seen and use that record to reject additiona

offers of the sane article. This record is called the "history" file
or dat abase.
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Each article is uniquely identified by its nmessage identifier, so a
rel aying or serving agent could satisfy this requirenent by storing a
record of every message identifier that agent has ever seen. Such a
hi story database woul d grow wi t hout bound, however, so it is conmmon
and permtted to optim ze based on the Injection-Date or Date header
field of an article as follows. (In the follow ng discussion, the
"date" of an article is defined to be the date represented by its

I njection-Date header field, if present; otherwise, by its Date
header field.)

0 Agents MAY select a cutoff interval and reject any article with a
date farther in the past than that cutoff interval. |If this
interval is shorter than the tine it takes for an article to
propagat e t hrough the network, the agent might reject an article
it had not yet seen, so it ought not to be aggressively short.

For Usenet, for exanple, a cutoff interval of no | ess than seven
days is conventi onal

0 Agents that enforce such a cutoff MAY then drop records of
articles that had dates older than the cutoff fromtheir history
dat abases. If such an article were offered to the agent again, it
woul d be rejected due to the cutoff date, so the history record is
no longer required to suppress the duplicate.

o Alternatively, agents MAY drop history records according to the
date when the article was first seen by that agent rather than the
date of the article. In this case, the history retention interva
MUST be at | east 24 hours |longer than the cutoff interval to allow
for articles dated in the future. This interval matches the
al l owabl e error in the date of the article (see Section 3.5).

These are just two inplenentation strategies for article history,

al beit the nost common ones. Relaying and serving agents are not
required to use these strategies, only to neet the requirenent of not
accepting an article nore than once. However, these strategies are
safe and wi dely depl oyed, and inplenentors are encouraged to use one
of them especially if they do not have extensive experience with

Net news and the subtle effects of its flood-fill algorithm

3.4. Duties of a Posting Agent
A posting agent is the conponent of a user agent that assists a

poster in creating a valid proto-article and forwarding it to an
i njecting agent.
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Posting agents SHOULD ensure that proto-articles they create are
valid according to [ RFC5536] and any other applicable policies. They
MUST NOT create any Injection-Info header field; this header field
may only be added by the injecting agent.

If the proto-article already contains both Message-|ID and Dat e header
fields, posting agents MAY add an Injection-Date header field to that
proto-article inmedi ately before passing that proto-article to an
injection agent. They SHOULD do so if the Date header field
(representing the conposition tinme of the proto-article) is nore than
a day in the past at the tine of injection. They MJST do so if the
proto-article is being submtted to nore than one injecting agent;
see Section 3.4.2.

The I njection-Date header field is newin this revision of the

Net news protocol and is designed to allow the Date header field to
hol d the conposition date (as reconmended in Section 3.6.1 of

[ RFC5322]), even if the proto-article is not to be injected for sone
time after its conposition. However, note that all inplenentations
predating this specification ignore the Injection-Date header field
and use the Date header field in its stead for rejecting articles
ol der than their cutoff (see Section 3.3), and injecting agents
predating this specification do not add an Injection-Date header
Articles with a Date header field substantially in the past will
still be rejected by inplenmentations predating this specification,
regardl ess of the Injection-Date header field, and hence may suffer
poor er propagation.

Contrary to [ RFC5322], which inplies that the mail box or nail boxes in
the From header field should be that of the poster or posters, a
poster who does not, for whatever reason, wish to use his own nail box
MAY use any mail box ending in the top-level domain ".invalid"

[ RFC2606] .

Posting agents neant for use by ordinary posters SHOULD reject any
attenpt to post an article that cancels or supersedes (via the
Super sedes header field) another article of which the poster is not
t he aut hor or sender.

3.4.1. Proto-Articles

A proto-article is an article in the format used by a posting agent
when offering that article to an injecting agent. It may onit
certain header fields that can be better supplied by the injecting
agent and will not contain header fields that are added by the
injecting agent. A proto-article is only for transmi ssion to an

i njecting agent and SHOULD NOT be transnitted to any other agent.
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A proto-article has the same format as a nornmal article except that
the Injection-Info and Xref header fields MJUST NOT be present, the
Pat h header field SHOULD NOT contain a "POSTED' <di ag-keyword>, and
any of the followi ng mandatory header fields MAY be onmitted:
Message- 1D, Date, and Path. 1In all other respects, a proto-article
MJUST be a valid Netnews article. In particular, the header fields
that may be omitted MJUST NOT be present with invalid content.

If a posting agent intends to offer the same proto-article to
multiple injecting agents, the header fields Message-ID, Date, and
I njection-Date MJST be present and identical in all copies of the
proto-article. See Section 3.4.2

3.4.2. Miltiple Injection of Articles

Under sone circunstances (for exanple, when posting to nultiple,
supposedl y disjoint, networks, when using injecting agents with
spotty connectivity, or when desiring additional redundancy), a
posting agent may wish to offer the sane article to nultiple
injecting agents. In this unusual case, the goal is not to create
mul tiple independent articles but rather to inject the same article
at multiple points and let the normal duplicate suppression facility
of Netnews (see Section 3.3) ensure that any given agent accepts the
article only once, even if supposedly disjoint networks have
unexpect ed |inks.

Whenever possible, nultiple injection SHOULD be done by offering the
sanme proto-article to nultiple injecting agents. The posting agent
MUST supply the Message-1D, Date, and Injection-Date header fields,
and the proto-article as offered to each injecting agent MJST be

i denti cal

In sone cases, offering the sanme proto-article to all injecting
agents may not be possible (such as when gatewaying, after injection,
articles found on one Netnews network to another supposedly
unconnected one). In this case, the posting agent MJST renove any
Xref header field and rename or renove any Injection-Info, Path, and
other trace header fields before passing it to another injecting
agent. (This converts the article back into a proto-article.) It
MUST retain unnodi fied the Message-1D, Date, and Injection-Date
header fields. It MJST NOT add an | njection-Date header field if it
is mssing fromthe existing article.

NOTE: Multiple injection inherently risks duplicating articles.
Multiple injection after injection, by converting an article back
to a proto-article and injecting it again, additionally risks

| oops, loss of trace information, unintended repeat injection into
the sane network, and other problens. It should be done with care
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and only when there is no alternative. The requirenent to retain
Message-1 D, Date, and I njection-Date header fields mninmzes the
possibility of a |oop and ensures that the newy injected article
is not treated as a new, separate article.

Multiple injection of an article that |lists one or nore noderated
newsgroups in its Newsgroups header field SHOULD only be done by a
nmoder at or and MJUST only be done after the proto-article has been
approved for all noderated groups to which it is to be posted and
after an Approved header field has been added (see Section 3.9).
Multiple injection of an unapproved article intended for noderated
newsgroups will norrmally only result in the noderator receiving

mul tiple copies, and if the newsgroup status is not consistent across
all injecting agents, may result in duplication of the article or

ot her probl ens.

3.4.3. Foll omps

A followp is an article that contains a response to the contents of
an earlier article, its precursor. |In addition to its normal duties,
a posting agent preparing a followup is also subject to the foll ow ng
requirenents. Werever in the following it is stated that, by
default, a header field is said to be inherited fromone of those
header fields in the precursor, it means that its initial content is
to be a copy of the content of that precursor header field (with
changes in folding permtted). However, posters MAY then override
that default before posting.

Despite the historic practice of sone posting agents, the Keywords
header field SHOULD NOT be inherited by default fromthe precursor
article.

1. If the Foll owup-To header field of the precursor article consists
of "poster", the foll owp MJST NOT be posted by default but, by
default, is to be emailed to the address given in the precursor’s
Repl y-To or From header field following the rules for an enail
reply [RFC5322]. This action MAY be overridden by the poster, in
whi ch case the posting agent should continue as if the
Fol | owup- To header field in the precursor did not exist.

2. The Newsgroups header field SHOULD, by default, be inherited from

the precursor’s Fol |l owp-To header field if present; otherw se,
it is inherited fromthe precursor’s Newsgroups header field.
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3. The Subject header field SHOULD, by default, be inherited from
that of the precursor. The case-sensitive string "Re: "
(including the space after the colon) MAY be prepended to the
content of its Subject header field unless it already begins with
that string.

NOTE: Prepending "Re: " serves no protocol function and hence
is not required, but it is widely expected and not doing so
woul d be surpri sing.

4. The Distribution header field SHOULD, by default, be inherited
fromthe precursor’s Distribution header field, if present.

5. The followp MIST have a References header field referring to its
precursor, constructed in accordance with Section 3.4.4.

3.4.4. Construction of the References Header Field

The foll owing procedure is to be used whenever sonme previous article
(the "parent") is to be referred to in the References header field of
a new article, whether because the new article is a foll owp and the
parent is its precursor or for sone other reason

The content of the new article’ s References header field MJUST be
formed fromthe content of the parent’s References header field if
present, followed by the content of the Message-ID header field of
the parent. |If the parent had a References header, FW5 as defined in
[ RFC5536] MUST be added between its content and the Message-| D header
field content.

If the resulting References header field would, after unfolding,
exceed 998 characters in length (including its field name but not the
final CRLF), it MJST be trimred (and otherw se MAY be tri mmed)
Tri mm ng neans renovi ng any nunber of message identifiers fromits
content, except that the first nessage identifier and the last two
MUST NOT be renpved.

An essential property of the References header field, guaranteed by
the above procedure and REQUI RED to be nmaintai ned by any extensions
to this protocol, is that an article MJUST NOT precede one of its
parents.

3.5. Duties of an Injecting Agent
An injecting agent takes a proto-article froma posting agent and
either forwards it to a noderator or passes it to a relaying or

serving agent or agents. An injecting agent bears the prinmary
responsibility for ensuring that any article it injects conforns with
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the rules of the Netnews standards. The admi nistrator of an
injecting agent is also expected to bear sone responsibility towards
the rest of the Netnews network to which it is connected for the
articles the injecting agent accepts.

Injecting agents, when rejecting articles, are encouraged to

conmuni cate the reason for rejection to the posting agent by using
what ever facility is provided by the underlying transport. The
injecting agent is in a unique position to comunicate the reason for
rejection; relaying agents and serving agents nornally have to reject
messages silently. The injecting agent therefore bears nmuch of the
burden of di agnosi ng broken posting agents or conmmuni cating policy
violations to posters.

An injecting agent MJUST have available a list (possibly enpty) of
noder ated groups for which it accepts articles and the corresponding
submi ssi on addresses. |t SHOULD have available a list of valid
newsgroups to catch articles not posted to a valid newsgroup and
therefore likely to be silently discarded by relaying and serving
agents. Usually, an injecting agent is deployed in conjunction wth
a serving agent and maintains these |lists based on control messages
recei ved by the serving agent.

An injecting agent processes proto-articles as foll ows:

1. It SHOULD verify that the article is froma trusted source (for
exanple, by relying on the authorization capability of the
underlying transport used to talk to the posting agent).

2. It MJUST reject any proto-article that does not have the proper
mandat ory header fields for a proto-article, that has Injection-
Info or Xref header fields, that has a Path header field
contai ning the "POSTED' <di ag- keyword>, or that is not
syntactically valid as defined by [RFC5536]. It SHOULD reject
any proto-article that contains a header field deprecated for
Net news (see, for exanple, [RFC3798]). It MAY reject any proto-
article that contains trace header fields (e.g., NNTP-Posting-
Host) indicating that it was already injected by an injecting
agent that did not add Injection-Info or Injection-Date.

3. It SHOULD reject any article whose |Injection-Date or Date header
field is nmore than 24 hours into the future (and MAY use a
margin | ess than 24 hours). It SHOULD reject any article whose

Injection-Date header field is too far in the past (ol der than
the cutoff interval of a relaying agent that the injecting agent
is using, for exanple). It SHOULD simlarly reject any article
whose Date header field is too far in the past, since not all
news servers support Injection-Date and only the injecting agent
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can provide a useful error nessage to the posting agent. In
either case, this interval SHOULD NOT be any shorter than 72
hours into the past.

4. It SHOULD reject any proto-article whose Newsgroups header field
does not contain at |east one <newsgroup-name> for a valid
group, or that contains a <newsgroup-name> reserved for specific
pur poses by Section 3.1.4 of [RFC5536] unless that specific
pur pose or |ocal agreenent applies to the proto-article being
processed. Crossposting to unknown newsgroups is not precluded
provided that at |east one of the newsgroups in the Newsgroups
header is valid.

5. The Message-1D and Date header fields with appropriate contents
MJST be added when not present in the proto-article.

6. The injecting agent MJUST NOT alter the body of the article in
any way (including any change of Content-Transfer-Encoding). It
MAY add ot her header fields not already provided by the poster,
but injecting agents are encouraged to use the Injection-Info
header for such information and to minimze the addition of
other headers. It SHOULD NOT alter, delete, or reorder any
exi sting header field except the Path header field. It MJST NOT
alter or delete any existing Message-|D header field.

7. If the Newsgroups header contains one or nore noderated groups
and the proto-article does not contain an Approved header field,
the injecting agent MJUST either forward it to a noderator as
specified in Section 3.5.1 or, if that is not possible, reject
it. This forwarding MJST be done after adding the Message-I1D
and Date headers if required, and before adding the I|njection-
Info and | njection-Date headers.

8. O herwi se, a Path header field with a <tail-entry> MJIST be added
if not already present.

9. The injecting agent MJUST then update the Path header field as
described in Section 3.2.1.

10. An Injection-Info header field SHOULD be added that identifies
the source of the article and possibly other trace infornmation
as described in Section 3.2.8 of [RFC5536].

11. If the proto-article already had an Injection-Date header field,
it MUST NOT be nodified or replaced. |If the proto-article had
both a Message-1D header field and a Date header field, an
I njection-Date header field MJUST NOT be added, since the proto-
article may have been nultiply injected by a posting agent that
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predates this standard. Oherw se, the injecting agent MJST add
an I njection-Date header field containing the current date and
time.

12. Finally, the injecting agent forwards the article to one or nore
relaying agents, and the injection process is conplete.

3.5.1. Forwardi ng Messages to a Mderat or

An injecting agent MJUST forward the proto-article to the noderator of
the |l eftnost noderated group listed in the Newsgroups header field,
customarily via email. There are two standard ways in which it may
do this:

1. The conplete proto-article is encapsul ated, header fields and
all, within the email. This SHOULD be done by creating an enmil
message with a Content-Type of application/news-transmnission with
the usage paraneter set to "noderate". The body SHOULD NOT
contain any content other than the message. This nethod has the
advant age of rempving any possible conflict between Netnews and
emai | header fields and any changes to those fields during
transport through email.

2. The proto-article is sent as an email with the addition of any
header fields required for an email as defined in [ RFC5322], and
possibly with the addition of other header fields conventional in
emai |, such as To and Received. The existing Message-1D header
field SHOULD be retai ned.

Al 't hough both of these nethods have been used in the past and the
first has clear technical advantages, the second is in nore comon
use and many noderators are not prepared to deal with nessages in the
first format. Accordingly, the first method SHOULD NOT be used

unl ess the noderator to which it is being forwarded is known to be
able to handl e this nethod.

NOTE: Deriving the email address of the noderator of a group is
outside the scope of this docunent. It is worth mentioning,
however, that a common nethod is to use a forwarding service that
handl es subm ssions for many noderated groups. For naximum
conpatibility with existing news servers, such forwardi ng services
generally formthe subni ssion address for a noderated group by
replacing each "." in the <newsgroup-name> with "-" and then using
that value as the <local-part> of a <mail box> formed by appendi ng
a set domain.
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Forwardi ng proto-articles to noderators via email is the nost genera
met hod and the nobst common in | arge Netnews networks such as Usenet,
but any means of forwarding the article that preserves it without
injecting it MAY be used. For exanple, if the injecting agent has
access to a database used by the noderator to store proto-articles
awai ting processing, it my place the proto-article directly into
that database. Such nethods nmay be nore appropriate for snaller

Net news net wor ks.

3.6. Duties of a Relaying Agent

A relaying agent accepts injected articles frominjecting and ot her
rel ayi ng agents and passes themon to relaying or serving agents. To
avoi d bypass of injecting agent policies and forgery of Path and

I njection-Info headers, relaying agents SHOULD accept articles only
fromtrusted agents.

An article SHOULD NOT be relayed unl ess the sendi ng agent has been
configured to supply, and the receiving agent to receive, at |east
one of the <newsgroup-name>s in its Newsgroups header field and at

| east one of the <dist-nane>s in its Distribution header field (if
present). Exceptionally, control nessages creating or renoving
newsgroups (newgroup or rngroup control nessages, for exanple) SHOULD
be relayed if the affected group appears in its Newsgroups header
field and both the sending and receiving rel aying agents are
configured to relay a newsgroup of that name (whether or not such a
newsgroup exists).

In order to avoid unnecessary relaying attenpts, an article SHOULD
NOT be relayed if the <path-identity> of the receiving agent (or sone
known alias thereof) appears as a <path-identity> (excluding within
the <tail-entry> or followi ng a "POSTED' <di ag-keyword>) in its Path
header fi el d.

A relaying agent processes an article as foll ows:
1. It MIST reject any article without a Newsgroups header field or

Message- |1 D header field, or without either an Injection-Date or
Dat e header field.

2. It MJST exanmi ne the Injection-Date header field or, if absent,
the Date header field, and reject the article if that date is
more than 24 hours into the future. It MAY reject articles with

dates in the future with a smaller margin than 24 hours.
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3. It MIST reject any article that has already been accepted. If it
i mpl ements one of the mechani sms described in Section 3.3, this
means that it MJST reject any article whose date falls outside
the cutoff interval since it won't know whether or not such
articles had been accepted previously.

4. |t SHOULD reject any article that does not include all the
mandat ory header fields. It MAY reject any article that contains
header fields that do not have valid contents.

5. 1t SHOULD reject any article that natches an al ready-received
cancel control nessage or the contents of the Supersedes header
field of an accepted article, provided that the relaying agent
has chosen (on the basis of local site policy) to honor that
cancel control message or Supersedes header field.

6. It MAY reject any article without an Approved header field posted
to a newsgroup known to be noderated. This practice is strongly
encour aged, but the information necessary to do so is not
required to be maintai ned by a rel ayi ng agent.

7. It MJST update the Path header field as described in
Section 3.2.1.

8. It MAY delete any Xref header field already present. It MAY add
a new Xref header field for its own use (but recall that
[ RFC5536] permits at nobst one such header field).

9. Finally, it passes the article on to other relaying and serving
agents to which it is configured to send articles.

Rel ayi ng agents SHOULD, where possible in the underlying transport,
informthe agent that passed the article to the relaying agent if the
article was rejected. Relaying agents MJST NOT inform any ot her
external entity of the rejection of an article unless that externa
entity has explicitly requested that it be informed of such errors.

Rel ayi ng agents MJUST NOT alter, delete, or rearrange any part of an
article except for the Path and Xref header fields. They MJST NOT
nmodi fy the body of articles in any way. |If an article is not
acceptable as is, the article MIST be rejected rather than nodifi ed.
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3.7. Duties of a Serving Agent

A serving agent accepts articles froma relaying agent or injecting
agent, stores them and nmakes them avail able to readi ng agents.
Articles are nornmally i ndexed by newsgroup and <articl e-Iocator>
(Section 3.2.14 of [RFC5536]), usually in the formof a deci nal
number .

If the serving agent stores articles by newsgroup, control nessages
SHOULD NOT be stored in the newsgroups listed in the contro

message’ s Newsgroups header field. Instead, they SHOULD be stored in
a newsgroup in the hierarchy "control", which is reserved for this
purpose. Conventionally, control messages are stored in newsgroups
naned for the type of control nmessage (such as "control.cancel" for
cancel control messages).

A serving agent MUST have available a list (possibly enpty) of
nmoder at ed groups for which it accepts articles so that it can reject
unapproved articles posted to noderated groups. Frequently, a
serving agent is deployed in conbination with an injecting agent and
can use the sane list as the injecting agent.

A serving agent processes articles as follows:
1. It MIST reject any article that does not include all the

mandat ory header fields or any article that contains header
fields that do not have valid contents.

2. It MJST exanmine the Injection-Date header field or, if absent,
the Date header field, and reject the article if that date is
more than 24 hours into the future. It MAY reject articles with

dates in the future with a smaller margin than 24 hours.

3. It MIST reject any article that has already been accepted. If it
i npl ements one of the nmechani sns described in Section 3.3, this
means that it MJST reject any article whose date falls outside
the cutoff interval since it won't know whether or not such
articles had been accepted previously.

4. 1t SHOULD reject any article that matches an al ready-received and
honored cancel nessage or Supersedes header field, follow ng the
same rules as a relaying agent (Section 3.6).

5. It MJST reject any article w thout an Approved header field
posted to any newsgroup |listed as noderat ed.

6. It MJST update the Path header field as described in
Section 3.2.1.
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7. It MIST renmove any Xref header field fromeach article (except
when specially configured to preserve the <article-locator>s set
by the sending site). It then MAY (and usually will) add a new

Xref header field (but recall that [ RFC5536] permits at nobst one
such header field).

8. Finally, it stores the article and makes it available for reading
agent s.

Serving agents MJUST NOT create new newsgroups sinply because an
unrecogni zed <newsgroup- name> occurs in a Newsgroups header field.
Newsgroups are nornally created via control nessages (Section 5.2.1).

Serving agents MJUST NOT alter, delete, or rearrange any part of an
article except for the Path and Xref header fields. They MJST NOT
nmodi fy the body of the articles in any way. |If an article is not
acceptable as is, the article MIST be rejected rather than nodified.

3.8. Duties of a Reading Agent

Since a reading agent is only a passive participant in a Netnews
network, there are no specific protocol requirenents placed on it.
See [ USEAGE] for best-practice recomendati ons.

3.9. Duties of a Mderator

A noderator receives news articles, customarily by email, decides
whet her to approve themand, if so, either passes themto an
injecting agent or forwards themto further noderators.

Articles are nornmally received by the noderator in email, either
encapsul ated as an object of Content-Type application/

news-transni ssion (or possibly encapsul ated but wi thout an explicit
Cont ent - Type header field) or else directly as an email already
containing all the header fields appropriate for a Netnews article
(see Section 3.5.1). Mderators who nmay receive articles via enail
SHOULD be prepared to accept articles in either format.

There are no protocol restrictions on what criteria are used for
accepting or rejecting nessages or on what nodifications a noderator
may nake to a nessage (both header fields and body) before injecting
it. Recomended best practice, however, is to nake the mninal
required changes. Mbderators need to be aware that nodifications
made to articles may invalidate signatures created by the poster or
previ ous noderators. See [USEAGE] for further best-practice
recomendat i ons.
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Moderators process articles as foll ows:

1. They decide whether to approve or reject a proto-article and, if
approved, prepare the proto-article for injection. |f the proto-
article was received as an unencapsul ated enail nessage, this
will require converting it back to a valid Netnews proto-article.
If the article is rejected, it is normally rejected for al
newsgroups to which it was posted and nothing further is done.

If it is approved, the noderator proceeds with the foll ow ng
st eps.

2. If the Newsgroups header field contains further noderated
newsgroups for which approval has not already been given, they
may either reach some agreement with the other noderators on the
di sposition of the article or, nore generally, add an indication
(identifying both the noderator and the nane of the newsgroup)
that they approve the article and then forward it to the
noderator of the |eftnost unapproved newsgroup. This forwarding
SHOULD be done followi ng the procedure in Section 3.5.1. It MY
be done by rotating the <newsgroup-nanme>s in the Newsgroups
header field so that the | eftnost unapproved newsgroup is the
| eft nost noderated newsgroup in that field and then posting it,
letting the injecting agent do the forwardi ng. However, when
using this nechanism they MJUST first ensure that the article
contai ns no Approved header field.

3. If the Newsgroups header field contains no further unapproved
noder at ed groups, they add an Approved header field (see Section
3.2.1 of [RFC5536]) identifying the noderator and, insofar as is
possi ble, all the other noderators who have approved the article.
The noderator who takes this step assunes responsibility for
ensuring that the article was approved by the noderators of all
nmoder at ed newsgroups to which it was posted.

4. Moderators are encouraged to retain the Message-|D header field
unless it is invalid or the article was significantly changed
fromits original form Mderators are also encouraged to retain
the Date header field unless it appears to be stale (72 hours or
more in the past) for reasons understood by the noderator (such
as delays in the noderation process), in which case they MAY
substitute the current date. Any Injection-Date, Injection-Info,
or Xref header fields already present MJST be renopved.

5. Any Path header field MIST either be renoved or truncated to only
those entries following its "POSTED' <di ag-keyword>, if any.

6. The noderator then passes the article to an injecting agent,
having first observed all the duties of a posting agent.
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3.10. Duties of a Gateway

A gateway transfornms an article into the native nmessage format of
anot her nmedium or translates the nessages of another mediuminto
news articles, or transforns articles into proto-articles for
injection into a separate Netnews network. Encapsul ation of a news
article into a nmessage of M ME type application/ news-transm ssion, or
t he subsequent undoi ng of that encapsul ation, is not gatewaying since
it involves no transformati on of the article.

There are two basic types of gateway, the outgoing gateway that
transforns a news article into a different type of nmessage, and the
i ncomi ng gateway that transforns a nessage from another network into
a news proto-article and injects it into a Netnews network. These
are handl ed separately bel ow

Transformation of an article into another nedium stands a very high
chance of discarding or interfering with the protection inherent in
the news system agai nst duplicate articles. The nost common probl em
caused by gateways is |oops that repeatedly reinject previously
posted articles. To prevent this, a gateway MJST take precautions
agai nst | oops, as detail ed bel ow.

The transformati ons applied to the nessage SHOULD be as ninimal as
possible while still acconplishing the gatewaying. Every change made
by a gateway potentially breaks a property of one of the nedia or

|l oses information, and therefore only those transformati ons made
necessary by the differences between the nedia should be applied.

If bidirectional gatewaying (both an incom ng and an out goi ng
gateway) is being set up between Netnews and sonme ot her nedium the

i ncom ng and out goi ng gat eways SHOULD be coordinated to avoid

uni ntended reinjection of gated articles. G rcul ar gatewaying
(gatewayi ng a nessage i nto anot her nmedi um and then back into Netnews)
SHOULD NOT be done; encapsul ation of the article SHOULD be used

i nstead where this is necessary.

Saf e bidirectional gatewaying between a mailing list and a newsgroup
is far easier if the newsgroup is noderated. Posts to the noderated
group and submi ssions to the mailing list can then go through a
single point that does the necessary gatewayi ng and then sends the
nmessage out to both the newsgroup and the mailing list at the sane
time, elimnating nost of the possibility of |oops. Bidirectiona
gat ewayi ng between a mailing list and an unnoderated newsgroup, in
contrast, is difficult to do correctly and is far nore fragile.
Newsgroups i ntended to be bidirectionally gated to a mailing |ist
SHOULD t herefore be noderated where possible, even if the noderator
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is a sinple gateway and injecting agent that correctly handl es
crossposting to other noderated groups and ot herw se passes al
traffic.

3.10.1. Duties of an Qutgoing Gat eway

From t he perspective of Netnews, an outgoing gateway is just a
speci al type of reading agent. The exact nature of what the outgoing
gateway will need to do to articles depends on the nediumto which
the articles are being gated. Because it raises the danger of |oops
due to the possibility of one or nore correspondi ng i ncom ng gateways
back fromthat nediumto Netnews, the operation of the outgoing
gateway is subject to additional constraints.

The foll owi ng practices are encouraged for all outgoing gateways,
regardl ess of whether there is known to be a related incom ng
gateway, both as precautionary neasures and as guidelines to quality
of inplenentation:

1. The nessage identifier of the news article should be preserved if
at all possible, preferably as or within the correspondi ng uni que
identifier of the other nedium However, if it is not preserved
in this way, then at least it should be preserved as a conment in
the nmessage. This helps greatly with preventing | oops.

2. The Date and Injection-Date of the news article should al so be
preserved if possible, for simlar reasons.

3. The nessage should be tagged in sone way so as to prevent its
reinjection into Netnews. This nmay be inpossible to do without
know edge of potential incomng gateways, but it is better to try
to provide sone indication even if not successful; at the |east,
a human-readabl e indication that the article should not be gated
back to Netnews can help | ocate a human probl em

4. Netnews control nessages should not be gated to another nedi um
unl ess they woul d somehow be neani ngful in that medium

3.10.2. Duties of an Incom ng Gateway

The incom ng gateway has the responsibility of ensuring that all of
the requirenents of this protocol are nmet by the articles that it
fornms. In addition to its special duties as a gateway, it bears al

of the duties and responsibilities of a posting agent, and it has the
same responsibility of a relaying agent to reject articles that it
has al ready gat ewayed
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An incoming gateway MJUST NOT gate the sanme nmessage twice. |t may not
be possible to ensure this in the face of mangling or nodification of
the message, but at the very |east a gateway, when given a copy of a
message that it has already gated and that is identical except for
trace header fields (like Received in Email or Path in Netnews), MJST
NOT gate the nessage again. An incom ng gateway SHOULD take
precautions agai nst having this rul e bypassed by nodifications of the
message that can be anti ci pat ed.

News articles prepared by gateways MJST be valid news proto-articles
(see Section 3.4.1). This often requires the gateway to synthesize a
conform ng article fromnon-conformng input. The gateway MJST then
pass the article to an injecting agent, not directly to a relaying
agent .

I ncom ng gat eways MUST NOT pass control nessages (articles containing
a Control or Supersedes header field) w thout renoving or renam ng
that header field. Gateways MAY, however, generate cancel contro
messages for messages they have gatewayed. |f a gateway receives a
message that it can determine is a valid equival ent of a cancel
control nmessage in the mediumit is gatewaying, it SHOULD discard
that nessage without gatewaying it, generate a correspondi ng cance
control nmessage of its own, and inject that cancel control nessage.

NOTE: It is not unheard of for nail-to-news gateways to be used to
post control messages, but encapsul ati on should be used for these
cases instead. Gateways by their very nature are particularly
prone to |l oops. Spews of nornal articles are bad enough; spews of
control nessages with special significance to the news system
possibly resulting in high processing |oad or even in enmils being
sent for every message received, are catastrophic. It is far
preferable to construct a systemspecifically for posting control
messages that can do appropriate consistency checks and

aut hentication of the originator of the nessage.

If there is a nessage identifier that fills a role simlar to that of
the Message-1D header field in news, it SHOULD be used in the
formati on of the message identifier of the news article, perhaps with
transformations required to neet the uni queness requirenent of

Net news and with the renoval of any comments so as to conply with the
syntax in Section 3.1.3 of [RFC5536]. Such transformati ons SHOULD be
designed so that two nessages with the same identifier generate the
same Message-| D header field.

NOTE: Message identifiers play a central role in the prevention of
duplicates, and their correct use by gateways will do nuch to
prevent | oops. Netnews does, however, require that nessage

i dentifiers be unique, and therefore nessage identifiers from
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other nedia may not be suitable for use without nodification. A
bal ance must be struck by the gateway between preserving
informati on used to prevent |oops and generating uni que nessage
identifiers.

Exceptionally, if there are nmultiple incom ng gateways for a
particul ar set of messages, each to a different newsgroup(s), each
one SHOULD generate a nessage identifier unique to that gateway.
Each incom ng gat eway nonet hel ess MJUST ensure that it does not gate
the sane nessage twice

NOTE: Consi der the exanple of two gateways of a given mailing |ist
into two separate Usenet newsgroups, both of which preserve the
emai | nessage identifier. Each newsgroup may then receive a
portion of the nessages (different sites seeing different

portions). In these cases, where there is no one "official"
gat eway, sone other nmethod of generating nmessage identifiers has
to be used to avoid collisions. It would obviously be preferable

for there to be only one gateway that crossposts, but this may not
be possible to coordinate.

If no date information is available, the gateway MAY supply a Date
header field with the gateway’'s current date. |If only partia
information is available (such as date but not tine), this SHOULD be
fleshed out to a full Date by adding default values rather than by
discarding this information. Only in very exceptional circunstances
shoul d Date information be discarded, as it plays an inportant role
in preventing reinjection of old nessages.

An inconing gateway MJST add a Sender header field to the news
article it forns by containing the <mail box> of the adm nistrator of
the gateway. Problens with the gateway may be reported to this
<mai | box>. The <di spl ay- nanme> portion of this <mail box> SHOULD
indicate that the entity responsible for injection of the nessage is
a gateway. |If the original nessage already had a Sender header
field, it SHOULD be renaned to Original-Sender so that its contents
can be preserved. See Section 3.10.3 for the specification of that
header fi el d.

3.10.3. Oiginal-Sender Header Field

The Oiginal -Sender header field holds the content of a Sender header
field in an original nessage received by an inconi ng gateway,
preserving it while the incom ng gateway adds its own Sender header
field. The content syntax makes use of syntax defined in [ RFC5536]
and [ RFC5322] .
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header =/ Ori gi nal - Sender - header
Ori gi nal - Sender - header
= "Original -Sender" ":" SP
Ori gi nal - Sender - cont ent
Ori gi nal - Sender - cont ent
= mai | box

The Permanent Message Header Field Repository entry for this header
field is:

Header field nane: Ori gi nal - Sender
Appl i cabl e protocol: Net news

St at us: standard

Aut hor/ Change controller: | ETF

Speci fication docunment(s): RFC 5537
3.10.4. Gateway Example

To illustrate the type of precautions that should be taken agai nst

| oops, here is an example of the neasures taken by one particul ar
combi nation of mail-to-news and news-to-nmail gateways designed to
handl e bidirectional gatewayi ng between mailing |ists and unnoder at ed
groups:

1. The news-to-mail gateway preserves the nmessage identifier of the
news article in the generated email nessage. The mail-to-news
gateway |ikew se preserves the email nmessage identifier, provided
that it is syntactically valid for Netnews. This allows the news
systemis built-in suppression of duplicates to serve as the first
Iine of defense against | oops.

2. The news-to-mail gateway adds an X-* header field to all messages
it generates. The mail-to-news gateway discards any inconi ng
messages containing this header field. This is robust against
mai ling |ist managers that replace the nessage identifier and
agai nst any nunber of emmil hops, provided that the other nessage
header fields are preserved.

3. The mail-to-news gateway prepends the host name fromwhich it
received the emai|l nessage to the content of the Path header
field. The news-to-nmil gateway refuses to gateway any nessage
that contains the list server nane in its Path header field
(including in the tail section). This is robust against any
anount of mungi ng of the nmessage header fields by the mailing
list, provided that the email only goes through one hop
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4. The mail-to-news gateway i s designed never to generate bounces to
the envel ope sender. Instead, articles that are rejected by the
news server (for reasons not warranting silent discarding of the
message) result in a bounce nessage sent to an errors address
that is known not to forward to any mailing lists. In this way,
they can be handl ed by the news admi nistrators.

These precautions have proven effective in practice at preventing

| oops for this particular application (bidirectional gatewaying
between nmailing lists and | ocally distributed newsgroups where both
gat eways can be designed together). General gatewaying to world-w de
newsgroups poses additional difficulties; one nust be very wary of
strange configurations, such as a newsgroup gated to a mailing |ist
that is in turn gated to a different newsgroup.

4. Media Types

Thi s docunent defines several nedia types, which have been registered
with | ANA as provided for in [ RFC4288].

The nedi a type message/ news, as previously registered with 1ANA, is
hereby decl ared obsolete. The intent of this nmedia type was to
define a standard way of transnmitting news articles via nmail for
human readi ng. However, it was never widely inplenmented, and its
default treatnment as application/octet-streamby agents that did not
recogni ze it was counter-productive. The nmedia type nmessage/rfc822
(defined in Section 5.2.1 of [RFC2046]) SHOULD be used in its place.

The updated M ME nedia type definition of nessage/ news is:

M ME type nane: nmessage
M ME subt ype nane: news
Requi red paraneters: none
Opti onal paraneters: none

Encodi ng consi derations: sane as nessage/rfc822

Security considerations: News articles may constitute "contro
messages"”, which can have effects on a
host’ s news system beyond just addition
of information. Since control mnessages
may occur in normal news flow, nobst hosts
are suitably defended agai nst undesired
effects already, but transm ssion of news
articles via mail may bypass
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firewal | -type defenses. Reading a news
article transmitted by mail involves no
hazards beyond those of mail, but
submitting it to news software for
processi ng shoul d be done with care.

Interoperability considerations:
Rarely used, and therefore often
handl ed as application/octet-stream
Di sposition should by default be inline.

Publ i shed specification: RFC 5537

Applications that use this nedia type:
Sone old mail and news user agents.

I nt ended usage: OBSCOLETE
Aut hor : Henry Spencer
Change control ler: | ETF

4.1. application/news-transm ssion

The nedi a type application/news-transmission is intended for the
encapsul ati on of conplete news articles where the intention is that
the recipient should then inject theminto Netnews. This application
type provides one of the nethods for nailing articles to noderators
(see Section 3.5.1) and nmay be used to convey nessages to an
injecting agent. This encapsul ation renpves the need to transform an
emai | nessage into a Netnews proto-article and provides a way to send
a Netnews article using MM through a transport mediumthat does not
support 8bit data.

The M ME nedia type definition of application/news-transnission is:

M ME type nane: application

M ME subt ype nane: news-transm ssi on

Requi red paraneters: none

Opti onal paraneters: One and only one of "usage=noderate",

"usage=i nject", or "usage=relay".
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Encodi ng considerations: A transfer-encoding different fromthat
of the article transmtted MAY be
supplied to ensure correct transm ssion
over sonme 7bit transport nmedi um

Security considerations: News articles may constitute "“contro
messages"”, which can have effects on a
host’ s news system beyond just addition
of information. Since control nessages
may occur in normal news flow, nobst hosts
are suitably defended agai nst undesired
ef fects al ready, but transm ssion of news
articles via mail may bypass
firewal | -type defenses.

Publ i shed specification: RFC 5537

Body part: A conplete proto-article ready for
injection into Netnews or an article
bei ng rel ayed to anot her agent.

Applications that use this nedia type:
I njecting agents, Netnews noderators.

I nt ended usage: COVVON
Change control ler: | ETF

usage=noderate indicates the article is intended for a noderator
usage=i nject for an injecting agent, and usage=relay for a rel aying
agent. The entity receiving the article may only inplenment one type
of agent, in which case the parameter MAY be onitted.

Contrary to the prior registration of this nedia type, article

bat ches are not permitted as a body part. Miltiple nessages or a
message with multiple application/news-transni ssion parts nmay be used
i nst ead.

4.2. application/ news-groupinfo
The application/ news-groupinfo nedia type is used in conjunction with
the newgroup control nessage (see Section 5.2.1). Its body part
contains brief information about a newsgroup: the newsgroup name, its
description, and its noderation status.

The M ME nedia type definition of application/news-groupinfo is:
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M ME type nane: application

M ME subt ype nane: news- gr oupi nf o

Requi red paraneters: none

Optional paraneters: charset, which MJUST be a charset

registered for use with MM text types
It has the sane syntax as the paraneter
defined for text/plain [ RFC2046].
Specifies the charset of the body part.
If not given, the charset defaults to
US-ASCI I [ASCII].

Encodi ng considerations: 7bit or 8bit encoding MJST be used to
mai ntain conpatibility.

Security considerations: None.

Interoperability considerations:
Di sposition should by default be inline.

Applications that use this nedia type:
Control message issuers, relaying
agents, serving agents.

Publ i shed specification: RFC 5537

I nt ended usage: COVVON
Change controller: | ETF
The content of the application/news-groupinfo body part is defined
as:
gr oupi nf o- body = [ newsgroups-tag CRLF ]
newsgroups-1ine CRLF
newsgroups-tag = 46. 6F. 72 SP %79. 6F. 75. 72 SP

9% 6E. 65. 77. 73. 67. 72. 6F. 75.70. 73 SP

% 66. 69. 6C. 65. 3A

; case sensitive

; "For your newsgroups file:"
newsgroups-1ine = newsgroup- hame

[ 1*HTAB newsgroup-description ]

[ *WBP noderation-flag ]
newsgr oup- descri ption
eightbit-utext *( *WSP eightbit-utext )
SP "(" 9%4D. 6F. 64. 65.72.61.74.65.64 ")"

nmoder ati on-fl ag

Al l bery & Lindsey St andards Track [ Page 32]



RFC 5537 Net news Architecture and Protocols Novenber 2009

; SPACE + case sensitive "(Mderated)"
ei ght bi t - ut ext = VCHAR / %127- 255

Thi s unusual format is backward-conpatible with the scanning of the
body of newgroup control nessages for descriptions done by Netnews
i npl ementations that predate this specification. Al though optional,
t he <newsgroups-tag> SHOULD be included for backward conpatibility.

The <newsgroup-descripti on> MJST NOT contain any occurrence of the
string "(Mderated)" within it. Moderated newsgroups MJST be narked
by appendi ng the case-sensitive text " (Mderated)" at the end.

Wil e a charset paraneter is defined for this nmedia type, nost

exi sting software does not understand M ME header fields or correctly
handl e descriptions in a variety of charsets. Using a charset of US-
ASCI | where possible is therefore RECOWENDED; if not possible, UTF-8
[ RFC3629] SHOULD be used. Regardless of the charset used, the
constraints of the above grammar MJST be net and the <newsgroup- nane>
MJUST be represented in that charset using the same octets as would be
used with a charset of US-ASClI.

4.3. application/news-checkgroups
The application/ news-checkgroups nmedi a type contains a list of
newsgroups within a hierarchy or hierarchies, including their
descriptions and noderation status. It is primarily for use with the
checkgroups control message (see Section 5.2.3).

The M ME nedia type definition of application/news-checkgroups is:

M ME type nane: application

M ME subt ype nane: news- checkgr oups

Requi red paraneters: none

Optional paraneters: charset, which MJUST be a charset

registered for use with MM text types
It has the sane syntax as the paraneter
defined for text/plain [ RFC2046].
Specifies the charset of the body part.
If not given, the charset defaults to
US-ASCI I [ASCII].

Encodi ng considerations: 7bit or 8bit encoding MJST be used to
mai ntain conpatibility.
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Security considerations: This nedia type provides only a means
for conveying a |list of newsgroups and
does not provide any information
i ndi cati ng whet her the sender is
aut hori zed to state which newsgroups
shoul d exist within a hierarchy. Such
aut hori zati on nust be acconplished by
ot her neans.

Interoperability considerations:
Di sposition should by default be inline.

Applications that use this nedia type:
Control message issuers, relaying
agents, serving agents.

Publ i shed specification: RFC 5537

I nt ended usage: COVVON

Change control ler: | ETF

The content of the application/news-checkgroups body part is defined
as:

checkgr oups- body
val i d- group

= *( valid-group CRLF )

= newsgroups-line ; see Section 4.2

The sane restrictions on charset, <newsgroup-nane>, and <newsgroup-
description> apply for this nmedia type as for application/
news- gr oupi nf o.

One application/ news-checkgroups nessage may contain information for
one or nore hierarchies and is considered conplete for any hierarchy
for which it contains a <valid-group> unl ess acconpani ed by externa
information limting its scope (such as a <chkscope> paraneter to a
checkgroups control message, as described in Section 5.2.3). In

ot her words, an application/news-checkgroups body part consisting of

exanpl e. noder at ed A noder at ed newsgr oup (Moder at ed)
exanpl e. t est An unnoder ated test group

is a statenent that the exanple.* hierarchy contains two newsgroups,
exanpl e. noder at ed and exanpl e.test, and no others. This media type
therefore MJUST NOT be used for conveying partial information about a
hi erarchy; if a group froma given hierarchy is present, all groups
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that exist in that hierarchy MIUST be listed unless its scope is
limted by external information, in which case all groups SHOULD be
I'isted.

Spaces are used in this exanple for formatting reasons. 1In an actua
message, the newsgroup nane and description MJST be separated by one
or nore tabs (HTAB, ASCI| %l09), not spaces.

5. Control Messages

A control nmessage is an article that contains a Control header field
and t hereby indicates that sonme action should be taken by an agent
other than distribution and display. Any article containing a
Control header field (defined in Section 3.2.3 of [RFC5536]) is a
control nmessage. Additionally, the action of an article containing a
Super sedes header field is described here; while such an article is
not a control nessage, it specifies an action simlar to the cance
control nessage

The <control -command> of a Control header field conprises a <verb>
whi ch indicates the action to be taken, and one or nore <argument>
val ues, which supply the details. For sonme control nessages, the
body of the article is also significant. Each recognized <verb> (the
control nessage type) is described in a separate section bel ow
Agents MAY accept other control nessage types than those specified
bel ow, and MJST either ignore or reject control nmessages wth
unrecogni zed types. Syntactic definitions of valid <argunent> val ues
and restrictions on control nessage bodies are given in the section
for each control nessage type

Contrary to [ RFC1036], the presence of a Subject header field
starting with the string "cnsg " MJST NOT cause an article to be
interpreted as a control nessage. Agents MAY reject an article that
has such a Subj ect header field and no Control header field as

anbi guous. Likewi se, the presence of a <newsgroup-nane> ending in
".ctl" in the Newsgroups header field or the presence of an Al so-
Control header field MJUST NOT cause the article to be interpreted as
a control message

5.1. Authentication and Authorization

Control nessages specify actions above and beyond the nornal
processing of an article and are therefore potential vectors of abuse
and unaut hori zed action. There is, at present, no standardi zed neans
of authenticating the sender of a control nmessage or verifying that
the contents of a control nessage were sent by the clai ned sender
There are, however, sone unstandardi zed aut henticati on mechani snms in
common use, such as [ PGPVERI FY].
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Agents acting on control nessages SHOULD take steps to authenticate
control messages before acting on them as determ ned by |oca

aut hori zation policy. Wether this is done via the use of an

unst andar di zed aut hentication protocol, by conparison with

i nformati on obtai ned through another protocol, by human review, or by
sonme other neans is left unspecified by this docunent. Further
extensions or revisions of this protocol are expected to standardize
a digital signature mechani sm

Agents are expected to have their own | ocal authorization policies
for which control nessages will be honored. No Netnews agent is ever
required to act on any control nmessage. The follow ng descriptions
specify the actions that a control nessage requests, but an agent MAY
al ways decline to act on any given control nessage.

5.2. Goup Control Messages

A group control nessage is any control nessage type that requests
some update to the list of newsgroups known to a news server. The
standard group control nessage types are "newgroup", "rngroup", and
"checkgr oups".

Bef ore honoring any group control nessage, an agent MJST check the
newsgroup or newsgroups affected by that control nessage and decline
to create any newsgroups not in conformance with the restrictions in
Section 3.1.4 of [RFC5536].

Al'l of the group control nessages MJST have an Approved header field
(Section 3.2.1 of [RFC5536]). G oup control nessages wi thout an
Approved header field SHOULD NOT be honor ed.

G oup control messages affecting specific groups (newgroup and
rmgroup control messages, for exanple) SHOULD include the <newsgroup-
nane> for the group or groups affected in their Newsgroups header
field. Oher newsgroups MAY be included in the Newsgroups header
field so that the control nessage will reach nore news servers, but
due to the special relaying rules for group control nessages (see
Section 3.6) this is normally unnecessary and nmay be excessive.

5.2.1. The newgroup Control Message

The newgroup control nessage requests that the specified group be
created or, if already existing, that its noderation status or
description be changed. The syntax of its Control header field is:

control - command =/ Newgr oup- command
Newgr oup- conmrand "newgr oup" Newgroup-argunents
Newgr oup- ar gunment s 1*WEP newsgr oup- nane
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[ 1*WSP newgroup-flag ]
newgr oup-fl ag = "noder at ed”

If the request is honored, the noderation status of the group SHOULD
be set in accordance with the presence or absence of the <newgroup-

flag> "noderated". "noderated" is the only flag defined by this
protocol. Oher flags MAY be defined by extensions to this protoco
and accepted by agents. |If an agent does not recognize the

<newgr oup-flag> of a newgroup control nessage, it SHOULD ignore that
control nessage

The body of a newgroup nessage SHOULD contain an entity of type

appl i cation/ news-groupi nfo specifying the description of the
newsgroup, either as the entire body or as an entity within a

mul tipart/ m xed object [RFC2046]. |If such an entity is present, the
noderation status specified therein MUST natch the noderation status
specified by the <newgroup-flag>  The body of a newgroup nessage MAY
contain other entities (encapsulated in nultipart/mxed) that provide
additional information about the newsgroup or the circunstances of
the control message.

In the absence of an application/news-groupinfo entity, a news server
MAY search the body of the nmessage for the line "For your newsgroups
file:" and take the following Iine as a <newsgroups-line>  Prior to
the standardi zati on of application/ news-groupinfo, this was the
convention for providing a newsgroup description.

If the request is honored and contains a newsgroup description, and
if the news server honoring it stores newsgroup descriptions, the
stored newsgroup description SHOULD be updated to the description
specified in the control nessage, even if no other property of the
group has changed.

5.2.1.1. newgroup Control Message Exanple

A newgroup control nessage requesting creation of the noderated
newsgroup exanpl e. adm n. i nfo.

From "exanple.* Adm nistrator” <adm n@oc. exanpl e>
Newsgr oups: exanple.adnmin.info

Date: 27 Feb 2002 12:50: 22 +0200

Subj ect: cnsg newgroup exanpl e.adm n.i nfo noderated
Approved: admi n@oc. exanpl e

Control: newgroup exanpl e.adnin.info noderated
Message- 1 D <ng- exanpl e. adm n. i nf 0- 20020227 @oc. exanpl e>
M ME-Version: 1.0

Content - Type: nmultipart/ m xed; boundary="nxtprt"

Cont ent - Transf er- Encodi ng: 8bi t
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This is a M ME control message.
--nxtprt
Cont ent - Type: appl i cati on/ news-groupi nfo; charset=us-asci

For your newsgroups file:
exanpl e.adnmin.info About the exanple.* groups (Moderated)

--nxtprt
Cont ent - Type: text/plain; charset=us-asci

A noder at ed newsgroup for announcenents about new newsgroups in
the exanple.* hierarchy.

--nxtprt--

Spaces are used in this exanple for formatting reasons. 1In an actua
message, the newsgroup nane and description MJST be separated by one
or nore tabs (HTAB, ASCI| %d09), not spaces.

5.2.2. The rmgroup Control Message

The rngroup control message requests that the specified group be
renoved froma news server’'s list of valid groups. The syntax of its
Control header field is:

control - command =/ Rngr oup- comrand
Rmgr oup- command "rmgroup” Rmgroup-argunments
Rngr oup- ar gunent s 1*W5P newsgr oup- namne

The body of the control nmessage MAY contain anything, usually an
expl anatory text.

5.2.3. The checkgroups Control Message

The checkgroups control nessage contains a list of all the valid
groups in a hierarchy with descriptions and noderation status. It
requests that a news server update its valid newsgroup list for that
hi erarchy to include the groups specified, renmove any groups not
speci fied, and update group descriptions and noderation status to
mat ch those given in the checkgroups control nessage. The syntax of
its Control header field is:

control - command =/ Checkgr oup- command

Checkgr oup- comrand "checkgroups" Checkgroup-argunments
Checkgroup-argunents= [ chkscope ] [ chksernr ]

chkscope 1*( 1*W8P ["!"] newsgroup-nane )
chksernr 1*WEP "#" 1*DIA T

Al l bery & Lindsey St andards Track [ Page 38]



RFC 5537 Net news Architecture and Protocols Novenber 2009

A checkgroups message is interpreted as an exhaustive list of the
valid groups in all hierarchies or sub-hierarchies with a prefix
listed in the <chkscope> argunent, excluding any sub-hierarchy where
the <chkscope> argunent is prefixed by "!". For conplex cases with
mul ti pl e <chkscope> argunents, start froman enpty list of groups,
include all groups in the checkgroups control nessage natching
<chkscope> argunents without a "!" prefix, and then exclude al
groups mat chi ng <chkscope> argunments with a "!" prefix. Followthis
met hod regardl ess of the order of the <chkscope> argunents in the
Control header field.

If no <chkscope> argunent is given, it applies to all hierarchies for
whi ch group statements appear in the body of the message.

Si nce much existing software does not honor the <chkscope> argunent,
the body of the checkgroups control nmessage MJUST NOT contain group
statenents for newsgroups outside the intended scope and SHOULD
contain a correct newsgroup list even for sub-hierarchies excluded
with "!'" <chkscope> ternms. News servers, however, MJST honor
<chkscope> as specified here.

The <chksernr> argunent may be any positive integer. |If present, it
MUST increase with every change to the newsgroup list, MJST NOT ever
decrease, and MUST be included in all subsequent checkgroups contro
messages with the sane scope. |f provided, news servers SHOULD
renmenber the <chksernr> val ue of the previous checkgroups contro
message honored for a particular hierarchy or sub-hierarchy and
decline to honor any subsequent checkgroups control nessage for the
sanme hierarchy or sub-hierarchy with a snaller <chksernr> val ue or
with no <chksernr> val ue.

There is no upper limt on the length of <chksernr>, other than the
limtation on the I ength of header fields. |nplenentations may
therefore want to do conparisons by zero-padding the shorter of two
<chksernr> values on the left and then doing a string conparison,
rat her than assunmi ng <chksernr> can be nani pul ated as a nunber.

For exanple, the follow ng Control header field
Control: checkgroups de !de.alt #2009021301

i ndi cates that the body of the message will |ist every newsgroup in
the de.* hierarchy, excepting the de.alt.* sub-hierarchy, and should
not be honored if a checkgroups control message with a serial nunber
greater than 2009021301 was previously honored. The serial number in
this exanple was fornmed fromthe date in YYYYMVDD format, foll owed by
a two-digit sequence nunber within that date.
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The body of the nessage is an entity of type application/

news- checkgroups. It SHOULD be decl ared as such with appropriate

M ME headers, but news servers SHOULD interpret checkgroups nessages
that lack the appropriate MM headers as if the body were of type
appl i cation/ news- checkgroups for backward conpatibility.

5.3. The cancel Control Message
The cancel control nessage requests that a target article be

withdrawn fromcirculation and access. The syntax of its Contro
header field is:

cont r ol - conmand =/ Cancel - comrand
Cancel - command = "cancel " Cancel -argunents
Cancel - argument s = 1*W5P msg-id

The argurent identifies the article to be cancelled by its nessage
identifier. The body of the control message MAY contai n anyt hi ng,
usual 'y an expl anatory text.

A serving agent that elects to honor a cancel message SHOULD nake the
article unavail able to reading agents (perhaps by deleting it
completely). |If the cancel control nessage arrives before the
article it targets, news servers choosing to honor it SHOULD renenber
the message identifier that was cancell ed and reject the cancelled
article when it arrives.

To best ensure that it will be relayed to the sane news servers as
the original nessage, a cancel control nessage SHOULD have the sane
Newsgroups header field as the nessage it is cancelling.

Cancel control nessages listing noderated newsgroups in their

Newsgr oups header field MJST contain an Approved header field |ike
any other article in a noderated newsgroup. This neans that cancels
posted to a noderated newsgroup will nornmally be sent to the
nmoderator first for approval. Qutside of noderated newsgroups,
cancel messages are not required to contain an Approved header fi el d.

Contrary to [ RFC1036], cancel control nessages are not required to
contain From and Sender header fields matching the target nessage
Thi s requirenment only encouraged cancel issuers to conceal their
identity and provided no security.

5.4. The Supersedes Header Field
The presence of a Supersedes header field in an article requests that

the nessage identifier given in that header field be withdrawn in
exactly the sane nanner as if it were the target of a cancel contro
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message. Accordingly, news servers SHOULD apply to a Supersedes
header field the same authentication and authorization checks as they
woul d apply to cancel control messages. |If the Supersedes header
field is honored, the news server SHOULD take the sane actions as it
woul d take when honoring a cancel control nessage for the given
target article.

The article containing the Supersedes header field, whether or not
the Supersedes header field is honored, SHOULD be handl ed as a norma
article and SHOULD NOT receive the special treatnent of contro
messages described in Section 3.7.

5.5. The ihave and sendnme Control Messages

The i have and sendme control mnessages inplenent a predecessor of the
NNTP [ RFC3977] protocol. They are largely obsolete on the Internet
but still see use in conjunction with sonme transport protocols such
as UUCP [UUCP]. News servers are not required to support them

i have and sendnme control nessages share simlar syntax for their
Control header fields and bodi es:

contr ol - command =/ 1 have- conmand

| have- conmand = "i have" |have-argunents

| have-argunents 1*WSP *( nmsg-id 1*WSP ) rel ayer-nane
control - command / Sendne- comand

Sendne- command "sendme" Sendme-ar gunent s

Sendne- ar gunent s | have-argunents

rel ayer - nane path-identity ; see 3.1.5 of [RFC5536]
i have- body *( meg-id CRLF )

sendne- body i have- body

The body of the article consists of a list of <msg-id>s, one per

line. The nessage identifiers SHOULD be put in the body of the
article, not in the Control header field, but news servers MAY
recogni ze and process nessage identifiers in the Control header field
for backward conpatibility. Message identifiers MJST NOT be put in
the Control header field if they are present in the body of the
control message

The i have nessage states that the naned rel ayi ng agent has received
articles with the specified nmessage identifiers, which may be of
interest to the relaying agents receiving the i have nessage. The
sendne message requests that the agent receiving it send the articles
havi ng the specified nessage identifiers to the naned rel ayi ng agent.
Contrary to [ RFC1036], the relayer-name MJST be given as the | ast
argunent in the Control header field.
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Upon recei pt of the sendnme nmessage (and a decision to honor it), the
recei ving agent sends the article or articles requested. The
mechani smfor this transm ssion is unspecified by this docunent and
is arranged between the sites involved.

These control nessages are nornally sent as point-to-point articles
between two sites and not then sent on to other sites. Newsgroups
beginning with "to." are reserved for such point-to-point

communi cations and are formed by prepending "to." to a <rel ayer-nane>
to forma <newsgroup-nanme>. Articles with such a group in their
Newsgr oups header fields SHOULD NOT be sent to any news server other
than the one identified by <rel ayer-name>.

5.6. (bsolete Control Messages

The foll owi ng control nessage types are decl ared obsolete by this
docunment and SHOULD NOT be sent or honored:

sendsys
Ver sion
whoget s
senduunane

6. Security Considerations

Net news is designed for broad dissemination of public nessages and
offers little in the way of security. What protection Netnews has
agai nst abuse and inpersonation is provided prinmarily by the
underlying transport layer. |In |large Netnews networks where news
servers cannot be relied upon to enforce authentication and

aut horization requirenments at the transport |layer, articles may be
trivially forged and widely read, and the identities of article
senders and the privacy of articles cannot be assured.

See Section 5 of [RFC5536] for further security considerations
related to the format of articles.

6.1. Comprom se of SystemlIntegrity

Control nessages pose a particular security concern since acting on
unaut hori zed control nessages may cause newsgroups to be renoved,
articles to be deleted, and unwanted newsgroups to be created.

Admi ni strators of news servers SHOULD therefore take steps to verify
the authenticity of control messages as discussed in Section 5.1
Articles containing Supersedes header fields are effectively cance
control messages and SHOULD be subject to the sane checks as
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di scussed in Section 5.4. Currently, nmany sites are ignoring al
cancel control messages and Supersedes header fields due to the
difficulty of authenticating themand their w despread abuse.

Cancel control nessages are not required to have the same Newsgroups
header field as the nessages they are cancelling. Since they are
someti mes processed before the original nessage is received, it may
not be possible to check that the Newsgroup header fields match

This allows a nmalicious poster to inject a cancel control message for
an article in a noderated newsgroup w thout addi ng an Approved header
field to the control nessage, and to hide nalicious cancel contro
messages from sonme readi ng agents by using a different Newsgroups
header field so that the cancel control message is not accepted by
all news servers that accepted the original nmessage

Al'l agents should be aware that all article content, nobst notably
including the content of the Control header field, is potentially
untrustworthy and malicious. Articles may be constructed in
syntactically invalid ways to attenpt to overflow internal buffers,
vi ol ate hi dden assunptions, or exploit inplementati on weaknesses.

For exanple, sone news server inplenmentations have been successfully
attacked via inclusion of Unix shell code in the Control header
field. Al article contents, and particularly control nessage
contents, SHOULD be handl ed with care and rigorously verified before
any action is taken on the basis of the contents of the article.

A malicious poster may add an Approved header field to bypass the
noder ati on process of a noderated newsgroup. Injecting agents SHOULD
verify that nessages approved for a noderated newsgroup are being
injected by the nmoderator using authentication information fromthe
underlying transport or sone other authentication nechani sm arranged
with the noderator. There is, at present, no standardi zed met hod of
aut henti cati ng approval of nessages to noderated groups, although
sonme unstandardi zed aut henticati on nethods such as [ PGPMOOSE] are in
common use

A malicious news server participating in a Netnews network may bypass
checks performed by injecting agents, forge Path header fields and
other trace information (such as Injection-Info header fields), and
ot herwi se conprom se the authorization requirenents of a Netnews
network. News servers SHOULD use the facilities of the underlying
transport to authenticate their peers and reject articles from
injecting and rel aying agents that do not follow the requirements of
this protocol or the Netnews network.
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6.2. Denial of Service

The proper functioning of individual newsgroups can be disrupted by
the excessive posting of unwanted articles; by the repeated posting
of identical or near identical articles; by posting foll owps that
either are unrelated to their precursors or that quote their
precursors in full with the addition of mininmal extra nateria
(especially if this process is iterated); by crossposting to, or
requesting followmps to, totally unrel ated newsgroups; and by abusing
control messages and the Supersedes header field to delete articles
or newsgroups.

Such articles intended to deny service, or other articles of an
inflammatory nature, may al so have their From or Reply-To addresses
set to valid but incorrect emnil addresses, thus causing |arge

vol unmes of emmil to descend on the true owners of those addresses.
Users and agents shoul d al ways be aware that identifying information
in articles nmay be forged.

A malicious poster may prevent an article frombeing seen at a
particular site by including in the Path header field of the proto-
article the <path-identity> of that site. Use of the <diag-keyword>
"POSTED' by injecting agents to nmark the point of injection can
prevent this attack.

Primary responsibility for preventing such attacks lies with

i njecting agents, which can apply authentication and authorization
checks via the underlying transport and prevent those attenpting
deni al -of -service attacks from posting nessages. |f specific
injecting agents fail to live up to their responsibilities, they may
be excluded fromthe Netnews network by configuring relaying agents
to reject articles originating fromthem

A malicious conplainer may submit a nodified copy of an article (with
an altered Injection-Info header field, for instance) to the

adm nistrator of an injecting agent in an attenpt to discredit the
author of that article and even to have his posting privil eges
renoved. Adm nistrators SHOULD t herefore obtain a genui ne copy of
the article fromtheir own serving agent before taking action in
response to such a conplaint.

6.3. Leakage

Articles that are intended to have restricted distribution are
dependent on the goodwi Il of every site receiving them Restrictions
on dissemnation and retention of articles nay be requested via the
Archive and Distribution header fields, but such requests cannot be
enforced by the protocol
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The flooding al gorithmused by Netnews transports such as NNTP

[ RFC3977] is extrenely good at finding any path by which articles can
| eave a subnet with supposedly restrictive boundaries, and
substantial adm nistrative effort is required to avoid this.

Organi zations wishing to control such | eakage are advised to
designate a small nunber of gateways to handle all news exchanges
with the outside world.

The sendne control nessage (Section 5.5), insofar as it is stil
used, can be used to request articles that the requester should not
have access to.

7. | ANA Consi derati ons

| ANA has registered the foll ow ng nedia types, described el sewhere in
this docunment, for use with the Content-Type header field, in the
| ETF tree in accordance with the procedures set out in [ RFC4288].

appl i cati on/ news-transm ssion (4.1)
appl i cati on/ news- groupi nfo (4.2)
appl i cati on/ news- checkgr oups (4.3)

application/news-transmission is a change to a previous registration.

I ANA has registered the new header field, Oiginal-Sender, in the
Per manent Message Header Field Repository, using the tenplate in
Section 3.10. 3.

| ANA has changed the status of the nessage/news nedia type to
"OBSOLETE". nessage/rfc822 should be used instead. An updated
tenplate is included in Section 4.
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Appendi x A.  Changes to the Existing Protocols

Thi s docunent prescribes many changes, clarifications, and new
features since the protocol described in [RFCL036]. Mst notably:

0 A new, backward-conpatible Path header field format that permts
st andar di zed enbeddi ng of additional trace and authentication
i nformati on i s now RECOWENDED. See Section 3.2. Folding of the
Pat h header is permtted.

o Trimm ng of the References header field is REQU RED, and a
mechani sm for doing so is defined

0 Addition of the new Injection-Date header field is required in
some circumnstances for posting agents (Section 3.4.2) and
injecting agents (Section 3.5), and MJST be used by news servers
for date checks (Section 3.6). |Injecting agents are also strongly
encouraged to put all local trace information in the new
I njection-Info header field.

0 Anewnedia type is defined for transmtting Netnews articles
through other media (Section 4.1), and noderators SHOULD prepare
to receive subnmissions in that format (Section 3.5.1).

0 Certain control nessages (Section 5.6) are decl ared obsol ete, and
the special significance of "cnsg" at the start of a Subject
header field is renoved

0 Additional nedia types are defined for inproved structuring,
speci fication, and automated processi ng of control nessages
(Sections 4.2 and 4. 3).

o Two new optional paraneters are added to the checkgroups contro
nessage.

0 The nmessage/news nedia type is decl ared obsol ete.

o Cancel control messages are no longer required to have From and
Sender header fields matching those of the target nessage, as this
requi renent added no real security.

0 The relayer-nane paraneter in the Control header field of ihave
and sendne control messages is now required.

In addi tion, nmany protocol steps and article verification
requirenents that are unnentioned or |eft anbi guous by [ RFCL036] but
are widely inplenented by Netnews servers have been standardi zed and
specified in detail.
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