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Abst r act
Thi s docunent describes the Qpen Network Conputing (ONC) Renote
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1. Introduction

Thi s docunent specifies version 2 of the message protocol used in ONC
Renote Procedure Call (RPC). The nessage protocol is specified with
the external Data Representation (XDR) |anguage [ RFC4506]. This
docunment assumes that the reader is famliar with XDR. |t does not
attenpt to justify renote procedure call systens or describe their
use. The paper by Birrell and Nel son [ XRPC] is reconmended as an
excel I ent background for the renmpte procedure call concept.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Changes since RFC 1831

Thi s docunent obsol etes [ RFC1831] as the authoritative docunent
descri bing RPC, without introducing any over-the-w re protoco
changes. The main changes from RFC 1831 are:

0 Addition of an Appendi x that descri bes how an inplementor can
request new RPC program nunbers, authentication flavor nunbers,
and aut hentication status nunbers from | ANA rather than from Sun
M cr osyst ens

0 Addition of an "I ANA Consi derations" section that describes past
nunber assignnment policy and how | ANA is intended to assign them
in the future

o darification of the RPC Language Specification to match current
usage

o Enhancenent of the "Security Considerations" section to reflect
experience with strong security flavors

0 Specification of new authentication errors that are in comon use
in modern RPC inpl ement ations

0 Updates for the latest | ETF intell ectual property statenents

3. Termi nol ogy
Thi s docunent discusses clients, calls, servers, replies, services,
prograns, procedures, and versions. Each renote procedure call has

two sides: an active client side that makes the call to a server
side, which sends back a reply. A network service is a collection of
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one or nore renbte prograns. A renote program i npl enents one or nore
renote procedures; the procedures, their paranmeters, and results are
docunented in the specific progranm s protocol specification. A
server may support nore than one version of a renote programin order
to be conpatible with changing protocols.

For exanple, a network file service my be conposed of two prograns.
One program may deal with high-level applications such as file system
access control and | ocking. The other may deal with |lowlevel file

i nput and output and have procedures like "read" and "write". A
client of the network file service would call the procedures
associated with the two prograns of the service on behalf of the
client.

The terms "client"” and "server" only apply to a particul ar
transaction; a particular hardware entity (host) or software entity
(process or programnm could operate in both roles at different tines.
For exanple, a programthat supplies renpte execution service could
also be a client of a network file service.

4. The RPC Mbdel

The ONC RPC protocol is based on the renote procedure call nodel

which is sinmilar to the |ocal procedure call nodel. 1In the |loca
case, the caller places argunments to a procedure in some well -
specified |l ocation (such as a register window). It then transfers
control to the procedure, and eventually regains control. At that

point, the results of the procedure are extracted fromthe well -
specified |l ocation, and the caller continues execution

The renote procedure call nodel is simlar. One thread of contro
logically winds through two processes: the caller’s process and a
server’s process. The caller first sends a call message to the
server process and waits (blocks) for a reply nmessage. The cal
nmessage i ncludes the procedure’s paraneters, and the reply nessage
i ncludes the procedure’s results. Once the reply nessage is
received, the results of the procedure are extracted, and the
caller’s execution is resumed.

On the server side, a process is dormant awaiting the arrival of a
call nmessage. Wen one arrives, the server process extracts the
procedure’s paraneters, conmputes the results, sends a reply nessage,
and then awaits the next call nessage.

In this nodel, only one of the two processes is active at any given
time. However, this nodel is only given as an exanple. The ONC RPC
protocol nmakes no restrictions on the concurrency nodel inplenented,
and others are possible. For exanple, an inplenentation may choose
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to have RPC calls be asynchronous so that the client may do usefu
work while waiting for the reply fromthe server. Another
possibility is to have the server create a separate task to process
an incomng call so that the original server can be free to receive
ot her requests.

There are a few inportant ways in which renote procedure calls differ
fromlocal procedure calls.

o0 Error handling: failures of the renpte server or network nust be
handl ed when using renote procedure calls.

0 dobal variables and side effects: since the server does not have
access to the client’s address space, hidden arguments cannot be
passed as gl obal variables or returned as side effects.

o Perfornmance: renote procedures usually operate at one or nore
orders of magnitude slower than | ocal procedure calls.

0 Authentication: since renote procedure calls can be transported
over unsecured networks, authentication may be necessary.
Aut hentication prevents one entity from masqueradi ng as sone ot her
entity.

The conclusion is that even though there are tools to automatically
generate client and server libraries for a given service, protocols
must still be designed carefully.

5. Transports and Semantics

The RPC protocol can be inplenmented on several different transport
protocols. The scope of the definition of the RPC protocol excludes
how a message is passed from one process to another, and includes
only the specification and interpretation of nessages. However, the
application nmay wish to obtain informati on about (and perhaps contro
over) the transport | ayer through an interface not specified in this
docunent. For exanple, the transport protocol may inpose a
restriction on the maxi num size of RPC messages, or it may be
streamoriented like TCP [ RFC0O793] with no size limt. The client
and server nust agree on their transport protocol choices.

It is inportant to point out that RPC does not try to inplenment any
kind of reliability and that the application may need to be aware of
the type of transport protocol underneath RPC. If it knows it is
running on top of a reliable transport such as TCP, then nost of the
work is already done for it. On the other hand, if it is running on
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top of an unreliable transport such as UDP [ RFCO768], it nust
inmplement its own tine-out, retransm ssion, and duplicate detection
policies as the RPC protocol does not provide these services.

Because of transport independence, the RPC protocol does not attach
specific semantics to the renpte procedures or their execution
requirenents. Semantics can be inferred from (but should be

explicitly specified by) the underlying transport protocol. For
exanpl e, consider RPC running on top of an unreliable transport such
as UDP. If an application retransmts RPC call nessages after time-
outs, and does not receive a reply, it cannot infer anything about
the nunber of tines the procedure was executed. |If it does receive a
reply, then it can infer that the procedure was executed at |east
once.

A server may wish to renmenber previously granted requests froma
client and not regrant them in order to insure sone degree of

execut e-at-nost-once semantics. A server can do this by taking
advant age of the transaction ID that is packaged with every RPC
message. The main use of this transaction IDis by the client RPC
entity in matching replies to calls. However, a client application
may choose to reuse its previous transaction |ID when retransmtting a
call. The server may choose to renenber this ID after executing a
call and not execute calls with the sane ID, in order to achi eve sone
degree of execute-at-nost-once semantics. The server is not allowed
to exanmine this IDin any other way except as a test for equality.

On the other hand, if using a "reliable" transport such as TCP, the
application can infer froma reply nessage that the procedure was
executed exactly once, but if it receives no reply message, it cannot
assune that the renote procedure was not executed. Note that even if
a connection-oriented protocol like TCP is used, an application stil
needs time-outs and reconnections to handl e server crashes.

There are other possibilities for transports besides datagram or
connection-oriented protocols. For exanmple, a request-reply protocol
such as [VMIP] is perhaps a natural transport for RPC. ONC RPC
currently uses both TCP and UDP transport protocols. Section 11
("Record Marking Standard") describes the mechani sm enpl oyed by ONC
RPC to utilize a connection-oriented, streamoriented transport such
as TCP. The nmechani sm by which future transports having different
structural characteristics should be used to transfer ONC RPC
messages shoul d be specified by means of a Standards Track RFC, once
such additional transports are defined.
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6

Bi ndi ng and Rendezvous | ndependence

The act of binding a particular client to a particular service and
transport parameters is NOT part of this RPC protocol specification
This inportant and necessary function is left up to sone higher-|eve
sof t war e

I mpl enentors could think of the RPC protocol as the junp-subroutine
instruction (JSR) of a network; the |oader (binder) makes JSR useful,
and the | oader itself uses JSRto acconplish its task. Likew se, the
bi ndi ng software nakes RPC useful, possibly using RPC to acconplish
this task.

Aut hent i cati on
The RPC protocol provides the fields necessary for a client to
identify itself to a service, and vice-versa, in each call and reply
message. Security and access control nechani sns can be built on top
of this message authentication. Several different authentication
protocol s can be supported. A field in the RPC header indicates
whi ch protocol is being used. Mre information on specific
aut hentication protocols is in Section 8.2, "Authentication,
Integrity and Privacy".

RPC Protocol Requirenents
The RPC protocol nust provide for the foll ow ng:
0 Unique specification of a procedure to be called
o Provisions for matching response nmessages to request nessages
o Provisions for authenticating the caller to service and vice-versa
Besi des these requirenents, features that detect the follow ng are
worth supporting because of protocol roll-over errors, inplenentation
bugs, user error, and network adm nistration:
0 RPC protocol m smatches
0 Renote program protocol version m snatches

o0 Protocol errors (such as msspecification of a procedure’s
par anet er s)

0 Reasons why renote authentication fail ed

0 Any other reasons why the desired procedure was not called
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8.1. RPC Prograns and Procedures

The RPC call message has three unsigned-integer fields -- renote
program nunber, renpte program version nunber, and renote procedure
nunber -- that uniquely identify the procedure to be called. Program

nunbers are administered by a central authority (1ANA). Once

i npl ement ors have a program nunber, they can inplenment their renote
program the first inplenmentation would nost |ikely have the version
nunber 1 but MJST NOT be the nunmber zero. Because npbst new protocol s
evol ve, a "version" field of the call message identifies which
version of the protocol the caller is using. Version nunbers enable
support of both old and new protocol s through the sanme server
process.

The procedure nunber identifies the procedure to be called. These
nunbers are docunented in the specific program s protoco
specification. For exanple, a file service's protocol specification
may state that its procedure nunber 5 is "read" and procedure nunber
12 is "wite".

Just as renote program protocols may change over several versions,

the actual RPC nessage protocol could al so change. Therefore, the
call nessage also has in it the RPC version nunber, which is always
equal to 2 for the version of RPC described here.

The reply message to a request nessage has enough information to
di stinguish the follow ng error conditions:

o0 The renote inplenentation of RPC does not support protocol version
2. The | owest and hi ghest supported RPC versi on nunbers are
ret ur ned.

0o The renote programis not available on the renote system
0 The renote program does not support the requested version nunber.
The | owest and hi ghest supported renote program versi on nunbers

are returned.

o The requested procedure number does not exist. (This is usually a
client-side protocol or progranming error.)

0 The paraneters to the renote procedure appear to be garbage from

the server’s point of view (Again, this is usually caused by a
di sagreenment about the protocol between client and service.)
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8.2. Authentication, Integrity, and Privacy

Provisions for authentication of caller to service and vice-versa are
provided as a part of the RPC protocol. The call nessage has two
authentication fields: the credential and the verifier. The reply
message has one authentication field: the response verifier. The RPC
protocol specification defines all three fields to be the foll ow ng
opaque type (in the eXternal Data Representation (XDR) |anguage

[ RFC4506] ) :

enum aut h_flavor {
AUTH_NONE
AUTH_SYS
AUTH_SHORT
AUTH_DH
RPCSEC_GSS
/* and nore to be

QO WNEFO

efined */

b

struct opaque_auth {
auth_flavor flavor;
opaque body<400>;

’

In other words, any "opaque_auth" structure is an "auth_flavor"
enuneration followed by up to 400 bytes that are opaque to
(uninterpreted by) the RPC protocol inplenentation

The interpretation and semantics of the data contained within the
aut hentication fields are specified by individual, independent
aut henti cation protocol specifications.

If authentication paraneters were rejected, the reply nessage
contains information stating why they were rejected.

As denponstrated by RPCSEC GSS, it is possible for an "auth_flavor" to
al so support integrity and privacy.
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8.3. Program Number Assi gnnent

Program nunbers are given out in groups according to the follow ng
chart:

0x00000000 Reserved

0x00000001 - Ox1fffffff To be assigned by | ANA
0x20000000 - Ox3fffffff Defi ned by | ocal adm nistrator

(some bl ocks assigned here)

0x40000000 - Ox5fffffff Tr ansi ent

0x60000000 - Ox7effffff Reserved

0x7f 000000 - Ox7fffffff Assi gnment out st andi ng
0x80000000 - Oxffffffff Reserved

The first group is a range of nunbers adm nistered by | ANA and shoul d
be identical for all sites. The second range is for applications
peculiar to a particular site. This range is intended primarily for
debuggi ng new prograns. Wen a site devel ops an application that

m ght be of general interest, that application should be given an
assigned nunber in the first range. Application devel opers may apply
for bl ocks of RPC program nunbers in the first range by methods
described in Appendix B. The third group is for applications that
generate program nunbers dynamically. The final groups are reserved
for future use, and should not be used.

8.4. Oher Uses of the RPC Protocol

The intended use of this protocol is for calling renote procedures.
Normal |y, each call nessage is nmatched with a reply nessage

However, the protocol itself is a nessage-passing protocol with which
ot her (non-procedure-call) protocols can be inplenmented.

8.4.1. Batching

Batching is useful when a client wishes to send an arbitrarily |l arge
sequence of call nessages to a server. Batching typically uses
reliable byte streamprotocols (like TCP) for its transport. 1In the
case of batching, the client never waits for a reply fromthe server,
and the server does not send replies to batch calls. A sequence of
batch calls is usually termnated by a legitinmate renote procedure
call operation in order to flush the pipeline and get positive
acknow edgement .
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8.4.2. Broadcast Renpte Procedure Calls

I n broadcast protocols, the client sends a broadcast call to the
network and waits for nunmerous replies. This requires the use of
packet - based protocols (like UDP) as its transport protocol. Servers
that support broadcast protocols usually respond only when the call
is successfully processed and are silent in the face of errors, but
this varies with the application.

The principles of broadcast RPC also apply to nmulticasting -- an RPC
request can be sent to a nulticast address.

9. The RPC Message Protocol

This section defines the RPC nessage protocol in the XDR data
description | anguage [ RFC4506].

enum nsg_type {
= 01
REPLY = 1
s

Areply to a call nessage can take on two forns: the nessage was
ei ther accepted or rejected.

enum reply_stat {
MSG_ACCEPTED
MSG_DENI ED

01
1

b

G ven that a call nmessage was accepted, the following is the status
of an attenpt to call a renote procedure.

enum accept _st at

{
SUCCESS = 0, /* RPC executed successfully */
PROG UNAVAIL =1, /* renpote hasn't exported program */
PROG M SMATCH = 2, /* renpte can’'t support version # */
PROC UNAVAIL = 3, /* programcan’t support procedure */
GARBAGE_ARGS = 4, /* procedure can’t decode parans */
SYSTEM ERR =5 /[/* e.g. menory allocation failure */

b
Reasons why a call mnessage was rejected:
enum reject_stat {

RPC M SMATCH = 0, /* RPC version nunber != 2 */
AUTH ERROR = 1 /* renmpte can’t authenticate caller */

b
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Why aut hentication fail ed:

enum aut h_stat {

AUTH K = 0, /* success */
/*

* failed at renpte end

*/

AUTH_BADCRED
AUTH_REJECTEDCRED
AUTH_BADVERF
AUTH_REJECTEDVERF
AUTH_TOOVEAK

1, /* bad credential (seal broken) */
2, [* client nmust begin new session */
3, [/* bad verifier (seal broken) */
4, [|* verifier expired or replayed */
5 /* rejected for security reasons */

/*

* failed locally

*/

AUTH | NVALIDRESP = 6, [/* bogus response verifier */
AUTH_FAI LED =7, [|* reason unknown */
/*

* AUTH KERB errors; deprecated. See [RFC2695]

*/

AUTH KERB CENERIC = 8, [/* kerberos generic error */

AUTH Tl MEEXPI RE = 9, /[* time of credential expired */
AUTH TKT_FILE = 10, [* problemwth ticket file */
AUTH_DECCDE = 11, /* can’t decode authenticator */
AUTH_NET_ADDR = 12, /* wong net address in ticket */

/*

* RPCSEC GSS GSS related errors

*/

RPCSEC GSS CREDPROBLEM = 13, /* no credentials for user */
RPCSEC_GSS _CTXPROBLEM = 14  /* problemw th context */

b
As new aut hentication mechani snms are added, there nay be a need for
nmore status codes to support them |1ANA will hand out new auth_stat

nunbers on a sinple First Cone First Served basis as defined in the
"I ANA Consi derations" and Appendi x B.

The RPC nessage:

Al'l nmessages start with a transaction identifier, xid, followed by a
two-armed discrimnated union. The union’s discrininant is a

meg _type that switches to one of the two types of the nessage. The
xid of a REPLY message al ways matches that of the initiating CALL
message. NB: The "xid" field is only used for clients matching reply
messages with call nmessages or for servers detecting retransm ssions;
the service side cannot treat this id as any type of sequence nunber.
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struct rpc_nsg {
unsi gned int xid;
union switch (msg_type ntype) {

case CALL:
call _body cbody;
case REPLY:
reply_body rbody;
} body;

3

Body of an RPC call:

In version 2 of the RPC protocol specification, rpcvers MJST be equa
to 2. The fields "prog", "vers", and "proc" specify the renote
program its version nunber, and the procedure within the renote
programto be called. After these fields are two authentication
paraneters: cred (authentication credential) and verf (authentication
verifier). The two authentication paraneters are followed by the
paraneters to the renote procedure, which are specified by the

speci fic program protocol

The purpose of the authentication verifier is to validate the

aut hentication credential. Note that these two itenms are
historically separate, but are always used together as one |ogica
entity.

struct call_body {

unsi gned int rpcvers; /* must be equal to two (2) */
unsi gned int prog;

unsi gned int vers;

unsi gned int proc;

opaque_aut h cred;

opaque_aut h verf;

[ * procedure-specific paraneters start here */

s
Body of a reply to an RPC call:

union reply_body switch (reply_stat stat) {
case MSG_ACCEPTED:
accepted reply areply;
case MSG_DEN ED:
rejected reply rreply;
} reply;
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Reply to an RPC call that was accepted by the server:

There could be an error even though the call was accepted. The first
field is an authentication verifier that the server generates in
order to validate itself to the client. It is followed by a union
whose discriminant is an enum accept_stat. The SUCCESS arm of the
union is protocol -specific. The PROG UNAVAI L, PROC_UNAVAI L,
GARBAGE_ARGS, and SYSTEM ERR arnms of the union are void. The

PROG M SMATCH arm specifies the | owest and hi ghest version numbers of
the renote program supported by the server.

struct accepted reply {
opaque_aut h verf;
uni on switch (accept_stat stat) {
case SUCCESS:
opaque results[0];
/*
* procedure-specific results start here
*/
case PROG M SMATCH:
struct {
unsi gned int | ow
unsi gned int high;
} msmatch_info;
def aul t:
/*
* Void. Cases include PROG UNAVAIL, PROC _UNAVAI L,
* GARBAGE_ARGS, and SYSTEM ERR.
*/
voi d;
} reply_data;

’

Reply to an RPC call that was rejected by the server:

The call can be rejected for two reasons: either the server is not
runni ng a conpatible version of the RPC protocol (RPC_M SMATCH) or

the server rejects the identity of the caller (AUTH ERROR). 1n case
of an RPC version msmatch, the server returns the | owest and hi ghest
supported RPC version nunbers. |In case of invalid authentication,

failure status is returned.

Thur | ow St andards Track [ Page 14]



RFC 5531 Renote Procedure Call Protocol Version 2 May 2009

union rejected_reply switch (reject_stat stat) {
case RPC_M SMATCH
struct {
unsi gned int | ow
unsi gned int high;
} msmatch_info;
case AUTH_ERRCR:
auth_stat stat;
3

10. Authentication Protocols

As previously stated, authentication paraneters are opaque, but
open-ended to the rest of the RPC protocol. This section defines two
standard flavors of authentication. Inplenmentors are free to invent
new aut hentication types, with the sane rules of flavor nunber
assignnent as there are for program nunber assignnment. The flavor of
a credential or verifier refers to the value of the "flavor" field in
the opaque_auth structure. Flavor nunbers, |ike RPC program nunbers,
are al so admi nistered centrally, and devel opers may assign new fl avor
nunbers by methods described in Appendix B. Credentials and
verifiers are represented as variabl e-1 ength opaque data (the "body"
field in the opaque_auth structure).

In this docunent, two flavors of authentication are described.
these, Null authentication (described in the next subsection) is
mandatory -- it MJST be available in all inplenentations. System
aut hentication (AUTH SYS) is described in Appendix A Inplenmentors
MAY include AUTH SYS in their inplenentations to support existing
applications. See "Security Considerations" for information about
other, nore secure, authentication flavors.

10. 1. Nul | Aut hentication

Oten, calls nust be nmade where the client does not care about its
identity or the server does not care who the client is. 1In this
case, the flavor of the RPC nessage’s credential, verifier, and reply
verifier is "AUTH NONE'. Opaque data associated with "AUTH NONE" is
undefined. It is recomended that the |l ength of the opaque data be
zero.
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11. Record Marking Standard

When RPC messages are passed on top of a byte streamtransport
protocol (like TCP), it is necessary to delinmt one nmessage from
another in order to detect and possibly recover from protocol errors.
This is called record nmarking (RM. One RPC nessage fits into one RM
record

A record is conposed of one or nore record fragnents. A record
fragnment is a four-byte header followed by 0 to (2**31) - 1 bytes of
fragnment data. The bytes encode an unsigned binary nunber; as with
XDR integers, the byte order is from highest to | owest. The nunber
encodes two values -- a bool ean that indicates whether the fragnment
is the last fragment of the record (bit value 1 inplies the fragnent
is the last fragnment) and a 31-bit unsigned binary value that is the
length in bytes of the fragment’'s data. The bool ean value is the

hi ghest-order bit of the header; the length is the 31 | oworder bits.
(Note that this record specification is NOT in XDR standard form)

12. The RPC Language

Just as there was a need to describe the XDR data-types in a fornal

| anguage, there is also need to describe the procedures that operate
on these XDR data-types in a formal |anguage as well. The RPC

| anguage is an extension to the XDR | anguage, with the addition of
"programt, "procedure", and "version" declarations. The keywords
"program’ and "version" are reserved in the RPC | anguage, and

i npl ement ati ons of XDR conpilers MAY reserve these keywords even when
provided with pure XDR, non-RPC, descriptions. The follow ng exanple
is used to describe the essence of the | anguage.
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12.1. An Exanple Service Described in the RPC Language
Here is an exanple of the specification of a sinple ping program

program Pl NG_PROG {

/*
* Latest and greatest version
*/
ver si on PI NG_VERS_PI NGBACK {
voi d
Pl NGPROC _NULL(void) = 0;
/*
* Ping the client, return the round-trip tine
* (in mcroseconds). Returns -1 if the operation
* tinmed out.
*/
i nt
Pl NGPROC_PI NGBACK(voi d) = 1;
} =2
/*
* Original version
*/
versi on PING VERS ORI G {
voi d
Pl NGPROC _NULL(void) = 0;
P =4
}= L
const PING VERS = 2; /* | atest version */

The first version described is PING VERS Pl NGBACK with two
procedures: PINGPROC _NULL and PI NGPROC Pl NGBACK. PI NGPROC _NULL t akes
no argunents and returns no results, but it is useful for conputing
round-trip times fromthe client to the server and back again. By
convention, procedure 0 of any RPC protocol should have the sane
semanti cs and never require any kind of authentication. The second
procedure is used for the client to have the server do a reverse ping
operation back to the client, and it returns the anount of tinme (in

m croseconds) that the operation used. The next version,

PING VERS ORIG, is the original version of the protocol, and it does
not contain the PINGPROC Pl NGBACK procedure. It is useful for
conmpatibility with old client progranms, and as this program matures,
it may be dropped fromthe protocol entirely.
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12. 2.

The RPC Language Specifi cation

The RPC | anguage is identical to the XDR | anguage defined in RFC
4506, except for the added definition of a "programdef”, described
bel ow.

12. 3.

progr am def:
"program identifier "{"
ver si on- def
ver si on-def *

||}|| "=" const ant :

ver si on- def:
"version" identifier "{"
pr ocedur e- def
procedur e- def *

||}|| "=" const ant :

pr ocedur e- def :
proc-return identifier "(" proc-firstarg

("," type-specifier )* ")" "=" constant ";"
proc-return: "void" | type-specifier
proc-firstarg: "void" | type-specifier

Synt ax Not es

The foll owi ng keywords are added and cannot be used as
identifiers: "progrant and "version".

A version name cannot occur nore than once within the scope of a
program definition. Neither can a version number occur nore than
once within the scope of a programdefinition

A procedure name cannot occur nmore than once within the scope of a
version definition. Neither can a procedure nunber occur nore
than once within the scope of version definition

Programidentifiers are in the same nane space as constant and
type identifiers.

Only unsigned constants can be assigned to prograns, versions, and
pr ocedures.

Current RPC | anguage conpilers do not generally support nore than
one type-specifier in procedure argunent |lists; the usual practice
is to wap argunents into a structure
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13. | ANA Consi derations

The assi gnment of RPC program nunbers, authentication flavor nunbers,
and authentication status nunbers has in the past been perforned by
Sun M crosystens, Inc (Sun). This is inappropriate for an | ETF

St andards Track protocol, as such work is done well by the Internet
Assi gned Nunbers Authority (1 ANA). This docunent proposes the
transfer of authority over RPC program nunbers, authentication flavor
nunbers, and authentication status nunbers described here from Sun

M crosystens, Inc. to | ANA and describes how |ANA wi |l maintain and
assign these nunbers. Users of RPC protocols will benefit by having
an i ndependent body responsible for these nunber assignnents.

13.1. Nunbering Requests to | ANA

Appendi x B of this docurment describes the information to be sent to
| ANA to request one or nore RPC nunbers and the rul es that apply.
IANA will store the request for docunentary purposes and put the
followi ng information into the public registry:

0 The short description of purpose and use
0 The program nunber(s) assigned
0 The short identifier string(s)

13.2. Protecting Past Assignnents

Sun has nmade assignments in both the RPC program nunber space and the
RPC aut hentication flavor nunber space since the original depl oynent
of RPC. The assignnents nmade by Sun M crosystens are still valid,
and will be preserved. Sun has comunicated all current assignments
in both nunber spaces to | ANA and final handoff of nunber assignnent
is conplete. Current program and auth nunber assignnents are
provided in Appendix C. Current authentication status nunbers are
listed in Section 9 of this docunent in the "enum auth_stat"
definition.

13.3. RPC Nunber Assi gnnent
Future | ANA practice will deal with the following partitioning of the
32-bit nunber space as listed in Section 8.3. Detailed infornmation

for the administration of the partitioned blocks in Section 8.3 is
gi ven bel ow.
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13.3.1. To Be Assigned By | ANA

The first block will be adm nistered by | ANA, with previous

assi gnnents by Sun protected. Previous assignments were restricted
to the range deci mal 100000- 399999 (0x000186a0 to 0x0006l1la7f);
therefore, 1ANA will begin assignnments at decinmal 400000. |ndividua
nunbers should be grated on a First Cone First Served basis, and

bl ocks should be granted under rules related to the size of the

bl ock.

13.3.2. Defined by Local Adm nistrator

The "Defined by |ocal adninistrator"” block is available for any |oca
adm nistrative domain to use, in a simlar manner to | P address
ranges reserved for private use. The expected use would be through
the establishnent of a local domain "authority" for assigning nunbers
fromthis range. This authority would establish any policies or
procedures to be used within that |ocal domain for use or assignnent
of RPC nunbers fromthe range. The |ocal domain should be
sufficiently isolated that it would be unlikely that RPC applications
devel oped by other |ocal domains could communicate with the domain.
This could result in RPC nunmber contention, which would cause one of
the applications to fail. 1In the absence of a |ocal adm nistrator,
this block can be utilized in a "Private Use" manner per [RFC5226].

13.3.3. Transi ent Bl ock

The "Transient" block can be used by any RPC application on an "as
avai l abl e" basis. This range is intended for services that can
communi cate a dynamically sel ected RPC program nunber to clients of
the service. Any mechani smcan be used to conmuni cate the nunber.
For exanple, either shared menory when the client and server are

| ocated on the sane systemor a network nmessage (either RPC or

ot herw se) that dissem nates the sel ected nunber can be used.

The transient block is not administered. An RPC service uses this
range by selecting a nunber in the transient range and attenpting to
regi ster that number with the |local systenis RPC bindery (see the
RPCBPROC_SET or PMAPPROC SET procedures in "Binding Protocols for ONC
RPC Version 2", [RFC1833]). |If successful, no other RPC service was
usi ng that nunmber and the RPC Bindery has assigned that nunber to the
requesting RPC application. The registration is valid until the RPC
Bi ndery term nates, which normally would only happen if the system
reboots, causing all applications, including the RPC service using
the transient nunber, to termnate. |If the transient numnber
registration fails, another RPC application is using the nunber and
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the requestor nust select another nunber and try again. To avoid
conflicts, the recomended nethod is to select a nunber randomly from
the transient range.

13.3.4. Reserved Bl ock

The "Reserved" blocks are available for future use. RPC applications
must not use nunbers in these ranges unless their use is allowed by
future action by the I ESG

13.3.5. RPC Nunber Sub-Bl ocks

RPC numbers are usual ly assigned for specific RPC services. Sone
applications, however, require multiple RPC nunbers for a service.
The nbst common exanple is an RPC service that needs to have nultiple
i nstances of the service active sinultaneously at a specific site.
RPC does not have an "instance identifier" in the protocol, so either
a mechani sm nust be inplenented to nultiplex RPC requests anobngst
various instances of the service or uni que RPC nunbers nust be used
by each instance.

In these cases, the RPC protocol used with the various nunbers may be
different or the sane. The nunbers may either be assigned
dynanmically by the application, or as part of a site-specific

adm ni strative decision. |f possible, RPC services that dynanically
assign RPC nunbers should use the "Transient" RPC nunber bl ock
defined in Section 13.3.3. |If not possible, RPC nunber sub-bl ocks
may be request ed.

Assi gnment of RPC Number Sub-Blocks is controlled by the size of the
sub- bl ock bei ng requested. "Specification Required" and "I ESG
Approval " are used as defined by Section 4.1 of [RFC5226].

Si ze of sub-bl ock Assi gnnent Met hod Aut hority
Up to 100 nunbers First Cone First Served | ANA
Up to 1000 nunbers Speci fication Required I ANA
More than 1000 numnbers | ESG Approval required | ESG

Not e: sub-bl ocks can be any size. The limts given above are
maxi muns, and smal |l er size sub-bl ocks are all owed.

Sub- bl ocks sized up to 100 nunbers may be assigned by | ANA on a First
Cone First Served basis. The RPC Service Description included in the
range nust include an indication of how the sub-block is nmanaged. At
a mninmum the statenment shoul d indicate whether the sub-block is
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13.

13.

used with a single RPC protocol or multiple RPC protocols, and
whet her the nunbers are dynamically assigned or statically (through
adm ni strative action) assigned.

Sub- bl ocks of up to 1000 nunbers nust be docunented in detail. The
docunent ati on nust describe the RPC protocol or protocols that are to
be used in the range. It must al so describe how the nunbers within
the sub-block are to be assigned or used.

Sub- bl ocks sized over 1000 nunbers nust be docunented as descri bed
above, and the assignment nust be approved by the IESG It is
expected that this will be rare.

In order to avoid nultiple requests of |arge bl ocks of nunbers, the
followi ng rule is proposed.

Requests up to and including 100 RPC nunbers are handl ed via the
First Cone First Served assignment nmethod. This 100 nunber threshold
applies to the total number of RPC nunbers assigned to an individua
or entity. For exanple, if an individual or entity first requests,
say, 70 numbers, and then later requests 40 nunbers, then the request
for the 40 nunbers will be assigned via the Specification Required
met hod. As long as the total nunmber of nunbers assigned does not
exceed 1000, IANA is free to waive the Specification Required

assi gnnent for incremental requests of |ess than 100 nunbers.

If an individual or entity has under 1000 nunbers and | ater requests
an additional set of nunbers such that the individual or entity would
be granted over 1000 nunbers, then the additional request wll
requi re |1 ESG Approval

4. RPC Authentication Flavor Nunber Assignnent

The second nunber space is the authentication nechanismidentifier,
or "flavor", nunber. This nunmber is used to distinguish between
various authentication nmechanisns that can be optionally used with an
RPC nmessage. An authentication identifier is used in the "flavor"
field of the "opaque_auth" structure.

4.1. Assignnment Policy

Appendi x B of this docunment describes the information to be sent to
| ANA to request one or nore RPC auth nunbers and the rul es that
apply. IANA will store the request for docunmentary purposes and put
the following information into the public registry:
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0 The short identifier string(s)

o The auth nunber(s) assigned

0 The short description of purpose and use
13.4.2. Auth Flavors vs. Pseudo-Fl avors

Recent progress in RPC security has noved away from new auth flavors
as used by AUTH DH [DH], and has focused on using the existing
RPCSEC GSS [ RFC2203] flavor and inventing novel GSS-APlI (Generic
Security Services Application Progranming |Interface) mechani snms that
can be used with it. Even though RPCSEC GSS is an assigned

aut hentication flavor, use of a new RPCSEC GSS nechanismw th the
Network File System (NFS) ([ RFC1094] [RFC1813], and [ RFC3530]) will
require the registration of 'pseudo-flavors’ that are used to

negoti ate security mechani snms in an unanbi guous way, as defined by

[ RFC2623]. Existing pseudo-flavors have been granted in the deci mal
range 390000-390255. New pseudo-flavor requests will be granted by
IANA within this block on a First Cone First Served basis.

For non-pseudo-flavor requests, IANA will begin granting RPC
aut hentication flavor nunbers at 400000 on a First Cone First Served
basis to avoid conflicts with currently granted nunbers.

For authentication flavors or RPCSEC GSS nechani sns to be used on the
Internet, it is strongly advised that an Informational or Standards
Track RFC be published describing the authenticati on nechani sm

behavi our and paraneters.

13.5. Authentication Status Nunber Assignnent

The final nunber space is the authentication status or "auth_stat"”
val ues that describe the nature of a problem found during an attenpt
to authenticate or validate authentication. The conplete initia

list of these values is found in Section 9 of this docunent, in the
"auth_stat" enumlisting. It is expected that it will be rare to add
val ues, but that a small nunber of new values may be added fromtine
to time as new authentication flavors introduce new possibilities.
Nunbers should be granted on a First Cone First Served basis to avoid
conflicts with currently granted nunbers.

13.5.1. Assignnent Policy
Appendi x B of this docunment describes the information to be sent to
I ANA to request one or nore auth_stat values and the rul es that

apply. [IANA will store the request for docunentary purposes, and put
the followi ng information into the public registry:
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0 The short identifier string(s)

0 The auth_stat nunber(s) assigned

0 The short description of purpose and use
14. Security Considerations

AUTH_SYS as described in Appendix A is known to be insecure due to
the lack of a verifier to permit the credential to be validated.
AUTH_SYS SHOULD NOT be used for services that pernit clients to
nmodi fy data. AUTH SYS MJST NOT be specified as RECOMVENDED or
REQUI RED for any Standards Track RPC servi ce.

AUTH DH as nmentioned in Sections 8.2 and 13.4.2 is considered

obsol ete and insecure; see [ RFC2695]. AUTH DH SHOULD NOT be used for
services that pernit clients to nodify data. AUTH DH MJUST NOT be
speci fied as RECOMVENDED or REQUI RED for any Standards Track RPC
servi ce.

[ RFC2203] defines a new security flavor, RPCSEC GSS, which permts
GSS- APl [ RFC2743] mechani sns to be used for securing RPC. Al non-
trivial RPC progranms devel oped in the future should inplenent
RPCSEC GSS- based security appropriately. [RFC2623] describes how
this was done for a w dely depl oyed RPC program

St andards Track RPC services MJST mandat e support for RPCSEC GSS, and
MUST nandate support for an authentication pseudo-flavor with
appropriate levels of security, depending on the need for sinple

aut hentication, integrity (a.k.a. non-repudiation), or data privacy.
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Appendi x A: System Aut henticati on

The client may wish to identify itself, for exanple, as it is
identified on a UNIX(tm system The flavor of the client credentia
is "AUTH SYS'. The opaque data constituting the credential encodes
the follow ng structure:

struct authsys_parms {
unsi gned int stanp;
string machi nenane<255>;
unsi gned int uid;
unsi gned int gid,;
unsi gned int gids<16>;

b

The "stamp" is an arbitrary ID that the caller machi ne may generate.
The "nmachi nenane” is the nane of the caller’s machine (like
"krypton"). The "uid" is the caller’'s effective user ID. The "gid"
is the caller’'s effective group ID. "gids" are a counted array of
groups that contain the caller as a menber. The verifier
acconpanyi ng the credential should have "AUTH NONE' fl avor val ue
(defined above). Note that this credential is only unique within a
particul ar domai n of machi ne nanes, uids, and gids.

The flavor value of the verifier received in the reply nmessage from
the server may be "AUTH NONE' or "AUTH SHORT". 1In the case of
"AUTH_SHORT", the bytes of the reply verifier’s string encode an
opaque structure. This new opaque structure may now be passed to the
server instead of the original "AUTH SYS' flavor credential. The
server may keep a cache that maps shorthand opaque structures (passed
back by way of an "AUTH SHORT" style reply verifier) to the origina
credentials of the caller. The caller can save network bandw dth and
server cpu cycles by using the shorthand credenti al

The server may flush the shorthand opaque structure at any tine. |If
this happens, the renote procedure call nessage will be rejected due
to an authentication error. The reason for the failure will be
"AUTH REJECTEDCRED'. At this point, the client may wish to try the
original "AUTH SYS' style of credential

It should be noted that use of this flavor of authentication does not
guarantee any security for the users or providers of a service, in
itself. The authentication provided by this schene can be consi dered
legitimate only when applications using this schene and the network
can be secured externally, and privil eged transport addresses are
used for the conmunicating end-points (an exanple of this is the use
of privileged TCP/UDP ports in UNI X systens -- note that not all
systens enforce privileged transport address nechanisns).
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Appendi x B: Requesting RPC-Rel ated Nunbers from | ANA

RPC program nunbers, authentication flavor nunbers, and

aut henti cation status nunbers that nust be unique across all networks
are assigned by the Internet Assigned Nunber Authority. To apply for
a single nunber or a block of nunbers, electronic mail mnust be sent
to | ANA <i ana@ana.org> with the follow ng infornation:

o The type of nunber(s) (program nunber or authentication flavor
nunber or authentication status nunber) sought

0 How many nunbers are sought
o The nane of the person or company that will use the numnber
0 An "identifier string" that associates the nunber with a service

o Enmil address of the contact person for the service that will be
usi ng the nunber

0 A short description of the purpose and use of the nunber

o |f an authentication flavor nunber is sought, and the nunber will
be a 'pseudo-flavor’ intended for use with RPCSEC GSS and NFS
mappi ngs anal ogous to those in Section 4.2 of [ RFC2623]

Speci fic nunbers cannot be requested. Nunbers are assigned on a
First Cone First Served basis.

For all RPC authentication flavor and authentication status nunbers
to be used on the Internet, it is strongly advised that an

I nformational or Standards Track RFC be published describing the
aut henti cati on mechani sm behavi our and paraneters.
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Appendi x C. Current Nunber Assignments

#

# Sun-assi gned RPC nunbers

#

# Descri ption/ Oaner RPC Pr ogram Nunber Short Nane
i
port mapper 100000 prmapprog portmap rpchi nd
renote stats 100001 rstatprog

renote users 100002 rusersprog

nfs 100003 nfs

yel | ow pages (NI S) 100004 Ypprog ypserv

mount denon 100005 nmount pr og

renot e dbx 100006 dbxpr og

yp binder (NI'S) 100007 ypbi ndprog ypbi nd
shut down nsg 100008 wal

yppasswd server 100009 yppasswdpr og yppasswdd
ether stats 100010 et her st at prog

di sk quot as 100011 rquot a

spray packets 100012 spray

3270 mapper 100013 i bnB270pr og

RIJE mapper 100014 i bnrj eprog

sel ection service 100015 sel nsvcprog

renot e dat abase access 100016 r dat abasepr og
renote execution 100017 rexec

Alice Ofice Automation 100018 al i ceprog
schedul i ng service 100019 schedpr og

| ocal | ock manager 100020 | ockprog || ockngr
networ k | ock manager 100021 net | ockprog nl ockngr
X. 25 inr protocol 100022 x25pr og

status nmonitor 1 100023 st at nonl

status monitor 2 100024 st at non2

selection library 100025 sel nl i bprog

boot paraneters service 100026 boot par am

mazewar s gane 100027 mazepr og

yp update (NI S) 100028 ypupdat epr og ypupdat e
key server 100029 keyserveprog

secure login 100030 secur ecndpr og

nfs net forwarder init 100031 net f wdi pr og

nfs net forwarder trans 100032 net f wdt pr og

sunl i nk MAP 100033 sunl i nkmap

net wor k noni t or 100034 net nonpr og

I'i ght wei ght dat abase 100035 dbasepr og

password aut hori zation 100036 pwdaut hpr og
translucent file svc 100037 tfsprog

nse server 100038 nsepr og

nse activate daenon 100039 nse_activate_prog
sunvi ew hel p 100040 sunvi ew_hel p_prog
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pnp install 100041 pnp_prog
i p addr all ocator 100042 i paddr _al | oc_prog
show fil ehandl e 100043 filehandl e
MWS NFS nount 100044 mvsnf sprog
renote user file operations 100045 remfil eop_user_ prog
bat ched ypupdate 100046 bat ch_ypupdat epr og
net wor k execution ngr 100047 nem pr og
raytrace/ mandel brot renote daenon 100048 raytrace_rd_prog
raytrace/ mandel brot | ocal daenon 100049 raytrace_l d_prog
renote group file operations 100050 remfil eop_group_prog
renote systemfile operations 100051 remfileop_system prog
renote systemrol e operations 100052 remsystemrol e _prog
gpd lego fb sinulator 100053 [ unknown]
gpd sinulator interface 100054 [ unknown]
i oadnd 100055 i oadnd
filemerge 100056 filemerge_prog
Nane Bi ndi ng Program 100057 nanebi nd_pr og
sunlink NJE 100058 nj epr og
MVSNFS get attribute service 100059 mvsattrprog
SunAccess/ SunLi nk resource manager 100060 r mgr pr og
U D all ocation service 100061 ui dal | ocprog
i cense broker 100062 | bserver prog
NETI i cense client binder 100063 | bbi nder pr og
G D allocation service 100064 gi dal | ocprog
Sunl sam 100065 suni sanpr og
Renot e Debug Server 100066 r dbsr vprog
Net wor k Directory Daenon 100067 [ unknown]
Net wor k Cal endar Program 100068 cnsd cm
ypxfrd 100069 ypxfrd
rpc.tinmed 100070 ti medprog
bugt raqd 100071 bugt raqd

100072 [ unknown]
Connectathon Bill board - NFS 100073 [ unknown]
Connectathon Billboard - X 100074 [ unknown]
Sun tool for scheduling roons 100075 schedr oom
Aut henti cati on Negotiation 100076 aut hnegoti ate_prog
Dat abase mani pul ati on 100077 attribute_prog
Ker beros aut henti cati on daenon 100078 ker bpr og
Internal testing product (no nane) 100079 [ unknown]
Sun Consul ting Speci al 100080 aut odunp_pr og
Event protocol 100081 event _svc
bugtraq_qd 100082 bugtraq_qd
Tool Tal k and Link Service Project 100083 dat abase service
Consul ting Services 100084 [ unknown]
Consul ting Services 100085 [ unknown]
Consul ting Services 100086 [ unknown]
Jupiter Administration 100087 adm agent admi nd

100088 [ unknown]
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100089 [ unknown]

Dual Di sk support 100090 | i bdsd/ dsd

DocViewer 1.1 100091 [ unknown]

Tool Tal k 100092 renote_activation_svc
Consul ting Services 100093 host checki ng

SNA peer -t o- peer 100094 [ unknown]

Roger Ri ggs 100095 searchit

Robert Allen 100096 mesgt oo

SNA 100097 [ unknown]

Sl SU 100098 net wor ked version of CS5
NFS Aut onount File System 100099 aut of s

100100 nmsgboard
event di spatching agent [eventd] 100101 net ngt _event d_prog
statistics/event |ogger [netlogd] 100102 net ngt _net | ogd_pr og
topol ogy di spl ay manager [topol ogy] 100103 net ngt _t opol ogy_pr og

syncstat agent [syncstatd] 100104 net ngt _syncstatd_prog
i p packet stats agent [i ppktd] 100105 net ngt _i ppktd_prog
net ngt config agent [configd] 100106 net ngt _configd_prog
restat agent [restatd] 100107 net ngt _restatd_prog
| pg agent [ prstatd] 100108 net mgt _| prstatd_prog

netngt activity agent [ngtl ogd] 100109 net ngt _ngt| ogd_pr og
proxy DECnet NCP agent [proxydni] 100110 net ngt _pr oxydni _prog
t opol ogy mapper agent [mapperd] 100111 net ngt _napperd_prog

net stat agent [netstatd] 100112 net ngt _netstatd_prog

sanmpl e net ngt agent [sanpl ed] 100113 net ngt _sanpl ed_pr og

X. 25 statistics agent [vcstatd] 100114 net ngt _vcstatd_prog

Frame Rel ay 100128 [ unknown]

PPP agent 100129 [ unknown]

| ocal had 100130 rpc. | ocal had

| ayers2 100131 na. |l ayers2

token ring agent 100132 na.tr

related to | ockd and statd 100133 nsm addr

Ker ber os proj ect 100134 kwar n

ertherif2 100135 na. et herif2

host neng 100136 na. host neng

i ostat?2 100137 na.iostat?2

snmpv2 100138 na. snnmpv2

Cooper ative Consol e 100139 cc_sender

na. cpust at 100140 na. cpust at

Sun Cluster SC3.0 100141 rgnd_receptionist
100142 fed

Net wor k St or age 100143 rdc

Sun C uster products 100144 naf o

SunCl uster 3.0 100145 scadnd

ASN. 1 100146 am serv

100147 am aux # BER and DER
encode and decode
Del egat e Managenent Server 100148 am
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100149 rkst at
100150 ocfserv
100151 sccheckd
100152 aut ocl i entd
100153 sunvts
100154 ssnond
100155 snserverd
100156 testl
100157 test?2
100158 test3
100159 test4
100160 testb
100161 test6
100162 test?7
100163 test8
100164 test9
100165 test 10
100166 nf smapi d
100167 SUN_VBEM C _Cl MON_HANDLE
100168 sacmd
100169 fmd_adm
100170 frmd_ap
100171 [ unknown]

100172 i dmapd
unassi ghed 100173 - 100174
snnpt r ap 100175 na. snnptrap
unassi gned 100176- 100199
unassi gnhed 100200
MWS/ NFS Menory usage stats server 100201 [ unknown]
Net app 100202- 100207
unassi ghed 100208- 100210
8.0 SunLink SNA RIE 100211 [ unknown]
8.0 SunLink SNA RIE 100212 [ unknown]

100213 Showive
100214 [ unknown]
100215 [ unknown]

AUTH RSA Key service 100216 keyrsa
SunSel ect PC |icense service 100217 [ unknown]
WACS ( Cor por at e) 100218 sunsol ve

100219 cstatd
X/ Open Federated Nam ng 100220 xfn_server _prog
Kodak Col or Managenent System 100221 kcs_network_io kcs
HA- DBV 100222 ha_dbns_serv

100223- 100225 [ unknown]
100226 haf aul t d

NFS ACL Service 100227 nfs_ac

di stributed | ock nmanager 100228 dl nd
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100229 met ad

100230 met amhd

100231 nf saut h

100232 sadm nd

100233 uf sd

100234 gr pservd

100235 cachef sd

100236 msnprog Medi a_Server

100237 i hnaned

100238 i hnetd

100239 i hsecured

100240 i hcl assngrd

100241 i hreposi toryd

100242 met anedd rpc. met anedd
100243 cont ent manager cm

100244 synon

100245 pl d genesi

100246 ctid
cluster_transport_interface

100247 ccd
cluster_configuration_db

100248 pnfd

100249 dm 2 _client

100250 nfs_admin

100251 ndshar ed_unl i nk

100252 ndshared_t ouch

100253 ndshared_sl i nk

100254 cbs control board_server

100255 ski serv

100256 nfsxa nfsxattr

100257 ndshar ed_di sabl e

100258 ndshar ed_enabl e

100259 sns_account _adm n

100260 sns_nodem adm n

100261 sns_r_login

100262 sns_r_subaccount _ngt

100263 sms_servi ce_adm n
100264 session_adm n
100265 canci _ancs_program
100266 canci _sns_program

100267 nmsnp

100268 hal ck
100269 hal ognsg
100270 nfs_id_map
100271 ncal

100272 hm p

100273 repl_mg
100274 repl _mg cb
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NI S+
NI S+
NI S+ call back protoco
NI S+ Password Updat e Daenpn

FNS context update in NS

unassi gnhed

nf scksum

network utilization agent
networ k rpc ping agent

pi csprint

rdmaconfig

| ETF NFSv4 Worki ng Group - FedFS

unassi ghed
Sun M crosystens

unassi gned

nse |ink daenon

nse |link application
unassi ghed

unassi gned
AssetLite
Pager Tool

Di scover
unassi gnhed
Showive

Regi stry
Print-server
Pr ot o- server

Pr ot ocol

100300
100301
100302
100303
100304
100305
100306
100307
100308
100309

100310 -

100399
100400
100401
100402
1004083
100404

100405 -

100410
100411
100412
100413
100414
100415
100416
100417

100418 -

100422
100423
100424

100425 -
100500 -

100532
100533

100534 -

101002
101003

101004 -

101901

101902 -

102000
102001
102002

102003 -

105001
105002
105003
105004

St andards Track

Version 2

May 2009

ni spl us

ni s_cachengr

[ unknown]

ni spasswdd
fnsypd

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]
100398

nf scksum

net ngt _net u_pr og
net mgt _r pi ng_pr og
na. shel
na. pi cslp
traps

100409 [ unknown]
j dsagent

na. haconfig
na. hal host

na. hadt srvc

na. handst at

na. neoadni n
ex1048pr og

rpc. rdmaconfi g
100421

mdconmd

ki prop krb5_iprop
st sf

100499

100531 [ unknown]
ucmst at e
scrcnd

100999
nsel i nkt ool
nsel i nkapp
101900

[ unknown]
101999

[ unknown]

[ unknown]

[ unknown]
105000

shar edapp

REG STRY_PROG
print-server

pr ot o-server
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Noti fi cati on-server 105005 notification-server
Tr ansf er - agent - server 105006 transfer-agent-server
unassi gned 105007 - 110000

110001 tsol rpch
110002 tsol peerinfo
110003 t sol boot
120001 cmip na.cmp

120002 na. osi di scover
120003 cmptrap
unassi gned 120004 - 120099

120100 eserver
120101 repserver
120102 swserver
120103 dmd
120104 ca

unassi gned 120105 - 120125
120126 nf_fdd
120127 nf_fddisnt7_2

unassi gned 120128 - 150000

pc passwd aut hori zation 150001 pcnf sdpr og
TOPS name mappi ng 150002 [ unknown]
TOPS external attribute storage 150003 [ unknown]
TOPS hierarchical file system 150004 [ unknown]
TOPS NFS transparency extensions 150005 [ unknown]
PC NFS License 150006 pcnfslicense
RDA 150007 r dapr og
Wabi Server 150008 WS pr og
Wabi Ser ver 150009 wsr | prog
unassi gnhed 150010 - 160000

160001 ni hon- cm
160002 ni hon-ce
unassi ghed 160003 - 170099
170100 donf _daenonO
170101 donf daenonl
170102 donf _daenon2
170103 donf _daenon3
170104 donf _daenon4
170105 donf _daenon5
unassi gned 170106 - 179999
180000 cecprog
180001 cecsysprog
180002 cec2cecprog
180003 cesprog
180004 ces2cesprog
180005 cet 2cet prog
180006 cet 2cet donepr og
180007 cet conpr og
180008 cet sysprog
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180009 cghapr esencepr og
180010 cgdmsyncpr og
180011 cgdntnscl i prog
180012 cgdntrcscliprog
180013 cgdntr cssvepr oG
180014 chnpr og

180015 chmsyspr og

180016 crcsapi prog
180017 ckpt npr og

180018 cri nconponent prog
180019 cri mgueryprog
180020 cri msecondar yprog

180021 crimservi cesprog
180022 cri msysconponent pr og
180023 Crimsysservi cesprog

180024 csmagt api pr og

180025 csmagt cal | backpr og

180026 csnrepli caprog

180027 CSIBrvprog

180028 cssccl tprog

180029 CSSCSVrprog

180030 csscopresul t prog
unassi gned 180031 - 199999

200000 pyram d_nfs

200001 pyram d_r eserved

200002 cadds_i mage

200003 stel | ar _name_prog

200004 [ unknown]

200005 [ unknown]

200006 pac

200007 | ookupi ds

200008 ax_statd_prog

200009 ax_statd2_prog

200010 edm

200011 dtedi rwd

200012 [ unknown]

200013 [ unknown]

200014 [ unknown]

200015 [ unknown]

200016 easer pcd

200017 rixnfs

200018 sascui ddpr og

200019 knf sd

200020 ftnfsd ftnfsd_program

200021 ftsyncd ftsyncd_program

200022 ftstatd ftstatd program

200023 export map

200024 nfs_net adat a
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200025 -
200201
200202
200203
200204
200205
200206 -
300001
300002
300003
300004
300005
300006
300007
300008
300009
300010
300011
300012
300013
300014
300015
300016
300017
300018
300019
300020
300021
300022
300023
300024
300025
300026
300027
300028
300029
300030
300031
300032
300033
300034
300035
300036
300037
300038
300039
300040
300041

St andards Track

Version 2 May 2009

200200

ecoad

eanon

ecolic
Ccs_printstatus_svr
ecodi sc
300000

adt _rfl ockprog

col unbi nel

syst enB833_prog
franme_progl

ui nxpr og

rvd

ent onbi ng daenon
account ngnt system
franme_prog2

beeper access

dpt upr og

mx- bep
instrument-fil e-access
file-systemstatistics
uni fy- dat abase- server
tmd_nsg

[ unknown]

[ unknown]

aut onount er access

| ock server

[ unknown]

of fi ce-automation-1
of fi ce-aut omati on-2
of fi ce-aut omati on-3
of fi ce-aut omati on-4
of fi ce-aut omati on-5
of fi ce-automati on-6
of fi ce-automation-7
| ocal - dat a- manager
chi de

Ccsi _program

[ unknown]
online-hel p
case-t oo

delta

rgi

i nstrument - confi g- server
[ unknown]

[ unknown]
dtia-rpc-server

cs
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300042
300043
300044
300045
300046
300047
300048
300049
300050
300051
300052
300053
300054
300055
300056
300057
300058
300059
300060
300061
300062
300063
300064
300065
300066
300067
300068
300069
300070
300071
300072
300073
300074
300075
300076
300077
300078
300079
300080
300081
300082
300083
300084
300085
300086
300087
300088
300089

St andards Track

Version 2

Vi ener
agm
exclaim

mast er pl an

fig_tool

[ unknown]
[ unknown]
[ unknown]

May 2009

r enot e- | ock- manager

[ unknown]
gdebug

| debug
rscanner
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
nSERVER
[ unknown]
[ unknown]
[ unknown]
[ unknown]

Bi oSt ati on

[ unknown]
Net Pr ob
Loggi ng
Loggi ng
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
sw twn

renote_get login

odcpr og

[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
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300090
300091
300092
300093
300094
300095
300096
300097
300098
300099
300100
300101
300102
300103
300104
300105
300106
300107
300108
300109
300110
300111
300112
300113
300114
300115
300116
300117
300118
300119
300120
300121
300122
300123
300124
300125
300126
300127
300128
300129
300130
300131
300132
300133
300134
300135
300136
300137

St andards Track

Pr ot ocol

Version 2

[ unknown]

smart doc
super pi ng

di stributed-che

May 2009

nmbench

uacrman/ al fil - uacnman

ait_rcagent _pro
ait_rcagent _app
smart
ecopr og

| eonar do

[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
Wi ngz

t ei dan

[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
[ unknown]
cadc_f hl ockpr og
hi ghscan

[ unknown]
[ unknown]
[ unknown]
opennavi gat or
aar pcxfer
[ unknown]
[ unknown]
[ unknown]
groggs
licsrv

i ssdenon

[ unknown]
maxi m ze
cgm server
[ unknown]
agent _rpc
docmaker
docmaker

[ unknown]
[ unknown]

g
| _prog
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300138
300139
300140
300141
300142
300143
300144
300145
300146
300147
300148
300149
300150
300151
300152
300153
300154
300155
300156
300157
300158
300159
300160
300161
300162
300163
300164
300165
300166
300167
300168
300169
300170
300171
300172
300173
300174
300175
300176
300177
300178
300179
300180
300181
300182
300183
300184
300185

St andards Track

Version 2

[ unknown]

i esx

[ unknown]

[ unknown]

[ unknown]

[ unknown]
smart - nbs

[ unknown]

[ unknown]

doci nage

[ unknown]
dnc-interface
[ unknown]

jss

[ unknown]

ari mage
xdb-wor kbench
front desk

dnc

expr essi ght - 6000

May 2009

graph service program

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]

[ unknown]
rlpr
nx_host dpr og
net user - x

r mt pr og

[ unknown]

m pe

[ unknown]

col | ectorprog
usl ookup_PROG
vi ewst ati on
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300186 iate

300187 [ unknown]
300188 [ unknown]
300189 [ unknown]
300190 i mevt prog
300191 [ unknown]
300192 [ unknown]
300193 [ unknown]

300194 prdb

300195 pnda

300196 [ unknown]
300197 [ unknown]
300198 trend_i dbd
300199 rres

300200 sd. masterd
300201 sd. executi ond
300202 sd. listend
300203 sd. reservel
300204 sd. reserve?2
300205 nshd

300206 st agedpr og
300207 nount pr og
300208 wat chdpr og
300209 pms

300210 [ unknown]

300211 Sessi on_server _program
300212 sessi on_program

300213 debug_serverprog
300214 [ unknown]

300215 [ unknown]

300216 pacepr og

300217 [ unknown]

300218 nmbus

300219 af ranes2ps

300220 npart prog

300221 cniserver

300222 cnibri dge

300223 sai | f rogf axpr og
300224 sai | f rogphonepr og
300225 sai | frogvnai | prog
300226 wservi ceprog arcstorm
300227 hi d

300228 alive

300229 radsp

300230 radavx

300231 radvi ew

300232 rsys_prog

300233 rsys_prog
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300234 fmrpc_prog
300235 aries
300236 uapman
300237 ddman
300238 top

300239 [ unknown]
300240 trendl i nk
300241 |'i censeprog

300242 statusli censeprog

300243 oenma_r npf _svc

300244 oema_snpf _svc

300245 oema_rnsg_svc

300246 gr apes-sd

300247 ds_nmast er

300248 ds_transfer

300249 ds_| ogger

300250 ds_query

300251 [ unknown]

300252 [ unknown]

300253 nsd_prog

300254 br owser

300255 epoch

300256 f1 oor pl anner

300257 reach

300258 tactic

300259 cachescientificl

300260 cachescientific2

300261 desksrc_prog

300262 phot 03d1

300263 phot 03d2

300264 [ unknown]

300265 soundnygr

300266 s6k

300267 ai ns_referenced_
t ext _processor

300268 Xess

300269 ds_queue

300270 [ unknown]

300271 ori onscanpl us

300272 openl i nk- xx

300273 kbnspr og

300274 [ unknown]

300275 futuresource

300276 the_xprt

300277 cng_srvprog

300278 [ unknown]

300279 [ unknown]

300280 front
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300281 [ unknown]
300282 [ unknown]
300283 [ unknown]
300284 conmanpr og
300285 jincv2
300286 isls

300287 syst enst at pr og

300288 f xpspr og

300289 cal |l path

300290 axess

300291 ar nor _r pcd

300292 arnor _di ctionary_rpcd
300293 arnor _m scd

300294 filetransfer_prog
300295 bl _swda

300296 bl _hwda

300297 [ unknown]
300298 [ unknown]
300299 [ unknown]

300300 filemon
300301 acunet pr og
300302 rbuild
300303 assi st prog
300304 tog

300305 [ unknown]
300306 sns7000
300307 i gprog

300308 t gprog
300309 plc
300310 pxman pxl sprog
300311 hde_server hdeserver
300312 tsslicenseprog
300313 rpc. explorerd
300314 chrd
300315 t bi sam
300316 tbis
300317 adspr og
300318 sponsor prog
300319 quer ycnpr og
300320 [ unknown]
300321 [ unknown]
300322 nmobi | 1
300323 sld

servi ce_| ocat or _daenon
300324 I'i nkprog
300325 codexdaenonpr og
300326 dr prog
300327 ressys_comands
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300328
300329
300330
300331
300332
300333
300334
300335
300336
300337
300338
300339
300340
300341
300342
300343
300344
300345
300346
300347
300348
300349
300350
300351
300352
300353
300354
300355
300356
300357
300358
300359
300360
300361
300362
300363
300364
300365
300366
300367
300368
300369
300370
300371
300372
300373
300374
300375

St andards Track

Version 2 May 2009

stanp
mat | ab

schedld

upcpr og

xf erbkch

xfer

gbt hd

gbabort

| sd

geongrd
generic_fts
ft_ack

| ynb

vant age

cltstd cl ooptstdprog
clui clui_prog
testerd tstdprog
extsim

cnd_di spat ch maxm ens
cal | path_recei ve_program
x3270pr og

sbc_I| ag

sbc_frsa

sbc_frs

at ommgr

geostrat
dbvi al u6. 2

[ unknown]

f xncprog

i nfopolic

[ unknown]

aagns

aagns

[ unknown]
clariion_nygr
set ci nrpc

vi rtual _protocol _adapter
uni bart

uni ar ch

unifile

uni srex

uni scnd

rsc

set

desaf - ws/ key
reel db

nl

rmd
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300376 agcd
300377 rsynd
300378 renlib
300379 rcnlib_attach
300380 ever green_ngnt _agent
300381 f x104pr og
300382 r ui

renote_user _interface
300383 ovond
300384 [ unknown]
300385 [ unknown]
300386 system server
300387 pi pecs cs_pi peprog

ppktrpc
300388 uv-net univision
300389 auexe
300390 audi p
300391 i
300392 eva
300393 eeei _reserved 1
300394 eeei _reserved 2
300395 eeei _reserved_3
300396 eeei _reserved 4
300397 eeei _reserved 5
300398 eeei _reserved_6
300399 eeei _reserved 7
300400 eeei _reserved_ 8
300401 cprim
300402 wg_i dnms_nanager
300403 ti mequot a
300404 spiff
300405- 300414 ov_oem svc
300415 ov_nsg_ctlg_svc
300416 ov_advt _reg_svc
300417-300424 showkron
300425 daatd
300426 swi ft net
300427 ovonde
300428 ovonr eq
300429 nsg_di spat cher
300430 pcshare server
300431 rcvs
300432 f df server
300433 bssd
300434 drdd
300435 m f _gut sprog
300436 m f _gui prog
300437 twol fd
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300438
300439
300440
300441
300442
300443
300444
300445
300446
300447
300448
300449

Pr ot ocol

Version 2 May 2009

twscd
nwsbumnmv
dgux_nmgr
pf xd

tds
ovomadm nd
ovongat e
omadm nd
nps

npd

tsa

cdai nt

300450- 300452

300453
300454

ckt i npl enent ati on
nda-t acti cal

300455- 300458

300459
300460
300461
300462
300463
300464
300465
300466
300467
300468
300469
300470
300471
300472
300473
300474
300475
300476
300477
300478
300479
300480
300481
300482
300483
300484
300485
300486
300487
300488
300489
300490

St andards Track

atrrun
RoadRunner

nas

undel et e
ovacadd

t bdesnai
argusim

dnd

drd

fm hel p
ftransrpc_prog
finrisk
dg_pc_idi sched
dg pc_idiserv
apd

ap_sspd

cal | pat hevent r ecor der
flc

dg _osm
dspnaned

i gddsrv

i qj obsrv

t acosxx

wheel dbng
cnxngr_nm_pr og
cnxmgr _cfg_prog
3dsmapper

i ds

i magi ne_r pc_svc
I fn

sal esnet

def axo
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300491 dbqt sd
300492 ks

300493 rpc.iced
300494 cal c2s
300495 pt oui dpr og
300496 docsl s
300497 new

300498 col | agebdg
300499 ars_server
300500 ars_client
300501 vr_catal og
300502 vr_tdb
300503 ama

300504 evama

300505 conama
300506 servi ce_process
300507 reuse_proxy
300508 mars_ctrl
300509 mar s_db
300510 mars_com
300511 mar s_adnth
300512 t bpi pci p
300513 top_acs_svc
300514 i nout _svc
300515 csoft_wp
300516 ncfs

300517 event prog
300518 dg _pc_idinsg
300519 dg_pc_idi aux
300520 atsr_gc
300521 al arm al arm pr og
300522 fts_prog
300523 dcs_prog

300524 i hb_prog
300525 [ unknown]
300526 [ unknown]

300527 clu_info_prog
300528 rnf m

300529 c2sdocd
300530 i nterahel p
300531 cal | pat hasyncnsghandl er
300532 optix_arc
300533 optix_ts
300534 opti x_wf
300535 maxopenc
300536 cev cev_server
300537 sitew deprog
300538 drs
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300539 drsdm
300540 dasgat e
300541 dcdbd
300542 dcpsd
300543 supportlink_prog
300544 br oker
300545 listner
300546 mul ti access
300547 spai _interface
300548 spai _adaption
300549 chi mer a_ci
chimera_clientinterface
300550 chi mer a_pi
chi mer a_processi nvoker
300551 teamnare_fI
t eamnar e_f oundati onl eve
300552 t eamnar e_sl
t eamnar e_syst enl eve
300553 t eamnar e_ui
t eamwar e_userinterface
300554 | prm
300555 npspr og
Mensur ati on_Proxy_Server
300556 mo_syndi s
300557 r et si deprog
300558 slp
300559 sl map
300560 i mrpc teanconference
300561 license _prog |license
300562 stupl e stuple_prog
300563 upasswd_pr og

300564 gentranment orsecurity
300565 gent r anment or pr ovi der
300566 | atituded

| atitude_license_server
300567 gentranmentorreql
300568 gentranment orreq2
300569 gentranment orr eq3
300570 rj _server
300571 gws-rdb
300572 gws- npnd
300573 gws- spnd
300574 vweal cd
300575 vwor ad
300576 vwsybd
300577 vwave
300578 onl i ne_assi st ant
300579 i nternet _assi stant
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300580 spawnd
300581 procngrg
300582 cf gdbd

300583 | ogutild
300584 i bis
300585 i bi saux

300586 aapi
300587 rstrt
300588 hbeat
300589 pcspu
300590 enpr ess
300591 sched_server
Li veSchedul er
300592 pat h_server
Li veSchedul er
300593 c2sdnd
300594 c2scf
300595 bt sas
300596 sdt as
300597 appi e
300598 dm
300599 pscd
pant her software corp daenon
300600 si sd
300601 cpwebserver
300602 VW\C O 1D
300603 mK-m e
300604 mx- m e- debug
300605 i dm
300606 SSrv
300607 vpnserver
300608 sanserver
300609 sans_server
300610 chrysalis
300611 ddm
300612 ddmis
300613 mx- bcp- debug
300614 upnrd
300615 upmdsd
300616 res
300617 colortron
300618 zZrs
300619 af psrv
300620 apxft
300621 nrp
300622 hpi d
300623 mai | wat ch
300624 fos bc _fcrb_receiver
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300625 cs_sysadmi n_svr
300626 cs_controll er_svr
300627 noki a_nns_ea
300628 dbg

300629 remex

300630 ¢s_bind

300631 i dm

300632 pr passwd
300633 i W pw

300634 starrb

300635 | npress_Server

300636 col orstar

300637 gwugu

300638 gwsgu

300639 dai _conmmand_pr oxy
300640 dai _al arm server
300641 dai _fui _proxy
300642 spai _comrand_pr oxy
300643 spai _al arm server
300644 iris

300645 hexttp

300646 updat edb rsched
300647 urnd urn

300648 i qwpsrv

300649 dskutild

300650 onli ne

300651 nl serv

300652 acsm

300653 dg _clar_sornsg
300654 wwpol | errpc
300655 wwrrodel r pc
300656 nspr of d

300657 nsdi std

300658 recol | ect

300659 | ssexecd | ss_res
300660 | ssagend | ss_rea
300661 cdinfo

300662 sni nsr_addon
300663 mm sap

300664 ks

300665 psched

300666 t ekdvfs

300667 st or x|

300668 ni sse

300669 | badvi se

300670 atcinstaller
300671 atntstarter
300672 Net ML
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300673 t dmesnge

300674 t dmesngd

300675 t dmesnyt

300676 olm

300677 medi amanagenent
300678 rdbprog fiel dowsrv
300679 r pwdpr og rpwd
300680 sapi -trace

300681 sapi - mast er - daenon
300682 ondcuprog omdcu
300683 WWwpr ocnon

300684 t ndi dpr og

300685 rkey_set secret prog
300686 asdu_server_prog
300687 pwrcntr |

300688 si uni xd

300689 whapi

300690 cross_reference_ol e
300691 rtc

300692 di sp

300693 sql _conpi | ati on_agent
300694 t nsysprog

300695 i us-sapi nd

300696 apt eam dx

300697 rmsrpc

300698 sei smi c_system
300699 renote

300700 ttl ts _event nokia nns
300701 fxrs

300702 onlicense

300703 vxkey

300704 dinis

300705 sched2d schedul e-2
300706 sched3d schedul e-3
300707 sched4d schedul e-4
300708 sched5d schedul e-5
300709 sched6d schedul e-6
300710 sched7d schedul e-7
300711 sched8d schedul e-8
300712 sched9d schedul e-9
300713 adt sqry

300714 adserv

300715 adr epserv

300716 [ unknown]

300717 caad

300718 caaui

300719 cescda

300720 vcapi admi n
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300721 vcapi 20
300722 tcfs
300723 csed
300724 not hand
300725 hacb
300726 nf aut h

300727 imMm
300728 best comm
300729 | prpasswd

300730 rpr passwd
300731 proplistd
300732 nm konont

300733 ar epa- cas

300734 [ unknown]
300735 [ unknown]
300736 ando_ts
300737 i ntermezzo

300738 ftel -sdh-request
300739 ftel -sdh-response

300740 [ unknown]
300741 [ unknown]
300742 [ unknown]
300743 [ unknown]
300744 [ unknown]

300745 vrc_abb
300746 Vrc_conmau
300747 vrc_fanuc
300748 vrc_kuka
300749 vrc_reis
300750 hp_svéd
300751 correntngr 01
300752 correnti ke

300753 [ unknown]

300754 [ unknown]

300755 intransa_l ocation
300756 i ntransa_managenent
300757 i ntransa_f ederation
300758 port prot

300759 i pm prot

300760 aceap

300761 f 6000pss
300762 vsmapi _program
300763 ubertupl e
300764 ctconcrpci f
300765 nf uadm n
300766 aiols

300767 dsnrootd
300768 ht dI
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300769 caba
300770 vrc_cosimr
300771 crmhel nd
300772 pol ynsm

300773 [ unknown]
300774 [ unknown]
300775 [ unknown]
300776 [ unknown]
300777 [ unknown]
300778 [ unknown]
300779 [ unknown]
300780 [ unknown]
300781 dsnrecal | d
300782 [ unknown]
300783 [ unknown]

300784 twrgcontrol
300785 twled
300786 twr cf gdb

BMC sof tware 300787-300886

unassi gnhed 300887 - 300999

Sun M crosystens 301000- 302000 [ 2000 numbers ]
unassi gned 302001- 349999

American Airlines 350000 - 350999

Acucobol I nc. 351000 - 351099

The Bristol G oup 351100 - 351249

Ant eva Technol ogi es 351250 - 351349

351350 wf mvgnt App
351351 wf mvgnt Dat aSr v
351352 wf mvgnt Fut 1
351353 wf mvgnt Fut 1
351354 wf mAPM
351355 wf m AMgr
351356 wf mECMgr
351357 wf nLookQut
351358 wf mAgent Fut 1
351359 wf mAgent Fut 2
unassi gned 351360 - 351406
Sterling Software |1 TD 351407 csed
351360 sched10d
351361 schedl1ld
351362 schedl2d
351363 sched13d
351364 schedl4d
351365 sched15d
351366 schedl6d
351367 schedl7d
351368 sched18d
351369 sched19d
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351370
351371
351372
351373
351374
351375
351376
351377
351378
351379
351380
351381
351382
351383
351384
351385
351386
351387
351388
351389
351390
351391
351392
351393
351394
351395
351396
351397
351398
351399
351400
351401
351402
351403
351404
351405
351406
351407
351408
351409
351410
351411
351412
351413
351414
351415
351416
351417

St andards Track

Version 2

sched20d
sched21d
sched22d
sched23d
sched24d
sched25d
sched26d
sched27d
sched28d
sched29d
sched30d
sched31d
sched32d
sched33d
sched34d
sched35d
sched36d
sched37d
sched38d
sched39d
consol eserver
schedul eser ver
RDELI| VER
REVENTPROG
RSENDEVENTPROG
snapp
shapad
sdsoodb
sdsmai n
sdssrv
sdscl nt
sdsreg

f sbat ch

f snoni t or
fsdi sp

f ssessi on
fslog
svdpappserv
gns

[ unkonwn]

[ unkonwn]

[ unkonwn]
axi

rpexfr

slm
snmbpasswdd
t bdbserv

t bproj serv

May 2009
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351418
351419
351420
351421
351422
351423
351424
351425
351426
351427
351428
351429
351430
351431
351432
351433
351434
351435
351436
351437
351438
351439
351440
351441
351442
351443
351444
351445
351446
351447
351448
351449
351450
351451
351452
351453
351454
351455
351456
351457

351458
351459
351460
351461
351462
351463
351464

St andards Track
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generi cserver
dynar c_ds
dnscndr

i pcndr

faild

fail nmon

fail debug

[ unknown]

[ unknown]
siemens_srs
bspr oxy

i fsrpc
CesPvcSm

Fr PvcSm

At mPvcSm
radi us
audi t or

sft

voi cemai |
kis
SOFTSERV_NOTI FY
dynar pc

hc

i opas

i opcs

i opss

spcnfs
Spcvss
mati | da_sns
matil da_brs
mat i | da_dbs
mat i | da_sps
mat il da_svs
mat i | da_sds
mati| da_vvs
matil da_stats
xtrade
mapsvr

hp_gr aphi csd
ber kel ey _db
ber kel ey_db_svc
i 0_server
rpc.ni od
rpc. kil
hmdi spr oxy
sndi sproxy
avatard

namu
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BG Partners

unassi gnhed

Oion Miultisystens
unassi gned

NSP | ab

unassi gnhed

Thur | ow

Version 2
351465 BMCSess
351466 FENS_Sport
351467 EM CONFI G
351468 EM CONFI G_RESP
351469 | odge_pr oof
351470 ARCser vel T- Queue
351471
351472
351473 ARCservel T-Al ert
351474
351475 scandl
351476 scand2
351477 scand3
351478 scand4
351479 scand5
351480 dscv
351481 cb_svc
351482 [ unknown]
351483 i probe
351484 omi conf
351485 i san
351486 - 351500
351501 mond
351502 igqlrenmote
351503 i gl al arm
351504 - 351599
351600- 351855
351856 - 351899
351900 - 351999
351999 - 352232
352233 asaut ostart
352234 asmedi adl
352235 asmedi ad2
352236 asnedi ad3
352237 asnedi ad4
352238 asnedi ad5
352239 asnedi ad6
352240 asmedi ad7
352241 asmedi ad8
352242 asnedi ad9
352243 asnedi ad10
352244 asnedi adl11
352245 asnedi ad12
352246 asnmedi ad13
352247 asnmedi ad14
352248 asnedi adl5
352249 asnedi ad16
352250 war user

St andards Track

May 2009

ARCser vel T- Devi ce
ARCser vel T- Di scover

ARCser vel T- Dat abase

[ Page 54]



RFC 5531 Renote Procedure Call Protocol Version 2 May 2009

352251 war | ogd
352252 war svr ngr
352253 war vf sysd
352254 war f t pd
352255 war nf sd
352256 bof proxycO
352257 bof proxysO
352258 bof proxycl
352259 bof proxys1
352260 bof proxyc2
352261 bof pr oxys2
352262 bof proxyc3
352263 bof proxys3
352264 bof proxyc4
352265 bof proxys4
352266 bof proxyc5h
352267 bof pr oxys5
352268 bof proxyc6
352269 bof pr oxys6
352270 bof proxyc7
352271 bof proxys7
352272 bof proxyc8
352273 bof proxys8
352274 bof proxyc9
352275 bof proxys9
352276 bof proxyca
352277 bof proxysa
352278 bof proxychb
352279 bof pr oxysb
352280 bof proxycc
352281 bof proxysc
352282 bof proxycd
352283 bof pr oxysd
352284 bof proxyce
352285 bof proxyse
352286 bof pr oxycf
352287 bof pr oxysf
352288 bof pr oxypoO
352289 bof proxypol
352290 bof pr oxypo2
352291 bof pr oxypo3
352292 bof pr oxypo4

unassi gned 352293- 370000
370001 [ unknown]
370002 [ unknown]
370003 [ unknown]
370004 [ unknown]
370005 [ unknown]
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370006 [ unknown]
370007 [ unknown]
370008 [ unknown]
370009 [ unknown]
370010 [ unknown]
370011 [ unknown]
370012 [ unknown]
370013 [ unknown]
370014 [ unknown]
370015 [ unknown]
370016 [ unknown]
370017 [ unknown]
370018 [ unknown]
370019 [ unknown]
370020 [ unknown]
370021 [ unknown]
370022 [ unknown]
370023 [ unknown]
370024 [ unknown]
370025 [ unknown]
370026 [ unknown]
370027 [ unknown]
370028 - 379999
380000 opensna
380001 pr obenet
380002 [ unknown]
380003 i cense
380004 na. 3comrenote
380005 na.ntp
380006 probeut i
380007 na.vl b
380008 cds_nhs_agent
380009 cds_x500_agent
380010 cds_nmai | hub_agent
380011 codex_6500_pr oxy
380012 codex_6500 trapd
380013 na. nnk12
380014 cds_nta_metrics_agent
380015 [ unkonwn]
380016 na. capl e
380017 codexcapl etrap
380018- 380028
380029 ncst at
380030 ncnf sst at
380031 ftans
380032 na.isotp
380033 na.rfcl1006

380034 - 389999
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Epoch Systens 390000 - 390049
Qui ckturn Systens 390050 - 390065
Team One Systens 390066 - 390075
General Electric CRD 390076 - 390085
TSI G NFS subconmittee 390086 - 390089
Sof t Lab ab 390090 - 390099
Legato Network Services 390100 - 390115

390116 cdsnoni t or
390117 cdsl ock
390118 cdslicense
390119 shm
390120 rws

390121 cdc

Dat a Gener al 390122 - 390141
Perfect Byte 390142 - 390171
JTS Conputer Systens 390172 - 390181
Paranetric Technol ogy 390182 - 390191
Voxem 390192 - 390199
Effi x Systens 390200 - 390299
Mot or ol a 390300 - 390309
Mobile Data Intl. 390310 - 390325
Physi kal i sches Institut 390326 - 390330
Ergon Informati k AG 390331 - 390340
Anal og Devi ces Inc. 390341 - 390348
I nt er phase Corporation 390349 - 390358
NeWswar e 390359 - 390374
Qual i x Group 390375 - 390379
Xerox | magi ng Systens 390380 - 390389
Nobl e Net 390390 - 390399
Legato Network Services 390400 - 390499
Client Server Tech. 390500 - 390511
Atria 390512 - 390517
GE NMR Instrunents 390518 - 390525
Harris Corp. 390526 - 390530
Uni sys 390531 - 390562
Aggr egat e Conputi ng 390563 - 390572
Interactive Data 390573 - 390580
OKG AB 390581 - 390589
K2 Software 390591 - 390594
Col I'i er Jackson 390595 - 390599
Renedy Corporation 390600 - 390699
Ment or Graphics 390700 - 390799
AT&T Bell Labs (Lucent) 390800 - 390899
Xer ox 390900 - 390999
Silicon G aphics 391000 - 391063
Dat a Gener al 391064 - 391095
Comput er Support Corp. 391096 - 391099
Quorum Sof t war e Syst ens 391100 - 391199
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I nterLi near Technol ogy 391200 - 391209
H ghl and Sof tware 391210 - 391229
Boei ng Conp. Svcs. 391230 - 391249
| BM Sweden 391250 - 391259
Signature Authority Svc 391260 - 391271
ZUMIOBEL Licht GrbH 391272 - 391283
NOAA/ ERL 391284 - 391299
NCR Cor p. 391300 - 391399
FTP Sof t war e 391400 - 391409
Cadre Technol ogi es 391410 - 391433
Vi sionware Ltd (UK) 391434 - 391439
| BR- Part ner AG 391440 - 391449
CAP Programat or AB 391450 - 391459
Rei chl e+De- Massari AG 391460 - 391474
Swi ss Bank Corp (London) 391475 - 391484
Uni sys Enterprise Svr 391485 - 391489
Intel - Test Dev. Tech. 391490 - 391499
Ampex 391500 - 391755

391756 naas- spare
391757 naas- adm n
391758 i sps

391759 i sps-adm n
391760 mar s

391761 mar s-adm n
391762 attcis_spare0
391763 attcis_sparel
391764 mai | - server
391765 mai | - server-spare
391766 attcis_spare2
391767 attcis_spare3
391768 attcis_spared
391769 attcis_spareb
391770 attcis_spare6b
391771 attcis_spare7

I ntegrated Systens, Inc. 391772 - 391779
Paranmetric Tech., Inc. 391780 - 391789
Eri csson Tel ecom AB 391790 - 391799
SLAC 391800 - 391849

391850 ghr dat a
391851 ghr backup
391852 m nut edat a
391853 prefecture
391854 supc

391855 suadm ncrw
391856 suadm not as
391857 sunmessage
391858 subl ock
391859 sunot d
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staf fware dev. (uk) 391860 - 391869

Staf fware Dev. (UK) 391870 - 391879
391880 namesrvr
391881 di sksrvr
391882 t apesrvr
391883 m gsrvr
391884 pdnsrvr
391885 pvrsrvr
391886 r epacksrvr

391887 [ unknown]
Convex Conputer Corp. 391888 - 391951
391952 | ookout srv
391953 | ookout agnt
391954 | ookout prxy
391955 | ookout snmp
391956 | ookout r mon
391957 | ookout futl
391958 | ookout f ut 2
wi ndwar d 391959 - 391967

391968 sra_legato
391969 sra_l egato_i mgsvr
391970 sra legato O
391971 sra legato_ 1
391972 sra_legato_2
391973 sra_legato_3
391974 sra_legato_4
391975 sra_legato_5
391976 sra legato 6
391977 sra _legato 7
391978 sra legato_8
391979 sra_legato_9

Br ookt ree Cor p. 391980 - 391989

Cadence Desi gn Systens 391990 - 391999

J. Frank & Associ ates 392000 - 392999

Cooperative Sol utions 393000 - 393999

Xer ox Corp. 394000 - 395023
395024 odbc_sqlretriever

3M 395025 - 395091

Digital Zone Intl. 395092 - 395099

Sof t war e Prof essional s 395100 - 395159

Del Mar Sol utions 395160 - 395164
395165 ife-es
395166 i fe-resngr
395167 i fe-aes
395168 ife-bite
395169 i fe-loader
395170 i fe-satcom
395171 i fe-seat
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395172 i fe-dbngr
395173 i fe-testngr
395174 atriumserver

395175 ase _director
395176 ase_agent
395177 ase_hsm
395178 ase_ngr
395179 ase_sim

Hew ett - Packard 395180 - 395194
XES, Inc. 395195 - 395199
Uni tech Products 395200 - 395249
TransSys 395250 - 395505
Uni sys Govt Systens 395506 - 395519
Bel | core 395520 - 395529
| BM 395530 - 395561
AT&T Networ k Services 395562 - 395571
Dat a Gener al 395572 - 395577
Swi ss Bank Corp 395578 - 395597
Swi ss Bank Corp 395598 - 395637
Novel | 395638 - 395643
Conput er Associ at es 395644 - 395650
Omeon Vi deo Networks 395651 - 395656
unassi gned 395657 - 395908
UK Post O fice 395909 - 395924
AERCSPATI ALE 395925 - 395944
Result d.o.o. 395945 - 395964
Dat aTool s, Inc. 395965 - 395980
CADI S, Inc. 395981 - 395990
Cunmi ngs G oup, Inc. 395991 - 395994
Cadre Technol ogi es 395995 - 395999
Anmerican Airlines 396000 - 396999
Eri csson Tel ecom TM Di v 397000 - 398023
| BM 398024 - 398028
Toshi ba OVE Wor ks 398029 - 398033
TUSC Comput er Systens 398034 - 398289
AT&T 398290 - 398320
Ontario Hydro 398321 - 398346
M crion Corporation 398347 - 398364
unassi gned 398365 - 398591
Pegasystens, Inc. 398592 - 399616
Spectra Securities Soft 399617 - 399850
Qual Com 399851 - 399866
unassi ghed 399867 - 399884
Altris Software Ltd. 399885 - 399899
| SO | EC W11 399900 - 399919
Paranetric Technol ogy 399920 - 399949
Dol by Laboratories 399950 - 399981
unassi gnhed 399982 - 399991
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Xer ox PARC 399992 - 399999

#

Next I nc. 200100000 - 200199999

Net wi se (RPCt ool ) 200200000

Concurrent Conputer Corp 200200001 - 200200007

Al M Technol ogy 200300000 - 200399999

TGV 200400000 - 200499999

#

# Sun-assi gned authentication flavor nunbers

#

AUTH_NONE 0 /* no authentication, see RFC 1831 */
/* a.k.a. AUTH NULL */

AUTH_SYS 1 [* unix style (uid+gids), RFC 1831 */
/* a.k.a. AUTH_UNI X */

AUTH_SHORT 2 /* short hand unix style, RFC 1831 */

AUTH _DH 3 /* des style (encrypted tinestanp) */
/* a.k.a. AUTH DES, see RFC 2695 */

AUTH_KERB 4 /* kerberos auth, see RFC 2695 */

AUTH_RSA 5 /* RSA authentication */

RPCSEC_GSS 6 /* GSS-based RPC security for auth,

integrity and privacy, RPC 5403 */

AUTH_NW 30001 NETWARE

AUTH _SEC 200000 TSI G NFS subconmmittee

AUTH_ESV 200004 SVr4 ES

AUTH_NQNFS 300000 Univ. of Guelph - Not Quite NFS

AUTH_GSSAPI 300001 QpenVi si on <john.linn@yv.conr

AUTH | LU UGEN 300002 Xer ox <j anssen@ar c. xer ox. conp

- I LU Unsecured Ceneric ldentity
#
# Small bl ocks are assigned out of the 39xxxx series of numbers
#

AUTH_SPNEGO 390000
390000 - 390255 NFS 'pseudo’ flavors for RPCSEC GSS
390003 - kerberos_v5 authentication, RFC 2623
390004 - kerberos_v5 with data integrity, RFC 2623
390005 - kerberos_v5 with data privacy, RFC 2623
200000000 Reserved
200100000 NeXT I nc.
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