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| MAP Response Codes
Status of This Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abst ract

| MAP responses consi st of a response type (OK NO BAD), an optiona
machi ne-r eadabl e response code, and a human-readabl e text.

Thi s docunent collects and docunents a variety of machi ne-readabl e
response codes, for better interoperation and error reporting.
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1.

I nt roducti on

Section 7.1 of [RFC3501] defines a nunber of response codes that can
help tell an I MAP client why a command failed. However, experience
has shown that nore codes are useful. For exanple, it is useful for
a client to know that an authentication attenpt failed because of a
server problem as opposed to a password probl em

Currently, many | MAP servers use English-|anguage, human-readabl e
text to describe these errors, and a few IMAP clients attenpt to
translate this text into the user’s |anguage.

Thi s docunent names a variety of errors as response codes. It is
based on errors that have been checked and reported on in some | MAP
server inplenentations, and on the needs of some |IMAP clients

Thi s docunent doesn’t require any servers to test for these errors or
any clients to test for these nanes. It only nanmes errors for better
reporting and handl i ng.

Conventions Used in This Docunent
Formal syntax is defined by [ RFC5234] as nodified by [ RFC3501].

Exanpl e lines prefaced by "C:" are sent by the client and ones
prefaced by "S:" by the server. "[...]" neans elision

Response Codes

This section defines all the new response codes. Each definition is
foll owed by one or nore exanpl es.

UNAVAI LABLE
Tenporary failure because a subsystemis down. For exanple, an
| MAP server that uses a Lightweight Directory Access Protoco
(LDAP) or Radius server for authentication m ght use this
response code when the LDAP/ Radi us server is down.

C. a LOE@N "fred" "foo"
S: a NO [ UNAVAI LABLE] User’'s backend down for nmaintenance

AUTHENTI CATI ONFAI LED
Aut hentication failed for sone reason on which the server is
unwilling to elaborate. Typically, this includes "unknown
user"” and "bad password".
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This is the sane as not sending any response code, except that
when a client sees AUTHENTI CATI ONFAI LED, it knows that the
probl em wasn’t, e.g., UNAVAILABLE, so there’s no point in
trying the sane | ogi n/password again | ater

C b LOEN "fred" "foo"
S: b NO [ AUTHENTI CATI ONFAI LED] Aut hentication failed

AUTHORI ZATI ONFAI LED

Aut henti cation succeeded in using the authentication identity,
but the server cannot or will not allow the authentication
identity to act as the requested authorization identity. This
is only applicable when the authentication and authorization
identities are different.

C. cl AUTHENTI CATE PLAIN

[...]

S: ¢l NO [ AUTHORI ZATI ONFAI LED] No such authorization-1D

C. c2 AUTHENTI CATE PLAIN

[...]

S: ¢2 NO [ AUTHORI ZATI ONFAI LED] Aut henticator is not an admn
EXPI RED

Ei t her authentication succeeded or the server no | onger had the
necessary data; either way, access is no |onger permtted using
that passphrase. The client or user should get a new
passphrase.

C dlogin "fred" "foo"
S: d NO [EXPI RED] That password isn’'t valid any nore

PRI VACYREQUI RED

The operation is not permtted due to a |ack of privacy. |If
Transport Layer Security (TLS) is not in use, the client could
try STARTTLS (see Section 6.2.1 of [RFC3501]) and then repeat
the operati on.

dlogin "fred" "foo"
d NO [ PRI VACYREQUI RED] Connection offers no privacy

d sel ect inbox
d NO [ PRI VACYREQUI RED] Connection offers no privacy

wo 0o
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CONTACTADM N
The user should contact the system adm ni strator or support
desk.

C elogin "fred" "foo"
S: e OK [ CONTACTADM N

NOPERM
The access control system (e.g., Access Control List (ACL), see
[ RFC4314]) does not permt this user to carry out an operation,
such as selecting or creating a nail box.

C. f select "/archivel/projects/experinment-iv"
S: f NO [ NOPERM Access denied

| NUSE
An operation has not been carried out because it involves
sawi ng off a branch soneone else is sitting on. Someone el se
may be hol di ng an exclusive | ock needed for this operation, or
the operation may involve deleting a resource someone else is
using, typically a mail box.

The operation nmay succeed if the client tries again |ater

C. g delete "/archivel/projects/experinment-iv"
S: g NO [INUSE] Mail box in use

EXPUNGEI SSUED
Soneone el se has issued an EXPUNCE for the same mail box. The
client may want to issue NOOP soon. [RFC2180] discusses this
subj ect in depth.

C. h search fromfred@xanpl e. com
S * SEARCH 1 2 358 13 21 42
S: h OK [ EXPUNGEI SSUED] Search conpl et ed

CORRUPTI ON
The server discovered that sone relevant data (e.g., the
mai | box) are corrupt. This response code does not include any
i nformati on about what’s corrupt, but the server can wite that
to its logfiles.

C. i select "/archivel/projects/experinment-iv"
S: i NO [ CORRUPTI ON] Cannot open nail box
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SERVERBUG
The server encountered a bug in itself or violated one of its
own invariants.

C. j select "/archivel/projects/experinent-iv"
S: j NO [SERVERBUG This should not happen

CLI ENTBUG
The server has detected a client bug. This can acconpany all
of OK, NO, and BAD, depending on what the client bug is.

C. k1 select "/archivelprojects/experinent-iv"
[SE ' i<]1 OK [ READ- ONLY] Done
C. k2 status "/archivel/projects/experinent-iv" (messages)
[si ' i<]2 OK [ CLI ENTBUG Done
CANNOT

The operation violates sone invariant of the server and can
never succeed.

C | create “///11I]"
S: | NO [ CANNOT] Adj acent sl ashes are not supported

LIMT
The operation ran up against an inplenmentation limt of sone
ki nd, such as the nunber of flags on a single nessage or the
nunber of flags used in a mail box.

C. m STORE 42 FLAGS f1 f2 f3 f4 f5 ... f250
SS mNOJ[LIMT] At nost 32 flags in one mail box supported
OVERQUOTA

The user would be over quota after the operation. (The user
may or nmay not be over quota already.)

Note that if the server sends OVERQUOTA but doesn’t support the
| MAP QUOTA ext ension defined by [ RFC2087], then there is a
quota, but the client cannot find out what the quota is.

C. nl uid copy 1.* ol dnuil
S: nl NO [ OVERQUOTA] Sorry

C. n2 uid copy 1:* ol dmail
S: n2 OK [ OVERQUOTA] You are now over your soft quota
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The operation attenpts to create sonething that already exists,

such as when the CREATE or

RENAME directories attenpt to create

a mai |l box and there is already one of that nane.

C. o RENAME this that
S: o NO [ ALREADYEXI STS]

NONEXI STENT

Mai | box "that" already exists

The operation attenpts to del ete sonething that does not exist.

Simlar to ALREADYEXI STS

C. p RENAME this that
S: p NO [ NONEXI STENT]

4. Formal Syntax

No such mail box

The foll owing syntax specification uses the Augnmented Backus- Naur

Form (ABNF) notation as specified in [ RFC5234].
"resp-text-code".

t he non-term na

Except as noted ot herw se, all
i nsensitive.

token strings is for editoria

resp-text-code =/

"UNAVAI LABLE" /
" AUTHCRI ZATI ONFAI LED" /
" PRI VACYREQUI RED" /

[ RFC3501] defi nes

al phabetic characters are case-
The use of upper or | owercase characters to define
clarity only.

" AUTHENTI CATI ONFAI LED" /
"EXPI RED" /

" CONTACTADM N* / "NOPERM' /

"I NUSE" / "EXPUNGElI SSUED" / " CORRUPTI ON* /
"SERVERBUG' / "CLIENTBUG' / " CANNOT" /
"LIMT" / "OVERQUOTA" / "ALREADYEXI STS" /
" NONEXI STENT"

5. Security Considerations

Reveal i ng i nformati on about a passphrase to unauthenticated | MAP

clients causes bad karma

Response codes are easier to parse than human-readabl e text.
can anplify the consequences of an information |eak
because the mail box doesn’t exist,

sel ecting a mail box can fai

Thi s
For exanpl e,

because the user doesn’t have the "I" right (right to know the

mai | box exists) or "r
server sent different

only mal evol ent clients would discover it.

possi bl e, perhaps probable, that

Gul br andsen
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| eaked information to the user. Server authors are encouraged to be
particularly careful with the NOPERM and aut hentication-rel ated

responses.

6. | ANA Consi derations

The | ANA has created the | MAP Response Codes registry. The registry

has been populated with the

NEVNANE RFC
REFERRAL RFC
ALERT RFC
BADCHARSET RFC
PARSE RFC
PERVANENTFLAGS RFC
READ- ONLY RFC
READ- WRI TE RFC
TRYCREATE RFC
Ul DNEXT RFC
Ul DVALI DI TY RFC
UNSEEN RFC
UNKNOWK- CTE RFC
Ul DNOTSTI CKY RFC
APPENDUI D RFC
COPYUI D RFC
URL MECH RFC
TOOBI G RFC
BADURL RFC
HI GHESTMODSEQ RFC
NOMODSEQ RFC
MODI FI ED RFC
COVPRESS| ONACTI VE ~ RFC
CLOSED RFC
NOTSAVED RFC
BADCOVPARATOR RFC
ANNCOTATE RFC
ANNCTATI ONS RFC
TEMPFAI L RFC
MAXCONVERTMESSAGES ~ RFC
MAXCONVERTPARTS RFC
NOUPDATE RFC
METADATA RFC
NOTI FI CATI ONOVERFLOW RFC
BADEVENT RFC
UNDEFI NED- FI LTER RFC
UNAVAI LABLE RFC

AUTHENTI CATI ONFAI LED RFC
AUTHCORI ZATI ONFAI LED RFC

fol |l owi ng codes:

2060 (obsol ete)
2221
3501
3501
3501
3501
3501
3501
3501
3501
3501
3501
3516
4315
4315
4315
4467
4469
4469
4551
4551
4551
4978
5162
5182
5255
5257
5257
5259
5259
5259
5267
5464
5465
5465
5466
5530
5530
5530

Gul brandsen St andards Track [ Page 7]



RFC 5530 | MAP Response Codes May 2009

EXPI RED RFC 5530
PRI VACYREQUI RED RFC 5530
CONTACTADM N RFC 5530
NCPERM RFC 5530
I NUSE RFC 5530
EXPUNGElI SSUED RFC 5530
CORRUPTI ON RFC 5530
SERVERBUG RFC 5530
CLI ENTBUG RFC 5530
CANNOT RFC 5530
LIMT RFC 5530
OVERQUOTA RFC 5530
ALREADYEXI STS RFC 5530
NONEXI STENT RFC 5530

The new regi stry can be extended by sending a registration request to
IANA. |TANA will forward this request to a Designated Expert,

appoi nted by the responsible |ESG Area Director, CCGng it to the | MAP
Extensions mailing list at <ietf-inapext@nt.org> (or a successor
designated by the Area Director). After either allow ng 30 days for
community input on the I MAP Extensions mailing list or a successfu

| ETF Last Call, the expert will determ ne the appropriateness of the
regi stration request and either approve or disapprove the request by
sending a notice of the decision to the requestor, CC ng the | MAP
Extensions mailing list and | ANA. A denial notice nmust be justified
by an expl anation, and, in cases where it is possible, concrete
suggesti ons on how the request can be nodified so as to becone

accept abl e shoul d be provided.

For each response code, the registry contains a list of relevant RFCs
that describe (or extend) the response code and an optional response
code status description, such as "obsolete" or "reserved to prevent
collision with deployed software”. (Note that in the latter case,
the RFC nunber can be mssing.) Presence of the response code status
description nmeans that the correspondi ng response code i s NOT
RECOMVENDED f or wi despread use

The intention is that any future allocation will be acconpanied by a
publ i shed RFC (including direct submissions to the RFC Editor). But
in order to allow for the allocation of values prior to the RFC being
approved for publication, the Designated Expert can approve

al l ocations once it seenms clear that an RFC will be published, for
exanpl e, before requesting | ETF LC for the docunent.

The Desi gnated Expert can al so approve registrations for response
codes used in depl oyed software when no RFC exists. Such

regi strations nust be marked as "reserved to prevent collision with
depl oyed software".
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Response code regi strations may not be del eted;
are no | onger believed appropriate for use (for
a problemwi th the syntax of said response code

May 2009

response codes that
exanple, if there is
or if the

specification describing it was noved to Historic) should be narked

"obsolete" in the registry,
I ANA.

clearly marking the
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