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Abst ract
This neno defines an interimsolution for Infrastructure ENUM in
order to allow a conbined User and Infrastructure ENUM i npl erent ati on

in el64.arpa as a national choice. This interimsolution will be
deprecated after inplenentation of the long-term solution
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1. Introduction

ENUM (E. 164 Nunmber Mapping, [RFC3761]) is a systemthat transforns
E. 164 nunbers [E164] into domain nanes and then queries the DNS
(Domai n Nane Service) [RFCL034] for NAPTR (Nami ng Authority Pointer)
records [RFC3401] in order to |l ook up which services are avail able
for a specific domain nane.

ENUM as defined in RFC 3761 (User ENUM, is not well suited for the
pur pose of interconnection by carriers and voi ce-service providers,
as can be seen by the use of various private tree arrangenents based
on ENUM nechani sms.

Infrastructure ENUMis defined as the use of the technology in RFC
3761 [RFC3761] by the carrier-of-record (voice service provider)

[ RFC5067] for a specific E 164 nunber [E164] in order to publish a
mappi ng of this tel ephone nunber to one or nore Uniform Resource
ldentifiers (URI's) [RFC3986].

O her voice service providers can query the DNS for this mappi ng and
use the resulting URIs as input into their call-routing algorithm

These URIs are separate fromany URIs that the end-user who registers
an E. 164 nunber in ENUM may wi sh to associate with that E 164 nunber.

The requirenents, terns, and definitions for Infrastructure ENUM are
defined in [ RFC5067] .

Using the same E. 164 nunber to domai n mappi ng techni ques for other
applications under a different, internationally agreed-upon apex
(instead of el64.arpa) is straightforward on the technical side.
This process of defining the Dynam c Del egati on Di scovery System
(DDDS) [ RFC3401] application for Infrastructure ENUMis defined in
[ RFC5526]. This is the Iong-term sol ution.
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Thi s document presents an interimsolution for Infrastructure ENUM
and a nechanismfor transitioning to the long-termsolution. The
interimsolution is based on establishing a branch in the el64. arpa
tree, which resolvers may |ocate by follow ng the al gorithm described
in Section 4. The location of the branch is dependent upon country-
code length, and thus resolvers nust determ ne the position of the
branch based on the method described in Section 5. Finally,

Section 6 provides a way that inplenmentations follow ng the
procedures of Sections 4 and 5 may be seam essly redirected to the

| ong-term sol ution, when it becones avail abl e.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

3. I nterim Sol ution

The agreenents to establish the |ong-term solution may take some
time. It was therefore decided to develop an interimsolution that
can be used by individual countries to inplenent an interoperable
Infrastructure ENUMtree inmediately. The interimsolution will be
deprecated when the |long-term solution [ RFC5526] is deployed. It is
therefore also required that the interimsolution includes a snooth
mgration path to the long-term sol ution.

It is also required that existing ENUM clients querying User ENUM as
defined in RFC 3761 [ RFC3761] continue to work w thout any
nmodi fi cati on.

Because of various reasons (e.g., potentially different del egation
points, different reliability requirenents, and use of DNS

wi | dcards), sharing a single domain name between the user itself and
the respective carrier for a given nunber is not possible. Hence, a
di fferent domain nane nust be used to store infrastructure ENUM

i nformation.

In order to avoid the del ays associated with the |ong-term solution,
the existing del egati ons and agreenents around el64. arpa need to be
| ever aged.

The nethod nost easily fulfilling the requirenents is to branch off
the el64.arpa tree into a subdomain at the country-code del egati on
| evel bel ow el64. arpa and depl oy an Infrastructure ENUM subtree
under neath, wi thout touching User ENUM senantics at all
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This allows countries using a dedicated country code to introduce the
interimsolution as a national matter to the concerned Nationa
Regul ation Authority (NRA). The governing body of a shared country
code and the owner of a gl obal network code can al so choose to
implement this solution within their area of responsibility.
Under this approach, ITUT (International Tel ecomunication Union /
Tel ecommuni cati on Standardi zati on Sector), |ETF, and | AB invol venent
is only lightwight, e.g., to recommend the proper al gorithm defined
here to enable international interoperability.

4. The Al gorithm
RFC 3761 defines ENUM as a Dynam c Del egati on Di scovery System ( DDDS)
application according to RFC 3401 [ RFC3401]. As such, ENUM defi nes
the follow ng conponents of the DDDS al gorithm
1. Application Unique String
2. First Wll-Known Rule
3. Expected Qutput
4. Valid Dat abases
The "Valid Databases" part contains the transformation of an E. 164
t el ephone number into a domain name. Section 2.4 of RFC 3761 uses
the following 4-step algorithmfor this:
1. Renpve all characters with the exception of the digits.
2. Put dots (".") between each digit.
3. Reverse the order of the digits.
4. Append the string ".el64.arpa" to the end.

The interimsolution for Infrastructure ENUM uses a nodi fied version
of this algorithm

1. Deternine the proper PCSITION paraneter for this E. 164 nunber
according to the algorithmin Section 5 of this docunent.

2. Build an ordered list of single-digit strings fromall digits

appearing in the tel ephone nunmber. All non-digit characters are
i gnor ed.
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3. Insert a string consisting of "i" into this list, after POSI TI ON
strings. |If the list of strings was shorter than POSI TI ON
el ements, then report an error

4. Reverse the order of the list.
5. Append the string "el64.arpa" to the end of the list.

6. Create a single domain name by joining the Iist together with
dots (".") between each string

This is the only point where the interimlInfrastructure ENUM (I -ENUM
solution differs fromstraight RFC 3761 ENUM Al |l other parts of
User ENUM including the enunservices registrations, apply to |-ENUM
as wel | .

5. Deternmining the Position of the Branch

In order to allow for the deploynment of this interimsolution

i ndependent of | AB/ITU T/ Rl PE- NCC negoti ati ons, the branching | abe
"i" cannot be inserted in the Tier-0 zone (i.e., the el64. arpa zone
itself) currently managed by RIPE NCC. This condition acts as a

| ower bound on the choice of the PCSITI ON paraneter.

For international E. 164-nunbers for geographic areas (Section 6.2.1
of [E164]) and for international E. 164-numnbers for gl obal services
(Section 6.2.2 of [E164]), the nobst sensible choice for POSITION is
the nunber of digits in the country code of the nunber in question
This places the branch directly under the country-code |level within
the el64.arpa ENUM tr ee.

For international E. 164-nunber for networks (Section 6.2.3 of
[E164]), the appropriate choice for POSITION is the conbined | ength
of the CC (Country Code) and IC (ldentification Code) fields.

For international E. 164-nunber for groups of countries (Section 6.2.4
of [E164]), the value for POSITION is 4.

The authoritative source for up-to-date country code and network
Identification Code allocations is published by the ITUT as a
conpl enent to the reconmendation E. 164 [E164]. The current version
of this conplenent is available fromthe |ITU website under "I TU-T /
Servi ce Publications".

Pl ease note that country code 1 of the North American Nunbering Pl an
(NANP) does not fall under the ITU classification of "groups of
countries", but is a "shared country code" for a geographic area.
Thus, the POSI TI ON paraneter for the NANP is 1.
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the POSI TI ON val ue for a specific E 164 nunber can be

determined with the foll owing al gorithm

o |If the nunber starts with 1 or 7,

then POSITION is 1.

o |If the nunber is in one of the following 2-digit country codes,
then POSITION is 2: 20, 27, 30-34, 36, 39, 40, 41, 43-49, 51-58,

60-66, 81, 82, 84, 86, 90-95,
o |If the nunber starts with 388
o If the nunber starts with 878

o If the nunber starts with 883
PCSITION i s 6.

o |f the nunber starts with 883
PCSITION is 7.

o In all other cases,

or 98.

or 881, then PCSITION is 4.

or 882, then PCSITION is 5.

and the next digit is <5, then
and the next digit is >= 5, then

POSITION is 3.

Gven the fact that the ITU-T recently allocated only 3-digit country

codes,

there are no nore spare 1-

and 2-digit country codes and

existing 1- and 2-digit country codes are extrenely unlikely to be

recovered,
can be considered very stable.
that has split,

Regar di ng network codes,
and 2-digit 1Cs. Assignnments of
2007 in the +883 country code.
policy in this respect will need
al gorithm

as happened recently,

up to 2007,

the above list of existing 1- and 2-digit country codes
The only problem may be for a country

for exanple, to Yugosl avi a.

the ITU-T has only allocated 1-
3- and 4-digit I1Cs started in My

Any further change in the ITUT

to be reflected in the above

6. Transition to the Long-Term Sol ution

The proposed | ong-term sol ution for
the establishnent of a new zone apex for that tree.
play the sanme role as "el64. arpa" does for

It is unrealistic to assune that
will
solution at a single point
an increnental transition.

In order to achieve this,
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Infrastructure ENUM [ RFC5526] is
This apex w ||

User ENUM

all countries and all ENUMclients

manage to nmigrate fromthe interimsolution to the |ong-term
in time.

It is thus necessary to plan for

clients using the interimsolution need to
be redirected to the long-termI-ENUMtree for al
have already switched to the | ong-term sol ution

country codes that
Thi s SHOULD be done
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by pl aci ng DNAME [ RFC2672] records at the branch (the "i") | abel
pointing to the appropriate domain name in the long-terml-ENUMtree.
Al'l descendants at that branch | abel |ocation where the DNAME record
is inserted MUST be renpved, as required by Section 3 of RFC 2672

Therefore, ALL entities involved in making or answering DNS queries
for 1-ENUM MUST fully support the DNAME record type and its
semantics. In particular, entities involved in |-ENUM I ookups MJUST
correctly handl e responses contai ning synthesi zed CNAMEs that may be
generated as a consequence of DNAME processing by any ot her el enent
in resolution, typically an iterative node resol ving nane server

These entities MJST al so apply adequate neasures to detect | oops and
prevent non-term nating resolutions because of inproperly configured
DNAME records or combi nati ons of DNAME and CNAME records.

Not e: Sone cachi ng nane server inplenentations are known to handl e
DNAMES incorrectly. 1In the worst case, such bugs coul d stay
undetected until a country transitions to the |long-term sol ution
Therefore, ensuring full DNAME support fromthe start (and carefully
testing that it actually works) is inportant.

The domain nanme for the branch |ocation and its DNAME record SHOULD
be renmpbved once the transition to the long-termsolution is conpleted
and all entities involved in |-ENUM have migrated to the new zone
apex for |-ENUM

7. Exanpl es

These are two exanpl es of how E. 164 nunbers translate to
I nfrastructure ENUM domai ns according to the interimsolution

+1 21255501234 4.3.2
3.2. 1.

1.0.5.5.5.2.1.2.i.1.el64. arpa
+44 2079460123 0.6.4.9.7.0.2.i.4.4.el164. arpa
Here is the list of the internmediate steps for the second exanple to
visualize how the algorithmdefined in Section 4 operates on "+44

2079460123":

1. "+44 2079460123" is within a 2-digit country code; thus, POSITION
is 2.

2. The list of strings is
("4, m4m 2", "o, 7,9, 4 e, "o, 1, 2, " 3)

3. POSITIONis 2; thus, "i" is inserted between the second and the
third string, yielding:
("4, "4, i, 2, o, 7, e, 4 e, o, L, 2, " 3)
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4. Reversing the list gives:
("3, r2r, A, o, e, A Y T o, 2 i, 4, 4)

5. Appendi ng "el64. arpa" yields:
("3","2","1","o","6","4", "9, 7", 0", 2", i, "4" , "4", "el64. arpa”)

6. Concatenation with dots yields:
"3.2.1.0.6.4.9.7.0.2.i.4.4.el164. ar pa"

After the introduction of the long-termlInfrastructure ENUM sol ution,
usi ng, for exanple, "ienum exanple.net" as the new apex for |-ENUM
the administrators of +44 can inplenment a snooth transition by
putting the foll owing DNAME record in their zone:

i.4.4.el64. arpa. I N DNAME 4. 4.i enum exanpl e. net.

This way, clients using the interiml-ENUM solution end up querying
the sane tree as clients inplenmenting the |ong-term solution

8. Security Considerations

Privacy issues have been raised regarding the unwarranted di scl osure
of user information that would result from publishing Infrastructure
ENUM i nformation in the public DNS. For instance, such disclosure
coul d be used for harvesting nunbers in service or obtaining unlisted
nunbers.

G ven that nunber-range allocation is public information, we believe
the easiest way to cope with such concerns is to fully unrol

al | ocat ed nunber ranges in the Infrastructure ENUM subtree, wherever
such privacy concerns exist. Wether or not a nunber is served woul d
be exposed by the carrier-of-record when an attenpt is nmade to
contact the corresponding URI. W assunme this to be an authenticated
operation, which would not |eak information to unauthorized parti es.

Entering all nunbers in an allocated nunmber range, whether serviced
or not, or whether listed or unlisted, will prevent mning attenpts
for such nunber attributes.

The result will be that the information in the public DNS will mrror
nunber-range allocation information, but no nore. Infrastructure
ENUMwi Il not tell you nore than you can get by just dialing nunbers.

The URI pointing to the destination network of the carrier-of-record
shoul d al so not disclose any privacy information about the identity
of the end-user. It is therefore reconmended to use either

anonym zed UserlDs or the E. 164 nunber itself in the user part of the
URI, such as in sip:+441632960084@xanpl e. com
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