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Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew t hese documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abst ract

This meno defines a portion of the Management |nformati on Base (M B),
the Network Mobility (NEMD support M B, for use with network
managenent protocols in the Internet community. |In particular, the
NEMO M B will be used to nonitor and control a Mbile |Pv6 node with
NEMO functionality.
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1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Overview
2.1. The Mobile | Pv6 Protocol and NEMO Entities

Mobile I Pv6 (M Pv6) [ RFC3775] specifies a protocol that allows nodes
to remain reachabl e while noving around in the IPv6 Internet. The
Network Mobility (NEMD) Basic Support Protocol [RFC3963] is an
extension to the Mobile IPv6 protocol that facilitates the nmovenent
of an entire network. The goals of Network Mobility support and

rel ated term nol ogy are discussed in [ RFC4886] and [ RFC4885],
respectively.

Typically, nobile routers inplement NEMO functionality for achieving
network mobility. However, a nobile router may al so function as a
mobil e node. |In the context of this docunent, an entity that

i npl ements the NEMO protocol is a NEMO entity.
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Thi s docunent defines a set of managed objects (MX) that can be used
to nmonitor and control NEMO entiti es.

2.2. Relationship to Gher MB Mdul es

Thi s docunent focuses on the managenent of a NEMO entity. It is
assuned that inplenmentations will support the ifTable fromthe IF-MB
[ RFC2863]. The MOBI LEI PV6-M B [ RFC4295] defines the managed objects
for a nobile node. |Inplementations supporting both the nobile node
and NEMO functionality SHOULD i npl enent the nmanaged obj ects defined
for the NEMO entities and nobil e nodes from both the MOBILEl PV6-M B
and NEMO-M B. The NEMO-M B uses the textual conventions defined in

t he | NET- ADDRESS-M B [ RFC4001] .

2.3. Term nol ogy

The term nol ogy used in this docunent is consistent with the
definitions used in the Mbile | Pv6 protocol specification [ RFC3775]
and the NEMO Basi c Support specification [ RFC3963].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [RFC2119].

2.4. MB Design
The NEMO M B conprises the foll owi ng groups of definitions:

nenoCore: a generic group containing objects that are comon to all
NEMO entities.

nenoHa: this group nodels the home agent service. It is conposed of
obj ects specific to the services and associ ated adverti senent
paraneters offered by the hone agent on each of its links. It

al so contains objects pertaining to the nai ntenance of the hone
agent list on each of the links on which the service is offered.

nenoM: this group nodels the nobile router service. It is conposed
of objects specific to the Dynanmic Honme Agent discovery function
and rel ated paraneters. It also contains objects that record the
nmovement of the mobile router.

nenmoNotifications: defines the set of notifications that will be used
to asynchronously nmonitor the NEMO entities.
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3.

The tabl es contained in the above groups are as foll ows:

nenoBi ndi ngCacheTabl e: nodel s the Bi nding Cache on the hone agent and
correspondent node. It contains details of the Binding Update
requests that have been received and accept ed.

nenoM Egr essl f Tabl e: contains informati on on the configured egress
interfaces.

nenoM BLTabl e: nodels the Binding Update List on the nobile router.
It contains information about the registration requests sent by
the nmobile router and the corresponding results.

nenoHaCount er Tabl e: contains registration statistics for all nobile
routers registered with the hone agent.

nenoHaMobi | eNet wor kPr ef i xTabl e: contains the list of the nobile
network prefixes that are mmintained by the hone agent.

The NEMO M B
NEMO-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, m b-2, Unsigned32, Counter32,
Gauge32,

OBJECT- TYPE, NOTI FI CATI ON- TYPE
FROM SNMPv2- SM
TEXTUAL- CONVENTI ON,
Trut hval ue, Dat eAndTi ne, Ti neStanp
FROM SNWPv2- TC
SnipAdmi nStri ng
FROM SNWVP- FRAMEWORK- M B
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
I net Addr essType, | net Address, | net AddressPrefixLength
FROM | NET- ADDRESS- M B
I nterfacel ndex
FROM | F-M B
m p6Bi ndi ngHomeAddr essType, m p6Bi ndi ngHoneAddr ess,
m p6MhBLEnt ry, m p6Bi ndi ngCacheEntry,
m p6MhBLCOAType, m p6MhBLCOA
FROM MOBI LEI PV6- M B

’

nenoM B MODULE- | DENTI TY
LAST- UPDATED " 200903100000Z" -- 10 March 2009
ORGANI ZATI ON " | ETF MEXT Wor ki ng G oup”
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- Redistributions in binary form mnust reproduce the
above copyright notice, this list of conditions and
the follow ng disclainer in the docunentation and/ or
other materials provided with the distribution.

- Neither the nanme of Internet Society, |ETF or |ETF
Trust, nor the nanes of specific contributors, may be
used to endorse or pronote products derived fromthis
software wi thout specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GAT HOLDERS AND
CONTRI BUTORS " AS | S AND ANY EXPRESS OR | MPLI ED

WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TGO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE
COPYRI GHT OAMNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT,
I NDI RECT, | NClI DENTAL, SPECI AL, EXEMPLARY, OR

CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED TGO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SI NG I N ANY WAY OQUT OF THE USE OF TH S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH

DAMAGE.

This version of this MB nodule is part of RFC 5488;
see the RFC itself for full legal notices."

REVI SI ON "200903100000Z" -- 10 March 2009

DESCRI PTION "I nitial version, published as RFC 5488."
c:={ mb-2 184}

-- The NEMO M B has the follow ng primry groups

nenoNot i fi cations OBJECT IDENTIFIER ::= { nenpMB 0 }
neno(bj ect s OBJECT IDENTIFIER ::= { nemDM B 1 }
nenoConf or mance OBJECT IDENTIFIER ::= { nemDMB 2 }
nenoCor e OBJECT IDENTIFIER ::={ nenoObjects 1 }
nenoM OBJECT IDENTIFIER ::= { nenmoCbjects 2 }
nenoCn OBJECT IDENTIFIER ::= { nenmoObjects 3 }
nenoHa OBJECT IDENTIFIER ::= { nenmoObjects 4 }
-- The sub groups

nenoSyst em OBJECT IDENTIFIER ::={ nempCore 1 }
nenoBi ndi ngs OBJECT IDENTIFIER ::= { nenpCore 2 }
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nenoConfi guration OBJECT IDENTIFIER ::= { nempCore 3 }
nenoSt at s OBJECT IDENTIFIER ::= { nempCore 4 }
nenoM Syst em OBJECT IDENTIFIER ::= { nenoM 1 }
nenoM Conf OBJECT IDENTIFIER ::= { nenoM 2 }
nenoM Regi stration OBJECT IDENTIFIER ::={ nenoM 3}
nenmoM d obal Stats OBJECT IDENTIFIER ::= { nemoM 4 }
nenoHaAdverti senent OBJECT IDENTIFIER ::= { nenpHa 1 }
nenoHaSt at s OBJECT IDENTIFIER ::= { nenpHa 2 }
nenoHaRegi strati on OBJECT IDENTIFIER ::={ nenpHa 3 }
nenoHad obal St at s OBJECT IDENTIFIER ::= { nemoHaStats 1 }
-- Textual Conventions
NenpbBURequest Rej ecti onCode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The val ue of the status field in the Binding
Acknow edgrment nessage when the Bi ndi ng Update
was rejected for NEMD specific reasons.
REFERENCE
"RFC 3963: Section 4.2"
SYNTAX | NTEGER {
mobi | eRout er Oper ati onNot Permitted (140),

i nval i dPrefix (141),
not Aut hori zedFor Prefi x (142),
f orwar di ngSet upFai | ed (143)

-- nenpSystem group

nenoCapabi l iti es OBJECT- TYPE
SYNTAX BI TS {
nmobi | eRout er (0),
honeAgent Support (1)

}
MAX- ACCESS read-only
STATUS current

Gundavel i, et al. St andards Track [ Page 7]



RFC 5488 NEMO Managenent | nformati on Base April 2009

DESCRI PTI ON
"This object indicates the NEMO functions that
are supported by this managed entity. Miltiple
NEMO functions may be supported by a single
entity.

REFERENCE
"RFC 3963: Section 3"
2= { nenmbSystem 1 }

nenoSt at us OBJECT- TYPE

SYNTAX I NTEGER { enabl ed(1), disabled(2) }

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object indicates whether the NEMO
function is enabled for the managed entity. If it
i s enabl ed, the agent discovery and registration
functions will be operational

Changi ng the status from enabl ed(1) to disabl ed(2)
will termnate the agent discovery and registration
functions. On the other hand, changing the status
fromdisabled(2) to enabled(1) will start the agent
di scovery and registration functions.

The val ue of this object MJST remai n unchanged
across reboots of the nanaged entity.

.= { nenpSystem 2 }

nenoCount er Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nbst recent occasion at
whi ch any one or nmore of this NEMO entity’s counters,
viz., counters with O D prefix ’nenoM Conf’,

"nenoM RegnCounters’, 'nenoM d obal Stats’, or
"nenoHad obal Stats’, suffered a discontinuity. |If
no such discontinuities have occurred since the | ast
re-initialization of the |ocal nanagenent subsystem
then this object will have a zero val ue.

::={ nenpStats 1 }
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-- nenoConfi guration group

nenoM BLTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF NenoM BLEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"This table corresponds to the Binding Update List
(BL) that includes NEMO-related information and that
is maintained by the nobile router. The table
hol ds a row for every binding that the nobile
router has established or is trying to establish.
Entries fromthe table are deleted as the lifetinme
of the binding expires.
REFERENCE
"RFC 3775: Sections 4.5, 11.1
RFC 3963: Section 5.2"
2= { nenoM Regi stration 1 }

nenmoM BLEntry OBJECT- TYPE
SYNTAX NenmoM BLEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry pertaining to NEMO-rel ated information
contained in a Binding Update sent by a NEMO enabl ed
nmobil e router to its hone agent.
AUGVENTS {m p6MBLEnt ry}
::={ nenoMBLTable 1 }

NenmoM BLEntry ::= SEQUENCE {
nenmoM BLMode | NTEGER,
nemoM BLM Fl ag Tr ut hVal ue,
nenoM BLHoneAddr essPr ef i xLengt h I net Addr essPrefi xLengt h,
nenoM BLCar eof Addr essPrefi xLengt h | net Addr essPrefi xLengt h,
nenoM BLAct i veEgr essl f | ndex I nt erfacel ndex,
nemoM BLEst abl i shedHomeTunnel | f I ndex | nterfacel ndex

}
nenmoM BLMbde OBJECT- TYPE
SYNTAX I NTEGER {
i mplicitMde (1),
explicithMde (2)

}
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"implicitvbde(1l): the Mobile Network Prefix Option
is not included in the Binding Update by the nobile
router.

explicitMde(2): the nobile router included one or
more Mobile Network Prefix Options in the Binding
Updat e.
REFERENCE
"RFC 3963: Section 5.2"
::={ nenoMBLEntry 1 }

nenoM BLM Fl ag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"true(l): the nobile router sent the Binding Update
with Mbile Router Flag set.

false(2): the nobile router did not send the Binding
Update with Mbile Router Flag set. This inplies that
the mobile router is acting as a nobil e node.
REFERENCE
"RFC 3963: Sections 4.1, 5.1"
::={ nenoMBLEntry 2 }

nenmoM BLHomeAddr essPrefi xLength OBJECT- TYPE
SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The prefix length of the nobile router’s hone networKk.
REFERENCE
"RFC 3963: Section 3"
::={ nenoMBLEntry 3 }

nemoM BLCar eof Addr essPrefi xLength OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The prefix length of the care-of address of the
nmobi | e router.
REFERENCE
"RFC 3963: Section 3"
::={ nenoMBLEntry 4 }

nenoM BLAct i veEgr essl f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The interface index of the currently active
egress interface.

REFERENCE

"RFC 3963: Section 5.5"
::={ nenoMBLEntry 5 }

nenmoM BLEst abl i shedHomeTunnel | f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The interface index of the tunnel established

bet ween the nobile router and the hone agent
for NEMO traffic.

REFERENCE

"RFC 3963: Section 5.5"
::={ nenoM BLEntry 6 }

-- ©Mbhbile Router Registration G oup Counters

2009

nemoM RegnCount ers OBJECT | DENTI FIER ::= { nenoM Regi stration 2 }

nenoM Mobi | i t yMessagesSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of nobility nessages, i.e., |Pv6

datagrams with Mobility Header, sent by the nobile
node. This will include Binding Updates sent by a
mobile router with the Mobile Router Flag set.
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Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.

REFERENCE

"RFC 3775: Sections 4.2, 6.1

RFC 3963: Section 4.1"

::={ nenoM RegnCounters 1 }

nenoM Mobi | i t yMessagesRecd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of nmobility nessages, i.e., |Pv6
datagrans with Mobility Header, received by the
nmobi |l e node. This will include Binding

Acknowl edgenents with Mbile Router Flag set that
are sent to a nobile router.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775: Sections 4.
RFC 3963: Sections 4.
::={ nenoM RegnCounters 2 }

2, 6.1
1, 4.2

nenoM Pr ef i xRegMbde OBJECT- TYPE
SYNTAX | NTEGER {
i mplicitMode (1),
explicitMde (2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object indicates the node in which the nobile
network prefixes will be registered with the hone
agent .

implicitMde(l): the Mobile Network Prefix Option wll

not be included in the Binding Update by the nobile
router.
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explicitMde(2): the nobile router will include one or
more Mobile Network Prefix Options in the Binding
Updat e.

The val ue of this object MJST remai n unchanged
across reboots of the nanaged entity.

REFERENCE
"RFC 3963: Section 5.2"

::={ nenoM Registration 3 }

nenoHaMbbi | eNet wor kPr ef i xTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF NenpHaMobi | eNet wor kPrefi XEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the nobile network prefixes
that the hone agent nmintains for the nmobile router.
The nobile network prefixes in this table are
regi stered by Binding Updates or are manually
pr e- confi gur ed.
REFERENCE
"RFC 3963: Section 6.1.2"
::={ nenpHaRegi stration 1 }

nenoHalMobi | eNet wor kPr ef i xEntry OBJECT- TYPE

SYNTAX NenoHaMobi | eNet wor kPrefi XEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"An entry for a nobile network prefix.

The instances of the columar objects in this entry
pertain to an interface for a particular val ue of
m p6Bi ndi ngHonmeAddr essType, m p6Bi ndi ngHoneAddr ess,
and nenoHaMobi | eNet wor kPr ef i xSegNo.

The nenopHaMobi | eNet wor kPrefi xSeqNo object is used to
di stingui sh between nmultiple instances of

the nmobile network prefix in the same Binding Update
for the same set of mi p6Bi ndi ngHomeAddr essType and
m p6Bi ndi ngHonmeAddr ess.

There is no upper-bound on the nmaxi num nunber of

mobi | e network prefixes in a Binding Update but, for
practical purposes, the upper bound of the val ue
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nenoHalMbobi | eNet wor kPref i xSeqNo i s set to 1024.

I mpl enenters need to be aware that if the total
nunber of octets in m p6Bi ndi ngHoneAddr ess
exceeds 112, then O Ds of columm
instances in this rowwll have nore than 128
sub-identifiers and cannot be accessed using
SNVPv1, SNWPv2c, or SNWPv3.

I NDEX { mi p6Bi ndi ngHoneAddr essType,
m p6Bi ndi ngHonmeAddr ess,
nenoHalMobi | eNet wor kPr ef i xSeqNo

}

:: = { nenpHaMbbi | eNet wor kPrefi xTable 1 }

NenoHaMobi | eNet wor kPrefi xEntry :: = SEQUENCE {
nenoHaMobi | eNet wor kPr ef i xSeqNo Unsi gned32,
nenoHaMobi | eNet wor kPr ef i xType | net Addr essType,
nenoHaMobi | eNet wor kPr ef i x | net Addr ess,
nenoHaMobi | eNet wor kPr ef i xLengt h Unsi gnhed32,
nenoHalMbbi | eNet wor kPr ef i xSour ce | NTEGER

}

nenoHaMobi | eNet wor kPr ef i xSeqNo OBJECT- TYPE
SYNTAX Unsi gned32 (1..1024)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A Bi nding Update nmay have nultiple nobil e network
prefixes.

Thi s object, along with m p6Bi ndi ngHoneAddr essType
and mi p6Bi ndi ngHoneAddr ess, uniquely identifies a
row containing a single nobile network prefix for
a nobile router in this table.
REFERENCE
"RFC 3963: Sections 2, 6.1, 6.2"
::= { nenpHaMbbi | eNet wor kPrefi xEntry 1 }

nenoHaMobi | eNet wor kPr ef i xType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The address type for the nobile network prefix
that foll ows.
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::= { nenoHaMbi | eNet wor kPrefi xEntry 2 }

nenoHalMbobi | eNet wor kPr ef i x OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A mobile network prefix related to the
correspondi ng Bi ndi ng Updat e.

The type of the address represented by this object
is specified by the corresponding
nenoHaMobi | eNet wor kPr ef i xType obj ect .
REFERENCE
"RFC 3963: Sections 2, 6.1, 6.2"
;.= { nenpHaMbbi | eNet wor kPrefi xEntry 3 }

nenmoHaMobi | eNet wor kPr ef i xLengt h OBJECT- TYPE
SYNTAX Unsi gned32 (0..128)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The length of the prefix specified by the corresponding
nenoHalMbobi | eNet wor kPr ef i x obj ect.
REFERENCE
"RFC 3963: Sections 4.3, 6.1, 6.2"
;.= { nenpHaMbbi | eNet wor kPrefi xEntry 4 }

nenoHaMbbi | eNet wor kPr ef i xSour ce OBJECT- TYPE
SYNTAX I NTEGER {
configured (1),
bi ndi ngUpdate (2)
}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The information source of the nobile network prefix
configured with the Binding Update.

configured(l): indicates that the nobile network prefix
has been manual | y pre-confi gured.

bi ndi ngUpdate(2): indicates that the information is
i ntroduced to the hone agent by the Mbile Network
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Prefix Option in the Binding Updates received by the
hone agent.
REFERENCE
"RFC 3963: Sections 4.3, 6.1, 6.2"
.= { nenpHaMbbi | eNet wor kPrefi xEntry 5 }

nenoBi ndi ngCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF NenpBi ndi ngCacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table nodels the Bi nding Cache that includes
NEMO-rel ated i nformation and that is maintai ned by the
hone agent. Entries in this table are not required
to survive a reboot of the hone agent.

REFERENCE
"RFC 3775: Sections 4.5, 9.1, 10.1,
RFC 3963: Section 6.1"
::={ nenpBindings 1}

nenoBi ndi ngCacheEntry OBJECT- TYPE
SYNTAX NenoBi ndi ngCacheEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing additional information related
to NEMO enabl ed entries in the Binding Cache table
of the home agent.
AUGMVENTS {m p6Bi ndi ngCacheEntry}
:: = { nenoBi ndi ngCacheTable 1 }

NenoBi ndi ngCacheEntry ::= SEQUENCE {
nenoBi ndi ngM Fl ag Tr ut hVal ue,
nenoBi ndi ngM Mode | NTEGER

}

nenoBi ndi ngM Fl ag OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"true(l): indicates that the Binding Cache entry is from
an entity acting as a nobile router.
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false(2): inplies that the Binding Cache entry is from
an entity acting as a nobil e node.
REFERENCE
"RFC 3963: Sections 6.1.1, 6.2"
::= { nenoBi ndi ngCacheEntry 1 }

nenoBi ndi ngM Mode OBJECT- TYPE
SYNTAX I NTEGER {
i mplicitMde(l),
explicitMde(2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"inmplicitMdde(1l): the Mobile Network Prefix Option is
not included in the Binding Update by the nobile
router.

explicitMde(2): the nobile router included one or
more Mobile Network Prefix Options in the Binding
Updat e.
REFERENCE
"RFC 3963: Sections 5.2, 6.1.1, 6.2"
:: = { nenoBi ndi ngCacheEntry 2 }

-- nenoM EgresslfTabl e
nenoM Egr essl f Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF NermoM EgresslfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table representing the egress interfaces that
will be used by the nobile router for roanming to
foreign networks. Each entry in this table
represents a configured egress interface.

::={ nenoM System 1 }

nenmoM Egressl fEntry OBJECT- TYPE
SYNTAX NenmoM Egressl fEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the egress interface table. It
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represents a single egress interface entry.

I NDEX { nenmoM Egresslflndex }
::={ nenoM EgressifTable 1 }

NenmoM EgresslIfEntry ::=
SEQUENCE {
nenoM Egr essl f | ndex
nenoM EgressifPriority
nenoM Egr essl f Descri ption

I nt erfacel ndex,
Unsi gned32,
SnnpAdmi nString,

nenoM Egr essl f RoanHol dDownTi ne  Gauge32

}

nenoM Egr essl fl ndex OBJECT- TYPE
SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index of the interface on the nobile router.

2= { nenoM EgressifEntry 1 }

nenoM EgressifPriority OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The priority configured to the egress interface.
This value will be configured to a val ue between 0
and 255.

::={ nenoM EgressifEntry 2 }

nenoM Egr essl f Descri ption OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"A human-readabl e textual description of the egress
interface on the nobile router.

.= { nenoM EgresslifEntry 3}

nenoM Egr essl f RoantHol dDownTi ne  OBJECT- TYPE

SYNTAX Gauge32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
Gundavel i, et al. St andards Track [ Page
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DESCRI PTI ON
"This object indicates the time for which the
egress interface will be held down during roam ng
to avoid interface flapping.

.= { nenoM EgressifEntry 4 }

nenoM Di scover yRequests OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Modified Dynanic Honme Agent Address
Di scovery Requests, with Mbile Router Support Flag
set, sent by the nobile router.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3775: Sections 10.5, 11.4.1
RFC 3963: Section 7.1"
:={ nenoMConf 1}

nenoM Di scover yRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Modified Dynanic Home Agent Address
Di scovery Replies, with Mbile Router Support Flag
set, received by the nohile router.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi me.
REFERENCE
"RFC 3775: Sections 10.5, 11.4.1
RFC 3963: Section 7.2"
2= { nenmoM Conf 2 }

nenoM Di scover yRepl i esRout er Fl agZer o OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only

Gundavel i, et al. St andards Track [ Page 19]



RFC 5488 NEMO Managenent | nformati on Base April 2009

STATUS current
DESCRI PTI ON
"Total nunber of Mddified Dynanmi c Home Agent Address
Di scovery Replies, with Mbile Router Support Flag set
to 0 although the flag in the correspondi ng request

is set tol. It inplies that there is no home agent
that supports nmobile router functionality in the home
net wor k.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775: Sections 10.5, 11.4.1
RFC 3963: Section 7.2"
::={ nenoM Conf 3}

nenoM MbvedHone OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunmber of tinmes the nobile router has detected
movenent froma foreign network to its hone
net wor k.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 3"
.= { nenoM Conf 4}

nenmoM MbvedCQut of Home OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Number of times the nobile router has detected
movenent to a foreign network fromthe hone
networ k, has acquired a care-of address, and
has initiated the care-of address registration
process.
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Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.

REFERENCE
"RFC 3963: Section 3"
::={ nenmoM Conf 5 }
nemoM MovedFNt oFN OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Number of times the nobile router has detected
nmovenent to/froma foreign network fromlto another
foreign network. Note that 'novenent’ inplies
movenent in layer 3, i.e., the nobile router’s care-of
address changed, and it initiated the care-of address
regi stration process.
If there are nultiple egress interfaces, this counter
counts the total number of nmovenments. The novenent
as a nobile node of the nobile entity is not counted.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 3"
2= { nenmoM Conf 6 }
nemoM Betterl| fDetected OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunmber of times the NEMO entity has found an egress
interface with better priority.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of

nenoCount er Di sconti nui tyTi nme.

::={ nenoM Conf 7 }
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-- nenpStats: nenpM d obal Stats

nenoM Bi ndi ngAcksWONenoSupport  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents wi t hout
NEMO support received by the nobile router.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 5.3"
::={ nenoM d obal Stats 1 }

nenoM Bi ndi ngAcksRegTypeChangeDi sal | oned OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router with status code
i ndi cating 'Registration type change disal | owed’
(Code 139).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3775: Section 9.5.1

RFC 3963: Section 6.2"

::={ nenoM d obal Stats 2 }

nenoM Bi ndi ngAcksOperati onNot Permitted OBJECT-TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router with status code
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i ndicating 'Mobile Router QOperation not permtted
(Code 140).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoMd obal Stats 3 }

nenmoM Bi ndi ngAcksl nval i dPrefix OBJECT-TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router with status code
indicating 'Invalid Prefix’ (Code 141).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoM d obal Stats 4 }

nenoM Bi ndi ngAcksNot Aut hori zedFor Prefi x OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router with status code
i ndicating 'Not Authorized for Prefix’ (Code 142).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenmoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963 : Section 6.6"
::={ nenoMd obal Stats 5 }

Gundavel i, et al. St andards Track [ Page 23]



RFC 5488 NEMO Managenent | nformati on Base April 2009

nemoM Bi ndi ngAcksFor war di ngSet upFai | ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router with status code
i ndi cating ' Forwarding Setup failed (Code 143).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoM d obal Stats 6 }

nemoM Bi ndi ngAcksCt her Error OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Acknow edgenents
received by the nobile router (Mbile Router Flag is
set) with status code other than:

successful ly processed --(Code 0 )
nmobi | eRout er Oper ati onNot Permitted (140) --(Code 140)
i nval i dPrefi x (141) --(Code 141)
not Aut hor i zedFor Pref i x (142) --(Code 142)
f orwar di ngSet upFai | ed (143) --(Code 143)

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963 : Section 6.6"
::={ nenoMd obal Stats 7 }

-- nenpSt at s: nenbpHad obal St at s

nenoHaBUAcksWONenoSupport  OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of Binding Acknow edgenents
wi t hout NEMO support sent by the home agent.

Di scontinuities in the value of this counter can

2009

occur at re-initialization of the managenent system

and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 5.3"
::={ nenpHad obal Stats 1 }

nenoHaBUAcksRegTypeChangeDi sal | oned OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Update requests
rejected by the home agent with status code
in the Bi nding Acknowl edgenent i ndi cating

"Regi stration type change disall owed’ (Code 139).

Di scontinuities in the value of this counter can

occur at re-initialization of the managenent system

and at other tinmes as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3775: Section 9.5.1
RFC 3963: Section 6.2"
::= { nenpoHad obal Stats 2 }

nenoHaBUAcksOper ati onNot Permitted OBJECT-TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Update requests
rejected by the home agent with status code in
t he Bi ndi ng Acknow edgenent indicating ' Mbile
Rout er Operation not pernmitted (Code 140).

Di scontinuities in the value of this counter can

occur at re-initialization of the managenent system

and at other tinmes as indicated by the val ue of
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nenoCount er Di sconti nui tyTi ne.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenpHad obal Stats 3 }

nenoHaBUAcks!| nval i dPrefi x OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Update requests

April 2009

rejected by the home agent with status code in
t he Bi ndi ng Acknow edgenent indicating 'Invalid

Prefix’ (Code 141).

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other times as indicated by the val ue of

nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoHad obal Stats 4 }

nenoHaBUAcksNot Aut hori zedFor Prefi x OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Update requests

rejected by the home agent with status code in

the Bi ndi ng Acknow edgenent indicating ' Not
Aut hori zed for Prefix’ (Code 142).

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of

nenoCount er Di sconti nui tyTi me.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoHad obal Stats 5 }

nenoHaBUAcksFor war di ngSet upFai | ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
Gundavel l'i, et al. St andards Track
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DESCRI PTI ON
"The total nunber of Binding Update requests
rejected by the home agent with status code in
t he Bi ndi ng Acknow edgenent indicating 'Forwarding
Setup failed (Code 143).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenpHad obal Stats 6 }

nenoHaBUAcks Ot her Err or OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Update requests
fromnobile routers (Mdbile Router Flag is set)
rejected by the home agent with status code
ot her than:

mobi | eRout er Oper ati onNot Permitted (140)

i nval i dPrefix (141)
not Aut hori zedFor Prefi x (142)
f orwar di ngSet upFai | ed (143)

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of
nenoCount er Di sconti nui tyTi nme.
REFERENCE
"RFC 3963: Section 6.6"
::={ nenoHad obal Stats 7 }

nenoHaCount er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF NenpHaCounterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing registration statistics for all
mobil e routers registered with the hone agent.

::={ nenpHaStats 2 }
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nenmoHaCounterEntry OBJECT- TYPE
SYNTAX NenmoHaCount er Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Home agent registration statistics for a nobile
router.
I mpl enenters need to be aware that if the total
nunber of octets in m p6Bi ndi ngHoneAddr ess
exceeds 113, then O Ds of colum instances in
this roww |l have nore than 128 sub-identifiers and
cannot be accessed using SNWMPv1l, SNWPv2c, or SNWPv3.
I NDEX { m p6Bi ndi ngHoneAddr essType,

m p6Bi ndi ngHomeAddr ess

}
::={ nenpHaCounterTable 1 }

NenmoHaCount er Entry 11 = SEQUENCE ({
nenoHaBURequest sAccept ed Count er 32,
nenoHaBURequest sDeni ed Count er 32,
nenoHaBCEnt r yCr eat i onTi ne Dat eAndTi e,
nenoHaBUAccept edTi ne Dat eAndTi ne,
nenmoHaBURej ecti onTi ne Dat eAndTi e,

nenoHaRecent BURej ect i onCode
nenoHaCt r Di sconti nui tyTi me

NenoBURequest Rej ect i onCode,
Ti meSt anp

}
nenoHaBURequest sAccept ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests fromthe
mobi | e router accepted by the honme agent.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nenoHaCt r Di sconti nui tyTi ne.

::= { nenpHaCounterEntry 1 }

nenoHaBURequest sDeni ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Total nunber of Binding Update requests fromthe
mobil e router rejected by the honme agent.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other times as indicated by the val ue of
nenoHaCt r Di sconti nui tyTi ne.

::= { nenpHaCounterEntry 2 }

nenoHaBCEnt r yCr eat i onTi ne OBJECT- TYPE

SYNTAX Dat eAndTi me (Sl ZE (11))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The time when the current Binding Cache entry was
created for the nobile router. An inplenmentation
MUST return all 11 bytes of the DateAndTi nme
textual -convention so that a nanager nmay retrieve
the offset fromGMI tine.

::={ nenpHaCounterEntry 3 }

nenoHaBUAccept edTi ne  OBJECT- TYPE

SYNTAX Dat eAndTi me (Sl ZE (11))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The time at which the last Binding Update was
accepted by the home agent for this nmobile router.
An implenentation MIST return all 11 bytes of the
Dat eAndTi e textual -convention so that a manager
may retrieve the offset from GWI tine.

::={ nenpHaCounterEntry 4 }

nenoHaBURej ecti onTi me OBJECT- TYPE

SYNTAX Dat eAndTi me (SIZE (11))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The time at which the last Binding Update was
rejected by the home agent for this nobile router.
If there have been no rejections, then this object
will be inaccessible. An inplenentation MJST return
all 11 bytes of the DateAndTi me textual -convention
so that a manager nmay retrieve the offset from GVl
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tine.

::={ nenmpHaCounterEntry 5 }

nenoHaRecent BURej ecti onCode OBJECT- TYPE

SYNTAX NenpbBURequest Rej ect i onCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Status code (>= 128) in the |atest Binding
Acknowl edgrent indicating a rejection, sent to this
nmobi | e router.

If a Binding Update request is rejected and a Binding
Acknowl edgrent is not sent to this nobile router,
then this will be the value of the Status code that
corresponds to the reason of the rejection. |If there
have been no Bi ndi ng Update request rejections, then
this object will be inaccessible.

::={ nenmpHaCounterEntry 6 }

nenoHaCt r Di sconti nuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the npbst recent occasion
at which any one or nore of the counters in this row,
viz., instances of 'nenmpHaBURequest sAccepted’ and

' nenoHaBURequest sDeni ed’, suffered a discontinuity.
If no such discontinuity has occurred since the

last re-initialization of the |ocal managenent
subsystem then this object will have a zero val ue.

::={ nenpHaCounterEntry 7 }

-- nenpNoti fications

nenmoHomeTunnel Est abl i shed NOTI FI CATI ON- TYPE
OBJECTS {
nenoM BLAct i veEgr essl f | ndex,
nenoM BLEst abl i shedHonmeTunnel | f | ndex,
m p6MhBLCOAType,
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nm p6MhBLCQOA,
nenoM BLHoneAddr essPr ef i xLengt h,
nenoM BLCar eof Addr essPr efi xLengt h

}
STATUS current
DESCRI PTI ON

"This notification is sent by the nobile router
every time the tunnel is established between the
honme agent and the nobile router.

REFERENCE
"RFC 3963: Section 5.5"
::={ nenoNotifications 1}

nenoHonmeTunnel Rel eased NOTI FI CATI ON- TYPE
OBJECTS {

nenoM BLAct i veEgr essl f | ndex,
nenoM BLEst abl i shedHonmeTunnel | f | ndex,
m p6MhBLCOAType,
m p6MhBLCQOA,
nenoM BLHoneAddr essPr ef i xLengt h,
nenoM BLCar eof Addr essPrefi xLengt h

}
STATUS current
DESCRI PTI ON
"This notification is sent by the nobile router
every time the tunnel is del eted between the hone
agent and the nobile router.
REFERENCE
"RFC 3963: Section 5.5"
::={ nenoNotifications 2}

-- Conformance infornmation
nenoG oups OBJECT | DENTI FI ER : :
nenoConpl i ances OBJECT | DENTI FI ER : :

{ nenmpConformance 1 }
{ nempConformance 2 }

-- Units of conformance
nenoSyst e oup OBJECT- GROUP
OBJECTS {
nenoCapabi lities,
nenoSt at us

STATUS current
DESCRI PTI ON
"A collection of objects for basic NEMO
nmoni t ori ng.
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:={ nemoGoups 1}

nenoBi ndi ngCacheG oup OBJECT- GROUP
OBJECTS {
nenoBi ndi ngM Fl ag,
nenoBi ndi ngM Mode

STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring the
NEMO ext ensi ons of the Bi nding Cache.

2= { nemoG oups 2}

nenoSt at sG oup OBJECT- GROUP
OBJECTS {
nenmoCount er Di sconti nui tyTi ne

STATUS current
DESCRI PTI ON
"A collection of objects for
nmoni toring NEMO stati stics.

2= { nenmoG oups 3}

nenoM Conf G oup OBJECT- GROUP
OBJECTS {

nenoM EgressifPriority,
nenoM Egr essl f Descri ption,
nenmoM Egr essl| f RoanHol dDownTi e,
nenoM Di scover yRequest s,
nenoM Di scover yRepl i es,
nenoM Di scover yRepl i esRout er Fl agZer o,
nemoM MovedHorre,
nemoM MovedQut of Hone,
nemoM MovedFNt oFN,
nenoM Betterl fDet ected

STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring
the configuration-related information on
the nobile router.

::={ nenmoG oups 4 }

nenoM Regi strati onG oup OBJECT- GROUP
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OBJECTS {
nenoM BLMbdde,
nenoM BLM Fl ag,
nenoM BLHoneAddr essPr ef i xLengt h,
nenoM BLCar eof Addr essPr ef i xLengt h,
nenoM BLAct i veEgr essl f | ndex,
nenoM BLEst abl i shedHonmeTunnel | f | ndex,
nenoM Mobi | i t yMessagesSent
nenoM Mobi | it yMessagesRecd,
nenoM Pr ef i xReghbde,
nenoM Bi ndi ngAcksWONenoSupport,
nenoM Bi ndi ngAcksRegTypeChangeDi sal | owed,
nemoM Bi ndi ngAcksQOper ati onNot Permi tted,
nenoM Bi ndi ngAcksl nval i dPrefi x,
nenoM Bi ndi ngAcksNot Aut hori zedFor Prefi x,
nenoM Bi ndi ngAcksFor war di ngSet upFai | ed,
nenoM Bi ndi ngAcksQt her Err or

STATUS current

DESCRI PTI ON
"A collection of objects for nonitoring
the registration details and statistics for
the nmobile router.

::={ nemoG oups 5}

nenoHaSyst enr oup OBJECT- GROUP
OBJECTS {
nenoHaMobi | eNet wor kPr ef i xType,
nenoHaMobi | eNet wor kPr ef i x,
nenoHaMobi | eNet wor kPr ef i xLengt h,
nenoHaMbbi | eNet wor kPr ef i xSour ce

STATUS current
DESCRI PTI ON
"A collection of objects for basic NEMO
configuration nonitoring at the home agent.

2= { nembG oups 6 }

nenoHaSt at sG oup OBJECT- GROUP
OBJECTS {

nenoHaBURequest sAccept ed,
nenoHaBURequest sDeni ed,
nenoHaBCEnt r yCr eat i onTi ne,
nenoHaBUAccept edTi ne,
nenoHaBURej ecti onTi ne,
nenoHaRecent BURej ect i onCode,
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nemoHaCt r Di sconti nui tyTi me

STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring NEMO
registration-related statistics pertaining to
the nmobile routers registered with the hone agent.

2= { nemoG oups 7 }

nenoHad obal St at sG oup OBJECT- GROUP
OBJECTS {

nenpHaBUAcksWONenmoSupport ,
nenoHaBUAcksRegTypeChangeDi sal | owed,
nenoHaBUAcksOper at i onNot Permi tt ed,
nemoHaBUAcks| nval i dPrefi x,
nemoHaBUAcksNot Aut hor i zedFor Pr ef i x,
nenoHaBUAcksFor war di ngSet upFai | ed,
nenoHaBUAcksQt her Er r or

STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring basic
NEMO adverti sement and registration statistics
on a home agent.

2= { nemoG oups 8 }

nenoNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
nenoHonmeTunnel Est abl i shed,
nenmoHomeTunnel Rel eased

STATUS current
DESCRI PTI ON
"A collection of notifications froma hone agent
or correspondent node to the manager about the
tunnel status of the nobile router.

::={ nenmoG oups 9 }

-- Conpliance statenents
nenoCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNWP entities
that inplenent the NEMO M B.
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MODULE -- this nodul e
MANDATORY- GROUPS { nenpSyst ents oup

::= { nenoConpliances 1}

nenoConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for SNMP entities that
i npl ement the NEMO-M B and support nonitoring of
t he Bi ndi ng Cache.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are compliance requirenents,
expressed in OBJECT-clause formin this description:

-- OBJECT nm p6Bi ndi ngHonmeAddr essType
-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHonmeAddr ess
-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { nenpbSyst entar oup,
nenoBi ndi ngCacheG oup

::={ nenoConpliances 2 }

nenoCor eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplement the NEMO-M B without support

for read-wite (i.e., in read-only node).
MODULE -- this nodule
MANDATORY- GROUPS { nenpSyst enta oup
}
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OBJECT nenoSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
::={ nenoConpliances 3}

nenoReadOnl yConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities that
i mpl ement the NEMO-M B wi t hout support for read-wite
(i.e., in read-only npbde) and with support for
nmoni toring of the Binding Cache.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT-clause formin this description:

-- OBJECT m p6Bi ndi ngHonmeAddr essType
-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect .
-- OBJECT m p6Bi ndi ngHonmeAddr ess
-- SYNTAX I net Address (SI ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { nenpSyst enta oup,
nenoBi ndi ngCacheG oup
}

OBJECT nenoSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ nenoConpliances 4 }

nenoM Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP entities that
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i mpl ement the NEMO-M B for nonitoring configuration
related information, registration details, and
statistics on a nobile router.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,

2009

expressed in OBJECT-clause formin this description:

-- OBJECT m p6MhHoneAddr essType
-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MiHoneAddress

-- obj ect .

-- OBJECT m p6MhHoneAddr ess

-- SYNTAX I net Address (S| ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MiHoneAddress

-- obj ect.

-- OBJECT m p6MhBLNodeAddr essType

-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MBLNodeAddress

-- obj ect.

-- OBJECT m p6MhBLNodeAddr ess

-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MBLNodeAddress
-- obj ect .

-- this nodul e

MANDATORY- GROUPS { nenpSt at sG oup,

nenoM Conf Gr oup,
nenoM Regi strati onG oup

}
::={ nenoConpliances 5 }

nenoM ReadOnl yConpl i ance2 MODULE- COVPLI ANCE

Gundavel i,

STATUS
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DESCRI PTI ON

"The conpliance statenment for SNMP entities that
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i npl ement the NEMO-M B wit hout support for read-
wite (i.e., in read-only node) and with support for
moni toring of configuration-related information,
registration details, and statistics on a nobile
router.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are compliance requirenents,
expressed in OBJECT-clause formin this description:

-- OBJECT m p6MhHonmeAddr essType
-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MiHoneAddr ess

-- obj ect.

-- OBJECT m p6MhHonmeAddr ess

-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B npdul e requires support for gl obal
-- | Pv6 addresses for the m p6MHoneAddress

-- obj ect .

-- OBJECT m p6VhBLNodeAddr essType

-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MiBLNodeAddress

-- obj ect .

-- OBJECT m p6MhBLNodeAddr ess

-- SYNTAX I net Address (SI ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6MiBLNodeAddress
-- obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { nenoSt at sG oup,
nenoM Conf Gr oup,
nenmoM Regi strati onG oup

}

OBJECT nenoM Pr ef i xReghWbde
M N- ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."
::={ nenpConpliances 6 }

nenoHaCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for SNMP entities that
i mpl ement the NEMO-M B for configuration nonitoring
at the hone agent.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,

expressed in OBJECT-clause formin this description

-- OBJECT m p6Bi ndi ngHomeAddr essType
-- SYNTAX I net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for globa
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHonmeAddr ess
-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for globa
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect.

MODULE -- this nodul e
MANDATORY- GROUPS { nenpHaSyst enGr oup

::={ nenoConpliances 7 }

nenoHaConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities that
i mpl ement the NEMO-M B with support for nonitoring
of the home agent functionality, specifically the
home- agent-regi stration-rel ated statistics.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,

expressed in OBJECT-clause formin this description
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-- OBJECT m p6Bi ndi ngHonmeAddr essType
-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect .
-- OBJECT m p6Bi ndi ngHonmeAddr ess
-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { nenpHaSyst enGr oup,
nenoHaSt at sG oup,
nenoHad obal St at sG oup

}
::={ nenoConpliances 8 }

nenoNot i fi cati onConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for SNMP entities that
i mpl ement the NEMO-M B and support Notification
fromthe hone agent.

MODULE -- this nodul e
MANDATORY- GROUPS { nenoNotificati onG oup

::={ nenoConpliances 9 }

END
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4. | ANA Consi derations

| ANA has assigned a base arc in the mb-2 (Standards Track) O D tree
for the "nenoMB (184).

5. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and their sensitivity/vulnerability:

nenoSt at us: The value of this object is used to enable or disable the
NEMO functionality on a NEMO entity. Access to this MO may be
abused to disrupt the comruni cation that depends on NEMO

nemoM Prefi xRegMbde: The value of this object is used to control the
nmode i n which nmobile network prefixes will be registered with the
hone agent. Access to this object may be abused to disrupt the
setting up of nobile network prefixes.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

nenoHalMobi | eNet wor kPr ef i xType
nenmoHaMbobi | eNet wor kPr ef i x
nenmoHaMobi | eNet wor kPr ef i xLengt h:

The above address-rel ated objects may be considered to be
particularly sensitive and/or private. The nobil e-network-
prefix-rel ated objects reveal the configuration of the nobile
router and, as such, may be considered to be sensitive.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.
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7.

7.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them
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