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Abst ract

RFC 4279 and RFC 4785 descri be pre-shared key ci pher suites for
Transport Layer Security (TLS). However, all those cipher suites use
SHA-1 in their Message Authentication Code (MAC) algorithm This
docunent describes a set of pre-shared key cipher suites for TLS that
uses stronger digest algorithnms (i.e., SHA-256 or SHA-384) and

anot her set that uses the Advanced Encryption Standard (AES) in

Gal oi s Counter Mde (GCM .
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1. Introduction

The benefits of pre-shared symmetric-key vs. public-/private-key pair
based authentication for the key exchange in TLS have been expl ai ned
in the Introduction of [RFC4279]. This docunment |everages the

al ready defined algorithnms for the application of newer, generally
regarded stronger, cryptographic prinmtives and buil ding bl ocks.

TLS 1.2 [RFC5246] adds support for authenticated encryption with
addi tional data (AEAD) cipher nodes [RFC5116]. This docunent
descri bes the use of Advanced Encryption Standard [AES] in Galois
Counter Modde [GCM (AES-GCM with various pre-shared key (PSK)

aut henti cat ed key exchange mechani snms ([ RFC4279] and [ RFC4785]) in
ci pher suites for TLS.

Thi s docunent al so specifies PSK cipher suites for TLS that repl ace
SHA-1 by SHA-256 or SHA-384 [SHS]. RFC 4279 [RFC4279] and RFC 4785
[ RFC4785] describe PSK cipher suites for TLS. However, all of the
RFC 4279 and the RFC 4785 ci pher suites use HVAC- SHAl as their MAC
algorithm Due to recent analytic work on SHA-1 [WAng05], the | ETF
is gradually moving away from SHA-1 and towards stronger hash

al gorithns.

Rel ated TLS ci pher suites with key exchange algorithns that are
aut henti cated using public/private key pairs have recently been
speci fi ed:

0 RSA-, DSS-, and Diffie-Hellnan-based ci pher suites in [ RFC5288],
and
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0 ECC-based cipher suites with SHA-256/384 and AES-CGCM in [ RFC5289].

The reader is expected to becone famliar with these two menos prior
to studying this docunent.

1.1. Applicability Statenment

The cipher suites defined in Section 3 can be negoti ated, whatever
the negotiated TLS version is.

The cipher suites defined in Section 2 can be negotiated in TLS
version 1.2 or higher.

The applicability statement in [RFC4279] applies to this docunent as
wel | .

1.2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. PSK, DHE PSK, and RSA PSK Key Exchange Al gorithns with AES- GCM

The following six cipher suites use the new authenticated encryption
modes defined in TLS 1.2 with AES in Gal ois Counter Mode [GCM . The
ci pher suites with the DHE PSK key exchange al gorithm
(TLS_DHE_PSK_W TH_AES_128_GCM SHA256 and

TLS DHE PSK W TH AES 256 GCM SHA348) provi de Perfect Forward Secrecy
(PFS).

G pherSuite TLS_PSK W TH_AES_128 GCM SHA256
G pher Suite TLS_PSK_W TH_AES_256_GCM SHA384
G pher Sui te TLS_DHE_PSK_W TH_AES_128_GCM SHA256
G pher Sui te TLS_DHE_PSK_W TH_AES_256_GCM SHA384
G pher Suite TLS_RSA PSK_W TH_AES 128 GCM SHA256
Gi pherSuite TLS RSA_PSK_W TH_AES_256_GCM _SHA384

{0x00, 0xA8};
{0x00, 0xA9};
{0x00, OxAA};
{0x00, OxAB} ;
{0x00, OXAC};
{0x00, OxAD} ;

These ci pher suites use authenticated encryption with additional data
(AEAD) al gorithns, AEAD _AES 128_GCM and AEAD AES 256_CCM as
described in RFC 5116. GCMis used as described in [ RFC5288].

The PSK, DHE PSK, and RSA PSK key exchanges are performed as defined
in [ RFC4279].
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3. 1.

Bad

The Pseudo- Random Function (PRF) algorithnms SHALL be as foll ows:

o For cipher suites ending with _SHA256, the PRF is the TLS PRF
[ RFC5246] with SHA-256 as the hash function.

o For cipher suites ending with SHA384, the PRF is the TLS PRF
[ RFC5246] with SHA-384 as the hash functi on.

I mpl enent ati ons MUST send a TLS Alert 'bad_record_mac’ for all types
of failures encountered in processing the AES-GCM al gorithm

PSK, DHE PSK, and RSA PSK Key Exchange with SHA-256/ 384

The first two cipher suites described in each of the follow ng three
sections use AES [AES] in Cipher Block Chaining (CBC) node [ MODES]
for data confidentiality, whereas the other two cipher suites do not
provide data confidentiality; all cipher suites provide integrity
protection and authenticati on usi ng HVAC- based MACs.

PSK Key Exchange Al gorithmw th SHA- 256/ 384

Ci pherSuite TLS_PSK W TH_AES 128 CBC_SHA256
Ci pherSuite TLS PSK WTH AES 256 CBC SHA384
Ci pherSuite TLS PSK W TH NULL_SHA256
Ci pherSuite TLS PSK W TH NULL_SHA384

{0x00, OXAE} ;
{0x00, OxAF};
{0x00, 0xBO0};
{0x00, 0xB1};

The above four cipher suites are the same as the correspondi ng ci pher
suites in RFC 4279 and RFC 4785 (with nanes ending in " _SHA" in place
of " SHA256" or " SHA384"), except for the hash and PRF al gorithns,
as expl ai ned bel ow.
o For cipher suites with names ending in "_SHA256":
* The MAC is HVAC [ RFC2104] with SHA-256 as the hash function.
*  When negotiated in a version of TLS prior to 1.2, the PRF from
that version is used; otherwi se, the PRF is the TLS PRF
[ RFC5246] with SHA-256 as the hash function.
0 For cipher suites with names ending in " _SHA384":
* The MAC is HVAC [ RFC2104] with SHA-384 as the hash function.
* \When negotiated in a version of TLS prior to 1.2, the PRF from

that version is used; otherwise, the PRF is the TLS PRF
[ RFC5246] with SHA-384 as the hash function.
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3. 2.

3. 3.

Bad

DHE _PSK Key Exchange Al gorithm with SHA- 256/ 384

Gi pher Suite TLS_DHE_PSK_W TH_AES 128 _CBC_SHA256
G pher Sui te TLS_DHE_PSK_W TH_AES_256_CBC_SHA384
G pher Sui te TLS_DHE_PSK_W TH_NULL_SHA256
G pher Sui te TLS_DHE_PSK_W TH_NULL_SHA384

{0x00, 0xB2};
{0x00, 0xB3};
{0x00, 0xB4};
{0x00, 0xB5};

The above four cipher suites are the same as the correspondi ng ci pher
suites in RFC 4279 and RFC 4785 (with nanes ending in "_SHA" in place
of " SHA256" or " SHA384"), except for the hash and PRF al gorithns,
as explained in Section 3.1.

RSA _PSK Key Exchange Al gorithmwith SHA- 256/ 384

G pherSuite TLS_RSA PSK W TH_AES 128 CBC SHA256
G pher Suite TLS_RSA PSK W TH_AES_256_CBC_SHA384
Ci pher Suite TLS_RSA PSK_W TH_NULL_SHA256
Ci pherSuite TLS_RSA PSK_W TH_NULL_SHA384

{0x00, 0xB6} ;
{0x00, 0xB7};
{0x00, 0xB8};
{0x00, 0xB9};

The above four cipher suites are the same as the correspondi ng ci pher
suites in RFC 4279 and RFC 4785 (with nanes ending in "_SHA" in place
of " SHA256" or " SHA384"), except for the hash and PRF al gorithns,
as explained in Section 3.1.

Security Considerations

The security considerations in [RFC4279], [RFCA785], and [ RFC5288]
apply to this docunent as well. In particular, as authentication-
only cipher suites (with no encryption) defined here do not support
confidentiality, care should be taken not to send sensitive

i nformati on (such as passwords) over connections protected with one
of the cipher suites with NULL encryption defined in this docunent.

| ANA Consi der ati ons

| ANA has assigned the follow ng values for the cipher suites defined
in this docunent:

Ci pherSuite TLS PSK W TH AES 128 GCM SHA256

Ci pherSuite TLS_PSK W TH_AES 256_GCM SHA384

Ci pherSuite TLS DHE PSK W TH _AES 128 GCM SHA256
Ci pherSuite TLS DHE PSK W TH _AES 256_GCM SHA384
Ci pherSuite TLS RSA PSK W TH AES 128 GCM SHA256
Ci pherSuite TLS RSA PSK W TH _AES 256 GCM SHA384
Ci pherSuite TLS PSK W TH AES 128 CBC SHA256

Ci pherSuite TLS_PSK W TH_AES 256_CBC_SHA384

Ci pherSuite TLS PSK W TH NULL_SHA256

Ci pherSuite TLS PSK W TH_NULL_SHA384

{0x00, 0xA8};
{0x00, 0xA9};
{0x00, OxAA};
{0x00, OxAB} ;
{0x00, OxAC};
{0x00, OxAD} ;
{0x00, OxAE} ;
{0x00, OxAF} ;
{0x00, 0xBO0};
{0x00, 0xB1};
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Gi pher Suite TLS_DHE_PSK_W TH_AES_128_CBC_SHA256
G pher Suite TLS_DHE_PSK_W TH_AES_256_CBC_SHA384
G pher Suite TLS_DHE_PSK_W TH_NULL_SHA256
G pher Sui te TLS_DHE_PSK_W TH_NULL_SHA384
G pherSuite TLS_RSA PSK_W TH_AES 128 _CBC_SHA256
G pher Sui te TLS_RSA PSK_W TH_AES 256_CBC_SHA384
Gi pher Suite TLS_RSA_PSK_W TH_NULL_SHA256
G pherSuite TLS_RSA _PSK_W TH_NULL_SHA384

{0x00, 0xB2};
{0x00, 0xB3};
{0x00, 0xB4};
{0x00, 0xB5};
{0x00, 0xB6} ;
{0x00, 0xB7};
{0x00, 0xB8};
{0x00, 0xB9};

6. Acknow edgnents

Thi s docunent borrows from [ RFC5289]. The author appreciates Al fred
Hoenes for his detailed review and effort on resolving issues in

di scussion. The author would like al so to acknow edge | brahim
Haj j eh, Sinon Josefsson, Hassnaa Mustafa, Joseph Sal owey, and Pascal
Uien for their reviews of the content of the docunent.

7. References
7. 1. Nor mat i ve Ref erences

[ AES] National Institute of Standards and Technol ogy,
"Specification for the Advanced Encryption Standard
(AES)", FIPS 197, Novenber 2001.

[ &CM National Institute of Standards and Technol ogy,
"Recommendati on for Bl ock Ci pher Mdes of Operation:
Gal oi s/ Counter Mdde (GCM for Confidentiality and
Aut henti cation", SP 800-38D, Novenber 2007.

[ MODES] National Institute of Standards and Technol ogy,
"Recommendati on for Bl ock Ci pher Mdes of Operation -
Met hods and Techni ques”, SP 800-38A, Decenber 2001.

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104,
February 1997.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC4279] Eronen, P. and H Tschofenig, "Pre-Shared Key C phersuites
for Transport Layer Security (TLS)", RFC 4279,
Decenber 2005.

[ RFC4785] Blunenthal, U and P. Goel, "Pre-Shared Key (PSK)

Ci phersuites with NULL Encryption for Transport Layer
Security (TLS)", RFC 4785, January 2007.

Badr a St andards Track [ Page 6]



RFC 5487 TLS PSK New MAC and AES- GCM March 2009
[ RFC5116] MGew, D., "An Interface and Al gorithms for Authenticated
Encryption”, RFC 5116, January 2008.
[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.
[ RFC5288] Sal owey, J., Choudhury, A, and D. MG ew, "AES Galois
Counter Mdde (GCM Cipher Suites for TLS', RFC 5288,
August 2008.
[ SHS] National Institute of Standards and Technol ogy, "Secure
Hash Standard", FIPS 180-2, August 2002.
7.2. Informative References
[ RFC5289] Rescorla, E., "TLS Elliptic Curve C pher Suites with SHA-
256/ 384 and AES Gal ois Counter Mdde (GCM", RFC 5289,
August 2008.
[ WVang05] Wang, X., Yin, Y., and H Yu, "Finding Collisions in the

Full SHA-1", CRYPTO 2005, August 2005.

Aut hor’ s Addr ess

Mohanmad Badra
CNRS/ LI MOS Labor at ory
Canpus de cezeaux, Bat. |SIMA

Aubi er e
France

63170

EMai |l : badra@sima. fr

Badr a

St andards Track [ Page 7]






