Net wor k Wor ki ng G oup R Housl ey
Request for Comments: 5485 Vigil Security
Cat egory: I nfornmational March 2009
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Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstract

Thi s docunent specifies the conventions for digital signatures on
Internet-Drafts. The Cryptographic Message Syntax (CMS) is used to
create a detached signature, which is stored in a separate conpanion
file so that no existing utilities are inpacted by the addition of
the digital signature.
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1. Introduction

Thi s docunent specifies the conventions for storing a digita
signature on Internet-Drafts. The Cryptographi c Message Syntax (CWMS)
[CMB] is used to create a detached signature. The signhature is
stored in a separate conpanion file so that no existing utilities are
i npacted by the addition of the digital signature.

Shortly after the I ETF Secretariat posts the Internet-Draft in the
repository, the digital signature is generated and posted as a
conpanion file in the sane repository. The digital signature allows
anyone to confirmthat the contents of the Internet-Draft have not
been altered since the tinme that the docunment was posted in the
repository.

The signature of the |ETF Secretariat is intended to provide a
straightforward way for anyone to determ ne whether a particular file
contai ns the docunent that was made avail able by the | ETF
Secretariat. The signing-tine included by the | ETF Secretari at
provides the wall-clock time; it is not intended to provide a trusted
ti mest anp.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .

1.2. ASN 1

The CMS uses Abstract Syntax Notation One (ASN. 1) [X. 680]. ASN.1is
a formal notation used for describing data protocols, regardl ess of
the programm ng | anguage used by the inplenentation. Encoding rules
descri be how the values defined in ASN.1 will be represented for
transm ssion. The Basic Encoding Rules (BER) [ X 690] are the nost

wi dely enpl oyed rule set, but they offer nore than one way to
represent data structures. For exanple, both definite-length
encodi ng and indefinite-length encoding are supported. This
flexibility is not desirable when digital signatures are used. As a
result, the Distinguished Encoding Rules (DER) [ X 690] were invented.
DER is a subset of BER that ensures a single way to represent a given
val ue. For exanple, DER always enpl oys definite-length encoding.

Housl ey I nf or mat i onal [ Page 2]



RFC 5485 Digital Signatures on Internet-Drafts March 2009

2

2

Internet-Draft Signhature File

Al Internet-Draft file names begin with "draft-". The next portion
of the file nane depends on the source of the docunent. For exanple,
docunents from | ETF worki ng groups usually have "ietf-" foll owed by

t he working group abbreviation, and this is followed by a string that
hel ps people figure out the subject of the document.

Al Internet-Draft file nanes end with a hyphen foll owed by a two-
digit version nunber and a suffix. The suffix indicates the type of
file. Aplain text file with a suffix of ".txt" is required. Cher
formats may al so be provided, and they enploy the appropriate suffix
for the file format.

The conpani on signature file has exactly the sanme file name as the
Internet-Draft, except that ".p7s" is added to the end. This file
nane suffix conforns to the conventions in [MSG. Here are a few
exanpl e nanes:

Internet-Draft: draft-ietf-exanple-w dgets-03.1txt
Signature File: draft-ietf-exanpl e-w dgets-03.txt.p7s

Internet-Draft: draft-ietf-exanpl e-w dgets-03. ps
Signature File: draft-ietf-exanpl e-w dgets-03.ps.p7s

Internet-Draft: draft-housley-internet-draft-sig-file-00.txt
Signature File: draft-housley-internet-draft-sig-file-00.txt.p7s

The I ETF Secretariat will post the signature file in the repository
shortly after the Internet-Draft is posted.

1. Need for Canonicalization

In general, the content of the Internet-Draft is treated |ike a
single octet string for the generation of the digital signature.
Unfortunately, the plain text file requires canonicalization to avoid
signature validation problens. The primary concern is the manner in
whi ch different operating systens indicate the end of a line of text.
Sone systens use a single newline character, other systems use the
conbi nation of the carriage-return character followed by a |Iine-feed
character, and other systens use fixed-length records padded with
space characters. For the digital signature to validate properly, a
singl e convention rust be enpl oyed.
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2.2. Text File Canonicalization

The canonicalization procedure follows the conventions used for text
files in the File Transfer Protocol (FTP) [FTP]. Such files nust be
supported by FTP inpl enentati ons, so code reuse seens |ikely.

The canoni calization procedure converts the data fromits interna
character representation to the standard 8-bit NVT- ASCl |
representation (see TELNET [ TELNET]). |In accordance with the NVT
standard, the <CRLF> sequence MJST be used to denote the end of a
line of text. Using the standard NVT-ASCI| representati on neans that
data MJUST be interpreted as 8-bit bytes.

Trailing space characters MJST NOT appear on a line of text. That
is, the space character nust not be foll owed by the <CRLF> sequence.
Thus, a blank line is represented solely by the <CRLF> sequence.

The formfeed nonprintable character (0x0C) is expected in Internet-
Drafts. Oher nonprintable characters, such as tab and backspace,
are not expected, but they do occur. For robustness, any
nonprintable or non-ASCI| characters (ones outside the range 0x20 to
OXx7E) MUST NOT be changed in any way not covered by the rules for
end-of -l1ine handling in the previ ous paragraph

Trailing blank |ines MJST NOT appear at the end of the file. That
is, the file must not end with nmultiple consecutive <CRLF> sequences.

Any end-of-file marker used by an operating systemis not considered
to be part of the file content. Wen present, such end-of-file
mar kers MJST NOT be processed by the digital signature algorithm

Note: This text file canonicalization procedure is consistent with
the ASCII NVT definition offered in Appendix B of RFC 5198 [UFNI].

2.3. XM File Canonicalization

In accordance with the gui dance of the Wrld Wde Wb Consortium
(WBC) in Section 2.11 of [R20060816], a <LF> character MJST be used
to denote the end of a line of text within an XM. file. Any two-
character <CRLF> sequence and any <CR> that is not followed by <LF>
are to be translated to a single <LF> character.

2.4. Canonicalization of Gher File Formats
No canonicalization is needed for file formats currently used for
Internet-Drafts other than plain text files and XML files. O her

file formats are treated as a sinple sequence of octets by the
digital signature algorithm
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3. CM Profile

CMB is used to construct the detached signature of the Internet-
Draft. The CVB Contentlnfo content type MJST al ways be present, and
it MJUST encapsul ate the CM5 Si gnedData content type. Since a
detached signature is being created, the CM5 SignedData content type
MUST NOT encapsul ate the Internet-Draft. The CVS detached signature
is summarized by:

Contentinfo {

cont ent Type i d-signedData, -- (1.2.840.113549.1.7.2)
cont ent Si gnedDat a
}
Si gnedDat a {
version CvBVersion, -- Always set to 3
di gest Al gorit hns Di gest Al gorithm dentifiers,
encapCont ent | nfo Encapsul at edCont ent | nf o,
certificates CertificateSet, -- Secretariat certificate(s)
crls CertificateRevocationLists, -- Optional
si gner I nf os SET OF Signerinfo -- Only one signer
}
Signerinfo {
versi on CvBVersion, -- Always set to 3
sid Signerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs Si gnedAttributes, -- Al ways present
signatureAl gorithm SignatureAl gorithmdentifier,
signature Si gnat ur eVal ue,
unsi gnedAttrs Unsi gnedAttri butes -- Optional
}
Encapsul at edContent I nfo {
eCont ent Type i d-ct-ascii Text Wt hCRLF,
-- (1.2.840.113549.1.9.16. 1. 27)
eCont ent OCTET STRING -- Al ways absent
}
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3.1. Contentlnfo

The CMS requires the outer-nost encapsul ation to be Contentlnfo
[CMB]. The fields of Contentlnfo are used as foll ows:

cont ent Type
i ndi cates the type of the associated content. For the detached
Internet-Draft signature file, the encapsul ated type is al ways
Si gnedData, so the id-signedData (1.2.840.113549.1.7.2) object
identifier MJUST be present in this field.

cont ent
hol ds the content. For the detached Internet-Draft signature
file, the content is always a SignedData content.

3.2. SignedData

The SignedData content type [CVS] contains the signature of the
Internet-Draft and information to aid in the validation of that
signature. The fields of SignedData are used as foll ows:

ver si on
is the syntax version nunber. For this specification, the
versi on nurmber MJST be set to 3.

di gest Al gorit hns
is a collection of one-way hash function identifiers. It MJST
contain the identifier used by the | ETF Secretariat to generate
the digital signature. See the discussion of digestAl gorithm
in Section 3.2.1.

encapCont ent | nfo
is the signed content, including a content type identifier
Since a detached signature is being created, it does not
encapsul ate the Internet-Draft. The use of the
Encapsul at edContentInfo type is discussed further in Section
3.2.2.

certificates
is an optional collection of certificates. It SHOULD i nclude
the X. 509 certificate needed to validate the digital signature
value. Certification Authority (CA) certificates and end
entity certificates MJUST conformto the certificate profile
specified in [PKIX1].
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crls
is an optional collection of certificate revocation lists
(CRLs). It SHOULD NOT include any CRLs; however, any CRLs that
are present MJST conformto the CRL profile specified in
[ PKI X1] .

si gner | nf os
is a collection of per-signer information. For this
specification, each itemin the collection nust represent the
| ETF Secretariat. More than one Signerlinfo MAY appear to
facilitate transitions between keys or algorithns. The use of
the Signerinfo type is discussed further in Section 3.2.1

3.2.1. Signerinfo

The | ETF Secretariat is represented in the Signerlinfo type. The
fields of Signerinfo are used as foll ows:

ver sion
is the syntax version nunber. 1In this specification, the
version MJST be set to 3.

sid
identifies the | ETF Secretariat’'s public key. 1In this
speci fication, the subjectKeyldentifier alternative is always
used, which identifies the public key directly. This
identifier MUST match the value included in the
subj ect Keyldentifier certificate extension in the | ETF
Secretariat’s X 509 certificate.

di gest Al gori t hm
identifies the one-way hash function, and any associ ated
paraneters, used by the | ETF Secretariat to generate the
digital signature.

signedAttrs
is an optional set of attributes that are signed along with the
content. The signedAttrs are optional in the CMS, but
signedAttrs is required by this specification. The SET OF
Attribute nmust be encoded with the distingui shed encoding rul es
(DER) [X.690]. Section 3.2.3 of this docunent |ists the signed
attributes that MJST be included in the collection. O her
signed attri butes MAY al so be incl uded.

si gnat ur eAl gorithm
identifies the digital signature algorithm and any associ ated
paraneters, used by the | ETF Secretariat to generate the
digital signature.
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signature
is the digital signature value generated by the | ETF
Secretari at.

unsi gnedAttrs
is an optional set of attributes that are not signed. Unsigned
attributes are usually onitted; however, the unsigned
attributes MAY hold a trusted tinestanp generated in accordance
with [TSP]. Appendix A of [TSP] provides nore informtion
about this unsigned attribute.

3.2.2. Encapsul atedContentl|nfo

The Encapsul at edContentlnfo structure contains a content type
identifier. Since a detached signhature is being created, it does not
encapsul ate the Internet-Draft. The fields of
Encapsul at edContent I nfo are used as foll ows:

eCont ent Type
is an object identifier that uniquely specifies the content
type. The content type associated with the plain text file
MUST be id-ct-ascii Text WthCRLF. Oher file formats nmay al so
be posted, and the appropriate content type for each format is
di scussed in Section 4. Additional file formats can be added
if the Internet community chooses.

eCont ent
is optional. When an encapsul ated signhature is generated, the
content to be signed is carried in this field. Since a
detached signature is being created, eContent MJST be absent.

3.2.3. Signed Attributes

The | ETF Secretariat MJST digitally sign a collection of attributes
along with the Internet-Draft. Each attribute in the collection MJST
be DER-encoded. The syntax for attributes is defined in [X 501], and
the X. 500 Directory provides a rich attribute syntax. A very sinple
subset of this syntax is used extensively in [CM5], where

ATTRI BUTE. &Type and ATTRIBUTE. & d are the only parts of the ATTRI BUTE
class that are enpl oyed.

Each of the attributes used with this CMs profile has a single
attribute value. Even though the syntax is defined as a SET OF
AttributeVal ue, there MIUST be exactly one instance of AttributeVal ue
present.
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The SignedAttributes syntax within signerinfo is defined as a SET OF
Attribute. The SignedAttributes MJST include only one instance of
any particular attribute.

The | ETF Secretariat MJST include the content-type, nessage-digest,
and signing-tine attributes. The |IETF Secretariat MAY al so include
the binary-signing-tine signed attribute as well as any ot her
attribute that is deemed appropriate. The intent is to allow
additional signed attributes to be included if a future need is
identified. This does not cause an interoperability concern because
unrecogni zed signed attributes are ignored at verification

3.2.3.1. Content-Type Attribute

A content-type attribute is required to contain the sanme object
identifier as the content type contained in the
Encapsul at edContent I nfo. The appropriate content type for each
format is discussed in Section 4. The |ETF Secretariat MJST incl ude
a content-type attribute containing the appropriate content type.
Section 11.1 of [CM5] defines the content-type attribute.

3.2.3.2. Message-Digest Attribute

The | ETF Secretariat MJST include a nessage-digest attribute, having
as its value the output of a one-way hash function conputed on the
Internet-Draft that is being signed. Section 11.2 of [CM5] defines
the message-di gest attribute.

3.2.3.3. Signing-Time Attribute

The | ETF Secretariat MJST include a signing-tine attribute,
specifying the tine, based on the |ocal systemclock, at which the
digital signature was applied to the Internet-Draft. Since the |ETF
Secretariat may choose to perform signatures in batches, the signing-
time may be several hours or days after the tinme that the Internet-
Draft was actually posted. Section 11.3 of [CMS] defines the
content-type attribute.

3.2.3.4. Binary-Signing-Tine Attribute

The | ETF Secretariat MAY include a binary-signing-tinme attribute,
specifying the tine at which the digital signature was applied to the
Internet-Draft. |If present, the time that is represented MJST match
the tinme represented in the signing-time attribute. The binary-
signing-time attribute is defined in [BinTine].
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3.2.4. Unsigned Attributes

Unsi gned attributes are usually omtted. However, an unsigned
attribute MAY hold a trusted tinestanp generated in accordance with
[TSP]. The idea is to tinmestanp the | ETF Secretariat digita
signature to prove that it was created before a given tine. |If the

| ETF Secretariat’s certificate is revoked the tinmestanp allows a
verifier to know whether the signature was created before or after
the revocation date. Appendix A of [TSP] defines the signature tine-
stanp attribute that can be used to tinestanp a digital signature.

4. Content Types

This section lists the content types that are used in this
specification. The eContentType field as described in Section 3.2.2
contains a content type identifier, and the same val ue appears in the
content-type attribute as described in Section 3.2.3.1

The following table lists the file formats and the associ ated content
type.

Fil e Format Content Type

Pl ai n text id-ct-ascii Text WthCRLF
Ext ensi bl e Mar kup Language (XM.) i d-ct-xn

Port abl e Docunent Format (PDF) i d-ct - pdf

Post Scri pt i d-ct-postscript

The object identifiers associated with the content types listed in
the above table are:

id-ct OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smnme(16) 1}

id-ct-ascii Text WthCRLF OBJECT IDENTIFIER ::={ id-ct 27 }

id-ct-xm  OBJECT IDENTIFIER ::={ id-ct 28 }

id-ct-pdf OBJECT IDENTIFIER ::= { id-ct 29 }

id-ct-postscript OBJECT IDENTIFIER ::={ id-ct 30 }

5. Security Considerations
The | ETF Secretariat MJST protect its private key. The use of a

hardware security nodule (HSM is strongly RECOVMMENDED because
conprom se of the | ETF Secretariat’s private key pernits masquerade
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The | ETF Secretariat currently maintains servers at a primary

| ocati on and a backup location. This configuration requires two
HSMs, one at each |ocation. However, the two HSMs do not need to use
the sanme signing key. Each HSM can have a different signing key, as
| ong as each one has their own certificate.

The generation of a public/private key pair for signature operations
relies on random nunber generation. The use of an inadequate pseudo-
random nunber generator (PRNG can result in little or no security.
An attacker may find it nuch easier to reproduce the PRNG environnent
that produced the key pair, searching the resulting small set of
possibilities, than to brute-force search the whole private key
space. The generation of quality random nunbers is difficult, but

[ RANDOM of fers inportant guidance in this area.

The | ETF Secretariat should be aware that cryptographic algorithns
becone weaker with tinme. As new cryptanal ysis techni ques are
devel oped and conputing perfornance i nproves, the work factor to
break a particular digital signature algorithmor one-way hash
function will be reduced. Therefore, it SHOULD be possible to
mgrate these algorithms. That is, the | ETF Secretariat SHOULD be
prepared for the supported algorithms to change over tine.

The | ETF Secretariat nmust take care to use the correct time in
signing-tine and binary-signing-tine attributes. The inclusion of a
date within the Internet-Draft by the authors that is shortly before
the signing time attributes supplied by the | ETF Secretariat provides
confidence about the date that the Internet-Draft was posted to the
repository. However, the |IETF Secretariat may choose to perform
signatures in batches, and the signing-time nmay be several hours or
days after the time that the Internet-Draft was actual ly posted.

As stated above, the | ETF Secretariat may choose to sign Internet-
Drafts in batches. This allows a single HSMto be used if multiple
servers are |located in one geographic location, and it allows the HSM
to be off-line except when signatures are being generated. Further,
this allows the | ETF Secretariat to include manual steps, such as
entering an HSM passphrase or inserting a smartcard, as part of the
signing procedure to inprove operations security.

6. Deploynent and Operational Considerations

The private key used to generate the | ETF Secretariat signature ought
to be stored in an HSMto provi de protection from unauthorized
disclosure. Wiile the HSMwi ||l be operated by the | ETF Secretari at,
it ought to be owned by the I ETF Trust. Accordingly, the Trustees of
the IETF Trust will designate an appropriate certification authority
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to issue a certificate to the | ETF Secretariat, and they will approve
any procedures used by the | ETF Secretariat for signing documents
consistent with this specification.

Desi gn Rational e

A detached signature is used for all file formats. Sone file
formats, such as PDF and XM., have file-format-specific ways of
handling digital signatures. These file-format-specific approaches
are not used for two reasons. First, a single way to sign Internet-
Drafts will ease inplenentation by the | ETF Secretariat. Second, if
the aut hor includes a signature using one of these file-format-
speci fic approaches, the | ETF Secretariat signhature does not harmit
in any way.

File nanmes are the nmeans |inking the detached signature to the signed
docunent. A CMS signed attribute could have been specified to

i nclude another form of |inkage, and this could be added in the
future. At this point intinme, it is inportant to support signature
validation of expired Internet-Drafts that are obtai ned from non-IETF
repositories. Therefore, the appropriate value for such a signed
attribute is unclear. This specification allows an Internet-Draft
and conpani on signature file to be stored anywhere wi t hout hindering
signature validation
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Appendi x: A

penSSL 0.9.9 [OpenSSL] includes an inplenentati on of CM5. The
following command |ine can be used to verify an Internet-Draft
si gnat ure:

openssl cns -verify -CAfile <cert-file> -content <internet-draft> /
-informDER -in <p7s-file> -out /dev/nul

The argurments need to be provided as foll ows:

<cert-file>
the name of the file containing the trust anchor, which is
typically the self-signed certificate of the certification
authority that issued a certificate to the | ETF Secretari at.

<internet-draft>
the nane of the file containing the Internet-Draft after
canoni cal i zat i on.

<p7s-file>
the nanme of the file containing the detached signature that was
generated in accordance with this specification
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