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Abst ract

This meno defines an information nodel for the Packet SAMPli ng
(PSAMP) protocol. It is used by the PSAMP protocol for encoding
sanpl ed packet data and information related to the Sanpling process.
As the PSAMP protocol is based on the IP Flow Information eXport
(IPFIX) protocol, this information nodel is an extension to the |PFIX
i nformati on nodel
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1. Introduction

Packet Sanpling techniques are required for various neasurenent
scenarios. The Packet Sanpling (PSAMP) protocol provides nechani sns
for packet selection using different Filtering and Sanpli ng

techni ques. A standardized way for the export and storage of the
Informati on El enents defined in Section 8 is required. The
definition of the PSAMP informati on and data nodel is based on the

I PFI X i nformati on nodel [RFC5102]. The PSAMP protocol docunent

[ RFC5476] specifies how to use the I PFI X protocol in the PSAWP

cont ext .

Thi s docunent exanines the | PFI X information nodel [RFC5102] and
extends it to neet the PSAMP requirenments. Therefore, the structure

of this docunent is strongly based on the |PFI X docurment. It
compl enents the PSAMP protocol specification by providing an
appropriate PSAMP information nodel. The main part of this docunent,

Section 8, defines the list of Information El enents to be transnmitted
by the PSAMP protocol. Sections 5 and 6 describe the data types and
Information El enent properties used within this docunent and their
relationship to the I PFI X information nodel

Al t hough the PSAMP charter specified no requirenents for measuring
packet errors (such as drops, mal fornmed, etc.), and this docunent
does not cover such data, if there is need for collecting and
exporting packet error information, the appropriate Infornation
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El ements can be requested from | ANA, and exported with the PSAMP
pr ot ocol

The main body of Section 8 was generated froman XM. docunment. The
XM.- based specification of the PSAMP Information El enments can be used
for automatically checking syntactical correctness of the
specification. Furthernore it can be used -- in conbination with the
I PFI X i nformati on nodel -- for automated code generation. The
resulting code can be used in PSAVP protocol inplenmentations to dea
with processi ng PSAVP i nformati on el enents.

For that reason, the XM. docunent that served as the source for
Section 8 is attached to this docunent in Appendi x A

Note that although partially generated fromthe attached XM
docunents, the mmin body of this docunent is nornmative while the
appendi x is informational

2. PSAMP Docunents Overvi ew

Thi s docunent is one out of a series of docunents fromthe PSAMP
group.

[ RFC5474]: "A Framework for Packet Sel ection and Reporting" describes
the PSAMP franmework for network elements to select subsets of packets
by statistical and other nethods, and to export a stream of reports
on the sel ected packets to a Collector.

[ RFC5475]: "Sanpling and Filtering Techni ques for | P Packet
Sel ection" describes the set of packet selection techniques supported
by PSAMP.

[ RFC5476]: "Packet Sanpling (PSAMP) Protocol Specifications”
specifies the export of packet information froma PSAMP Exporting
Process to a PSAMP Col | ecting Process.

RFC 5477 (this docunment): "Information Mddel for Packet Sanpling
Exports" defines an information and data nodel for PSAMP

3. Term nol ogy

| PFI X-specific term nology used in this docunent is defined in
Section 2 of [RFC5101]. PSAMP-specific term nology used in this
docunent is defined in Section 3.2 of [RFC5476]. |In this docunent,
as in [ RFC5101] and [ RFC5476], the first letter of each IPFIX- and
PSAMP-specific termis capitalized
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3.1. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

4. Rel ationship between PSAMP and | PFI X

As described in the PSAMP protocol [RFC5476], a PSAMP Report can be
seen as a very special IPFIX Data Record. It represents an | PFI X
Fl ow containing only a single packet. Therefore, the | PFI X

i nformati on nodel can be used as a basis for PSAMP Reports.

Neverthel ess, there are properties required in PSAMP Reports that
cannot be nodel ed using the current IPFIX information nmodel. This
docunent describes extensions to the IPFI X informati on nodel that
al |l ow the nodeling of information and data required by PSAMP

Sone of these extensions allow the export of what may be consi dered
sensitive information. Refer to the Security Considerations section
for a fuller discussion.

Note that the export of sanpled or filtered PSAVP Reports may nhot
need all the Information El ements defined by the | PFI X information
model [RFC5102], as discussed in Sections 6.2 and 6.3 of the PSAMP
Framewor k [ RFC5474] .

5. Properties of a PSAMP | nformation El enent

The PSAMP | nformation El enments are defined in accordance with
Sections 2.1 to 2.3 of the IPFIX informati on nodel [RFC5102] to which
ref erence should be nade for nore information. Neverthel ess, we
strongly recomend defining the optional "units" property for every
Information Elenent (if applicable).

The Data Types defined in Section 3.1 of the I PFI X infornmation nodel
[ RFC5102] are al so used for the PSAMP Information El ements.

6. Type Space

The PSAMP I nformation El enents MJUST be constructed fromthe basic
abstract data types and data type semantics described in Section 3 of
the I PFI X informati on nodel [RFC5102]. To ensure consistency between
| PFI X and PSAMP, the data types are not repeated in this docunent.
The encoding of these data types is described in the |IPFIX protocol

[ RFC5101] .
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7

Overl oadi ng Information El enents

Information El enents SHOULD NOT be overl oaded with multiple neani ngs
or re-used for multiple purposes. Different Information El enents
SHOULD be al |l ocated for each requirenent.

Al 't hough the presence of certain other Information El ements all ows
the selection nethod to be inferred, a separate Infornmation El enent
is provided for the selectorAlgorithmto include as scope for the
Sel ector Report Interpretation [ RFC5476].

Even if the Information Elenments are specified with a specific
selection nethod (i.e., a specific value of selectorAl gorithm in

m nd, these Information El enents are not restricted to the sel ection
met hod and MAY be used for different selection nethods in the future.

The PSAMP | nformation El enents

This section describes the Information El ements used by the PSAMP
pr ot ocol

For each Information Element specified in Sections 8.1 - 8.6 below, a
unique identifier is allocated in accordance with Section 4 of the

I PFI X i nformati on nodel [RFC5102]. The assignnments are controlled by
| ANA as an extension of the IPFI X infornmation nodel.

The I nformation El enents specified by the I PFI X information node

[ RFC5102] are used by the PSAVP protocol where applicable. To avoid
i nconsi stenci es between the I PFI X and the PSAMP information and data
nmodel s, only those Information Elenments that are not already
described by the I PFI X informati on nodel are defined here.
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Below is the |ist of additional PSAMP | nformation El ements:

+--m - - o e e e e e e e e a oo - +--m - - o e e e e e e e e a oo - +
| 1D| Nane | 1D]| Nane |
+--m o= o e e e e e e ee oo s +--m o= o e e e e e e ee oo s +
301 | selectionSequenceld 321 relativeError |
302 selectorld 322 observati onTi meSeconds |
303 i nformati onEl ement 1 d 323 observationTi mreM | | i seconds
304 sel ector Al gorithm 324 observationTi meM cr oseconds|
305 sanpl i ngPacket I nt er val 325 observati onTi mreNanoseconds
306 sanpl i ngPacket Space 326 di gest HashVal ue
307 | sanplingTi el nterval 327 hashl PPayl oadOf f set
308 hashl PPayl oadSi ze
309 sampl i ngSi ze 329 hashCut put RangeM n

I I

I I

I I

I I

I I

I I

i ngTi I I

sampl i ngTi meSpace I 328

| 330 | hashCut put RangeMax

I I

I I

I I

I I

I I

I

I

I

I I

I I

I I

I I

I I I
I I I
I I I
I I I
I I I
| 310 | sanplingPopul ati on |
| | hashSel ect edRangeM n |
I I I
I I I
I I I
I I I
I I I
I I I
I I I

311 sanpl i ngProbability 331
313 i pHeader Packet Secti on 332 hashSel ect edRangeMax
314 | ipPayl oadPacket Secti on 333 hashDi gest Qut put
316 mpl sLabel St ackSecti on 334 hashl ni tial i serVal ue
317 mpl sPayl oadPacket Secti on 336 upperCl Lim t
318 sel ectorl dTot al Pkt sCbserved| 337 | owerClLimt
319 | selectorldTotal PktsSel ected| 338 | confidencelLeve
320 absol ut eError |
+o-m o - o e e e e e i eee oo n +o-m o - o e e e e e i eee oo n +

8.1. Identifiers (301-303)

Information Elenents in this section serve as identifiers. Al of
them have an integral abstract data type and data type semantics

"identifier".
Fomm - - o e e e e e e e Fomm - - o e e e e e e e +
| 1D| Nane | 1D| Nane |
+----- oo e e e e e e i oo oo oo +----- oo e e e e e e i oo oo oo +
| 301 | selectionSequenceld | 303 | infornmationEl enentld |
| 302 | selectorld | | |
+--- - - o m e e e e e e oo +--- - - o m e e e e e e oo +

8.1.1. selectionSequenceld
Descri ption:

From all the packets observed at an Observation Point, a subset of
the packets is selected by a sequence of one or nore Sel ectors.
The sel ecti onSequenceld is a unique val ue per Observati on Domai n,
speci fying the Qoservation Point and the sequence of Selectors

t hrough which the packets are sel ected.
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Abstract Data Type: unsigned64
Data Type Semantics: identifier
El ementld: 301
Status: current

8.1.2. selectorld

Descri pti on:

The Selector IDis the unique IDidentifying a Primtive Sel ector.

Each Prinmitive Selector must have a unique IDin the Cbservation
Dorrai n.

Abstract Data Type: unsignedl6
Data Type Semantics: identifier
El erentld: 302
Status: current

8.1.3. infornationEl enentld

Descri pti on:

This Informati on El enent contains the I D of another |nformation
El enent .

Abstract Data Type: unsignedl6
Data Type Semantics: identifier
El ementld: 303

St at us: current
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8. 2.

| nf

Sanpl i ng Configuration (304-311)

ormation Elements in this section can be used for describing the

Sanpl i ng configuration of a Sel ection Process.

304 | selectorAlgorithm

306 | sanplingPacket Space

308 | sanplingTi neSpace

310 | sanplingPopul ation

| | |
| 305 | sanplingPacketl nterval | 309 | sanplingSize |
I I I
I I I

307 | sanplingTinelnterva

311 | sanplingProbability

sel ector Al gorithm

Descri pti on:

D et z,

This Information El enent identifies the packet sel ection methods
(e.g., Filtering, Sanpling) that are applied by the Sel ection
Process.

Most of these nethods have paraneters. Further Information
El ements are needed to fully specify packet selection with these
met hods and all their paraneters.

The nethods |listed bel ow are defined in [ RFC5475]. For their
paraneters, Information Elenments are defined in the information
nmodel docunment. The nanes of these Information Elenents are
listed for each nmethod identifier

Further nethod identifiers may be added to the list below. It
m ght be necessary to define new Information El ements to specify
their paraneters

The selectorAlgorithmregistry is maintained by | ANA.  New
assignnents for the registry will be adnministered by | ANA and are
subj ect to Expert Review [ RFC5226].

The registry can be updated when specifications of the new
met hod(s) and any new Information El enents are provided.

The group of experts must doubl e check the sel ectorAl gorithm
definitions and Information Elements with al ready defined

sel ectorAlgorithms and Informati on El enents for conpl et eness,
accuracy, and redundancy. Those experts will initially be drawn
fromthe Wrking Goup Chairs and docunent editors of the |IPFIX
and PSAMP Wor ki ng G oups.
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The foll owi ng packet selection nmethods identifiers are defined

her e:
o e e e e e e e e oo - - +-
| 1D| Met hod |
T T T LSy U +-
| 1 | Systematic count-based |
I | Sanpling I
Fom e e e e e e e e e o +-
| 2 | Systematic tine-based |
I | Sanpling I
T T T LSy U +-
| 3 | Random n-out-of-N |
I | Sanpling I
Fom e e e e e e e e e o +-
| 4 | Uniformprobabilistic |
I | Sanpling I
T T T LSy U +-
| 5 | Property Match |
| | Filtering |
Fom e e e e e e e e e o +-
| Hash-based Filtering |
Fom e e e e e e e e aa +
| 6 | using BOB |
o e e e e a o +
| 7 | using |IPSX |
Fom e e e e e e e e e o +
| 8 | using CRC |
Fom e e e e e e e e aa +-

There is a broad variety of possible
for Property match Filtering (5), but
agreed paraneters specified.

Abstract Data Type: unsignedl6
Data Type Semantics: identifier
El enrentld: 304
Status: current
Dietz, et al. St andards Track

_______________________ +
Par anet er s |
_______________________ +
sanmpl i ngPacket | nterval |
sanpl i ngPacket Space |
_______________________ +
sanpl i ngTi nel nt er val |
sanpl i ngTi neSpace |
_______________________ +
sanpl i ngSi ze |
sampl i ngPopul ati on |
_______________________ +
sanpl i ngProbability |
I
_______________________ +
no agreed paraneters |
I
_______________________ +
hashlnitialiserVal ue |
hashl PPayl oadCr f set |
hashl PPayl oadSi ze |
hashSel ect edRangeM n |
hashSel ect edRangeMax |
hashCut put RangeM n |
hashQut put RangeMax |
_______________________ +

paraneters that could be used
currently there are no
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8.2.2. sanplingPacketl|nterval

Descri pti on:
This Information El ement specifies the nunber of packets that are
consecutively sanpled. A value of 100 means that 100 consecutive
packets are sanpl ed.

For exanple, this Information El ement may be used to describe the
configuration of a systematic count-based Sanpling Sel ector.

Abstract Data Type: unsignhed32

Data Type Semantics: quantity

El ementld: 305

Status: current

Units: packets

8.2.3. sanplingPacket Space

Descri pti on:
This Information El ement specifies the nunber of packets between
two "sanplingPacketlnterval"s. A value of 100 neans that the next
interval starts 100 packets (which are not sanpled) after the

current "sanplingPacketlnterval" is over.

For exanple, this Information El ement nmay be used to describe the
configuration of a systematic count-based Sanpling Sel ector.

Abstract Data Type: unsigned32
Data Type Semantics: quantity
El ementld: 306
Status: current

Units: packets
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8.2.4. sanplingTinelnterva

Descri pti on:

This Information El ement specifies the tinme interval in
nm croseconds during which all arriving packets are sanpl ed.

For exanple, this Information El ement may be used to describe the
configuration of a systematic tine-based Sanpling Sel ector

Abstract Data Type: unsignhed32
Data Type Semantics: quantity
El erentld: 307
Status: current
Units: microseconds
8.2.5. samplingTi meSpace
Descri pti on:
This Information El enment specifies the tine interval in
m croseconds between two "sanplingTinelnterval"s. A value of 100

means that the next interval starts 100 m croseconds (during which

no packets are sanpled) after the current "sanplingTinelnterval"”
is over.

For exanple, this Information El ement may used to describe the
configuration of a systematic tinme-based Sanpling Sel ector.

Abstract Data Type: unsigned32
Data Type Semantics: quantity
El ementd: 308

Status: current

Units: mcroseconds
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8.2.6.

sanpl i ngSi ze

Descri pti on:

This Information El ement specifies the nunber of elenents taken
fromthe parent Popul ation for random Sanpling mnethods.

For exanple, this Information El ement may be used to describe the
configuration of a random n-out-of-N Sanpling Sel ector

Abstract Data Type: unsignhed32

Data Type Semantics: quantity

El enentld: 309

Status: current

Units: packets

8.2.7.

sampl i ngPopul ati on

Descri pti on:

This Information El ement specifies the nunber of elenments in the
parent Popul ation for random Sanpling net hods.

For exanple, this Information El ement nmay be used to describe the
configuration of a random n-out-of-N Sanpling Sel ector.

Abstract Data Type: unsignhed32

Data Type Semantics: quantity

El enrentld: 310

Status: current

Units: packets

8.2.8.

sanpl i ngProbability

Descri pti on:

D et z,

This Information El ement specifies the probability that a packet
is sanpl ed, expressed as a value between 0 and 1. The probability
is equal for every packet. A value of 0 neans no packet was
sanpl ed since the probability is O.
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8.

Di

For exanple, this Information El ement nmay be used to describe the
configuration of a uniform probabilistic Sanpling Sel ector.

Abstract Data Type: float64

Data Type Semantics: quantity

El ementld: 311

Status: current
3. Hash Configuration (326-334)

The followi ng Information El ements can be used for describing the
Sanpling configuration of a Selection Process. The individual

paraneters are explained in nore detail in Sections 6.2, 3.8, and 7.1
of [ RFC5475].

----- o m m e e e e e e e e e e e et e e e e e e e e e e e e e+
ID | Nane | 1D| Nane |

----- TS T
326 di gest HashVal ue 331 | hashSel ect edRangeM n

327 hashl PPayl oadCr f set 332 | hashSel ect edRangeMax

I
hashQut put RangeM n 334 | hashlnitialiserValue
I

| | |
328 | hashl PPayl oadSi ze | 333 hashDi gest Qut put |
I I I
| hashQut put RangeMax | |

.3.1. digestHashVal ue

Descri pti on:

This Information El ement specifies the value fromthe digest hash
functi on.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El ementld: 326

St at us: current
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8.3.2. hashl PPayl oadOf f set

Descri pti on:

This Information El enment specifies the | P payl oad offset used by a
Hash- based Sel ection Sel ector.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El ementd: 327
Status: current
8.3.3. hashl PPayl oadSi ze

Descri pti on:

This Information El enment specifies the | P payl oad size used by a
Hash-based Sel ection Sel ector.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El ementld: 328
Status: current
8.3.4. hashQut put RangeM n

Descri pti on:

This Information El ement specifies the value for the begi nning of
a hash function's potential output range.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64

Data Type Semantics: quantity
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El enrentl d: 329
Status: current
8.3.5. hashQut put RangeMax

Descri pti on:

This Information El enment specifies the value for the end of a hash
function’s potential output range.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El ementld: 330
Status: current
8.3.6. hashSel ect edRangeM n

Descri pti on:

This I nformation El ement specifies the value for the beginning of
a hash function’s sel ected range.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El ementld: 331
Status: current
8.3.7. hashSel ect edRangeMax

Descri ption:

This Information El ement specifies the value for the end of a hash
function’s sel ected range.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].

Abstract Data Type: unsigned64
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Data Type Semantics: quantity
El erentld: 332
Status: current

8.3.8. hashDi gest Qut put

Descri pti on:

This Information El ement contains a boolean value that is TRUE if
the output fromthis hash Sel ector has been configured to be
included in the packet report as a packet digest, else FALSE
See also Sections 6.2, 3.8, and 7.1 of [RFC5475].

Abstract Data Type: bool ean

Data Type Semantics: quantity

El ement1d: 333

Status: current

8.3.9. hashlnitialiserVal ue

Descri pti on:

This Information El ement specifies the initialiser value to the
hash functi on.

See also Sections 6.2, 3.8, and 7.1 of [RFC5475].
Abstract Data Type: unsigned64
Data Type Semantics: quantity
El erentld: 334

St at us: current
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8.4. Tinmestanps (322-325)

The Information Elenents |isted bel ow contain tinestanps. They can
be used for reporting the observation tinme of a single packet.

+o-m o - o e e e e e i eee oo n +o-m o - o e e e e e i eee oo n +
| 1D]| Nane | ID]| Nane |
+----- o m e e e e e e e e m e ao- +----- o m e e e e e e e e m e ao- +
| 322 | observationTi neSeconds | 324 | observationTi neM croseconds|
| 323 | observationTimeM | |iseconds| 325 | observationTi neNanoseconds |
+--m o= o e e e e e e ee oo s +--m o= o e e e e e e ee oo s +

8.4.1. observationTi neSeconds

Descri pti on:

This Information El enment specifies the absolute tinme in seconds of
an observati on.

Abstract Data Type: dateTi neSeconds
Data Type Semantics: quantity
El ementld: 322
Status: current
Units: seconds

8.4.2. observationTineMI|iseconds
Descri pti on:

This Information El ement specifies the absolute tine in
m | 1iseconds of an observation.

Abstract Data Type: dateTinmeMIIiseconds
Data Type Semantics: quantity

El ementld: 323

Status: current

Units: mlliseconds
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8.4.3. observationTi meM croseconds
Descri pti on:

This Information El enment specifies the absolute tine in
m croseconds of an observati on.

Abstract Data Type: dateTi meM croseconds
Data Type Semantics: quantity
El ementld: 324
Status: current
Units: mcroseconds
8.4.4. observationTi meNanoseconds
Descri pti on:

This Information El ement specifies the absolute tine in
nanoseconds of an observati on.

Abstract Data Type: dateTi neNanoseconds
Data Type Semantics: quantity
El erentld: 325
Status: current
Units: nanoseconds
8.5. Packet Data (313-314, 316-317)
The following Information El ements are all used for reporting raw
content of a packet. Al Information El ements containing sections of
the observed packet can also be used in I PFI X [RFC5101]. If the
val ues for those sections vary for different packets in a Flow, then

the Flow Report will contain the value observed in the first packet
of the Flow.
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+--- - - o m e e e e e e oo +--- - - o m e e e e e e oo +
| D] Nane | D] Nane |
+--m - - o e e e e e e e e a oo - +--m - - o e e e e e e e e a oo - +
| 313 | ipHeaderPacket Section | 316 | npl sLabel StackSection |
| 314 | ipPayl oadPacket Secti on | 317 | npl sPayl oadPacket Secti on |
+o-m o - o e e e e e i eee oo n +o-m o - o e e e e e i eee oo n +

8.5.1. ipHeaderPacket Secti on

Descri ption:

This Information El enment, which may have a variable |ength,
carries a series of octets fromthe start of the | P header of a
sampl ed packet .

Wth sufficient length, this el enent also reports octets fromthe
| P payl oad, subject to [ RFC2804]. See the Security Considerations
secti on.

The size of the exported section may be constrai ned due to
limtations in the | PFI X protocol

The data for this field MIUST NOT be padded.

Abstract Data Type: octetArray

El enentld: 313

Status: current

8.5. 2.

i pPayl oadPacket Secti on

Descri pti on:

D et z,

This Information El enment, which may have a variabl e | ength,
carries a series of octets fromthe start of the IP payload of a
sanmpl ed packet .

The 1 Pv4 payload is that part of the packet that follows the |IPv4
header and any options, which [RFC0791] refers to as "data" or
"data octets". For exanple, see the exanples in [RFC0791],
Appendi x A

The 1 Pv6 payload is the rest of the packet follow ng the 40-octet
I Pv6 header. Note that any extension headers present are
considered part of the payload. See [RFC2460] for the |Pv6

speci fication.

et al. St andards Track [ Page 20]



RFC 5477 PSAMP | nf or mati on Model March 2009

The size of the exported section may be constrai ned due to
limtations in the | PFI X protocol

The data for this field MJUST NOT be padded.

Abstract Data Type: octetArray

El enentld: 314

St at us: current

8.5. 3.

nmpl sLabel St ackSecti on

Descri pti on:

This Information El ement, which may have a variable | ength,
carries the first n octets fromthe MPLS | abel stack of a sanpl ed
packet .

Wth sufficient length, this el enent also reports octets fromthe

MPLS payl oad, subject to [RFC2804]. See the Security
Consi der ati ons secti on.

See [ RFC3031] for the specification of MPLS packets.
See [ RFC3032] for the specification of the MPLS | abel stack

The size of the exported section may be constrai ned due to
limtations in the | PFI X protocol

The data for this field MIST NOT be padded.

Abstract Data Type: octetArray

El enrentld: 316

Status: current

8.5. 4.

mpl sPayl oadPacket Secti on

Descri ption:

D et z,

This Information El enment, which may have a variable |ength,
carries the first n octets fromthe MPLS payl oad of a sanpl ed
packet, being data that follows inrediately after the MPLS | abe
st ack.

See [ RFC3031] for the specification of MPLS packets.
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See [ RFC3032] for the specification of the MPLS | abel stack.

The size of the exported section may be constrained due to
limtations in the | PFI X protocol.

The data for this field MIUST NOT be padded.
Abstract Data Type: octetArray
El ementld: 317
Status: current
8.6. Statistics (318-321, 336-338)

Information Elenents in this section can be used for reporting
statistics fromthe Metering Process.

| 318 | selectorldTotal Pkt sCbserved| 336 | upperClLimnt |
| 319 | selectorldTotal PktsSelected| 337 | lowerClLimt |
| 320 | absol uteError | 338 | confidencelLevel |
| 321 | relativeError | | |
8.6.1. selectorldTotal Pkt sObserved
Descri pti on:

This Information El ement specifies the total nunber of packets
observed by a Selector, for a specific value of Selectorld.

This Information El ement should be used in an Qptions Tenpl ate
scoped to the observation to which it refers. See Section 3.4.2.1
of the I PFI X protocol docunent [RFC5101].

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementld: 318

St at us: current

Units: packets
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8.6.2. selectorldTotal Pkt sSel ect ed
Descri pti on:

This Information El ement specifies the total nunber of packets
sel ected by a Selector, for a specific value of Selectorld.

This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers. See Section 3.4.2.1
of the I PFI X protocol docunent [RFC5101].

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El erentld: 319

Status: current

Units: packets

8.6.3. absoluteError

Descri pti on:
This Informati on El enent specifies the maxi num possible
measur enent error of the reported value for a given Information
El ement. The absoluteError has the sanme unit as the Information
El ement with which it is associated. The real value of the netric
can differ by absoluteError (positive or negative) fromthe
measur ed val ue.
This Information El ement provides only the error for neasured
values. If an Information El ement contains an estinmated val ue
(from Sanmpling), the confidence boundaries and confidence | eve
have to be provided instead, using the upperCiLinmt, lowerClLimt,
and confidenceLevel |nformation El ements.
This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers. See section 3.4.2.1
of the I PFI X protocol docunent [RFC5101].

Abstract Data Type: fl oat64

Data Type Semantics: quantity

El enrentld: 320
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Status: current

Units: The units of the Information El enent for which the error is

8. 6. 4.

speci fi ed.

rel ati veError

Descri pti on:

This Information El ement specifies the maxi num possi bl e positive
or negative error ratio for the reported value for a given
Informati on El enent as a percentage of the neasured value. The
real value of the metric can differ by relativeError percent
(positive or negative) fromthe measured val ue.

This Information El ement provides only the error for neasured
values. |If an Information El ement contains an estimated val ue
(from Sanmpling), the confidence boundaries and confidence | eve
have to be provided instead, using the upperCiLinmt, lowerClLimt,
and confidencelLevel Information El enents.

This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers. See Section 3.4.2.1
of the I PFI X protocol docunent [RFC5101].

Abstract Data Type: fl oat64

Data Type Semantics: quantity

El enentld: 321

St at us: current

8.6.5.

upperClLimt

Descri pti on:

D et z,

This Information El ement specifies the upper limt of a confidence
interval. It is used to provide an accuracy statenment for an
estimated value. The confidence Iimts define the range in which
the real value is assunmed to be with a certain probability p
Confidence limts always need to be associated with a confidence

| evel that defines this probability p. Please note that a
confidence interval only provides a probability that the rea

value lies within the limts. That nmeans the real value can lie
outside the confidence limts.
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The upperClLinmt, lowerClLimt, and confidencelLevel |nformation

El ements should all be used in an Options Tenpl ate scoped to the
observation to which they refer. See Section 3.4.2.1 of the IPFIX
prot ocol document [RFC5101].

Note that the upperClLimt, lowerClLinit, and confidencelLevel are
all required to specify confidence, and shoul d be disregarded
unl ess all three are specified together.

Abstract Data Type: fl oat64

Data Type Semantics: quantity

El ementld: 336

St at us: current

8.6.6. lowerClLimt

Descri pti on:
This Information El ement specifies the lower limt of a confidence
interval. For further information, see the description of
upperClLimt.

The upperClLimt, lowerClLimt, and confidencelLevel |nformation
El ements should all be used in an Options Tenpl ate scoped to the
observation to which they refer. See Section 3.4.2.1 of the IPFIX
protocol docunment [RFC5101].
Note that the upperClLimt, lowerClLinit, and confidencelLevel are
all required to specify confidence, and should be disregarded
unless all three are specified together.

Abstract Data Type: fl oat64

Data Type Semantics: quantity

El erentld: 337

Status: current
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8.6.7. confidenceLeve
Descri pti on:

This Information El ement specifies the confidence level. It is
used to provide an accuracy statenent for estinmated values. The
confidence | evel provides the probability p with which the rea
value lies within a given range. A confidence |evel always needs
to be associated with confidence limts that define the range in
whi ch the real value is assuned to be

The upperCliLimt, lowerClLimt, and confidencelLevel |nformation

El ements should all be used in an Options Tenpl ate scoped to the
observation to which they refer. See Section 3.4.2.1 of the IPFIX
prot ocol document [RFC5101].

Note that the upperClLimt, lowerClLinmt, and confidencelLevel are
all required to specify confidence, and should be disregarded
unless all three are specified together

Abstract Data Type: fl oat64
Data Type Semantics: quantity
El ementld: 338
Status: current

9. Security Considerations

The PSAMP information nodel itself does not directly introduce
security issues. Rather, it defines a set of attributes that may for
privacy or business issues be considered sensitive informtion

For exanple, exporting values of header fields nmay make attacks
possible for the receiver of this information, which would otherw se
only be possible for direct observers of the reported Flows along the
data path. Specifically, the Information El enents pertaining to
packet sections MJST target no nore than the packet header, sone
subsequent bytes of the packet, and encapsul ati ng headers if present.
Ful | packet capture of arbitrary packet streanms is explicitly out of
scope, per [RFC2804].

The under!lying protocol used to exchange the information described
here MUST therefore apply appropriate procedures to guarantee the
integrity and confidentiality of the exported information. Such
procedures are defined in separate docunents, specifically the | PFI X
protocol docunment [RFC5101].
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10.

10.

10.

11.

11.

| ANA Consi der ati ons

The PSAMP information nodel, as set out in this docunent, has two
sets of assigned nunbers. Considerations for assigning themare

di scussed in this section, using the exanple policies as set out in
the "Guidelines for | ANA Considerations" docunent [RFC5226].

1. Rel at ed Consi der ati ons

As the PSAMP protocol uses the IPFIX protocol, refer to the | ANA
Consi derations section in [RFC5102] for the assignnments of nunbers
used in the protocol and for the nunbers used in the information
nodel .

2. PSAMP- Rel at ed Consi der ati ons

Thi s docunent specifies an initial set of PSAMP Information El enents
fulfilling the needs specified in [ RFC5475], as an extension to the
| PFI X I nformation El ements [ RFC5102] .

Note that the PSAMP Information Element I1Ds were initially started at
value 301, in order to |leave a gap for any ongoi ng | PFlI X work
requiring new Information Elenents. It is expected that this gap in
the Information El ement numbering will be filled in by ANA with new
| PFI X I nformation El ements.

Each new sel ecti on met hod MJUST be assigned a unique value in the

sel ectorAlgorithmregistry. |Its configuration paraneter(s), along
with the way to report themwi th an Options Tenplate, MJST be clearly
specified. The initial content of the selectorAlgorithmregistry is
found in Section 8.2.1.

New assi gnnents for the PSAMP sel ection method will be adm nistered
by 1 ANA and are subject to Expert Review [ RFC5226]. The group of
experts nmust doubl e check the Infornmation Elenents definitions with

al ready defined Information Elenents for conpl et eness, accuracy, and
redundancy. Those experts will initially be drawn fromthe Wrking
Group Chairs and document editors of the |IPFI X and PSAMP Wbr ki ng

G oups. The selectorAlgorithmregistry is maintained by | ANA and can
be updated as | ong as specifications of the new nethod(s) and any new
I nformation El enents are provided.
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Appendi x A.  Formal Specification of PSAMP | nformation El enents

Thi s appendi x contains a formal description of the PSAMP information
nmodel XM. docurent. Note that this appendix is of informationa
nature, while the text in Section 8 generated fromthis appendix is
normative.

Using a formal and machi ne-readabl e syntax for the information node
enabl es the creation of PSAMP-aware tools that can automatically
adapt to extensions to the information nodel, by sinply reading
updat ed i nformati on nodel specifications.

The wide availability of XM.-aware tools and libraries for client
devices is a primary consideration for this choice. In particular,
libraries for parsing XM. docunents are readily available. Al so,
mechani snms such as the Extensible Stylesheet Language (XSL) allow for
transform ng a source XM. docunent into other docunents. This draft
was authored in XM. and transfornmed according to [ RFC2629].

It should be noted that the use of XML in Exporters, Collectors, or
other tools is not nmandatory for the depl oynent of PSAMP. In
particul ar, exporting processes do not produce or consune XM. as part
of their operation. It is expected that PSAMP Col | ectors MAY take
advant age of the nachine readability of the information nodel vs.
hardcodi ng their behavior or inventing proprietary nmeans for
acconmodat i ng ext ensi ons.

<?xm version="1.0" encodi ng="UTF-8""?>
<l--
This XM. docunent is a product of the |IETF | PFI X Worki ng G oup.
Cont act information:
WG charter:
http://ww. ietf.org/htm.charters/ipfix-charter.htn

Mai | ing Lists:
General Discussion: ipfix@etf.org
To Subscribe: http://wwil.ietf.org/mailman/listinfo/ipfix
Ar chi ve:
http://wwl.ietf.org/ mail-archive/web/ipfix/current/index. htn

Edi t or:
Thomas Dietz
NEC Eur ope Ltd.
NEC Labor at ori es Europe
Net wor k Resear ch Di vi sion
Kur f uer st en- Anl age 36
Hei del berg 69115
Ger many
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Emai | : Thomas. D et z@w. necl ab. eu

Benoit Cl aise
Cisco Systemns, Inc.
De Kl eetl aan 6a bl

Degem 1813

Bel gi um

Phone: +32 2 704 5622
Emai | : bcl ai se@i sco. com
Paul Aitken

Ci sco Systens, Inc.
96 Conmmerci al Quay
Edi nburgh EH6 6LX

Scot | and
Phone: +44 131 561 3616
Emai | . pai tken@i sco. com

URI: http://ww.cisco.com

Fal ko Dressl er

Uni versity of Erlangen- Nurenberg
Dept. of Conputer Sciences
Martensstr. 3

Erl angen 91058

Ger many
Phone: +49 9131 85-27914
Enmai | : dressl er@nformati k. uni-erl angen. de

URI: http://ww7.informatik.uni-erlangen. de/ ~dressl er

Georg Carle

Techni cal University of Minich
Institute for Informatics

Bol t zmannstr. 3

Gar chi ng bei Muenchen 85737

Ger many

Phone: +49 89 289-18030

EMail: carle@n.tum de

URI: http://ww. net.in.tumde/~carle/

Abstract:
This meno defines an informati on nodel for the Packet SAMPli ng
(PSAMP) protocol. It is used by the PSAMP protocol for encoding

sampl ed packet data and information related to the Sanpling process.
As the PSAMP protocol is based on the I PFI X protocol, this
information nodel is an extension to the |PFl X information nodel .
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Copyright (c) 2009 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are pernmitted provided that the followi ng conditions
are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the foll ow ng disclai ner

- Redistributions in binary form mnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in
the docunmentation and/or other materials provided with the
di stribution.

- Neither the nanme of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, nmay be used to endorse or pronote
products derived fromthis software w thout specific prior
witten pernission

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FCOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIMTED TO, PRCCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWNEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING | N ANY WAY OUT OF THE USE
OF TH'S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE

This version of the XML document is part of RFC 5477,
see the RFC itself for full |egal notices
-->
<fieldDefinitions xm ns="urn:ietf:paranms:xm :ns:ipfix-info"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:paranms:xm :ns:ipfix-info
i pfix-info.xsd">
<field nane="sel ecti onSequencel d" dat aType="unsi gned64"
dat aTypeSenmanti cs="identifier" el ementld="301" status="current"
group="identifiers">
<descri pti on>
<par agr aph>
From all the packets observed at an Cbservation Point, a subset
of the packets is selected by a sequence of one or nore
Sel ectors. The sel ectionSequenceld is a unique val ue per
observati on Dormai n, specifying the Cbservation Point and the

Dietz, et al. St andards Track [ Page 31]



RFC 5477 PSAMP | nf or mati on Model March 2009

sequence of Sel ectors through which the packets are sel ected.
</ par agr aph>
</ descri ption>
</field>

<field name="sel ectorl d" dataType="unsi gnedl16"
dat aTypeSemanti cs="identifier" el ementld="302" status="current"
group="identifiers">
<descri ption>
<par agr aph>
The Selector IDis the unique IDidentifying a Primtive
Sel ector. Each Primtive Selector nust have a unique IDin the
Observati on Dormai n.
</ par agr aph>
</ descri ption>
</field>

<field name="infornmati onEl enent|d" dataType="unsi gned16"
dat aTypeSemanti cs="identifier" el ementld="303" status="current"
group="identifiers">
<descri ption>
<par agr aph>
This Information El ement contains the I D of another Infornation
El enent .
</ par agr aph>
</ descri ption>
</field>

<field nane="sel ector Al gorithn dataType="unsi gnedl16"

dat aTypeSemanti cs="identifier" el ementld="304" status="current"

group="sanpl i ng configuration">

<descri pti on>

<par agr aph>

This Information El ement identifies the packet sel ection
met hods (e.g., Filtering, Sanpling) that are applied by
the Sel ection Process.

Most of these nmethods have paraneters. Further
Information El enents are needed to fully specify packet
sel ection with these nmethods and all their paraneters.

The nethods |isted below are defined in

[ RFC5475]. For their paraneters,

Information El ements are defined in the infornati on node
docunent. The nanes of these Information El enents are
listed for each nethod identifier
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Further nethod identifiers may be added to the Iist
below. It mght be necessary to define new Information
El ements to specify their paraneters.

The selectorAlgorithmregistry is maintained by | ANA.  New
assignnents for the registry will be adninistered by | ANA
and are subject to Expert Review [ RFC5226] .

The regi stry can be updated when specifications of the new
met hod(s) and any new Information El enents are provided.

The group of experts rmust doubl e check the sel ectorAl gorithm
definitions and Information Elements with al ready defined

sel ectorAlgorithms and Informati on El enents for conpl et eness,
accuracy, and redundancy. Those experts will initially be drawn
fromthe Wrking Goup Chairs and docunent editors of the |IPFIX
and PSAMP Wér ki ng Groups.

The foll owi ng packet selection methods identifiers are
defined here:

o e e e e e e e e oo - - o e e e e e e oo oo oo +
| ID| Met hod | Par anet er s |
T T T LSy U e e e e e oo +
| 1 | Systematic count-based | sanplingPacketlnterval |
| | Sanpling | sanplingPacket Space |
Fom e e e e e e e e e o o e e e e e e e e oo o - +
| 2 | Systematic tine-based | sanplingTinelnterval |
| | Sanpling | sanplingTi meSpace |
T T T LSy U e e e e e oo +
| 3 | Random n-out-of-N | sanplingSize |
| | Sanpling | sanplingPopul ation |
Fom e e e e e e e e e o o e e e e e e e e oo o - +
| 4 | Uniformprobabilistic | sanplingProbability |
I | Sanpling I I
T T T LSy U e e e e e oo +
| 5 | Property Match | no agreed parameters |
| | Filtering | |
Fom e e e e e e e e e o o e e e e e e e e oo o - +
| Hash-based Filtering | hashlnitialiserVal ue |
L LR R + hashl PPayl oadOr f set |
| 6 | using BOB | hashl PPayl oadSi ze |
L R R R R + hashSel ect edRangeM n |
| 7 | using |IPSX | hashSel ect edRangeMax |
R e T T + hashCut put RangeM n |
| 8 | using CRC | hashQut put RangeMax |
Fom e e e e e e e e aa Fom e e e e a e e oo +
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There is a broad variety of possible paraneters that could be
used for Property Match Filtering (5), but currently there are
no agreed paraneters specified.
</ par agr aph>
</ description>
</field>

<field name="sanpl i ngPacket | nterval " dataType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentld="305" status="current"”
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the nunmber of packets that
are consecutively sampled. A value of 100 neans t hat
100 consecutive packets are sanpl ed

For exanple, this Information El enent may be used to describe
the configuration of a systematic count-based Sanpling Sel ector
</ par agr aph>
</ descri ption>
<uni t s>packet s</ uni t s>
</field>

<field nane="sanpl i ngPacket Space" dataType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentl d="306" status="current"
group="sanpl i ng configuration">
<descri ption>
<par agr aph>
This Information El ement specifies the nunber of packets between
two "sanplingPacketlnterval"s. A value of 100 neans that the
next interval starts 100 packets (which are not sanpl ed)
after the current "sanplingPacketlnterval" is over.

For exanple, this Information El ement may be used to describe
the configuration of a systematic count-based Sanpling Sel ector
</ par agr aph>
</ description>
<uni t s>packet s</ uni t s>
</field>

<field nane="sanplingTi nel nterval " dataType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentld="307" status="current"
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the tinme interval in
m croseconds during which all arriving packets are sanpl ed.
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For exanple, this Information El ement may be used to describe
the configuration of a systematic time-based Sanpling Sel ector.
</ par agr aph>
</ description>
<uni t s>m cr oseconds</ uni t s>
</field>

<field name="sanpl i ngTi neSpace" dat aType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentl d="308" status="current"”
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El enent specifies the tine interval in
m croseconds between two "sanplingTinelnterval"s. A value of 100
means that the next interval starts 100 m croseconds
(during which no packets are sanpled) after the current
"sanplingTinelnterval" is over

For exanple, this Information El ement may used to describe the
configuration of a systematic tinme-based Sanpling Sel ector.
</ par agr aph>
</ description>
<uni t s>m cr oseconds</ uni t s>
</field>

<field nane="sanpl i ngSi ze" dataType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentld="309" status="current"”
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the nunber of elenments taken
fromthe parent Popul ation for random Sanpling net hods.

For exanple, this Information El ement may be used to describe
the configuration of a random n-out-of-N Sanpling Sel ector
</ par agr aph>
</ description>
<uni t s>packet s</ uni t s>
</field>

<field nanme="sanpl i ngPopul ati on" dataType="unsi gned32"
dat aTypeSemanti cs="quantity" el enentld="310" status="current"
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the nunber of elenents in the
parent Popul ation for random Sanpli ng net hods.
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For exanple, this Information El ement may be used to describe
the configuration of a random n-out-of-N Sanmpling Sel ector.
</ par agr aph>
</ description>
<uni t s>packet s</ uni t s>
</field>

<field name="sanpl i ngProbability" dataType="fl oat 64"
dat aTypeSemanti cs="quantity" el enentld="311" status="current"”
group="sanpl i ng configuration">
<descri pti on>
<par agr aph>
This Information El enment specifies the probability that a packet
is sanpl ed, expressed as a value between 0 and 1. The
probability is equal for every packet. A value of 0 nmeans no
packet was sanpled since the probability is O.

For exanple, this Information El ement may be used to describe
the configuration of a uniform probabilistic Sanpling Sel ector
</ par agr aph>
</ descri ption>
</field>

<field nane="i pHeader Packet Secti on" dataType="octet Array"
el ement 1 d="313" status="current" group="packet data">
<descri pti on>
<par agr aph>
This Information El ement, which may have a variabl e | ength,
carries a series of octets fromthe start of the |IP header of a
sanpl ed packet .

Wth sufficient length, this el enent also reports octets from
the I P payl oad, subject to [ RFC2804]. See the Security
Consi derations section.

The size of the exported section may be constrai ned due to
limtations in the |IPFIX protocol

The data for this field MIST NOT be padded.
</ par agr aph>
</ description>
</field>

<field name="i pPayl oadPacket Secti on" dat aType="octetArray"
el ement 1 d="314" status="current" group="packet data">
<descri pti on>
<par agr aph>
This Information El enment, which may have a variable | ength,
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carries a series of octets fromthe start of the IP payload of a
sampl ed packet .

The 1 Pv4 payload is that part of the packet that follows the

| Pv4 header and any options, which [RFC0791] refers to as "data"
or "data octets". For exanple, see the exanples in [RFCO791],
Appendi x A

The 1 Pv6 payload is the rest of the packet follow ng the
40-octet 1 Pv6 header. Note that any extension headers present
are considered part of the payload. See [RFC2460] for the |IPv6
speci fication.

The size of the exported section may be constrai ned due to
limtations in the | PFI X protocol

The data for this field MIUST NOT be padded.
</ par agr aph>
</ description>
</field>

<field name="npl sLabel St ackSecti on" dataType="octetArray"
el ement 1 d="316" status="current" group="packet data">
<descri pti on>
<par agr aph>
This Information El ement, which may have a variable |ength,
carries the first n octets fromthe MPLS | abel stack of a
sanpl ed packet.

Wth sufficient length, this elenent also reports octets from
the MPLS payl oad, subject to [ RFC2804]. See the Security
Consi derati ons section.

See [ RFC3031] for the specification of MPLS packets.
See [ RFC3032] for the specification of the MPLS | abel stack

The size of the exported section may be constrai ned due to
limtations in the | PFI X protocol

The data for this field MIUST NOT be padded.
</ par agr aph>
</ description>
</field>

<field name="npl sPayl oadPacket Secti on" dataType="octetArray"

el enment 1 d="317" status="current" group="packet data">
<descri pti on>
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<par agr aph>
This Information El ement, which may have a variabl e |ength,
carries the first n octets fromthe MPLS payl oad of a sanpl ed
packet, being data that follows immediately after the MPLS | abe
st ack.

See [ RFC3031] for the specification of MPLS packets.
See [ RFC3032] for the specification of the MPLS | abel stack

The size of the exported section may be constrained due to
limtations in the | PFI X protocol

The data for this field MIST NOT be padded.
</ par agr aph>
</ description>
</field>

<field nane="sel ectorl dTot al Pkt sCbserved" dataType="unsi gned64"
dat aTypeSemanti cs="t ot al Counter" el ement|d="318" status="current"
group="statistics">
<descri pti on>
<par agr aph>
This Information El ement specifies the total nunber of packets
observed by a Selector, for a specific value of Selectorld.

This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers.
See Section 3.4.2.1 of the IPFI X protocol docunent [RFC5101].
</ par agr aph>
</ description>
<uni t s>packet s</ uni t s>
</field>

<field nane="sel ectorl dTot al Pkt sSel ect ed" dat aType="unsi gned64"
dat aTypeSenmanti cs="tot al Counter" el ementld="319" status="current"
group="statistics">
<descri pti on>
<par agr aph>
This Information El ement specifies the total nunber of packets
sel ected by a Selector, for a specific value of Selectorld.

This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers.
See Section 3.4.2.1 of the IPFIX protocol docunent [RFC5101].
</ par agr aph>

</ description>

<uni t s>packet s</ uni t s>
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</field>

<field name="absol uteError" dataType="fl oat 64"

dat aTypeSenmanti cs="quantity" el enentld="320" status="current"

group="statistics">

<descri pti on>

<par agr aph>

This I nformati on El enent specifies the maxi num possible
measur enent error of the reported value for a given Information
El ement. The absoluteError has the sanme unit as the Information
Element with which it is associated. The real value of the
metric can differ by absoluteError (positive or negative) from
t he nmeasured val ue.

This Information El ement provides only the

error for neasured values. |f an Information El ement contains
an estimated value (from Sanpling), the confidence boundaries
and confidence | evel have to be provided instead, using the
upperClLimt, lowerClLinmt, and confidenceLevel Information

El enent s.

This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers.
See Section 3.4.2.1 of the | PFI X protocol docunent [RFC5101].
</ par agr aph>
</ descri ption>
<uni t s>
The units of the Information Element for which the error is
speci fi ed.
</units>
</field>

<field name="rel ati veError" dataType="fI oat 64"

dat aTypeSenmanti cs="quantity" el enentld="321" status="current"

group="statistics">

<descri pti on>

<par agr aph>

This Information El ement specifies the maxi num possi bl e positive
or negative error ratio for the reported value for a given
Information El enent as a percentage of the nmeasured val ue.
The real value of the netric can differ by relativeError percent
(positive or negative) fromthe neasured val ue.

This Informati on El ement provides only the error for neasured
values. If an Information El ement contains an estimated val ue
(from Sanpling), the confidence boundaries and confi dence

| evel have to be provided instead, using the upperClLimt,
lowerClLimt, and confidencelLevel |nformation El enents
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This Information El ement should be used in an Options Tenpl ate
scoped to the observation to which it refers.
See Section 3.4.2.1 of the IPFI X protocol docunent [RFC5101].
</ par agr aph>
</ description>
</field>

<field nanme="observati onTi meSeconds" dat aType="dat eTi meSeconds"
dat aTypeSemanti cs="quantity" el enentld="322" status="current"”
group="ti nest anps" >
<descri pti on>
<par agr aph>
This Information El enment specifies the absolute time in seconds
of an observati on.
</ par agr aph>
</ description>
<uni t s>seconds</ uni t s>
</field>

<field nane="observationTinmeM | |i seconds"
dat aType="dat eTi reM | | i seconds" dat aTypeSemanti cs="quantity"
el ement 1 d="323" status="current" group="ti nmestanps">
<descri pti on>
<par agr aph>
This Information El ement specifies the absolute tine in
mlliseconds of an observation
</ par agr aph>
</ description>
<units>m || iseconds</units>
</field>

<field nane="observati onTi mreM cr oseconds"
dat aType="dat eTi meM cr oseconds"” dat aTypeSemanti cs="quantity"
el ement 1 d="324" status="current" group="ti nmestanps">
<descri pti on>
<par agr aph>
This Information El ement specifies the absolute tine in
m croseconds of an observation
</ par agr aph>
</ description>
<uni t s>m cr oseconds</ uni t s>
</field>

<field name="observati onTi reNanoseconds"
dat aType="dat eTi mreNanoseconds" dat aTypeSemanti cs="quantity"
el ement 1 d="325" status="current" group="ti nmestanps">
<descri pti on>
<par agr aph>
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This Information El ement specifies the absolute tine in
nanoseconds of an observation
</ par agr aph>
</ description>
<uni t s>nanoseconds</ uni t s>
</field>

<field name="di gest HashVal ue" dat aType="unsi gned64"
dat aTypeSemanti cs="quantity" el enentld="326" status="current"”
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El enment specifies the value fromthe di gest
hash functi on.

See al so Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ description>
</field>

<field nane="hashl PPayl oadOf f set" dat aType="unsi gned64"
dat aTypeSenmanti cs="quantity" el enentld="327" status="current"
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the I P payl oad of fset used by
a Hash-based Sel ection Sel ect or

See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ descri ption>
</field>

<fi el d name="hashl PPayl oadSi ze" dat aType="unsi gned64"
dat aTypeSemanti cs="quantity" el enentl d="328" status="current"
group="hash configuration">
<descri ption>
<par agr aph>
This Information El ement specifies the | P payl oad size used by a
Hash-based Sel ecti on Sel ect or
See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475]
</ par agr aph>
</ description>
</field>
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<field name="hashQut put RangeM n" dat aType="unsi gned64"
dat aTypeSemanti cs="quantity" el enentld="329" status="current"
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El enment specifies the value for the beginning
of a hash function’s potential output range.
See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ description>
</field>

<field name="hashQut put RangeMax" dat aType="unsi gned64"
dat aTypeSemanti cs="quantity" el enentl d="330" status="current"”
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the value for the end of a
hash function’s potential output range.

See al so Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ description>
</field>

<field nane="hashSel ect edRangeM n" dat aType="unsi gned64"
dat aTypeSenmanti cs="quantity" el enentld="331" status="current"
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the value for the beginning
of a hash function's sel ected range.

See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ descri ption>
</field>

<field nane="hashSel ect edRangeMax" dat aType="unsi gned64"
dat aTypeSemanti cs="quantity" el enentl d="332" status="current"
group="hash configuration">
<descri ption>
<par agr aph>
This Information El ement specifies the value for the end of a
hash function’s sel ected range.
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See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ description>
</field>

<field nanme="hashDi gest Qut put" dat aType="bool ean”

dat aTypeSemanti cs="quantity" el enentld="333" status="current"

group="hash configuration">

<descri pti on>

<par agr aph>

This Information El ement contains a bool ean value that is TRUE
if the output fromthis hash Sel ector has been configured to be
included in the packet report as a packet digest, else FALSE

See al so Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ description>
</field>

<field nane="hashlnitialiserVal ue" dataType="unsi gned64"
dat aTypeSenmanti cs="quantity" el enentld="334" status="current"
group="hash configuration">
<descri pti on>
<par agr aph>
This Information El ement specifies the initialiser value to the
hash functi on.

See also Sections 6.2, 3.8, and 7.1 of
[ RFC5475] .
</ par agr aph>
</ descri ption>
</field>

<field nanme="upperClLimt" dataType="fl oat 64"

dat aTypeSemanti cs="quantity" el enentl d="336" status="current"

group="statistics">

<descri ption>

<par agr aph>

This Information El ement specifies the upper limt of a
confidence interval. It is used to provide an accuracy
statement for an estimated value. The confidence linits
define the range in which the real value is assuned to be
with a certain probability p. Confidence limts always need
to be associated with a confidence |level that defines this
probability p. Please note that a confidence interval only
provides a probability that the real value lies within the
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limts. That nmeans the real value can lie outside the
confidence limts.

The upperCiLimt, lowerClLimt, and confidencelLeve

Information El enents should all be used in an Options Tenpl ate
scoped to the observation to which they refer

See Section 3.4.2.1 of the | PFI X protocol docunent [RFC5101].

Note that the upperClLimt, lowerClLimt, and confidencelLeve
are all required to specify confidence, and shoul d be
di sregarded unless all three are specified together
</ par agr aph>
</ descri ption>
</field>

<field nane="lowerClLimt" dataType="fl oat 64"

dat aTypeSenmanti cs="quantity" el enentld="337" status="current"

group="statistics">

<descri pti on>

<par agr aph>

This Information El ement specifies the lower limt of a
confidence interval. For further information, see the
description of upperClLimt.

The upperClLimt, lowerClLimt, and confidencelLeve

Information El enents should all be used in an Options Tenpl ate
scoped to the observation to which they refer

See Section 3.4.2.1 of the IPFI X protocol docunent [RFC5101].

Note that the upperClLimt, lowerClLimt, and confidencelLeve
are all required to specify confidence, and shoul d be
di sregarded unless all three are specified together.
</ par agr aph>
</ description>
</field>

<field nane="confi dencelLevel " dataType="fI oat 64"

dat aTypeSemanti cs="quantity" el enentld="338" status="current"

group="statistics">

<descri pti on>

<par agr aph>

This Information El enment specifies the confidence level. It is
used to provide an accuracy statenent for estinated val ues.
The confidence | evel provides the probability p with which the
real value lies within a given range. A confidence |eve
al ways needs to be associated with confidence Iimts that
define the range in which the real value is assuned to be.
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The upperClLinmt, lowerClLimt, and confidencelLeve

Information El enents should all be used in an Options Tenpl ate
scoped to the observation to which they refer

See Section 3.4.2.1 of the IPFI X protocol docunent [RFC5101].

Note that the upperClLimt, lowerClLimt, and confidencelLeve
are all required to specify confidence, and shoul d be
di sregarded unless all three are specified together.
</ par agr aph>
</ description>
</field>

</fieldDefinitions>
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