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Abstract
Thi s docunent defines an | MAP extension that allows a client to
request specific kinds of unsolicited notifications for specified

mai | boxes, such as nessages being added to or deleted from such
mai | boxes.
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1. Overview and Rational e

The |1 DLE command (defined in [RFC2177]) provides a way for the client
to go into a node where the | MAP server pushes it notifications about
| MAP mai | store events for the selected nmail box. However, the |DLE
ext ension doesn't restrict or control which server events can be
sent, or what information the server sends in response to each event.
Al so, IDLE only applies to the selected mail box, thus requiring an
addi tional TCP connection per nail box.

Thi s docunent defines an | MAP extension that allows clients to
express their preferences about unsolicited events generated by the
server. The extension allows clients to only receive events that
they are interested in, while servers know that they don't need to go
to the effort of generating certain types of untagged responses.

W thout the NOTIFY command defined in this docunent, an | MAP server
will only send information about nmil store changes to the client in
the follow ng cases:

- as the result of a client command (e.g., FETCH responses to a
FETCH or STORE command),

- as unsolicited responses sent just before the end of a command
(e.g., EXISTS or EXPUNGE) as the result of changes in other
sessions, and

- during an | DLE conmand.

The NOTI FY command extends what information may be returned in those
| ast two cases, and also pernmits and requires the server to send

i nformati on about updates between comrands. The NOTIFY comand al so
allows for the client to extend what information is sent unsolicited
about the selected mail box and to request some update information to
be sent regardi ng ot her rmail boxes.

The interaction between | DLE and NOTI FY commands i s described in
Section 4.

For the new nmessages delivered to or appended to the sel ected
mai | box, the NOTIFY command can be used to request that a set of
attributes be sent to the client in an unsolicited FETCH response.
This allows a client to be a passive recipient of events and new nmil
and to be able to maintain full synchronisation without having to

i ssue any subsequent conmands except to nodify the state of the
mai | box on the server.
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Some nobile clients, however, may want nmail "pushed" only for nail
that matches a SEARCH pattern. To neet that need, [RFC5267] is
augnmented by this docunent to extend the UPDATE return option to
specify a list of fetch-atts to be returned when a new nessage i s
del i vered or appended in another session.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The acronym MSN st ands for Message Sequence Nunbers (see Section
2.3.1.2 of [RFC3501]).

Exampl e lines prefaced by "C." are sent by the client and ones
prefaced by "S:", by the server. "[...]" neans elision.

3. The NOTI FY Extension

| MAP servers that support this extension advertise the NOTIFY
capability. This extension adds the NOTI FY conmand as defined in
Section 5. 1.

A server inplenmenting this extension is not required to inplenent
LI ST- EXTENDED [ RFC5258], even though a NOTI FY-conpliant server nust
be able to return extended LI ST responses, defined in [ RFC5258].

3.1. The NOTI FY Comand

Argunents: " SET"
Opti onal STATUS i ndi cat or
Mai | boxes to be watched
Events about which to notify the client

O
Argunents: " NONE"

Responses: Possi bly untagged STATUS responses (for SET)

Resul t: K - The server will notify the client as requested.
NO - Unsupported NOTIFY event, NOTIFY too conplex or
expensi ve, etc.
BAD - Conmand unknown, invalid, unsupported, or has
unknown ar gunents.
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The NOTI FY command infornms the server that the client listens for
event notifications all the tine (even when no command is in
progress), and requests the server to notify it about the specified
set of events. The NOTIFY command has two forns. NOTIFY NONE
specifies that the client is not interested in any kind of event
happeni ng on the server. NOTIFY SET replaces the current list of
interesting events with a new list of events.

Until the NOTIFY command is used for the first tine, the server only
sends notifications while a conmand i s being processed, and notifies
the client about these events on the selected nmil box (see Section 5
for definitions): MessageNew, MessageExpunge, or FlagChange. It does
not notify the client about any events on other mail boxes.

The effect of a successful NOTIFY command | asts until the next NOTIFY
command or until the | MAP connection is cl osed.

A successful NOTIFY SET command MJST cause the server to inmediately
return any accunul ated changes to the currently selected nmail box (if
any), such as flag changes and new or expunged nmessages. Thus, a
successful NOTIFY SET command inplies an inplicit NOOP command.

The NOTIFY SET conmand can request notifications of nessage-rel ated
changes to the selected nail box, whatever that may be at the tine the
message notifications are being generated. This is done by
specifying either the SELECTED or the SELECTED- DELAYED mai | box

sel ector (see Section 6.1) in the NOTIFY SET command. |f the
SELECTED/ SELECTED- DELAYED muai | box sel ector is not specified in the
NOTI FY SET command, this nmeans that the client doesn't want to
recei ve any <message-event>s for the currently sel ected mail box.

This is the sane as specifying SELECTED NONE

The client can al so request notifications on other nail boxes by nane
or by alimted mailbox pattern match. Message-related notifications
returned for the currently selected nail box will be those specified
by the SELECTED/ SELECTED- DELAYED nmi | box specifier, even if the

sel ected nmil box al so appears by nane (or matches a pattern) in the
command. Non-nessage-rel ated notifications are controlled by mail box
specifiers other than SELECTED/ SELECTED- DELAYED.

If the NOTIFY command enabl es MessageNew, MessageExpunge,
Annot at i onChange, or Fl agChange notifications for a nmilbox other
than the currently selected mail box, and the client has specified the
STATUS i ndi cat or parameter, then the server MJST send a STATUS
response for that mail box before NOTIFY' s tagged OK. |If MessageNew

i s enabl ed, the STATUS response MJST contai n MESSAGES, Ul DNEXT, and
U DVALIDI TY. |f MessageExpunge is enabl ed, the STATUS response MJST
contain MESSACES. |If either AnnotationChange or Fl agChange are
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i ncluded and the server al so supports the CONDSTORE [ RFC4551] and/ or
QRESYNC [ RFC5162] extensions, the STATUS response MJST contain

U DVALI DI TY and H GHESTMODSEQ  Absence of the STATUS i ndi cator
paraneter allows the client to avoid the additional STATUS responses.
This might be useful if the client already retrieved this information
before issuing the NOTI FY conmand.

Clients are advised to limt the nunber of mail boxes used with

NOTI FY. Particularly, if a client asks for events for all accessible
mai | boxes, the server may swanp the client with updates about shared
mai | boxes. This may reduce the client’'s battery life. Aso, this
wast es both server and network resources.

For each mail box specified, the server verifies that the client has
access using the follow ng test:

- |If the name does not refer to an existing mailbox, the server MJST
ignhore it.

- If the nane refers to a mail box that the client can’t LIST, the
server MJST ignore it. For a server that inplenments [ RFC4314],
this neans that if the client doesn’'t have the "I’ (lookup) right
for the name, then the server MJST ignore the mail box. This
behavi or prevents disclosure of potentially confidential
information to clients who don’t have rights to know it.

- If the name refers to a mailbox that the client can LIST (e.g., it
has the 'I’' right from[RFC4314]), but the client doesn't have
anot her right required for processing of the specified event(s),
then the server MUST respond with an untagged extended LI ST
response containing the \NoAccess nane attri bute.

The server SHOULD return the tagged OK response if the client has
access to at |east one of the nail boxes specified in the current I|ist
of interesting events. The server MAY return the tagged NO response
if the client has no access to any of the specified mail boxes and no
access can ever be granted in the future (e.g., the client specified
an event for ’'Subtree Bar/Foo', ’'Bar/Foo’ doesn't exist, and LIST
returns \Noinferiors for the parent 'Bar’).

If the notification would be prohibitively expensive for the server

(e.g., "notify ne of all flag changes in all mail boxes"), the server
MAY refuse the command with a tagged NO [ NOTI FI CATI ONOVERFLOW
response.

Gul brandsen, et al. St andards Track [ Page 6]



RFC 5465 I MAP NOTI FY Ext ensi on February 2009

If the client requests information for events of an unsupported type,
the server MJST refuse the conmand with a tagged NO response (not a
BAD). This response SHOULD contain the BADEVENT response code, which
MUST |ist names of all events supported by the server

Here’'s an exanpl e:

OK [ CAPABI LI TY | MAPAREV1 NOTI FY]

| ogin bob alice

OK Password mat ched

notify set status (sel ected MessageNew (uid

body. peek[ header.fields (fromto subject)]) MessageExpunge)
(subtree Lists MessageNew)

* STATUS Li sts/Lenobnade (U DVALIDI TY 4 U DNEXT 9999 MESSAGES
500)

ONOw
T *

-

STATUS Li sts/ 1 n2000 (U DVALI DI TY 901 U DNEXT 1 MESSAGES 0)
OK done
sel ect inbox
...] (the usual 7-8 responses to SELECT)

OK | NBOX sel ected

(Tinme passes. A new nessage is delivered to mail box

Li st s/ Lenpnade.)
* STATUS Li sts/Lenpnade (U DVALI DI TY 4 U DNEXT 10000
MESSAGES 501)

(Time passes. A new nmessage is delivered to inbox.)

* 127 FETCH (U D 127001 BODY[ HEADER. FI ELDS (From To
Subj ect)] {75}
Subj ect: Re: good norning
From alice@xanple.org
To: bob@xanpl e. org

)

WOy v
O/ O T *—

%

Wuunn v

(Time passes. The client decides it wants to know about
one nore nailbox. As the client already knows necessary
STATUS information for all mail boxes bel ow the Lists
mai | box, and because "notify set status" would cause
STATUS responses for *all* mail boxes specified in the
NOTI FY command, including the ones for which the client
al ready knows STATUS information, the client issues an
explicit STATUS request for the mailbox to be added to
the watch list, followed by the NOTIFY SET without the
STATUS par aneter.)

C. d STATUS misc (U DVALIDITY U DNEXT MESSAGES)

S: * STATUS misc (U DVALIDITY 1 U DNEXT 999)

S: d STATUS conpl et ed
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4.

C. e notify set (selected MessageNew (uid
body. peek[ header.fields (fromto subject)]) MessageExpunge)
(subtree Lists MessageNew) (mail boxes m sc MessageNew)

S: e K done

Interaction with the | DLE Command

If IDLE [ RFC2177] (as well as this extension) is supported, then
whi | e processing any | DLE command, the server MJST send exactly the
sanme events as instructed by the client using the NOTI FY conmand.

NOTI FY makes | DLE unnecessary for sone clients. |If a client does not
use MsNs and '*’' in commands, it can request MessageExpunge and
MessageNew for the selected mail box by using the NOTIFY conmrand

i nstead of entering the |IDLE node.

A client that uses MSNs and "*’' in commands can still use the NOTIFY
command if it specifies the SELECTED DELAYED nui | box specifier in the
NOTI FY command.

Event Types

Only sone of the events in [ RFC5423] can be expressed in | MAP, and
for sone of themthere are several possible ways to express the
event .

This section specifies the events of which an | MAP server can notify
an | MAP client, and how.

The server SHOULD omit notifying the client if the event is caused by
this client. For exanple, if the client issues CREATE and has
requested a Mil boxName event that would cover the newy created
mai | box, the server SHOULD NOT notify the client of the Mil boxName
change.

Al'l event types described in this docunent require the "I’ and 'r
rights (see [RFC4314]) on all observed numil boxes. Servers that don’t
i mpl ement [ RFC4314] should map the above rights to their access-
control nodel

If the FlagChange and/or Annotati onChange events are specified,
MessageNew and MessageExpunge MJST al so be specified by the client.
O herwi se, the server MJST respond with the tagged BAD response.

If one of MessageNew or MessageExpunge is specified, then both events
MUST be specified. Oherw se, the server MIST respond with the
t agged BAD response.
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The client can instruct the server not to send an event by onmitting
the necessary event fromthe |list of events specified in NOTIFY SET,
by using the NONE event specifier in the NOIl FY SET, or by using
NOTI FY NONE. I n particular, NOTIFY SET ... NONE can be used as a
snapshot facility by clients.

5.1. Fl agChange and Annot ati onChange

If the flag and/or message annotation change happens in the sel ected
mai | box, the server MUST notify the client by sending an unsolicited
FETCH response, which MJST include U D and FLAGS/ ANNOTATI ON FETCH
data itens. It MAY al so send new FLAGS and/or OK [ PERMANENTFLAGS

.] responses.

If a search context is in effect as specified in [ RFC5267], an
ESEARCH ADDTO or ESEARCH REMOVEFROM wi || al so be generated, if
appropriate. In this case, the FETCH response MJST precede the
ESEARCH r esponse.

If the change happens in another mail box, then the server responds
with a STATUS response. The exact content of the STATUS response
depends on various factors. |f CONDSTORE [ RFC4551] and/or QRESYNC

[ RFC5162] are enabled by the client, then the server sends a STATUS
response that includes at | east H GHESTMODSEQ and Ul DVALIDI TY st at us
data items. |f the nunber of nessages with the \Seen flag changes,
the server MAY al so include the UNSEEN data itemin the STATUS
response. |f CONDSTORE/ QRESYNC is not enabled by the client and the
server chooses not to include the UNSEEN data item the server does
not notify the client. Wen this event is requested, the server MJST
notify the client about nmil box U DVALIDI TY changes. This is done by
sendi ng a STATUS response that includes U DVALID TY

Fl agChange covers the MessageRead, MessageTrash, FlagsSet, and
Fl agsCl ear events in [ RFC5423].

Exanmpl e in the sel ected mail box:
S: * 99 FETCH (U D 9999 FLAGS ($Junk))

And in another mmil box, with CONDSTORE i n use:

S: * STATUS Lists/Lenpnade (H GHESTMODSEQ 65666665 Ul DVALI DI TY
101)
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5.2. MessageNew
Thi s covers both MessageNew and MessageAppend in [ RFC5423].

If the new appended nessage is in the selected nail box, the server
notifies the client by sending an unsolicited EXI STS response,

foll owed by an unsolicited FETCH response containing the information
requested by the client. A FETCH response SHOULD NOT be generated
for a new nmessage created by the client on this particul ar
connection, for instance, as the result of an APPEND or COPY comrand
to the selected nail box perfornmed by the client itself. The server
MAY al so send a RECENT response, if the server narks the nessage as
\ Recent .

Note that a single EXI STS response can be returned for nultiple
MessageAppend/ MessageNew events.

If a search context is in effect as specified in [ RFC5267], an
ESEARCH ADDTO wi Il al so be generated, if appropriate. 1In this case,
the EXI STS response MJST precede the ESEARCH response. Both the

NOTI FY command and the SEARCH and SORT commands (see Section 7) can
specify attributes to be returned for new nessages. These attributes
SHOULD be conbined into a single FETCH response. The server SHOULD
avoi d sending duplicate data. The FETCH response(s) MJST fol |l ow any
ESEARCH ADDTO r esponses.

If the new appended nmessage is in another mail box, the server sends
an unsolicited STATUS (U DNEXT MESSAGES) response for the rel evant
mai | box. |If the CONDSTORE extension [ RFC4551] and/or the QRESYNC
extension [ RFC5162] is enabl ed, the H GHESTMODSEQ status data item
MUST be included in the STATUS response.

The client SHOULD NOT use FETCH attributes that inmplicitly set the
\seen flag, or that presuppose the existence of a given bodypart.
U D, MODSEQ FLAGS, ENVELOPE, BODY. PEEK[ HEADER. FI ELDS... and

BODY/ BODYSTRUCTURE nmay be the nost useful attributes.

Note that if a client asks to be notified of MessageNew events with
the SELECTED mai | box specifier, the number of messages can increase
at any tine, and therefore the client cannot refer to a specific
message using the VSN U D ' *’

Exanpl e in the sel ected mail box:
S. * 444 EXI STS
S. * 444 FETCH (U D 9999)

And in another nmil box, w thout CONDSTORE enabl ed:
S: * STATUS Li sts/Lenpnade (U DNEXT 10002 MESSAGES 503)
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5. 3.

5. 4.

aul

MessageExpunge

If the expunged nessage or messages are in the selected mail box, the
server notifies the client using EXPUNGE (or VAN SHED, if [RFC5162]
is supported by the server and enabled by the client).

If a search context is in effect, as specified in [RFC5267], an
ESEARCH REMOVEFROM wi | | al so be generated, if appropriate

If the expunged nessage or nessages are in another nmail box, the
server sends an unsolicited STATUS (U DNEXT MESSAGES) response for
the relevant mailbox. [|f the QRESYNC [ RFC5162] extension is enabled,
the H GHESTMODSEQ data item MJUST be included in the STATUS response
as well.

Note that if a client requests MessageExpunge with the SELECTED
mai | box specifier, the nmeaning of an MSN can change at any tine, so
the client cannot use MSNs in conmands anynore. For exanple, such a
client cannot use FETCH, but has to use U D FETCH  The neani ng of
"*’ can al so change when nessages are added or expunged. A client

wi shing to keep using MSNs can either use the SELECTED- DELAYED
mai | box specifier or can avoid using the MessageExpunge event
entirely.

The MessageExpunge notification covers both MessageExpunge and
MessageExpire events from [ RFC5423].

Exanpl e in the selected mail box, w thout QRESYNC
S: * 444 EXPUNGE

The sane exanple in the selected nmail box, wth QRESYNC.
S: * VAN SHED 5444

And i n another mail box, when QRESYNC i s not enabl ed:
S: * STATUS misc (U DNEXT 999 MESSAGES 554)

Mai | boxNane

These notifications are sent if an affected mail box name was created
(with CREATE), deleted (with DELETE), or renamed (with RENAVE). For
a server that inplenents [ RFC4314], granting or revocation of the I
right to the current user on the affected nail box MJST be consi dered
mai | box creation or deletion, respectively. |If a mailbox is created
or deleted, the mailbox itself and its direct parent (whether it is

an existing mail box or not) are considered to be affected.
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The server notifies the client by sending an unsolicited LIST
response for each affected mail box name. |If, after the event, the
mai | box nanme does not refer to a mail box accessible to the client,
the \ Nonexi stent flag MJST be included.

For each LI STable mmil box renaned, the server sends an extended LI ST
response [ RFC5258] for the new nmail box nane, containing the OLDNAVE
extended data itemwith the old nmil box nane. Wen a nmilbox is
renaned, its children are renaned too. No additional WMail boxNane
events are sent for children in this case. Wen INBOX is renaned, a
new | NBOX is assuned to be created. No Ml boxNane event is sent for
INBOX in this case

If the server automatically subscribes a mailbox when it is created
or renamed, then the unsolicited LIST response for each affected
subscri bed mail box name MJUST include the \Subscribed attribute (see
[ RFC5258]). The server SHOULD al so include \HasChildren or

\ HasNoChi |l dren attributes [ RFC5258] as appropriate.

Exanpl e of a newly created mail box (or granting of the "I’ right on
the mai |l box):
S: * LIST () "/" "NewMail box"

And a del eted mail box (or revocation of the "I’ right on the
mai | box) :
S: * LIST (\NonExistent) "." "I1NBOX. Del et edMai | box"

Exanpl e of a renaned nail box:
S: * LIST () "/" "NewMnil box" ("OLDNAME" ("Q dMail box"))

5.5. Subscri ptionChange

The server notifies the client by sending an unsolicited LIST
response for each affected mailbox nane. |If and only if the mail box
is subscribed after the event, the \Subscribed attribute (see

[ RFC5258]) is included. Note that in the LIST response, all mail box
attributes MJST be accurately conputed (this differs fromthe
behavi or of the LSUB conmand).

Exanpl e:
S: * LIST (\Subscribed) "/" "SubscribedMil box"

5.6. Mail boxMet adat aChange
Support for this event type is OPTIONAL unl ess the METADATA extension

[ RFC5464] is also supported by the server, in which case support for
this event type is REQU RED.
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Aclient willing to receive unsolicited METADATA responses as a
result of using the Mil boxMetadat aChange event in the NOTI FY comrmand
doesn’t have to issue ENABLE METADATA.

The server sends an unsolicited METADATA response (as per Section
4.4.2 of [RFC5464]). |If possible, only the changed netadata SHOULD
be included, but if the server can't detect a change to a single
metadata item it MAY include all metadata itens set on the mail box.
If a netadata itemis deleted (set to NIL), it MJIST al ways be

i ncluded in the METADATA response.

Exanpl e:
S: * METADATA "I NBOX" /shared/ comrent

5.7. Server Met adat aChange

Support for this event type is OPTIONAL unl ess the METADATA or the
METADATA- SERVER ext ensi on [ RFC5464] is al so supported by the server,
in which case support for this event type i s REQU RED

Aclient willing to receive unsolicited METADATA responses as a
result of using the Server Met adat aChange event in the NOTIFY command
doesn’t have to issue ENABLE METADATA or ENABLE METADATA- SERVER

The server sends an unsolicited METADATA response (as per Section
4.4.2 of [RFC5464]). Only the nanmes of changed netadata entries
SHOULD be returned in such METADATA responses. |If a nmetadata itemis
deleted (set to NIL), it MJIST always be included in the METADATA
response.

Exanpl e:
S: * METADATA "" [/ shared/ comrent

5.8. Notification Overfl ow

If the server is unable or unwilling to deliver as many notifications
as it is being asked to, it may disable notifications for sonme or al
clients. It MJIST notify these clients by sending an untagged "OK

[ NOTI FI CATI ONOVERFLOWN " response and behave as if a NOTI FY NONE
command had just been received.

Exanpl e:
S: * OK [ NOTI FI CATI ONOVERFLOW ... A comment can go here...
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5.9. ACL (Access Control List) Changes

Even if NOTIFY succeeds, it is still possible to | ose access to the
mai | boxes being nonitored at a later time. |If this happens, the
server MJST stop nonitoring these mail boxes. |f access is later

granted, the server MJST restart event nonitoring.

The server SHOULD return the LI ST response with the \ NoAccess nane
attribute if and when the nail box loses the "I’ right. Simlarly,
the server SHOULD return the LI ST response with no \ NoAccess nane
attribute if the nail box was previously reported as having \ NoAccess
and the "I’ right is later granted.

6. Mil box Specification
Mai | boxes to be nonitored can be specified in several different ways.

Only ' SELECTED and ' SELECTED- DELAYED (Section 6.1) match the
currently selected nmail box. Al other mail box specifications affect
ot her (non-sel ected) mail boxes.

Note that nultiple <event-group>s can apply to the sanme nmil box. The
foll owi ng exanpl e denonstrates this. |n this exanple, MssageNew and
MessageExpunge events are reported for INBOX, due to the first
<event-group>. A SubscriptionChange event will also be reported for

I NBOX, due to the second <event-group>

C. a notify set (mailboxes | NBOX ( Messagenew nessageExpunge))
(personal (SubscriptionChange))

A typical client that supports the NOTIFY extension would ask for
events on the selected nail box and sone naned nail boxes.

In the next exanple, the client asks for FlagChange events for al
personal nmail boxes except the currently selected nmail box. This is
different fromthe previous exanpl e because SELECTED overrides al
ot her nessage event definitions for the currently sel ected mail box
(see Section 3.1).

C. anotify set (selected (Messagenew (uid flags) nmessageExpunge))
(personal (MessageNew Fl agChange MessageExpunge))

6.1. Milbox Specifiers Affecting the Currently Sel ected Mail box
Only one of the mail box specifiers affecting the currently sel ected

mai | box can be specified in any NOTI FY conmand. The two such nail box
specifiers (SELECTED and SELECTED- DELAYED) are descri bed bel ow.
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Both refer to the nmail box that was sel ected using either SELECT or
EXAM NE (see [ RFC3501], Sections 6.3.1 and 6.3.2). \Wen the | MAP
connection is not in the selected state, such mail box specifiers

don’t refer to any nmail box.

The nmail box specifiers only apply to <nessage-event>s. It is an
error to specify other types of events with either the SELECTED or

t he SELECTED- DELAYED sel ect or.

6.1.1. Selected

The SELECTED nmi | box specifier requires the server to send i medi ate
notifications for the currently sel ected nail box about all specified

<message- event >s.
6.1.2. Sel ected-Del ayed

The SELECTED- DELAYED nmi | box specifier requires the server to delay a
MessageExpunge event until the client issues a command that allows
returning informati on about expunged nessages (see Section 7.4.1 of

[ RFC3501] for nore details), for exanple, till a NOOP or an |IDLE
command has been issued. Wen SELECTED DELAYED is specified, the
server MAY al so delay returning other <message-event>s until the
client issues one of the conmmands specified above, or it MAY return

them i medi ately.

6. 2. Per sona

Personal refers to all selectable nail boxes in the user’s persona
nanespace(s), as defined in [ RFC2342].

6. 3. | nboxes

I nboxes refers to all selectable mailboxes in the user’s persona
nanespace(s) to which nessages nmay be delivered by a Message Delivery
Agent (MDA) (see [EMAIL-ARCH], particularly Section 4.3.3).

If the | MAP server cannot easily conpute this set, it MJST treat
"inboxes" as equivalent to "personal”

6.4. Subscribed
Subscri bed refers to all rmail boxes subscribed to by the user

If the subscription list changes, the server MJST reeval uate the
l'ist.
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6.5. Subtree

Subtree is followed by a mail box name or |ist of mail box nanes. A
subtree refers to all selectable nmilboxes that are subordinate to
the specified mail box plus the specified mailbox itself.

6.6. Muil boxes

Mai | boxes is followed by a mail box name or a list of mailbox nanes.
The server MJUST NOT do a wildcard expansion. This neans there is no
special treatnment for the LIST wildcard characters ("* and "%) if
they are present in mail box nanes.

7. Ext ensi on to SEARCH and SORT Commands

If the server that supports the NOTIFY extension al so supports
CONTEXT=SEARCH and/ or CONTEXT=SORT as defined in [ RFC5267], the
UPDATE return option is extended so that a client can request that
FETCH attri butes be returned when a new nmessage is added to the
context result set.

For exanpl e:

C: a00 SEARCH RETURN ( COUNT UPDATE (Ul D BODY[ HEADER FI ELDS ( TO
FROM SUBJECT)])) FROM "boss"

* ESEARCH ( TAG "a00") (COUNT 17)

a00 K

[...a new nessage is delivered...]

* EXI STS 93

* 93 FETCH (U D 127001 BODY[ HEADER. Fl ELDS ( FROM TO SUBJECT) ]
{76}

Subj ect: Re: good norning
From myboss@xample.org
To: bob@xanpl e.org

WOy uvu 0n

)
* ESEARCH ( TAG "a00") ADDTO (0 93)

Note that the EXI STS response MJST precede any FETCH responses, and
toget her they MJST precede the ESEARCH response.

No unt agged FETCH response SHOULD be returned if a nessage becones a
menber of UPDATE SEARCH due to flag or annotation changes.
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8.

Formal Synt ax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234]. [RFC3501] defines

the non-terminals "capability", "comrand-auth", "nailbox", "mail box-
data", "resp-text-code", and "search-key". The "nodifi er-update"
non-termnal is defined in [RFC5267]. "nbx-list-oflag" is defined in

[ RFC3501] and updated by [RFC5258].

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplementations MJST
accept these strings in a case-insensitive fashion. For exanple, the
<filter-mail boxes-sel ected> non-term nal value "SELECTED' nust be
treated in the same way as "Sel ected" or "sel ected".

capability =/ " NOTI FY"
conmand- aut h =/ notify
notify = "NOTI FY" SP

(notify-set / notify-none)

notify-set "SET" [status-indicator] SP event-groups
Repl ace registered notification events

; wWith the specified |ist of events

" NONE"

Cancel all registered notification

; events. The client is not interested
; in receiving any events.

noti fy-none

status-indi cator = SP " STATUS"

one-or-nore-mai | box = nail box / many-nmai | boxes

many- mai | boxes = "(" mailbox *(SP rmail box) ")"
event - gr oups = event-group *(SP event-group)
event - gr oup ="(" filter-mail boxes SP events ")"

;7 Only <nmessage-event>s are allowed in <events>
i when <filter-mail boxes-sel ected> is used.

filter-mail boxes = filter-mmil boxes-sel ected /
filter-mil boxes-other
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filter-mail boxes-other = "inboxes" / "personal" / "subscribed" /
( "subtree" SP one-or-nore-mailbox ) /
( "mail boxes" SP one-or-nore-nmnail box )

filter-mail boxes-selected = "sel ected" / "sel ected-del ayed"
;7 Apply to the currently selected nail box only.
;7 Only one of them can be specified in a NOTIFY
;; command.

events = ( "(" event *(SP event) ")" ) [/ "NONE"
;7 As in [ MBGEVENT].
;7 "NONE" neans that the client does not w sh
;; to receive any events for the specified
;; mail boxes.

event = nessage-event /
mai | box-event / user-event / event-ext

nmessage- event = ( "MessageNew' [SP
"(" fetch-att *(SP fetch-att) ")" ] )
"MessageExpunge”
" Fl agChange"
" Annot at i onChange"
"MessageNew' includes "MessageAppend" from
[ MSGEVENT] . "Fl agChange" is any of
"MessageRead", "MessageTrash", "FlagsSet",
"Fl agsd ear” [ MSGEVENT]. "MessageExpunge”
i ncl udes "MessageExpire" [ MSGEVENT].
MessageNew and MessageExpunge MJST al ways
be specified together. |If FlagChange is
speci fied, then MessageNew and MessageExpunge
MJUST be specified as well.
The fett-att list may only be present for the
SELECTED/ SELECTED- DELAYED mai | box filter
(<filter-mail boxes>).

T -

" Mai | boxNane" /
Subscri pti onChange" / "Mil boxMet adat aChange"
"Subscri pti onChange” incl udes
Mai | boxSubscri be and Mai | boxUnSubscri be.
"Mai | boxNanme" includes Mail boxCreate,
"Mai | boxDel ete" and " Mai | boxRenane".

mai | box- event

user - event = " Server Met adat aChange"

event - ext = atom
;. For future extensions
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ol dnane- extended-item = "COLDNAME" SP " (" mail box ")"
;; Extended data item (nbox-list-extended-itemn
;; returned in a LIST response when a nail box is
;; renaned.
;7 Note 1. the OLDNAME tag can be returned
;7 With or without surroundi ng quotes, as per
;; nbox-1ist-extended-itemtag production

resp-text-code =/ "NOTI FI CATI ONOVERFLOW /
unsupport ed- event s- code

message- event - namne = "MessageNew' /
"MessageExpunge" / "Fl agChange" /
" Annot at i onChange"

event - name = nessage-event-nanme / mail box-event /
user - event

unsupport ed- event s- code = " BADEVENT"
SP "(" event-nane *(SP event-nane) ")"

nmodi fi er-update = " UPDATE"
[ "(" fetch-att *(SP fetch-att) ")" ]

mbx-1ist-oflag =/ "\ NoAccess"
Security Considerations

It is very easy for a client to deny itself service using NOTIFY.
Asking for all events on all nail boxes may work on a small server,
but with a big server, can swanp the client’s network connection or
processing capability. |In the worst case, the server’s processing
could al so degrade the service it offers to other clients.

Server authors should be aware that if a client issues requests and
does not listen to the resulting responses, the TCP wi ndow can easily
fill up, and a careless server mght block. This problemalso exists
in plain | MAP, however, this extension magnifies the probl em

This extension nmakes it possible to retrieve nessages i medi ately
when they are added to the mail box. This nakes it wholly inpractica
to delete sensitive nessages using prograns like imapfilter. Using
SI EVE [ RFC5228] or similar is nuch better
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10.

10.

11.

| ANA Consi derati ons
The | ANA has added NOTIFY to the |ist of | MAP extensions.
1. Initial LIST-EXTENDED Extended Data |tem Regi strations

The following entry has been added to the LI ST-EXTENDED r esponse
registry [ RFC5258]:

To: iana@ana.org
Subj ect: Registration of OLDNAME LI ST- EXTENDED ext ended data item

LI ST- EXTENDED ext ended data itemtag: OLDNAME

LI ST- EXTENDED ext ended data item description: The OLDNAME ext ended
data item describes the old mail box nane for the mail box
identified by the LIST response.

Whi ch LI ST- EXTENDED option(s) (and their types) causes this extended
data itemto be returned (if any): none

Publ i shed specification : RFC 5465, Section 5. 4.
Security considerations: none
I nt ended usage: COVMON

Person and emai|l address to contact for further information: Al exey
Mel ni kov <Al exey. Mel ni kov@ sode. con®

Onner/ Change controller: iesg@etf.org
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