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The | MAP METADATA Ext ensi on
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The NMETADATA extension to the Internet Message Access Protoco

permits clients and servers to naintain "annotations" or "netadata"
on | MAP servers. It is possible to have annotations on a per-mail box
basis or on the server as a whole. For exanple, this would allow
comrents about the purpose of a particular mailbox to be "attached”
to that mail box, or a "nessage of the day" containing server status
informati on to be nade avail able to anyone logging in to the server
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1. Introduction and Overview
The goal of the METADATA extension is to provide a neans for clients
to set and retrieve "annotations" or "metadata" on an | MAP server
The annot ations can be associated with specific nail boxes or the
server as a whole. The server can choose to support only server
annot ati ons or both server and mail box annotations.
A server that supports both server and mail box annotations indicates
the presence of this extension by returning "METADATA" as one of the
supported capabilities in the CAPABILITY conmand response.
A server that supports only server annotations indicates the presence
of this extension by returning "METADATA- SERVER' as one of the
supported capabilities in the CAPABILITY conmrand response.
A server that supports unsolicited annotation change responses MJST
support the "ENABLE" [RFC5161] extension to allow clients to turn
that feature on.

The METADATA extension adds two new conmands and one new unt agged
response to the | MAP base protocol

Thi s extension nmakes the foll owi ng changes to the | MAP protocol
0 adds a new SETMETADATA conmmand

0 adds a new GETMETADATA command

0 adds a new METADATA unt agged response

0 adds a new METADATA response code

The rest of this docunment describes the data nodel and protoco
changes nore rigorously.

2. Conventions Used in This Document

In examples, "C:" and "S:" indicate |lines sent by the client and
server, respectively.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Wi t espace and |ine breaks have been added to the exanples in this
docunent to pronote readability.
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3. Data Mbdel
3.1. Overview

Mai | boxes or the server as a whole nmay have zero or nobre annotations
associated with them An annotation contains a uniquely naned entry,
whi ch has a value. Annotations can be added to nuail boxes when a
mai | box nanme is provided as the first argument to the SETMETADATA
command, or to the server as a whole when the enpty string is
provided as the first argunment to the command.

For exanple, a general coment being added to a nmil box nmay have an
entry name of "/conment" and a val ue of "Really useful mail box"

The protocol changes to | MAP described below allow a client to access
or change the values of any annotation entry, assuming it has
sufficient access rights to do so.

3.2. Nanespace of Entries

Each annotation is an entry that has a hierarchical nanme, with each
conponent of the nane separated by a slash ("/"). An entry name MJST
NOT contain two consecutive "/" characters and MJUST NOT end with a
"/" character.

The value of an entry is NIL (has no value), or a string or binary
data of zero or nore octets. A string MAY contain nultiple |ines of
text. Cdients MJST use the CRLF (0xOD Ox0A) character octet sequence
to represent line ends in a multi-line string val ue.

Entry nanmes MJUST NOT contain asterisk ("*") or percent ("%)
characters and MJUST NOT contain non-ASCI| characters or characters
with octet values in the range 0x00 to 0x19. Invalid entry nanes
result in a BAD response in any | MAP command in which they are used.

Entry nanmes are case-insensitive

Use of control or punctuation characters in entry nanes is strongly
di scour aged.

This specification defines an initial set of entry nanes avail abl e
for use with mail box and server annotations. |n addition, an

ext ensi on nechanismis described to allow additional nanes to be
added for extensibility.

The first conponent in entry nanes defines the scope of the

annotation. Currently, only the prefixes "/private" or "/shared" are
defined. These prefixes are used to indicate whether an annotation
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is stored on a per-user basis ("/private") and not visible to other
users, or whether an annotation is shared between authorized users
("/shared") with a single value that can be read and changed by

aut hori zed users with appropriate access. See Section 3.3 for
detail s.

Entry nanes can have any number of conponents starting at 2, unless
they fall under the vendor nanespaces (i.e., have a /shared/vendor/
<vendor -t oken> or /private/vendor/<vendor-token> prefix as descri bed
bel ow), in which case they have at |east 4 conponents.

3.2.1. Entry Nanes

Entry nanmes MJST be specified in a Standards Track or |ESG approved
Experimental RFC, or fall under the vendor namespace. See
Section 6.1 for the registration tenplate.

3.2.1.1. Server Entries

These entries are set or retrieved when the mail box nane argunent to
the new SETMETADATA or GETMETADATA conmand is the enpty string

/ shar ed/ comrent

Defines a comment or note that is associated with the server and
that is shared with authorized users of the server.

/ shared/ adm n

I ndicates a nmethod for contacting the server adm nistrator. The
val ue MUST be a URI (e.g., a mailto: or tel: URL). This entry is
al ways read-only -- clients cannot change it. It is visible to
aut hori zed users of the system

/ shar ed/ vendor/ <vendor -t oken>

Defines the top level of shared entries associated with the
server, as created by a particular product of sone vendor. This
entry can be used by vendors to provide server- or client-specific
annot ati ons. The vendor-token MJST be registered with | ANA using
the Application Configuration Access Protocol (ACAP) [ RFC2244]
vendor subtree registry.

[ privat e/ vendor/ <vendor - t oken>
Defines the top level of private entries associated with the

server, as created by a particular product of sone vendor. This
entry can be used by vendors to provide server- or client-specific
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annotati ons. The vendor-token MJST be registered with | ANA using
the ACAP [ RFC2244] vendor subtree registry.

3.2.1.2. Mailbox Entries

3.

3.

These entries are set or retrieved when the mail box nane argument to
t he new SETMETADATA or GETMETADATA conmand is not the enpty string

/ shar ed/ comment
Defines a shared conmment or note associated with a mail box.
[ privat e/ conment

Defines a private (per-user) conment or note associated with a
mai | box.

/ shar ed/ vendor/ <vendor -t oken>

Defines the top | evel of shared entries associated with a specific
mai | box, as created by a particul ar product of sonme vendor. This
entry can be used by vendors to provide client-specific
annot ati ons. The vendor-token MJST be registered with | ANA using
the ACAP [ RFC2244] vendor subtree registry.

[ privat e/ vendor/ <vendor - t oken>

Defines the top level of private entries associated with a
specific nmail box, as created by a particular product of sone
vendor. This entry can be used by vendors to provide client-
specific annotations. The vendor-token MJST be registered with
I ANA, using the ACAP [ RFC2244] vendor subtree registry.

Private versus Shared and Access Control

In the absence of the ACL (Access Control List) extension [RFC4314],
users can only set and retrieve private or shared mail box annotations
on a mail box that exists and is returned to themvia a LIST or LSUB
command, and on which they have either read or wite access to the
actual message content of the nailbox (as determined by the READ- ONLY
and READ- WRI TE response codes as described in Section 5.2 of

[ RFC4314]) .

When the ACL extension [RFC4A314] is present, users can only set and

retrieve private or shared mail box annotations on a mail box on which
they have the "I" right and any one of the "r", "s", "w', "i", or "p
rights.
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4.

4.

If aclient attenpts to set or retrieve annotations on nail boxes that
do not satisfy the conditions above, the server MJST respond with a
NO r esponse.

Users can always retrieve private or shared server annotations if
they exist. Servers MAY restrict the creation of private or shared
server annotations as appropriate. Wen restricted, the server MJST
return a NO response when the SETMETADATA command is used to try to
create a server annotation.

If the METADATA extension is present, support for shared annotations
i s REQUI RED, whil st support for private annotations is OPTI ONAL.
Thi s recogni zes the fact that support for private annotations may
introduce significantly nore conplexity to a server in ternms of
tracki ng ownership of the annotations, how quota is determ ned for
users based on their own annotations, etc.

| MAP Prot ocol Changes
1. Ceneral Considerations

The new SETMETADATA conmand and t he METADATA response each have a
mai | box name argunent. An enpty string is used for the nmail box nane
to signify server annotations. A non-enpty string is used to signify
mai | box annotations attached to the correspondi ng nail box.

Servers SHOULD ensure that mail box annotations are automatically
moved when the nail box they refer to is renaned, i.e., the
annotations follow the nmailbox. This applies to a renane of the

I NBOX, with the additional behavior that the annotations are copied
fromthe original INBOX to the renaned mail box, i.e., mailbox
annot ati ons are preserved on the I NBOX when it is renamed

Servers SHOULD del ete annotations for a mail box when the mailbox is
del eted, so that a nailbox created with the same nane as a previously
exi sting mail box does not inherit the old mail box annotati ons.

Servers SHOULD al | ow annotations on all ’'types’ of nail boxes,

i ncludi ng ones reporting \Nosel ect for their LIST response. Servers
can inplicitly renove \ Nosel ect mail boxes when all child nail boxes
are renoved, and, at that time any annotations associated with the

\ Nosel ect mai | box SHOULD be renpved.

The server is allowed to inpose limtations on the size of any one
annotation or the total nunber of annotations for a single mailbox or
for the server as a whole. However, the server MJST accept an
annotati on data size of at |east 1024 bytes, and an annotation count
per server or nmmil box of at |east 10.
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Sone annotations may be "read-only" -- i.e., they are set by the
server and cannot be changed by the client. Al so, such annotations
may be "conputed” -- i.e., the value changes based on underlying

properties of the mail box or server. For exanple, an annotation
reporting the total size of all nmessages in the mail box woul d change
as messages are added or removed. O, an annotation containing an

I MAP URL for the mail box would change if the mail box was renaned.

Servers MAY support sending unsolicited responses for use when
annot ati ons are changed by sone "third-party" (see Section 4.4). In
order to do so, servers MJST support the ENABLE command [ RFC5161] and
MUST only send unsolicited responses if the client used the ENABLE
command [ RFC5161] extension with the capability string "METADATA" or
" METADATA- SERVER' earlier in the session, depending on which of those
capabilities is supported by the server

4.2. GETMETADATA Conmand

Thi s extension adds the GETMETADATA conmand. This allows clients to
retrieve server or nmmil box annotati ons.

This command is only available in authenticated or selected state
[ RFC3501] .

Argunments: i | box- name
options
entry-specifier

Responses: required METADATA response

Resul t: K - conmand conpl et ed
NO - conmmand failure: can’'t access annotations on
the server

BAD - conmmand unknown or argunents invalid
When the mail box nane is the enpty string, this command retrieves
server annotations. Wen the nmail box nanme is not enpty, this comrand
retrieves annotations on the specified mail box.
Options MAY be included with this conmand and are defined bel ow
Exanpl e:
a GETMETADATA "" [shared/ coment
*

METADATA "" (/shared/ comrent " Shared conment™)

C
S
S: a OK GETMETADATA conpl ete
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In the above exanple, the contents of the value of the "/shared/
comrent" server entry is requested by the client and returned by
the server.

Exanpl e:

C. a GETMETADATA "I NBOX" /pri vate/ comrent
S: * METADATA "I NBOX" (/private/comrent "My own comment")
S: a OK GETMETADATA conpl ete

In the above exanple, the contents of the value of the "/private/
comrent” mailbox entry for the mailbox "I NBOX" is requested by the
client and returned by the server.

Entry specifiers can be lists of atom c specifiers, so that nultiple
annotati ons may be returned in a single GETMETADATA conmand.

Exanpl e:

C. a GETMETADATA "1 NBOX" (/shared/comrent /private/ coment)
S: * METADATA "1 NBOX" (/shared/conment "Shared comment™

[private/coment "My own conment")
S: a OK GETMETADATA conpl ete

In the above exanple, the values of the two server entries
"/ shared/ comrent” and "/private/ comment” on the mail box "1 NBOX"
are requested by the client and returned by the server.

4.2.1. MAXSI ZE GETMETADATA Conmand Opti on

When the MAXSI ZE option is specified with the GETMETADATA comand, it
restricts which entry values are returned by the server. Only entry
val ues that are |less than or equal in octet size to the specified
MAXSI ZE |imt are returned. |If there are any entries with val ues

| arger than the MAXSIZE limt, the server MJST include the METADATA
LONGENTRI ES response code in the tagged OK response for the
GETMETADATA command. The METADATA LONGENTRI ES response code returns
the size of the biggest entry value requested by the client that
exceeded the MAXSIZE limt.

Exanpl e:
a GETMETADATA "1 NBOX' (MAXSI ZE 1024)
(/ shared/ cormment /private/conment)

C
S: * METADATA "I NBOX" (/private/coment "My own comment™)
S: a OK [ METADATA LONCENTRI ES 2199] GETMETADATA conpl ete
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4. 2.

4. 3.

Dab

In the above exanple, the values of the two server entries

"/ shared/ coment” and "/private/ comment” on the mail box "1 NBOX"
are requested by the client, which wants to restrict the size of
returned values to 1024 octets. |In this case, the "/shared/
comment” entry value is 2199 octets and is not returned.

2. DEPTH GETMETADATA Conmand Opti on

When the DEPTH option is specified with the GETMETADATA command, it
extends the list of entry values returned by the server. For each
entry nanme specified in the GETMETADATA comand, the server returns
the value of the specified entry name (if it exists), plus al

entries below the entry name up to the specified DEPTH.  Three val ues
are all owed for DEPTH:

"0" - no entries below the specified entry are returned

"1" - only entries imrediately bel ow the specified entry are returned
"infinity" - all entries below the specified entry are returned
Thus, "depth 1" for an entry "/a" will match "/a" as well as its
children entries (e.g., "/a/b"), but will not match grandchildren
entries (e.g., "/alblc").

If the DEPTH option is not specified, this is the sane as specifying
"DEPTH 0".

Exanpl e:

C. a GETMETADATA "I NBOX" (DEPTH 1)
(/private/filters/val ues)

S: * METADATA "I NBOX" (/private/filters/values/small
"SMALLER 5000" /private/filters/val ues/boss
"FROM \ "boss@xanpl e.com " ")

S: a OK GETMETADATA conpl ete

In the above exanple, 2 entries belowthe /private/filters/val ues
entry exist on the mailbox "INBOX": "/private/filters/val ues/
smal I" and "/private/filters/val ues/boss".

SETMETADATA Conmand

Thi s extensi on adds the SETMETADATA command. This allows clients to
set annot ati ons.

This command is only available in authenticated or selected state
[ RFC3501] .
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Argunments: i | box- name
entry
val ue
list of entry, values

Responses: no specific responses for this conmand

Resul t: K - conmand conpl et ed
NO - command failure: can’'t set annotations,
or annotation too big or too many
BAD - conmand unknown or argunents invalid

This command sets the specified list of entries by adding or
replacing the specified val ues provided, on the specified existing
mai | boxes or on the server (if the mailbox argunment is the enpty
string). Cdients can use NIL for the value of entries it wants to
renove. The server SHOULD NOT return a METADATA response contai ni ng
the updated annotation data. Cients MJST NOT assunme that a METADATA
response will be sent, and MJST assune that if the command succeeds,
then the annotation has been changed.

If the server is unable to set an annotation because the size of its
value is too large, the server MJST return a tagged NO response with
a "[ METADATA MAXSI ZE NNN] " response code when NNN i s the maxi mum
octet count that it is willing to accept.

If the server is unable to set a new annotation because the maxi mum
nunber of allowed annotations has al ready been reached, the server
MUST return a tagged NO response with a "[ METADATA TOOVANY]" response
code.

If the server is unable to set a new annotation because it does not
support private annotati ons on one of the specified mail boxes, the
server MJST return a tagged NO response with a "[ METADATA NOPRI VATE] "
response code.

When any one annotation fails to be set, resulting in a tagged NO
response fromthe server, then the server MJST NOT change the val ues
for other annotations specified in the SETMETADATA conmand.
Exanpl e:

C. a SETMETADATA I NBOX (/private/ comment {33}

S: + ready for data

M/ new comment across

two |ines.

)
S: a OK SETMETADATA conpl ete
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In the above exanple, the entry "/private/coment" for the mail box
"INBOX" is created (if not already present) and the value set to a
multi-line string.

Exanpl e:

C. a SETMETADATA | NBOX (/private/conment NIL)
S: a OK SETMETADATA conpl ete

In the above exanple, the entry "/private/coment” is renoved from
the mail box "1 NBOX".

Multiple entries can be set in a single SETMETADATA comand by
listing entry-value pairs in the list.

Exanpl e:

C. a SETMETADATA I NBOX (/private/ coment "My new comrent”
/ shared/ comment "This one is for youl")
S: a OK SETMETADATA conpl ete

In the above exanmple, the entries "/private/comment” and "/shared/
comment" for the nailbox "I NBOX' are created (if not already
present) and the val ues set as specified.

Exanpl e:

C. a SETMETADATA | NBOX (/private/ coment "My new comment")
S: a NO [ METADATA TOOVANY] SETMETADATA fail ed

In the above exanple, the server is unable to set the requested
(new) annotation as it has reached the Iinmt on the nunber of
annotations it can support on the specified mail box.

4.4, NMETADATA Response

The METADATA response displays results of a GETMETADATA comand, or
can be returned as an unsolicited response at any time by the server
in response to a change in a server or mail box annotati on.

When unsolicited responses are activated by the ENABLE [ RFC5161]
command for this extension, servers MJIST send unsolicited METADATA
responses if server or nail box annotations are changed by a third-
party, allow ng servers to keep clients updated with changes.

Unsol i cited METADATA responses MJUST only contain entry nanes, not the

values. |If the client wants to update any cached val ues, it nust
explicitly retrieve those using a GETMETADATA conmand.
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The NMETADATA response can contain rmultiple entries in a single
response, but the server is free to return multiple responses for

each entry or group of entries, if it desires.

This response is only available in authenticated or selected state
[ RFC3501] .

4.4.1. METADATA Response with Val ues

The response consists of a list of entry-value pairs.

Exanpl e:

C. a GETMETADATA "" [shared/ coment
S: * METADATA "" (/shared/conment "My coment")
S: a OK GETMETADATA conpl ete
In the above exanple, a single entry with its value is returned by
the server.
Exanpl e:

C. a GETMETADATA "I NBOX" /private/conment /shared/ conment
S: * METADATA "I NBOX" (/private/comrent "My comment”
/ shared/ comment "Its sunny outsidel")

S: a OK GETMETADATA conpl ete

In the above exanple, two entries and their values are returned by

the server.
Exanpl e:
C. a GETMETADATA "I NBOX" /private/conment /shared/ conment
S: * METADATA "I NBOX" (/private/ comment "My comment")
S: * METADATA "I NBOX" (/shared/comment "Its sunny outside!")
S: a OK GETMETADATA conpl ete

In the above exanple, the server returns two separate responses
for each of the two entries requested.

4.4.2. Unsolicited METADATA Response wi t hout Val ues
each of which have

The response consists of a list of entries,
changed on the server or nail box.

Exanpl e:
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C. a NOoP
S: * METADATA "" /shared/ comrent
S: a OK NOOP conpl ete

In the above exanple, the server indicates that the "/shared/
coment" server entry has been changed.

Exanpl e:

C. a NOOP

S: * METADATA "I NBOX" /shared/ comment /private/ conment

S: a OK NOOP conpl ete

In the above exanple, the server indicates a change to two mail box
entries.

5. Formal Syntax

The foll owi ng syntax specification uses the Augnmented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234].

Non-term nals referenced but not defined bel ow are as defined by
[ RFC3501], with the new definitions in [ RFC4466] superseding those in
[ RFC3501] .

Except as noted otherwi se, all al phabetic characters are case-
insensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion.

capability =/ " METADATA" |/ "METADATA- SERVER"
defines the capabilities for this extension

’

command- aut h =/ setnmetadata / getnetadata
; adds to original | MAP conmand

entries = entry /
"(" entry *(SP entry) ")"
; entry specifiers
entry = astring
; slash-separated path to entry
; MUST NOT contain "*" or "%
entry-val ue = entry SP val ue

entry-val ues = "(" entry-value *(SP entry-value) ")"
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entry-1list entry *(SP entry)
: list of entries used in unsolicited

; METADATA response

" GETMETADATA" [ SP get net adat a- opt i ons]
SP nai | box SP entries

; enpty string for mailbox inplies

; server annotation.

get et adat a

get net adat a-options = " (" getnetadata-option
*(SP get net adat a-option) ")"

get met adat a- opti on = tagged-ext-|abel [SP tagged-ext-val]
; tagged-ext-label and tagged-ext-va
; are defined in [ RFC4466] .

"MAXSI ZE' SP nunber
; Used as a getnetadata-option

maxsi ze- opt

" METADATA" SP mai |l box SP
(entry-values / entry-list)

; enpty string for mail box inplies
; server annotation.

met adat a- resp

response- payl oad =/ netadata-resp
; adds to original | MAP data responses

resp-text-code =/ "METADATA" SP "LONGENTRI ES" SP nunber
; hew response codes for CGETMETADATA

resp-text-code =/ " METADATA" SP (" MAXSI ZE" SP nunber /
"TOOMANY" / " NOPRI VATE")
; new response codes for SETMETADATA

; failures
scope- opt = "DEPTH'" SP ("0" / "1" [/ "infinity")
; Used as a getnetadata-option
set met adat a = " SETMETADATA" SP mai | box
SP entry-val ues
; enpty string for mail box inplies
; server annotation.
val ue =nstring / literal8
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6. | ANA Consi derations
Al entries MJST have either "/shared" or "/private" as a prefix.
Entry names MJUST be specified in a Standards Track or | ESG approved
Experimental RFC, or fall under the vendor namespace (i.e., use
/ shar ed/ vendor/ <vendor -t oken> or /private/vendor/<vendor-token> as
the prefix).
Each entry registration MJST include a content-type that is used to
indicate the nature of the annotation value. Were applicable, a
charset paranmeter MJST be included with the content-type.

6.1. Entry and Attribute Registration Tenplate

To: iana@ ana. org
Subj ect: | MAP METADATA Entry Regi stration

Type: [Ei ther "Mail box" or "Server"]

Nane: [the name of the entry]

Description: [a description of what the entry is for]
Content-type: [M ME Content-Type and charset for the entry val ue]
RFC Number : [for entries published as RFCs]

Cont act : [emai | and/or physical address to contact for
addi tional information]

6.2. Server Entry Registrations

The followi ng tenplates specify the 1 ANA registrations of annotation
entries specified in this docunent.
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6.2.1. /shared/ comment

To: iana@ ana. org
Subj ect: | MAP METADATA Entry Regi stration

Type: Server

Nane: / shar ed/ conment

Description: Defines a conment or note that is associated
with the server and that is shared with
aut hori zed users of the server.

Content-type: text/plain; charset=utf-8

RFC Numnber : RFC 5464

Cont act : | MAP Extensions nailto:ietf-inapext@nt.org

6.2.2. [shared/ adm n

To: iana@ana.org
Subj ect: | MAP METADATA Entry Regi stration

Type: Server
Nane: / shar ed/ adm n
Description: Indicates a nethod for contacting the server

adm nistrator. The value MJIST be a URI (e.g., a
mailto: or tel: URL). This entry is always
read-only -- clients cannot change it. It is visible
to authorized users of the system

Content-type: text/plain; charset=utf-8

RFC Nunber : RFC 5464

Cont act : | MAP Extensions mailto:ietf-inmpext@nct.org

6.3. Milbox Entry Registrations

The following tenplates specify the | ANA regi strations of annotation
entries specified in this docunent.
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6.3.1. /shared/ comment

6. 3.

7.

Dab

To: iana@ ana. org
Subj ect: | MAP METADATA Entry Regi stration

Type: Mai | box
Nane: / shar ed/ conment

Description: Defines a shared coment or note associated with a
mai | box.

Content-type: text/plain; charset=utf-8

RFC Number : RFC 5464

Cont act : | MAP Extensions nailto:ietf-inapext@nct.org
2. [private/ conment

To: iana@ ana.org
Subj ect: | MAP METADATA Entry Regi stration

Type: Mai | box
Nane: [ privat e/ conment

Description: Defines a private conment or note associated with a
mai | box.

Content-type: text/plain; charset=utf-8

RFC Nunber : RFC 5464

Cont act : | MAP Extensions nailto:ietf-inapext@nt.org
Security Considerations
The security considerations in Section 11 of [RFC3501] apply here
with respect to protecting annotations from snooping. Servers MAY
choose to only support the METADATA and/ or METADATA- SERVER ext ensi ons
after a privacy |ayer has been negotiated by the client.
Annot ati ons can contain arbitrary data of varying size. As such,
servers MJST ensure that size limts are enforced to prevent a user
fromusing up all avail abl e space on a server and preventing use by

others. dients MIST treat annotation data val ues as an "untrusted"
source of data as it is possible for it to contain nalicious content.
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Annot ati ons whose val ues are intended to remain private MJIST be
stored only in entries that have the "/private" prefix on the entry
nane.

Excl udi ng the above issues, the METADATA extension does not raise any
security considerations that are not present in the base | MAP
protocol, and these issues are discussed in [ RFC3501].
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2009).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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