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Abst r act

The MPEG 2 standard defined by |1SO 13818-1 supports a range of

transm ssion nethods for a variety of services. This docunent
provides a threat analysis and derives the security requirenents when
using the Transport Stream TS, to support an Internet network-|ayer
usi ng Unidirectional Lightweight Encapsul ation (ULE) defined in RFC
4326. The docunent al so provides the notivation for |ink-Ilayer
security for a ULE Stream A ULE Stream may be used to send | Pv4
packets, |Pv6 packets, and other Protocol Data Units (PDUs) to an
arbitrarily | arge nunmber of Receivers supporting unicast and/or

mul ticast transm ssion

The anal ysis al so describes applicability to the Generic Stream

Encapsul ati on (GSE) defined by the Digital Video Broadcasting (DVB)
Pr oj ect.
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1.

I nt roducti on

The MPEG 2 Transport Stream (TS) has been w dely accepted not only
for providing digital TV services, but also as a subnetwork
technology for building IP networks. RFC 4326 [ RFC4326] descri bes
the Uni directional Lightweight Encapsul ati on (ULE) nmechanism for the
transport of IPv4 and | Pv6 Datagrans and ot her network protoco
packets directly over the 1 SO MPEG 2 Transport Streamas TS Private
Data. ULE specifies a base encapsul ation format and supports an

Ext ensi on Header format that allows it to carry additional header
information to assist in network/Receiver processing. The
encapsul ati on satisfies the design and architectural requirenment for
a lightweight encapsul ation defined in RFC 4259 [ RFC4259].

Section 3.1 of RFC 4259 presents several topological scenarios for
MPEG 2 Transm ssion Networks. A sunmary of these scenarios is
present ed bel ow

A. Broadcast TV and Radio Delivery. This is not within the scope of
this docunent.

B. Broadcast Networks used as an ISP. This resenbles scenario A, but
includes I P services to access the public Internet.

C. Unidirectional Star IP Scenario. This provides a data network
delivering a common bit streamto typically medi umsized groups of
Recei vers

D. Datacast Overlay. This enploys MPEG 2 physical and link |ayers to
provi de additional connectivity such as unidirectional multicast
to suppl ement an existing | P-based Internet service.

E. Point-to-Point Links. This connectivity may be provided using a
pair of transmt and receive interfaces.

F. Two- WAy | P Networks.

RFC 4259 states that ULE nmust be robust to errors and security
threats. Security nust al so consider both unidirectional (A B, C
and D) as well as bidirectional (E and F) links for the scenarios
nmenti oned above.

An initial analysis of the security requirements in MPEG 2

transm ssion networks is presented in the "Security Considerations"
section of RFC 4259. For exanple, when such networks are not using a
wireline network, the normal security issues relating to the use of
wireless links for transport of Internet traffic should be considered
[ RFC3819] .
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The security considerations of RFC 4259 recomend that any new
encapsul ati on defined by the | ETF should all ow Transport Stream
encryption and shoul d al so support optional |ink-1ayer authentication
of the Subnetwork Data Unit (SNDU) payload. In ULE [RFC4326], it is
suggested that this may be provided in a flexible way using Extension
Headers. This requires the definition of a nandatory Extension
Header, but has the advantage that it decoupl es specification of the
security functions fromthe encapsul ati on functions.

Thi s docunent extends the above anal ysis and derives in detail the
security requirenments for ULE in MPEG 2 transm ssi on networks.

A security framework for deploynent of secure ULE networks describing
the different building blocks and the interface definitions is
presented in Appendi x A

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

QG her terns used in this docunent are defined bel ow

ATSC. Advanced Tel evision Systems Cormittee. A framework and a set
of associ ated standards for the transm ssion of video, audio, and
data using the 1 SO MPEG 2 St andar d.

DvB: Digital Video Broadcast. A framework and set of associated

st andards published by the European Tel ecomuni cations Standards
Institute (ETSI) for the transm ssion of video, audio, and data using
the 1SO MPEG 2 Standard [| SO MPER] .

Encapsul ator: A network device that receives Protocol Data Units
(PDUs) and formats these into Payload Units (known here as SNDUs) for
output as a stream of TS Packets.

GCKS: Group Controller and Key Server. A server that authenticates
and provides the policy and keying material to nmembers of a secure

group.

LLC: Logical Link Control [ISO 8802], [IEEE-802]. A link-Ilayer
protocol defined by the | EEE 802 standard, which foll ows the Ethernet
Medi um Access Control Header.

MAC. Message Aut hentication Code.
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MPE: Mul ti protocol Encapsul ation [ETSI-DAT]. A schene that

encapsul ates PDUs, fornming a Digital Storage Media Conmmand and
Control (DSM CC) Table Section. Each Section is sent in a series of
TS Packets using a single TS Logi cal Channel.

MPEG 2: A set of standards specified by the Mdtion Picture Experts
G oup (MPEG and standardi sed by the International Standards
Organisation (1SQO | EC 13818-1) [I1SO MPER], and ITU-T (in H 222

[1 TU H222]).

NPA: Network Point of Attachnent. |In this docunment, refers to a

6- byte destination address (resenbling an | EEE Medi um Access Contr ol
address) within the MPEG 2 transm ssion network that is used to
identify individual Receivers or groups of Receivers.

PDU. Protocol Data Unit. Exanples of a PDU include Ethernet franes,
I Pv4 or |1 Pv6 Datagranms, and ot her network packets.

PI D: Packet ldentifier [ISOMPER]. A 13-bit field carried in the
header of TS Packets. This is used to identify the TS Logi cal

Channel to which a TS Packet belongs [I SO MPER?]. The TS Packets
formng the parts of a Table Section, Packetised El ementary Stream
(PES), or other Payload Unit nust all carry the same PID value. The
all-zeros PID 0x0000 as well as other PID values are reserved for
specific PSI/SI Tables [I SO MPER]. The all-ones PID val ue Ox1FFF
indicates a Null TS Packet introduced to maintain a constant bit rate
of a TS Multiplex. There is no required relationship between the PID
val ues used for TS Logical Channels transmtted using different TS
Mul ti pl exes.

Recei ver: Equi pnent that processes the signal froma TS Miltiplex and
performs filtering and forwardi ng of encapsul ated PDUs to the

net wor k-1 ayer service (or bridgi ng nodul e when operating at the |ink
| ayer).

SI Table: Service Information Table [I SO MPER]. |In this docunent,
this termdescribes a table that is defined by another standards body
to convey information about the services carried in a TS Mil ti pl ex.

A Table may consi st of one or nmore Tabl e Sections; however, all
sections of a particular SI Table nmust be carried over a single TS
Logi cal Channel [I|SO MPER].

SNDU: SubNetwork Data Unit. An encapsul ated PDU sent as an MPEG 2
Payl oad Unit.

TS: Transport Stream[| SO MPEGR2]. A nethod of transmi ssion at the

MPEG 2 | ayer using TS Packets; it represents Layer 2 of the |SQO OS
reference nodel. See also TS Logical Channel and TS Multi pl ex.
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TS Multiplex: In this docunment, this termdefines a set of MPEG2 TS
Logi cal Channels sent over a single |ower-layer connection. This may
be a commn physical link (i.e., a transm ssion at a specified synbol
rate, Forward Error Correction (FEC) setting, and transm ssion
frequency) or an encapsul ati on provi ded by another protocol |ayer
(e.g., Ethernet, or RTP over |IP). The same TS Logi cal Channel nay be
repeated over nore than one TS Multiplex (possibly associated with a
different PID value) [RFC4259]; for exanple, to redistribute the same
mul ticast content to two terrestrial TV transm ssion cells.

TS Packet: A fixed-length 188-byte unit of data sent over a TS
Multiplex [I1SOMPER]. Each TS Packet carries a 4-byte header, plus
optional overhead including an Adaptation Field, encryption details,
and tinme stanp information to synchronise a set of related TS Logi cal
Channel s.

ULE Stream An MPEG 2 TS Logi cal Channel that carries only ULE

encapsul ated PDUs. ULE Streanms may be identified by definition of a
streamtype in SI/PSlI [ISO MPER] .
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3. Threat Analysis

3.1. System Conponents

S + S +
| 1P | | 1P
| End Host | | End Host |
Fomm - - Fom e e - - + Fomm e oo - +
| N
R D + |
+ ULE | |
oo + Encapsul ator | |
Sl -Data | to----- e + |
Fo-em- - Fo-em- - + | MPEG 2 TS Logi cal Channel |
| MPEG 2 | | |
| SI Tables | | |
S R S R + 2 S + |
| --> MPEG 2 | .
R >+ Miltiplexer | |
MPEG 2 TS +o----- e + |
Logi cal Channel | MPEG 2 TS Mux |
I I
O her D R R + |
MPEG 2 -->+ MPEG 2 | |
TS --->+ Miltiplexer | |
B S T o ma - + |
I
I

oo Fommmoo - + oo toom-- +

| Physi cal Layer | |  MPEG 2 |

| Modul at or o >+ Receiver |

Fommmmmeea oo + MPEG 2 4------mmmn-- +
TS Mux

Figure 1: An exanple configuration for a unidirectional service
for I P transport over MPEG 2 (adapted from [ RFC4259])

As shown in Figure 1 above (from Section 3.3 of [RFC4259]), there are
several entities within the MPEG 2 transm ssi on network architecture.
These i ncl ude:

o ULE Encapsul ation Gateways (the ULE Encapsul at or)

o Sl-Table signalling generator (input to the nultiplexer)

0 Receivers (the endpoints for ULE Streans)

o TS mul tiplexers (including re-multiplexers)
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o Modul ators

The TS Packets are carried to the Receiver over a physical |ayer that
usual l'y includes Forward Error Correction (FEC) coding that

interl eaves the bytes of several consecutive, but unrelated, TS
Packets. FEC-coding and synchroni sati on processi ng nakes injection
of single TS Packets very difficult. Replacenment of a sequence of
packets is also difficult, but possible (see Section 3.2).

A Receiver in an MPEG 2 TS transni ssion network needs to identify a
TS Logi cal Channel (or MPEG 2 El enentary Strean) to reassenble the
fragments of PDUs sent by an L2 source [RFC4259]. |In an MPEG 2 TS,
this association is nmade via the Packet Identifier, PID [ISO MPER].
At the sender, each source associates a locally unique set of PID
values with each streamit originates. However, there is no required
rel ati onship between the PID val ue used at the sender and that
received at the Receiver. Network devices may re-nunber the PID

val ues associated with one or nmore TS Logical Channels (e.g., ULE
Streans) to prevent clashes at a nultipl exer between input streans
with the sane PID carried on different input nultiplexes (updating
entries in the PMI [1 SO MPER], and other SI tables that reference
the PID value). A device may al so nodify and/or insert new Sl data
into the control plane (also sent as TS Packets identified by their
PID value). However, there is only one valid source of data for each
MPEG- 2 El enentary Stream bound to a PID value. (This observation
could sinmplify the requirenment for authentication of the source of a
ULE Stream)

In an MPEG 2 network, a set of signalling nessages [ RFC4947] may need
to be broadcast (e.g., by an Encapsul ati on Gateway or other device)
to formthe L2 control plane. Exanples of signalling nmessages

i nclude the Program Associ ation Table (PAT), Program Map Tabl e (PMI),
and Network Information Table (NIT). 1In existing MPEG 2 transm ssion
net wor ks, these nessages are broadcast in the clear (no encryption or
integrity checks). The integrity as well as authenticity of these
messages i s inmportant for correct working of the ULE network, i.e.,
supporting its security objectives in the area of availability, in
addition to confidentiality and integrity. One nethod recently
proposed [ RFC5163] encapsul ates these nessages using ULE. In such
cases all the security requirenents of this docunent apply in
securing these signalling nessages.

ULE Stream security only concerns the security between the ULE
Encapsul ati on Gateway (ULE Encapsul ator) and the Receiver. In many
depl oynent scenarios the user of a ULE Stream has to secure
conmuni cati ons beyond the link since other network Iinks are utilised
in addition to the ULE link. Therefore, if authentication of the
endpoints, i.e., the IP Sources, is required, or users are concerned
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about | oss of confidentiality, integrity, or authenticity of their
communi cati on data, they will have to enpl oy end-to-end network
security nechanisns, e.g., |Psec or Transport Layer Security (TLS)
Governmental users may be forced by regulations to enploy specific
approved i npl enentati ons of those nmechani sns. Hence, for such cases,
the requirenents for confidentiality and integrity of the user data
will be net by the end-to-end security nechani smand the ULE security
measures woul d focus on providing traffic flow confidentiality either
for user data that has already been encrypted or for users who choose
not to inplenent end-to-end security nechani sns.

ULE |i nks may al so be used for conmuni cati ons where the two IP

endpoi nts are not under central control (e.g., when browsing a public
web site). In these cases, it may be inpossible to enforce any end-
to-end security nechanisns. Yet, a comon objective is that users
may nmake the sane security assunptions as for wired |inks [ RFC3819].
ULE security could achieve this by protecting the vulnerable (in
terns of passive attacks) ULE Stream

In contrast to the above, a ULE Stream can be used to |ink networks
such as branch offices to a central office. ULE link-layer security
could be the sole provider of confidentiality and integrity. 1In this
scenari o, users requiring high assurance of security (e.g.,

governnent use) will need to enploy approved cryptographic equi pnent
(e.g., at the network layer). An inplenentation of ULE Link Security
equi prent could also be certified for use by specific user

communi ties.

3.2. Threats

The sinplest type of network threat is a passive threat. This

i ncl udes eavesdroppi ng or monitoring of transm ssions, with a goal to
obtain information that is being transmtted. |In broadcast networks
(especially those utilising widely avail able | ow cost physical |ayer
interfaces, such as DVB), the passive threats are the najor threats.
One exanple is an intruder nmonitoring the MPEG 2 transni ssion
broadcast and then extracting the data carried within the link

Anot her exanple is an intruder trying to determne the identity of
the conmmuni cating parties and the volume of their traffic by sniffing
(L2) addresses. This is a well-known issue in the security field,;
however, it is nore of a problemin the case of broadcast networks
such as MPEG 2 transm ssion networks because of the easy availability
of Receiver hardware and the wi de geographi cal span of the networks.
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Active threats (or attacks) are, in general, nore difficult to

i mpl ement successfully than passive threats, and usually require nore
sophi sticated resources and may require access to the transmtter
Wthin the context of MPEG 2 transm ssi on networks, exanples of
active attacks are:

0 Masquerading: An entity pretends to be a different entity. This
i ncl udes masquer adi ng ot her users and subnetwork control plane
nmessages.

o Modification of nessages in an unauthorised nanner.

0 Replay attacks: Wen an intruder sends some old (authentic)
messages to the Receiver. |In the case of a broadcast |ink, access
to previous broadcast data is easy.

0 Deni al -of -Service (DoS) attacks: Wen an entity fails to perform
its proper function or acts in a way that prevents other entities
fromperforning their proper functions.

The active threats nentioned above are major security concerns for
the Internet cormunity [BELLOVIN]. Masqueradi ng and nodification of

| P packets are conparatively easy in an Internet environment, whereas
such attacks are in fact nuch harder for MPEG 2 broadcast |inks.

This could, for instance, notivate the mandatory use of sequence
nunbers in | Psec, but not for synchronous links. This is further
reflected in the security requirenents for Case 2 and 3 in Section 4
bel ow.

As explained in Section 3.1, the PID associated with an El enentary
Stream can be nodified (e.g., in some systems by reception of an
updated SI table, or in other systens until the next
announcenent / di scovery data is received). An attacker that is able
to nodify the content of the received multiplex (e.g., replay data
and/ or control information) could inject data locally into the
received streamwith an arbitrary PID val ue.

3.3. Threat Cases

Anal ysi ng the topol ogi cal scenarios for MPEG 2 Transm ssi on Networks
in Section 1, the security threats can be abstracted into three
cases:

0 Case 1: Monitoring (passive threat). Here the intruder nonitors
the ULE broadcasts to gain information about the ULE data and/or
tracking the comunicating parties identities (by nonitoring the
destination NPA address). In this scenario, neasures nust be taken
to protect the ULE payl oad data and the identity of ULE Receivers.
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0 Case 2: Locally conducting active attacks on the MPEG TS nul ti pl ex.
Here an intruder is assunmed to be sufficiently sophisticated to
override the original transm ssion fromthe ULE Encapsul ati on
Gat eway and deliver a nodified version of the MPEG TS transni ssion
to a single ULE Receiver or a small group of Receivers (e.g., in a
singl e conpany site). The MPEG 2 transm ssion network operator
m ght not be aware of such attacks. Measures nust be taken to
ensure ULE data integrity and authenticity and preventing replay of
ol d nessages.

0 Case 3: dobally conducting active attacks on the MPEG TS
mul ti plex. This assunes a sophisticated intruder able to override
the whole MPEG 2 transmi ssion multiplex. The requirenents are
simlar to case 2. The MPEG 2 transm ssion network operator can
usual ly identify such attacks and provide corrective action to
restore the original transm ssion

For both Cases 2 and 3, there can be two sub-cases:

o Insider attacks, i.e., active attacks from adversaries within the
network with know edge of the secret material

0o Qutsider attacks, i.e., active attacks from adversaries w thout
know edge of the secret materi al

In terms of priority, Case 1 is considered the major threat in MPEG 2
transm ssion systems. Case 2 is considered a | esser threat,
appropriate to specific network configurations, especially when

vul nerable to insider attacks. Case 3 is less likely to be found in
an operational network, and is expected to be noticed by the MPEG 2
transm ssion operator. It will require restoration of the origina
transm ssion. The assunption being that physical access to the

net wor k conponents (nultiplexers, etc.) and/or connecting physica
media is secure. Therefore, Case 3 is not considered further in this
docunent .

4. Security Requirenments for |IP over MPEG 2 TS

Fromthe threat analysis in Section 3, the follow ng security
requi renents can be derived

Req 1. Data confidentiality MJST be provided by a |ink that supports

ULE Stream Security to prevent passive attacks and reduce the risk
of active threats.

Crui ckshank, et al. I nf or mat i onal [ Page 11]



RFC 5458 Security Requirenents for ULE March 2009

Req 2. Protection of L2 NPA address is OPTIONAL. |n broadcast
networ ks, this protection can be used to prevent an intruder
tracking the identity of ULE Receivers and the volume of their
traffic.

Req 3. Integrity protection and source authentication of ULE Stream
data are OPTIONAL. These can be used to prevent the active
attacks described in Section 3. 2.

Req 4. Protection against replay attacks is OPTIONAL. This is used
to counter the active attacks described in Section 3. 2.

Req 5. L2 ULE Source and Receiver authentication is OPTIONAL. This
can be performed during the initial key exchange and
aut henti cati on phase, before the ULE Receiver can join a secure
session with the ULE Encapsul ator (ULE source). This could be
either unidirectional or bidirectional authentication based on the
under | yi ng key nanagenent protocol

O her general requirements for all threat cases for |ink-Iayer
security are:

GReq (a) ULE key managenent functions MJUST be decoupl ed from ULE
security services such as encryption and source authentication
This all ows the independent devel opnent of both systens.

GReq (b) Support SHOULD be provided for automated as well as manua
insertion of keys and policy into the rel evant databases.

GReq (c) Algorithmagility MJST be supported. It should be possible
to update the crypto al gorithns and hashes when they becone
obsol ete without affecting the overall security of the system

GReq (d) The security extension header MJST be conpatible with other
ULE extension headers. The nethod nust all ow ot her extension
headers (either mandatory or optional) to be used in conbination
with a security extension. It is RECOMMENDED t hat these are
pl aced after the security extension header. This permits ful
protection for all headers. 1t also avoids situations where the
SNDU has to be discarded on processing the security extension
header, while precedi ng headers have already been evaluated. One
exception is the Tinestanp extension that SHOULD precede the
security extension header [RFC5163]. 1In this case, the tinestanp
wi Il be unaffected by security services such as data
confidentiality and can be decoded wi thout the need for key
mat eri al
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Exami ning the threat cases in Section 3.3, the security requirenents
for each case can be sunmari sed as:

0 Case 1: Data confidentiality (Req 1) MJST be provided to prevent
moni toring of the ULE data (such as user information and |IP
addresses). Protection of NPA addresses (Req 2) MAY be provided to
prevent tracking ULE Receivers and their comunications.

0 Case 2: In addition to Case 1 requirenents, new nmeasures MAY be
i mpl ement ed such as authentication schenmes usi ng Message
Aut hentication Codes, digital signatures, or Tinmed Efficient Stream
Loss- Tol erant Aut hentication (TESLA) [RFC4082] in order to provide
integrity protection and source authentication (Reqs 3 and 5). In
addi ti on, sequence nunmbers (Req 4) MAY be used to protect against
replay attacks. In terns of outsider attacks, group authentication
usi ng Message Aut hentication Codes can provide the required |evel
of security (Regs 3 and 5). This will significantly reduce the
ability of intruders to successfully inject their own data into the
MPEG TS stream However, scenario 2 threats apply only in specific
service cases, and therefore authentication and protection agai nst
replay attacks are OPTIONAL. Such neasures incur additional
transm ssion as well as processing overheads. Mreover, intrusion
detection systens nmay al so be needed by the MPEG 2 network
operator. These should best be coupled with perineter security
policy to nonitor common DoS attacks.

0 Case 3: As stated in Section 3.3, the requirenents here are simlar
to Case 2, but since the MPEG 2 transm ssion network operator can
usual ly identify such attacks, the constraints on intrusion
detections are less than in Case 2.

Table 1 bel ow shows the threats that are applicable to ULE networks,
and the rel evant security mechanisnms to mtigate those threats.
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Security Mechani sm

| Dat a | Dat a | Source | Dat a |Intru |lden |

| Privacy |fresh |Authent|lInteg |sion [tity |

| | ness |ication|rity | Det e | Prote |

| | | | |ction |ction |

Thr eat I I I I I I I
P |- |- |- |- |- |- |
| Monitoring | X | - | - | - | - | X
| oo |
| Masquerading | X | - | X | X | - | X
| = |
| Replay Attacks]| - | X X X X |1 - |
| = |
| DoS Attacks | - | X X X X | - |
R P SEEIEEREEE |
| Modification | - | - | X X X | - |

| of Messages | I I I I I I

Table 1: Security techniques to mtigate network threats
in ULE Networks

5. Design Recommendations for ULE Security Extension Header

Table 1 may assist in selecting fields within a ULE Security
Ext ensi on Header franmeworKk.

Security services may be grouped into profiles based on security
requi renents, e.g., a base profile (with payload encryption and
identity protection) and a second profile that extends this to also
provi de source authentication and protection agai nst replay attacks.
Al t hough the use of specific security techniques is optional, it is
RECOMMVENDED t hat receiver devices should inplenent all the techni ques
in Regs 2-5 of Section 4 to ensure interoperability of all profiles.

A nodul ar design of ULE security may allow it to use and benefit from
exi sting key managenent protocols, such as the Group Secure

Associ ati on Key Management Protocol (GSAKMP) [ RFC4535] and the G oup
Domain of Interpretation (GA) [RFC3547] defined by the | ETF

Mul ticast Security (MSEC) working group. This does not preclude the
use of other key nmanagenent nethods in scenarios where this is nore
appropri at e.
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| Psec [ RFC4301] and TLS [ RFC5246] al so provide a proven security
architecture defining key exchange nechani sns and the ability to use
a range of cryptographic algorithnms. ULE security can nmake use of
these established nmechani sns and al gorithns. See Appendix A for nore
detail s.

6. Conpatibility with Generic Stream Encapsul ation

RFC 5163 [ RFC5163] descri bes three new Extensi on Headers that may be
used with Unidirectional Link Encapsul ation, ULE, [RFC4326] and the
Generic Stream Encapsul ation (GSE) that has been designed for the
Generic Mdde (also known as the Generic Stream (GS)), offered by
second- generation DVB physical |ayers [GSE].

The security threats and requirenents presented in this docunment are
applicable to ULE and GSE encapsul ati ons.

7. Sunmmary

Thi s docunent anal yses a set of threats and security requirements
It defines the requirenments for ULE security and states the
nmotivation for link security as a part of the Encapsul ation | ayer

ULE security nust provide |ink-layer encryption and ULE Recei ver
identity protection. The framework nust support the optional ability
to provide for link-layer authentication and integrity assurance, as
wel |l as protection against insertion of old (duplicated) data into
the ULE Stream (i.e., replay protection). This set of features is
optional to reduce encapsul ati on overhead when not required.

ULE Stream security between a ULE Encapsul ati on Gateway and the
correspondi ng Receiver(s) is considered an additional security
mechanismto | Psec, TLS, and application |ayer end-to-end security,
and not as a replacenment. It allows a network operator to provide
simlar functions to that of |Psec, but in addition provides MPEG 2
transm ssion link confidentiality and protection of ULE Receiver
identity (NPA address).

Appendi x A describes a set of building blocks that may be used to
realise a framework that provides ULE security functions

8. Security Considerations
Li nk-1 ayer (L2) encryption of IP traffic is comonly used in

broadcast/radi o |links to suppl ement end-to-end security (e.g.,
provi ded by TLS [ RFC5246], SSH [ RFC4251], |Psec [ RFC4301]).
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A common objective is to provide the sanme | evel of privacy as wred
links. It is recomrended that an | SP or user provide end-to-end
security services based on well-known nechani snms such as | Psec or
TLS.

Thi s docunent provides a threat anal ysis and derives the security
requirenents to provide link encryption and optional link-Iayer
integrity/authentication of the SNDU payl oad.

There are some security issues that were raised in RFC 4326 [ RFC4326]
that are not addressed in this docunent (i.e., are out of scope),

e.g.:

0 The security issue with un-initialised stuffing bytes. In ULE,
these bytes are set to OxFF (normal practice in MPEG 2).

o Integrity issues related to the renoval of the LAN FCS in a bridged
net wor ki ng environnment. The renoval of bridged franes exposes the
traffic to potentially undetected corruption while being processed
by the Encapsul ator and/or Recei ver.

o0 There is a potential security issue when a Receiver receives a PDU
with two Length fields. The Receiver would need to validate the
actual length and the Length field and ensure that inconsistent
val ues are not propagated by the network.
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Appendi x A, ULE Security Franework

This section describes a security framework for the depl oyment of
secure ULE net works.

A.1. Building Bl ocks

This ULE Security framework describes the follow ng building bl ocks
as shown in Figure 2 bel ow

0 The Key Managernent Bl ock
0 The ULE Security Extension Header Bl ock
0 The ULE Dat abases Bl ock

Wthin the Key Managenent Bl ock, the comuni cati on between the G oup
Menber entity and the Group Server entity happens in the contro

pl ane. The ULE Security Header Bl ock applies security to the ULE
SNDU and this happens in the ULE data plane. The ULE Security

Dat abases Bl ock acts as the interface between the Key Managenent

Bl ock (control plane) and the ULE Security Header Bl ock (ULE data

pl ane) as shown in Figure 2. The Security Databases Block exists in
both the group nenber and server sides. However, it has been onitted
fromFigure 2 just for clarity.
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Figure 2: Secure ULE Framework Buil ding Bl ocks
A.1.1. Key Managenent Bl ock

A key managenent framework is required to provide security at the ULE
| evel using extension headers. This key nmanagenent framework is
responsi bl e for user authentication, access control, and Security
Associ ati on negotiation (which include the negotiations of the
security algorithns to be used and the generation of the different
session keys as well as policy material). The key managenent

framework can be either automated or nmanual. Hence, this key
managenent client entity (shown as the Key Managenent G oup Menber
Block in Figure 2) will be present in all ULE Receivers as well as at

the ULE Encapsul ators. The ULE Encapsul ator could al so be the Key
Managenent Group Server Entity (shown as the Key Managenent G oup
Server Block in Figure 2).
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Thi s happens when the ULE Encapsul ator also acts as the Key
Management Group Server. Deployment may use either automated key
managenent protocols (e.g., GSAKMP [ RFC4535]) or manual insertion of
keying material .

A 1.2. ULE Security Databases Bl ock

There needs to be two databases, i.e., simlar to the |Psec
dat abases.

0 ULE-SAD: ULE Security Association Database contains all the
Security Associations that are currently established with different
ULE peers.

0 ULE-SPD: ULE Security Policy Database contains the policies as
descri bed by the system manager. These policies describe the
security services that nmust be enforced

Wiile traditionally link-1ayer security has operated using sinple
policy nechanisns, it is envisaged that ULE security shoul d provide
flexibility conparable to I Psec. The above design is based on the
two dat abases defined for |Psec [ RFC4301]. These databases coul d be
used to inplenment either sinple policies (as in traditional |ink
security services) or nore conplex policies (as in |Psec).

The exact details of the header patterns that the SPD and SAD wil |
have to support for all use cases will be described in a separate
docunent. This docunment only highlights the need for such interfaces
bet ween the ULE data plane and the Key Managenent control plane.

A.1.3. ULE Extension Header Bl ock

A new security extension header for the ULE protocol is required to
provide the security features of data confidentiality, identity
protection, data integrity, data authentication, and nmechanisns to
prevent replay attacks. Security keying material wll be used for
the different security algorithms (for encryption/decryption, MAC
generation, etc.), which are used to nmeet the security requirenents,
described in detail in Section 4 of this docunent.

This block will use the keying material and policy information from
the ULE Security Database Bl ock on the ULE payl oad to generate the
secure ULE Extension Header or to deci pher the secure ULE extension
header to get the ULE payl oad. An exanple overview of the ULE
Security extension header format along with the ULE header and

payl oad is shown in Figure 3 bel ow
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| ULE |SEC | Protocol Data Unit | |
| Header | Header | | CRC- 32|

Fi gure 3: ULE Security Extension Header Pl acenent
A 2. Interface Definition

Two new i nterfaces have to be defined between the bl ocks as shown in
Figure 2 above. These interfaces are:

o Key Managenent Bl ock <-> ULE Security Databases Bl ock
0 ULE Security Databases Block <-> ULE Security Header Bl ock

Wiile the first interface is used by the Key Managenent Bl ock to
insert keys, security associations, and policies into the ULE
Dat abase Bl ock, the second interface is used by the ULE Security
Ext ensi on Header Bl ock to get the keys and policy material for
generation of the security extension header.

A.2.1. Key Managenent <-> ULE Security Databases

This interface is between the Key Managenent Bl ock of a group nenber
(GMclient) and the ULE Security Database Bl ock (shown in Figure 2).
The Key Managenent GMentity will comunicate with the GCKS and then
get the relevant security information (keys, cipher node, security
service, ULE Security ID, and other relevant keying nmaterial as well
as policy) and insert this data into the ULE Security Database Bl ock.
The Key Managenent coul d be either automated (e.g., GSAKMP [ RFC4535]
or GDA [RFC3547]), or security information could be nmanually
inserted using this interface.

Exanmpl es of interface functions are:

0 Insert_record_database (char * Database, char * record, char *
Uni que_I D) ;

0 Update record database (char * Database, char * record, char *
Uni que_I D);

0 Del ete_record_database (char * Database, char * Unique_ID);
The definitions of the variables are as foll ows:

0 Database - This is a pointer to the ULE Security databases
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o record - This is the rows of security attributes to be entered or
nodi fied in the above dat abases

0 Unique ID - This is the primary key to | ook up records (rows of
security attributes) in the above databases

A.2.2. ULE Security Databases <-> ULE Security Header

This interface is between the ULE Security Database and the ULE
Security Extension Header Block as shown in Figure 2. Wen sending
traffic, the ULE encapsul ator uses the Destination Address, the PID
and possibly other information such as L3 source and destination
addresses to locate the relevant security record within the ULE
Security Database. It then uses the data in the record to create the
ULE security extension header. For received traffic, the ULE
decapsul ator on receiving the ULE SNDU wi Il use the Destination
Address, the PID, and a ULE Security ID inserted by the ULE

encapsul ator into the security extension to retrieve the rel evant
record fromthe Security Database. It then uses this information to
decrypt the ULE extension header. For both cases (either send or
receive traffic) only one interface is needed since the main

di fference between the sender and receiver is the direction of the
flow of traffic. An exanple of such an interface is as follows:

0 Get _record_dat abase (char * Database, char * record, char *
Uni que_I D);

Appendi x B. Mtivation for ULE Link-Layer Security

Exami nation of the threat analysis and security requirements in
Sections 3 and 4 has shown that there is a need to provide security
in MPEG 2 transm ssion networks enploying ULE. This section compares
the placement of security functionalities in different |ayers.

B.1. Security at the |IP Layer (Using |Psec)

The security architecture for the Internet Protocol [RFC4301]
describes security services for traffic at the IP layer. This
architecture primarily defines services for the Internet Protocol
(I'P) unicast packets, as well as nanually configured IP nmulticast
packets.

It is possible to use | Psec to secure ULE Streans. The mgj or
advantage of IPsec is its wide inplementation in IP routers and
hosts. 1Psec in transport node can be used for end-to-end security
transparently over MPEG 2 transmission links with little inpact.
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B. 2.

Cru

In the context of MPEG 2 transnission links, if IPsec is used to
secure a ULE Stream then the ULE Encapsul ator and Receivers are

equi valent to the security gateways in |IPsec term nology. A security
gateway inplenentation of |Psec uses tunnel node. Such usage has the
fol | owi ng di sadvant ages:

0 There is an extra transni ssion overhead associated with using |Psec
in tunnel node, i.e., the extra |IP header (IPv4 or |Pv6).

0 There is a need to protect the identity (NPA address) of ULE
Recei vers over the ULE broadcast medium |Psec is not suitable for
providing this service. In addition, the interfaces of these
devi ces do not necessarily have | P addresses (they can be L2
devi ces).

0 Multicast is considered a major service over ULE Iinks. The
current | Psec specifications [RFC4301] only define a pairw se
tunnel between two | Psec devices with manual keying. Wrk is in
progress in defining the extra detail needed for nulticast and to
use the tunnel node with address preservation to allow efficient
mul ticasting. For further details refer to [ RFC5374].

Li nk Security bel ow the Encapsul ati on Layer

Li nk | ayer security can be provided at the MPEG 2 TS | ayer (bel ow
ULE). MPEG 2 TS encryption encrypts all TS Packets sent with a
specific PID value. However, an MPEG 2 TS may typically multiplex
several |IP flows, belonging to different users, using a comobn PID
Therefore, all multiplexed traffic will share the sane security keys.

Thi s has the foll owi ng advant ages:

o The bit stream sent on the broadcast network does not expose any L2
or L3 headers, specifically all addresses, type fields, and |l ength
fields are encrypted prior to transm ssion

o0 This method does not preclude the use of |IPsec, TLS, or any other
form of higher-layer security.

However it has the foll owi ng di sadvant ages:

o Wen a PIDis shared between several users, each ULE Receiver needs
to decrypt all MPEG 2 TS Packets with a matching PI D, possibly
i ncluding those that are not required to be forwarded. Therefore,
it does not have the flexibility to separately secure individual IP
flows.
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o Wen a PID is shared between several users, the ULE Receivers wll
have access to private traffic destined to other ULE Receivers,
since they share a common PID and key.

o | ETF-based key nanagenent that is very flexible and secure is not
used in existing MPEG 2 based systens. Existing access contro
mechani sms in such systenms have limited flexibility in ternms of
controlling the use of keying and rekeying. Therefore, if the key
is compromi sed, this will inmpact several ULE Receivers

Currently, there are few deployed L2 security systens for MPEG 2
transm ssion networks. Conditional access for digital TV
broadcasting is one exanple. However, this approach is optinised for
TV services and is not well-suited to | P packet transm ssion. Some
other systens are specified in standards such as MPE [ ETSI - DAT], but
there are currently no known inpl enentations and these nethods are
not applicable to GSE

B.3. Link Security as a Part of the Encapsul ation Layer

Exam ning the threat analysis in Section 3 has shown that protection
of ULE Stream from eavesdroppi ng and ULE Receiver identity are mmjor
requirenents.

There are several advantages in using ULE |ink-layer security:

0 The protection of the conplete ULE Protocol Data Unit (PDU)
including I P addresses. The protection can be applied either per
I P flow or per Receiver NPA address.

0 Ability to protect the identity of the Receiver within the MPEG 2
transm ssion network at the IP layer and also at L2

o Efficient protection of IP nulticast over ULE I|inks.

0 Transparency to the use of Network Address Transl ation (NATS)
[ RFC3715] and TCP Performance Enhanci ng Proxies (PEP) [RFC3135],
which require the ability to inspect and nodify the packets sent
over the ULE link.

Thi s nmethod does not preclude the use of IPsec at L3 (or TLS

[ RFC5246] at L4). |IPsec and TLS provide strong authentication of the
endpoints in the comruni cation
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L3 end-to-end security would partially deny the advantage listed
above (use of PEP, conpression, etc.), since those techniques could
only be applied to TCP packets bearing a TCP-encapsul ated | Psec
packet exchange, but not the TCP packets of the original
applications, which in particular inhibits conpression.

End-to-end security (IPsec, TLS, etc.) nmay be used independently to
provi de strong authentication of the endpoints in the comruni cati on.
This authentication is desirable in many scenarios to ensure that the
correct information is being exchanged between the trusted parties,
wher eas Layer 2 nethods cannot provide this guarantee.
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