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Thi s docunent specifies an Internet standards track protocol for the
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i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Copyright Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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Abst ract

The current Internet climte poses serious threats to the Domai n Name
System In the interimperiod before the DNS protocol can be secured
more fully, neasures can already be taken to harden the DNS to nake
"spoofing’ a recursing naneserver many orders of nagnitude harder

Even a cryptographically secured DNS benefits fromhaving the ability
to di scard bogus responses quickly, as this potentially saves |arge
anmounts of conputation.

By describing certain behavior that has previously not been
standardi zed, this docunment sets out how to nake the DNS nore
resilient against accepting incorrect responses. This docunent
updat es RFC 2181.
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1.

I nt roducti on

Thi s docunent describes several common problens in DNS

i mpl ement ati ons, which, although previously recognized, renain

| argely unsol ved. Besides briefly recapping these problens, this
docunent contains rules that, if inplenented, nake conplying
resolvers vastly nore resistant to the attacks described. The goa
is to make the existing DNS as secure as possible within the current
pr ot ocol boundari es.

The words bel ow are ained at authors of resolvers: it is up to
operators to deci de which nanmeserver inplenentation to use, or which
options to enable. Operational constraints may override the security
concerns described bel ow. However, inplenmentations are expected to
all ow an operator to enable functionality described in this docunent.

Al nost every transaction on the Internet involves the Domai n Nane
System which is described in [ RFC1034], [RFC1035], and beyond.

Additionally, it has recently becone possible to acquire Secure
Socket Layer/Transport Layer Security (SSL/TLS) certificates with no
other confirmation of identity than the ability to respond to a
verification email sent via SMIP ([ RFC5321]) -- which generally uses
DNS for its routing.

In other words, any party that (tenporarily) controls the Donmain Name
Systemis in a position to reroute nost kinds of Internet
transactions, including the verification steps in acquiring an SSL/
TLS certificate for a domain. This in turn nmeans that even
transactions protected by SSL/TLS coul d be diverted.

It is entirely conceivable that such rerouted traffic could be used
to the di sadvantage of Internet users.

These and ot her devel opnents have made the security and
trustworthi ness of DNS of renewed inportance. Although the DNS
conmunity is working hard on finalizing and inplenmenting a

crypt ographi cally enhanced DNS protocol, steps should be taken to
make sure that the existing use of DNS is as secure as possible
wi thin the bounds of the rel evant standards.

It should be noted that the nbst commonly used resolvers currently do
not performas well as possible in this respect, making this docunent
of urgent inportance.

A thorough analysis of risks facing DNS can be found in [ RFC3833].
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Thi s docunment expands on sonme of the risks nmentioned in RFC 3833,
especially those outlined in the sections on "ID Guessi ng and Query
Predi ction” and "Name Chaining". Furthernore, it enphasizes a nunber
of existing rules and guidelines enbodied in the rel evant DNS
protocol specifications. The follow ng also specifies new
requirenents to nmake sure the Dormai n Name System can be relied upon
until a nmore secure protocol has been standardi zed and depl oyed.

It should be noted that even when all measures suggested bel ow are

i mpl ement ed, protocol users are not protected against third parties
with the ability to observe, nodify, or inject packets in the traffic
of a resol ver.

For protocol extensions that offer protection against these
scenari os, see [RFC4033] and beyond.

Requi renments and Definitions
1. Definitions
Thi s docunent uses the follow ng definitions:
Client: typically a 'stub-resolver’ on an end-user’s conputer.
Resol ver: a nameserver perforning recursive service for clients,
al so known as a caching server, or a full service resol ver

([ RFC1123], Section 6.1.3.1).

Stub resolver: a very limted resolver on a client conputer, that
| eaves the recursing work to a full resolver

Query: a question sent out by a resolver, typically in a UDP
packet

Response: the answer sent back by an authoritative naneserver
typically in a UDP packet.

Third party: any entity other than the resolver or the intended
reci pient of a question. The third party may have access to an
arbitrary authoritative naneserver, but has no access to packets
transmtted by the resolver or authoritative server

Attacker: malicious third party.

Spoof: the activity of attenpting to subvert the DNS process by
getting a chosen answer accept ed.
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Aut hentic response: the correct answer that comes fromthe right
authoritative server.

Target donmai n nanme: domain for which the attacker w shes to spoof
in an answer

Fake data: response chosen by the attacker
Key Words

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Description of DNS Spoofing

When certain steps are taken, it is feasible to "spoof" the current
depl oyed najority of resolvers with carefully crafted and tinmed DNS
packets. Once spoofed, a caching server will repeat the data it
wongfully accepted, and make its clients contact the wong, and
possi bly malicious, servers.

To understand how this process works it is inportant to know what
makes a resol ver accept a response.

The foll owi ng sentence in Section 5.3.3 of [RFC1034] presaged the
present probl em

The resol ver should be highly paranoid in its parsing of responses.
It should al so check that the response natches the query it sent
using the IDfield in the response.

DNS data is to be accepted by a resolver if and only if:

1. The question section of the reply packet is equivalent to that of
a question packet currently waiting for a response.

2. The IDfield of the reply packet matches that of the question
packet .

3. The response cones fromthe sanme network address to which the
question was sent.

4. The response cones in on the sane network address, including port
nunber, from which the question was sent.

In general, the first response matching these four conditions is
accept ed.
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If a third party succeeds in nmeeting the four conditions before the
response fromthe authentic naneserver does so, it is in a position
to feed a resolver fabricated data. Wen it does so, we dub it an

"attacker", attenpting to spoof in fake data.

Al'l conditions nentioned above can theoretically be met by a third
party, with the difficulty being a function of the resol ver
i mpl ement ati on and zone configuration

4. Detailed Description of Spoofing Scenarios

The previous paragraph di scussed a nunber of requirenments an attacker
must match in order to spoof in manipulated (or fake) data. This
section discusses the relative difficulties and how i npl ement ati on-
defined choi ces i npact the ampunt of work an attacker has to perform
to neet said difficulties.

Some nore details can be found in Section 2.2 of [RFC3833].
4.1. Forcing a Query

Formally, there is no need for a naneserver to perform service except
for its operator, its custoners, or nore generally its users.
Recently, open recursing nanmeservers have been used to anplify

deni al - of -servi ce attacks

Providing full service enables the third party to send the target
resolver a query for the domain nanme it intends to spoof. On
receiving this query, and not finding the answer in its cache, the

resolver will transmit queries to relevant authoritative naneservers.
Thi s opens up a wi ndow of opportunity for getting fake answer data
accept ed.

Queries may however be forced indirectly, for exanple, by inducing a
mai | server to perform DNS | ookups.

Sone operators restrict access by not recursing for unauthorized IP
addresses, but only respond with data fromthe cache. This makes
spoofing harder for a third party as it cannot then force the exact
monent a question will be asked. It is still possible however to
deternmine a tine range when this will happen, because naneservers

hel pfully publish the decreasing tine to live (TTL) of entries in the
cache, which indicate fromwhich absolute time onwards a new query
could be sent to refresh the expired entry.

The tinme to live of the target domain nane’s RRSets detern nes how

often a wi ndow of opportunity is available, which inplies that a
short TTL nmkes spoofing far nore viable.
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Note that the attacker m ght very well have authorized access to the
target resolver by virtue of being a custoner or enployee of its
operator. In addition, access may be enabl ed t hrough the use of
reflectors as outlined in [ RFC5358].

4.2. Matching the Question Section

DNS packets, both queries and responses, contain a question section
I ncom ng responses should be verified to have a question section that
is equivalent to that of the outgoing query.

4.3. Matching the ID Field

The DNS ID field is 16 bits wide, nmeaning that if full use is made of
all these bits, and if their contents are truly random it wll
require on average 32768 attenpts to guess. Anecdotal evidence
suggests there are inplenentations utilizing only 14 bits, meani ng on
average 8192 attenpts will suffice

Additionally, if the target nameserver can be forced into having
mul tiple identical queries outstanding, the "Birthday Attack"
phenonmenon neans that any fake data sent by the attacker is natched
agai nst multiple outstanding queries, significantly raising the
chance of success. Further details in Section 5.

4.4. Matching the Source Address of the Authentic Response

It should be noted that neeting this condition entails being able to
transmt packets on behalf of the address of the authoritative
nameserver. Wile two Best Current Practice docunments ([RFC2827] and
[ RFC3013] specifically) direct Internet access providers to prevent
their custoners fromassuming | P addresses that are not assigned to
them these reconmrendations are not universally (nor even w dely)

i mpl enment ed.

Many zones have two or three authoritative nanmeservers, which make
mat chi ng the source address of the authentic response very likely
with even a naive choice having a double digit success rate.

Most recursing naneservers store relative performance indications of
authoritative naneservers, which may nake it easier to predict which
naneserver would originally be queried -- the one nost likely to
respond the quickest.

Generally, this condition requires at nost two or three attenpts
before it is matched.
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4.5. Matching the Destination Address and Port of the Authentic
Response

Note that the destination address of the authentic response is the
source address of the original query.

The actual address of a recursing nameserver is generally known; the
port used for asking questions is harder to deternmine. Mst current
resol vers pick an arbitrary port at startup (possibly at randon) and
use this for all outgoing queries. 1In quite a nunber of cases, the
source port of outgoing questions is fixed at the traditional DNS
assi gned server port nunber of 53.

If the source port of the original query is random but static, any
aut horitative nameserver under observation by the attacker can be
used to determne this port. This neans that nmatching this
conditions often requires no guess work.

If multiple ports are used for sending queries, this enlarges the
effective I D space by a factor equal to the nunber of ports used.

Less comon resolving servers choose a random port per outgoing
query. If this strategy is followed, this port nunmber can be
regarded as an additional IDfield, again containing up to 16 bits.

If the maxi mum ports range is utilized, on average, around 32256
source ports would have to be tried before matching the source port
of the original query, as ports bel ow 1024 nay be unavail able for
use, |eaving 64512 options.

It is in general safe for DNS to use ports in the range 1024-49152
even though sone of these ports are allocated to other protocols.
DNS resolvers will not be able to use any ports that are already in
use. |If a DNS resolver uses a port, it will release that port after
a short tinme and nigrate to a different port. Only in the case of a
hi gh-vol une resolver is it possible that an application wanting a
particul ar UDP port suffers a long term bl ock-out.

It should be noted that a firewall will not prevent the matching of
this address, as it will accept answers that (appear to) cone from
the correct address, offering no additional security.

4.6. Have the Response Arrive before the Authentic Response
Once any packet has matched the previous four conditions (plus

possi bl e additional conditions), no further responses are generally
accept ed.
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This nmeans that the third party has a limted tine in which to inject
its spoofed response. For calculations, we will assume a w ndow in
order of at npbst 100 ns (depending on the network distance to the
authentic authoritative naneserver).

This time period can be far longer if the authentic authoritative
naneservers are (briefly) overl oaded by queries, perhaps by the
att acker.

5. Birthday Attacks

The so-called "birthday paradox" inplies that a group of 23 people
suffices to have a nore than even chance of having two or nore
menbers of the group share a birthday.

An attacker can benefit fromthis exact phenonenon if it can force
the target resolver to have multiple equival ent (identical QNAME,
QIYPE, and QCLASS) outstanding queries at any one tine to the sane
authoritative server.

Any packet the attacker sends then has a much hi gher chance of being
accepted because it only has to match any of the outstanding queries
for that single domain. Conpared to the birthday anal ogy above, of
the group conposed of queries and responses, the chance of having any
of these share an ID rises quickly.

As long as small nunbers of queries are sent out, the chance of
successfully spoofing a response rises linearly with the nunber of
out standi ng queries for the exact dommi n and naneserver

For larger nunbers, this effect is |ess pronounced.
More details are available in US-CERT [vu-457875].
6. Accepting Only I n-Donmai n Records

Responses from authoritati ve naneservers often contain information
that is not part of the zone for which we deemit authoritative. As
an exanple, a query for the MX record of a domain mght get as its
responses a mail exchanger in another domain, and additionally the IP
address of this mail exchanger.

If accepted uncritically, the resolver stands the chance of accepting
data froman untrusted source. Care nmust be taken to only accept
data if it is known that the originator is authoritative for the
NAME or a parent of the QNAVE
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One very sinple way to achieve this is to only accept data if it is
part of the domain for which the query was intended

7. Conbined Difficulty

G ven a known or static destination port, matching ID field, the
source and destination address requires on average in the order of 2
* 2715 = 65000 packets, assuming a zone has 2 authoritative
nameservers

If the wi ndow of opportunity available is around 100 ns, as assuned
above, an attacker would need to be able to briefly transmt 650000
packets/s to have a 50% chance to get spoofed data accepted on the
first attenpt.

A realistic mninmal DNS response consists of around 80 bytes,
including I P headers, nmaking the packet rate above correspond to a
respectabl e burst of 416 Mit/s.

As of mid-2006, this kind of bandwi dth was not comon but not scarce
either, especially anmong those in a position to control nmany servers.

These nunbers change when a wi ndow of a full second is assuned,

possi bly because the arrival of the authentic response can be
prevented by overl oadi ng the bona fide authoritative hosts with decoy
queries. This reduces the needed bandwidth to 42 Mit/s.

If, in addition, the attacker is granted nore than a single chance
and allowed up to 60 mnutes of work on a domain with a tinme to live
of 300 seconds, a neager 4 Mit/s suffices for a 50% chance at
getting fake data accepted. Once equipped with a |onger tinme,

mat chi ng condition 1 mentioned above is straightforward -- any
popul ar domain will have been queried a nunmber of times within this
hour, and given the short TTL, this would |l ead to queries to

aut horitative nanmeservers, opening wi ndows of opportunity.

7.1. Symbols Used in Calculation
Assume the foll ow ng synbols are used:
I: Nunber distinct |IDs avail able (naxi mum 65536)

P: Nunber of ports used (rmaxi num around 64000 as ports under 1024 are
not always avail able, but often 1)

N: Nunber of authoritative nameservers for a donain (averages around
2.5)
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F: Nunber of "fake" packets sent by the attacker
R Nunber of packets sent per second by the attacker

W W ndow of opportunity, in seconds. Bounded by the response tine
of the authoritative servers (often 0.1s)

D: Average nunber of identical outstanding queries of a resolver
(typically 1, see Section 5)

A: Nunber of attenpts, one for each wi ndow of opportunity
Cal cul ation

The probability of spoofing a resolver is equal to the anmbunt of fake
packets that arrive within the wi ndow of opportunity, divided by the
size of the problem space.

When the resolver has 'D nultiple identical outstanding queries,
each fake packet has a proportionally higher chance of matching any
of these queries. This assunption only holds for small val ues of
"D .

In synbols, if the probability of being spoofed is denoted as P_s:

It is nmore useful to reason not in terms of aggregate packets but to
convert to packet rate, which can easily be converted to bandwi dth if
needed.

If the wi ndow of opportunity length is W and the attacker can send
"R packets per second, the nunber of fake packets 'F that are
candi dates to be accepted is:

F=R* W -> P5S = -coccu---

Finally, to calculate the conbined chance 'P_cs’ of spoofing over a
chosen time period "T', it should be realized that the attacker has a
new wi ndow of opportunity each tine the TTL ' TTL' of the target
domai n expires. This neans that the nunber of attenpts 'A is equa
to'T / TTL.
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To cal cul ate the conbi ned chance of at |east one success, the
foll owi ng fornmul a hol ds:

(T / TTL)
A ( D* R* W)
Pcs=1-(1- Ps) = 1- (21 - --------- )
( N*P* 1)

VWhen common nunbers (as |isted above) for Db W N, P, and | are
inserted, this fornula reduces to:

(T / TTL)
( R )
Pcs=1-(1- ------- )
( 1638400 )

Fromthis formula, it can be seen that, if the nameserver

i npl ementation is unchanged, only raising the TTL offers protection
Rai sing N, the nunmber of authoritative nameservers, is not feasible
beyond a small nunber.

For the degenerate case of a zero-second TTL, a w ndow of opportunity
opens for each query sent, naking the effective TTL equal to 'W
above, the response tine of the authoritative server.

This |last case al so holds for spoofing techniques that do not rely on
TTL expiry, but use repeated and changi ng queri es.

8. Di scussion

The cal cul ati ons above indicate the relative ease with which DNS data
can be spoofed. For exanple, using the fornula derived earlier on an
RRSet with a 3600 second TTL, an attacker sending 7000 fake response
packets/s (a rate of 4.5 Mit/s), stands a 10% chance of spoofing a
record in the first 24 hours, which rises to 50% after a week.

For an RRSet with a TTL of 60 seconds, the 10%level is hit after 24
m nutes, 50% after | ess than 3 hours, 90% after around 9 hours.

For sone cl asses of attacks, the effective TTL is near zero, as noted
above.

Note that the attacks mentioned above can be detected by watchfu
server operators - an unexpected incomng streamof 4.5 Mit/s of
packets m ght be noticed

An i nportant assunption however in these calculations is a known or
static destination port of the authentic response.
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If that port number is unknown and needs to be guessed as well, the
probl em space expands by a factor of 64000, |eading the attacker to
need in excess of 285Gb/s to achieve simlar success rates.

Such bandwidth is not generally available, nor is it expected to be
so in the foreseeable future

Note that some firewalls may need reconfiguring if they are currently
set up to only allow outgoing queries froma single DNS source port.

1. Repetitive Spoofing Attenpts for a Single Donmain Nane

Techni ques are available to use an effectively infinite nunber of
queries to achieve a desired spoofing goal. In the math above, this
reduces the effective TTL to O.

I f such techniques are enpl oyed, using the sanme 7000 packets/s rate
menti oned above, and using 1 source port, the spoofing chance rises
to 50% within 7 seconds.

If 64000 ports are used, as recommended in this docunent, using the
sanme query rate, the 50% Il evel is reached after around 116 hours.

For gery Count er neasur es
1. Query Matching Rul es

A resolver inplenentation MIST match responses to all of the
followi ng attributes of the query:

0 Source address agai nst query destination address
o Destination address agai nst query source address
o Destination port agai nst query source port

0o Query ID

0 Query nane

0 Query class and type

bef ore applying DNS trustworthiness rules (see Section 5.4.1 of
[ RFC2181]).

A m smatch and the response MJUST be consi dered invalid.
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9.2. Extending the QID Space by Using Ports and Addresses
Resol ver inpl enentati ons MJIST:

0 Use an unpredictable source port for outgoing queries fromthe
range of available ports (53, or 1024 and above) that is as |arge
as possi ble and practicabl e;

0o Use multiple different source ports simnultaneously in case of
mul ti pl e outstandi ng queri es;

0 Use an unpredictable query ID for outgoing queries, utilizing the
full range avail able (0-65535).

Resol vers that have multiple I P addresses SHOULD use themin an
unpr edi ct abl e manner for outgoi ng queries.

Resol ver inplenentations SHOULD provi de nmeans to avoi d usage of
certain ports.

Resol vers SHOULD favor authoritative naneservers with which a trust
rel ati on has been established; stub-resolvers SHOULD be able to use
Transaction Signature (TSIG ([RFC2845]) or |Psec ([ RFC4301]) when

conmmuni cating with their recursive resol ver

In case a cryptographic verification of response validity is
available (TSIG SIE0)), resolver inplenentati ons MAY wai ve above
rules, and rely on this guarantee instead.

Proper unpredictability can be achi eved by enploying a high quality
(pseudo-)random generator, as described in [ RFC4086].

9.2.1. Justification and D scussi on

Since an attacker can force a full DNS resolver to send queries to
the attacker’s own naneservers, any constant or sequential state held
by such a resol ver can be nmeasured, and it nust not be trivially easy
to reverse engineer the resolver’s internal state in a way that
al | ows | ow cost, high-accuracy prediction of future state.

A full DNS resolver with only one or a small nunber of upstream
facing endpoints is effectively using constants for |P source address
and UDP port number, and these are very predictable by potentia
attackers, and must therefore be avoi ded.

A full DNS resolver that uses a sinple increment to get its next DNS
query IDis |likew se very predictable and so very spoofable.
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9. 3.

10.

Finally, weak random nunber generators have been shown to expose
their internal state, such that an attacker who w tnesses severa
sequential "randoni values can easily predict the next ones. A
crypto-strength random nunber generator is one whose output cannot be
predicted no matter how nmany successive val ues are witnessed.

Spoof Detection and Counterneasure

If a resolver detects that an attenpt is being nade to spoof it,

per haps by discovering that nany packets fail the criteria as
outlined above, it MAY abandon the UDP query and re-issue it over
TCP. TCP, by the nature of its use of sequence nunbers, is far nore
resilient against forgery by third parties.

Security Considerations

Thi s docunent provides clarification of the DNS specification to
decrease the probability that DNS responses can be successfully
forged. Reconmendations found above shoul d be consi dered

compl enentary to possible cryptographical enhancements of the domain
nanme system which protect against a |larger class of attacks.

Thi s docunent recommends the use of UDP source port nunber
randoni zation to extend the effective DNS transaction |ID beyond the
avai l abl e 16 bits.

A resolver that does not inplement the recomrendati ons outlined above
can easily be forced to accept spoofed responses, which in turn are
passed on to client conputers -- msdirecting (user) traffic to

possi bly malicious entities.

Thi s docunent directly inpacts the security of the Donmai n Name
System inplementers are urged to follow its reconmendati ons

Most security considerations can be found in Sections 4 and 5, while
proposed count ernmeasures are described in Section 9

For brevity's sake, in lieu of repeating the security considerations
references, the reader is referred to these sections.

Not hing in this docunment specifies specific algorithns for operators
to use; it does specify algorithns inplenentations SHOULD or MJST
support.

It should be noted that the effects of source port random zati on nmay
be dramatically reduced by NAT devices that either serialize or limt
in volune the UDP source ports used by the querying resol ver
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11.

12.

12.

DNS recursive servers sitting behind at NAT or a statefull firewall
may consune all avail abl e NAT translation entries/ports when
operating under high query |load. Port random zation will cause
translation entries to be consuned faster than with fixed query port.

To avoid this, NAT boxes and statefull firewalls can/should purge

out goi ng DNS query translation entries 10-17 seconds after the | ast
out goi ng query on that mapping was sent. [RFCA787]-conpliant devices
need to treat UDP nessages with port 53 differently than nost other
UDP protocol s.

To minimze the potential that port/state exhaustion attacks can be
staged fromthe outside, it is reconmended that services that
generate a nunber of DNS queries for each connection should be rate
limted. This applies in particular to email servers.
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