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Abst ract

This meno defines a new header field for use with electronic nail
messages to indicate the results of nessage authentication efforts.
Any receiver-side software, such as mail filters or Ml User Agents
(MJAs), may use this nessage header field to relay that information
in a convenient way to users or to nmake sorting and filtering
deci si ons.
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1. Introduction

This meno defines a new header field for electronic mail nessages
that presents the results of a nessage authentication effort in a
machi ne-readabl e format. The intent is to create a place to collect
such data when nmessage aut hentication nechanisns are in use so that a
Mai | User Agent (MJA) and downstream filters can make filtering
deci si ons and/or provide a recommendation to the user as to the
validity of the nessage’s origin and possibly the integrity of its
content.

End users are not expected to be direct consunmers of this header
field. This header field is intended for consunption by prograns
that will then use or render such data in a hunan-usable form

This menmo defines both the format of this new header field and

di scusses the inplications of its presence or absence. However, it
does not discuss how the data contained in the header field should be
used (i.e. what filtering decisions are appropriate, or how an MJA

m ght render these results) as these are |ocal policy and/or user
interface design questions that are not appropriate for this neno.

At the time of publication of this neno, [AUTH, [DKIM,

[ DOVAI NKEYS], [ SENDERI D], and [SPF] are published DNS donai n-1eve
emai | authentication nethods in conmon use. This proposal is not
intended to be restricted to domai n-based aut hentication, but this
has proven to be a good starting point for inplenmentations. As
various nethods energe, it is necessary to prepare for their
appearance and encourage convergence in the area of interfacing
verifiers to filters and MJAs.
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Al 't hough [ SPF] defined a header field called Received-SPF and

[ DOMAI NKEYS] defined one cal |l ed Domai nKey- Status for this purpose,
those header fields are specific to the conveyance of their
respective results only and thus are insufficient to satisfy the
requi renents enunerated bel ow.

1.1. Purpose

The header field defined in this menp is expected to serve severa
pur poses:

1. Convey the results of various nessage authentication checks being
applied by upstreamfilters and Mail Transfer Agents (MIAs) to
MJAs and downstreamfilters within the sanme "trust domain", as
such agents may wish to render those results to end users or use
that data to apply nore or | ess stringent content checks based on
aut hentication results;

2. Provide a common |l ocation within a nmessage for this data;

3. Create an extensible framework for reporting new authentication
met hods as they energe.

In particular, the mere presence of this header field should not be
construed as nmeaning that its data is valid, but rather that it is
asserting validity based on one or nore authentication schenes
somewhere upstream For an MJA or downstreamfilter to treat the
assertions as actually valid, there nust be an assessnent of the
trust rel ationship between such agents and the validating MIA

1.2. Trust Boundary

Thi s docunent nakes several references to the "trust boundary"” of an
adm ni strative managenent domain (ADMD). G ven the diversity anong

existing nmail environments, a precise definition of this termisn't

possi bl e.

Sinply put, a transfer fromthe creator of the header field to the
consuner nmust occur within a context of trust that the creator’s
information is correct. How this trust is obtained is outside the
scope of this docunent. It is entirely a local natter.

Thus, this document defines a "trust boundary" as the delineation
between "external" and "internal" entities; "external" here includes
all hosts that do not deliberately provide sone kind of nessaging
service for the receiving ADMD s users, and "internal" includes those
hosts that do. By this definition, the hosts within a "trust
boundary” may lie entirely within a receiving ADMD s direct control,
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or they can include hosts managed by anot her ADMD (such as an | SP or
comrercial filtering service) but that al so provide services for the
former.

1.3. Processing Scope

This proposal is intended to address the needs of authenticating
messages or properties of messages during their actual transport. It
is not neant to address the security of messages that might be
encapsul ated within other nessages, such as a nmessage/rfc822 [ M VE]
part within a nessage.

1.4. Requirements

This meno establishes no new requirements on existing protocols or
servers.

In particular, this meno establishes no requirenent on MIAs to reject
or filter arriving nessages that do not pass authentication checks.
The data conveyed by the defined header field s contents are for the
informati on of MJAs and filters and should be used at their

di scretion.

1.5. Definitions
This section defines various terns used throughout this docunent.
1.5.1. Cenera

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

1.5.2. Security

[ SECURI TY] discusses authentication and authorization and the
conflation of the two concepts. The use of those terns within the
context of recent message-security work has given rise to slightly
different definitions, and this docunment reflects those current
usages, as foll ows:

0 "Authorization" is the establishnent of pernission to use a
resource or represent an identity. 1In this context, authorization
indicates that a nessage froma particular ADMD arrived via a
route the ADMD has explicitly approved.
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0 "Authentication" is the assertion of validity of a piece of data
about a message (such as the sender’s identity) or the message in
its entirety.

As exanpl es: [SPF] and [ SENDERI D] are authorization nmechanisns in
that they express a result that shows whether or not the ADMD that
apparently sent the message has explicitly authorized the connecting
[SMIP] client to relay nessages on its behalf but do not actually
validate any property of the nessage itself. By contrast, [DKIM is
agnostic as to the routing of a nessage but uses cryptographic
signatures to authenticate agents claining responsibility for the
message (which inplies authorization) and ensure it was not nodified
intransit. Since the signatures are not tied to SMIP connecti ons,
they can be added by either the ADVMD of origin, internediate ADVDs
(such as a mailing list server), or both.

Rat her than create a separate header field for each class of
solution, this proposal groups themboth into a single header field.

1.5.3. FEmail Architecture
0 A "border MIA" is an MIA that acts as a gateway between the
general Internet and the users within an organi zati onal boundary.
(See al so Section 1.2.)
o A "delivery MIA" (or Muil Delivery Agent or MDA) is an MIA that
actually enacts delivery of a nessage to a user’s inbox or other
final delivery.

0 An "internediate MIA" is an MIA that handl es nessages after a
border MIA and before a delivery MA
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The following diagramillustrates the flow of nmail anong these
defined components:

+----- + +----- + R +
| MJA |--> MSA |-->| Border MIA |
+o-m o - + +o-m o - + Fom e e o - +
I
I
Y
TS +
| I'nternet |
S +
I
I
Y
+----- + +----- + o e e e e oo oo + R +
| MJA |<--| MDA |<--| Internediate MIA | <--| Border MIA |
+o-m o - + +o-m o - + o e e oo + Fom e e o - +

CGenerally, it is assumed that the work of applying nessage

aut henti cati on schenes takes place at a border MIA or a delivery MA
This specification is witten with that assunption in mnd. However,
there are sone sites at which the entire mail infrastructure consists
of a single host. In such cases, such ternms as "border MIA" and
"delivery MIA" may well apply to the same machi ne or even the very
same agent. It is also possible that sone nessage authentication
tests could take place on an internediate MIA. Al though this
docunent doesn’t specifically describe such cases, they are not neant
to be excluded fromthis specification

See [ EMAI L- ARCH] for further discussion on general email system
architecture, and Appendix C of this meno for discussion about the
common aspects of email authentication in current environments.

1.6. Trust Environnent

This new header field pernits one or nore nmessage validation
mechani sms to comunicate its output to one or nore separate
assessnent nechani sns. These nechani sns operate within a unified
trust boundary that defines an Adm nistrative Managenent Donai n
(ADVMD). An ADMD contains one or nore entities that perform

val idation and generate the header field, and one or nore that
consune it for sone type of assessment. The field contains no
integrity or validation mechanismof its own, so its presence nust be
trusted inmplicitly. Hence, use of the header field depends upon
ensuring that mail entering the ADMD has instances of the header
field claimng to be valid within its boundaries renpved, so that
occurrences of such header fields can be used safely by consuners.
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The "aut hserv-id" token defined in Section 2.2 can be used to | abe
an entire ADVMD or a specific validation engine within an ADVD.

Al t hough the | abeling schene is left as an operational choice, sone
gui dance for selecting a token is provided within this proposal

2. Definition and Format of the Header Field

This section gives a general overview of the format of the header
field being defined, and then provides nore formal specification

2.1. Ceneral Description

The new header field being defined here is called "Authentication-
Results". It is a Structured Header Field as defined in [ MAIL] and
thus all of the related definitions in that docunment apply.

Thi s new header field SHOULD be added at the top of the nessage as it
transits MIAs that do authentication checks so sone idea of how far
away the checks were done can be inferred. It therefore should be
treated as a Trace Field as defined in [MAIL], and thus all of the
related definitions in that docunment apply.

The val ue of the header field (after renoving [ MAIL] coments)
consists of an authentication identifier, an optional version, and
then a series of "method=result" statenments indicating which

aut henti cation method(s) were applied and their respective results,
and then, for each applied nethod, an optional "reason" string plus
optional "property=value" statenents indicating which nessage
properties were evaluated to reach that concl usion.

The header field MAY appear nore than once in a single message, or
more than one result MAY be represented in a single header field, or
a conbi nati on of these MAY be applied

2.2. Formal Definition

Formal ly, the header field is specified as follows using [ ABNF]:

aut hres- header = "Authentication-Results:"” [CFWS] authserv-id
[ CFW5 version ]
( [CFWE] ";" [CFWS] "none" / 1*resinfo ) [CFWS] CRLF

; the special case of "none" is used to indicate that no
; nmessage authentication is perfornmed

aut hserv-id = dot-atom
; see below for a description of this el enent
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version = 1*DIG T [ CFW5]

i ndi cates which version of this specification is in use;
this specification is version "1"; the absence of a
version inplies this version of the specification

resinfo [CFWE] ;" met hodspec [ CFWS reasonspec |

*( CFW5 propspec )

met hodspec = [ CFWS] nethod [CFW5] "=" [CFW5] result

; indicates which authentication method was eval uat ed
reasonspec = "reason" [CFW5] "=" [CFWS5] val ue

; a free-formconment on the reason the given result

; was returned

propspec = ptype [CFWS] "." [CFWS] property [CFWS] "=" pval ue
; an indication of which properties of the nessage
; were evaluated by the authentication scheme being
; applied to yield the reported result and woul d be
; useful to reveal to end users as authenticated

met hod dot-atom [ [CFWS] "/" [CFWB] version ]

a nethod indicates which nmethod' s result is
represented by "result", and is one of the methods
explicitly defined as valid in this docunent

or is an extensi on nethod as defi ned bel ow

dot - at om
indicates the results of the attenpt to authenticate
; the nmessage; see below for details

resul t

ptype = "sntp" / "header" / "body" / "policy"
; indicates whether the property being eval uated was
; a paraneter to an [ SMIP] conmand, or was a val ue taken
; froma nessage header field, or was sonme property of
; the message body, or sone other property eval uated by
; the receiving MIA

property = dot-at om
; if "ptype" is "sntp", this indicates which [ SMIP]
; command provided the val ue that was eval uated by the
; authentication schene being applied; if "ptype" is
; "header", this indicates fromwhich header field the
; val ue being evaluated was extracted; if "ptype" is
; "body", this indicates the offset into the body at which
; content of interest was detected; if "ptype" is "policy"
; then this indicates the nane of the policy that caused
; this header field to be added (see bel ow)
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pvalue = [CFW5] ( value / [ [ local-part ]| "@ ] donai n-nane )
[ CFWE]
; the value extracted fromthe nessage property defined
; by the "ptype.property” construction; if the val ue
; identifies sonething intended to be an e-nmil identity,
; then it MJST use the right hand portion of this ABNF
; definition

The "local -part” is as defined in Section 3.4.1, and "dot-atonf is
defined in Section 3.2.3, of [MAIL].

The "value" is as defined in Section 5.1 of [M Mg]
The "domai n-nane" is as defined in Section 3.5 of [DKIM.

The "dot-atonmt used in a "result" above is further constrained by the
necessity of being enunerated in Section 2.4 or an amendnent to it.

See Section 2.3 for a description of the "authserv-id" el enent.

The list of commands eligible for use with the "sntp" ptype can be
found in [ SMIP] and subsequent amendnents.

"CFWS" is as defined in Section 3.2.2 of [MAIL].

The "propspec” may be omtted if, for exanple, the nethod was unable
to extract any properties to do its evaluation yet has a result to
report.

The "ptype" and "property" values used by each authentication nethod
shoul d be defined in the specification for that nethod (or its
anmendment s) .

The "ptype" and "property" are case-insensitive.

A "ptype" value of "policy" indicates a policy decision about the
message not specific to a property of the nmessage that could be
extracted. For exanple, if a nethod would normally report a
"ptype. property” of "header.From and no From header field was
present, the method can use "policy" to indicate that no concl usion
about the authenticity of the nessage coul d be reached.

2.3. Authentication ldentifier Field
Every Aut hentication-Results header field has an authentication

identifier field ("authserv-id" above). This is simlar in syntax to
a fully-qualified domain nane.
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The authentication identifier field provides a unique identifier that
refers to the authenticating service within a given ADVD. The

uni queness of the identifier MJST be guaranteed by the ADM t hat
generates it and nust pertain to exactly that one ADMD. This
identifier is intended to be machi ne-readabl e and not necessarily
meani ngful to users. MJAs or downstreamfilters SHOULD use this
identifier to determ ne whether or not the data contained in an

Aut henti cati on-Results header field should be used.

For sinplicity and scalability, the authentication identifier SHOULD
be a conmmon token used throughout the ADVMD, such as the DNS donain
nane used by or within that ADMD

For tracing and debuggi ng purposes, the authentication identifier MAY
i nstead be the hostname of the MIA perform ng the authentication
check whose result is being reported. This is also useful for

anot her purpose, as described in Section 4. Mbreover, sone

i npl ement ati ons have consi dered appending a delimter such as "/" and
following it with useful transport tracing data such as the [ SMIP]
queue I D or a timestanp.

It should be noted, however, that using a local, relative identifier
like a single hostnane, rather than a hierarchical and globally

uni que ADMD identifier |ike a DNS domai n nane, nakes configuration
more difficult for large sites. The hierarchical identifier permts
aggregating rel ated, trusted systens together under a single, parent
identifier, which in turn permts assessing the trust relationship
with a single reference. The alternative is a flat nanespace
requiring individually listing each trusted system Since consuners
must use the identifier to deternine whether to use the contents of
t he header field:

o0 Changes to the identifier inpose a large, centralized
admi ni strative burden.

0 Ongoing administrative changes require constantly updating this
centralized table, nmaking it difficult to ensure that an MJA or
downstream filter will have access to accurate information for
assessing the usability of the header field s content. In
particul ar, consuners of the header field will need to know not
only the current identifier(s) in use, but previous ones as well
to account for delivery latency or |ater re-assessnent of the
header field s contents.

Exanpl es of valid authentication identifiers are "exanple.conf,
"mai |l . exanpl e. org", "nmsl. newyork.exanpl e.coni, and "exanpl e-aut h".
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2.4. Result Val ues

Each i ndivi dual authentication nethod returns one of a set of
specific result values. The subsections bel ow define these results
for the authentication nmethods specifically supported by this neno,
and verifiers SHOULD use these val ues as described bel ow. New

met hods not specified in this docunment intended to be supported by
the header field defined in this nmenbo MJUST include a simlar result
table either inits defining neno or in a suppl enentary one.

2.4.1. DKIM and Dormai nKeys Results
The result values used by [DKIM and [ DOVAI NKEYS] are as foll ows:
none: The nmessage was not signed.
pass: The nessage was signed, the signhature or signatures were

acceptable to the verifier, and the signature(s) passed
verification tests.

fail: The nessage was signed and the signature or signatures were
acceptable to the verifier, but they failed the verification
test(s).

policy: The message was signed but the signhature or signhatures were
not acceptable to the verifier.

neutral: The nessage was signed but the signature or signatures
contai ned syntax errors or were not otherw se able to be
processed. This result SHOULD al so be used for other failures not
covered el sewhere in this list.

tenmperror: The nessage could not be verified due to sone error that
is likely transient in nature, such as a tenporary inability to
retrieve a public key. A later attenpt may produce a fina
result.

permerror: The message could not be verified due to some error that
is unrecoverable, such as a required header field being absent. A
|later attenpt is unlikely to produce a final result.

A signature is "acceptable to the verifier" if it passes local policy
checks (or there are no specific local policy checks). For exanple,
a verifier mght require that the signature(s) on the message be
added using the DNS domain present in the From header field of the
message, thus making third-party signatures unacceptabl e.
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[DKIM advises that if a message fails verification, it should be
treated as an unsigned nmessage. A report of "fail" here permts the
receiver of the report to decide howto handle the failure. A report
of "neutral" or "none" preenpts that choice, ensuring the nessage
will be treated as if it had not been signed

2.4.2. SPF and Sender-1D Results
The result values are used by [SPF] and [ SENDERI D] as foll ows:
none: No policy records were published at the sender’s DNS donai n.

neutral: The sender’s ADMD has asserted that it cannot or does not
want to assert whether or not the sending | P address is authorized
to send mail using the sender’s DNS domai n.

pass: The client is authorized by the sender’s ADMD to inject or
relay mail on behalf of the sender’s DNS donain.

policy: The client is authorized to inject or relay mail on behalf
of the sender’s DNS domain according to the authentication
met hod’ s algorithm but local policy dictates that the result is
unaccept abl e.

hardfail: This client is explicitly not authorized to inject or
relay mail using the sender’s DNS domai n.

softfail: The sender’s ADMD believes the client was not authorized
to inject or relay mail using the sender’s DNS domain, but is
unwilling to nmake a strong assertion to that effect.

tenmperror: The nessage could not be verified due to sone error that
is likely transient in nature, such as a tenporary inability to
retrieve a policy record fromDNS. A later attenpt may produce a
final result.

permerror: The message could not be verified due to some error that
i s unrecoverable, such as a required header field being absent or
a syntax error in aretrieved DNS TXT record. A later attenpt is
unlikely to produce a final result.

The distinction between and interpretation of "none" and "neutral"
under these methods is discussed further in [SPF].

The "policy” result would be returned if, for exanmple, [SPF] returned
as "pass" result, but a local policy check natches the sendi ng DNS
domain to one found in an explicit list of unacceptabl e DNS donmi ns
(e.g., spanmers).
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If the retrieved sender policies used to evaluate [SPF] and

[ SENDERI D] do not contain explicit provisions for authenticating the
| ocal -part (see Section 3.4.1 of [MAIL]) of an address, the "pval ue"
reported along with results for these nechani sns SHOULD NOT i ncl ude
the | ocal -part.

2.4.3. "iprev" Results

The result values are used by the "iprev' method, defined in
Section 3, are as follows:

pass: The DNS eval uation succeeded, i.e., the "reverse" and
"forward" | ookup results were returned and were in agreenent.

fail: The DNS evaluation failed. 1In particular, the "reverse" and
"forward" | ookups each produced results but they were not in
agreenent, or the "forward" query conpl eted but produced no
result, e.g., a DNS RCODE of 3, commonly known as NXDOVAI N, or an
RCODE of 0 (NOERROR) in a reply containing no answers, was
ret ur ned.

tenmperror: The DNS eval uation could not be conpl eted due to sone
error that is likely transient in nature, such as a tenporary DNS
error, e.g., a DNS RCODE of 2, commonly known as SERVFAIL, or
other error condition resulted. A later attenpt may produce a
final result.

pernerror: The DNS eval uation could not be conpl eted because no PTR
data are published for the connecting |IP address, e.g., a DNS
RCODE of 3, commonly known as NXDOVAI N, or an RCODE of 0 ( NOERROR)
in areply containing no answers, was returned. This prevented
compl etion of the eval uation

There is no "none" for this method since any TCP connection

delivering email has an | P address associated with it, so sone kind

of evaluation will always be possible.

For discussion of the format of DNS replies, see [DNS].

2.4.4. SMIP AUTH Results
The result values are used by the [AUTH nethod are as foll ows:

none: SMIP aut hentication was not attenpted.

pass: The SMIP client had authenticated to the server reporting the
result using the protocol described in [AUTH.
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fail: The SMIP client had attenpted to authenticate to the server
usi ng the protocol described in [AUTH but was not successful, yet
continued to send the nessage about which a result is being
report ed.

tenperror: The SMIP client attenpted to authenticate using the
protocol described in [AUTH but was not able to conplete the
attenpt due to sone error which is likely transient in nature,
such as a tenporary Lightweight Directory Access Protocol (LDAP)
| ookup error. A later attenpt nmay produce a final result.

pernmerror: The SMIP client attenpted to authenticate using the
protocol described in [AUTH but was not able to conplete the
attenpt due to sone error that is likely not transient in nature,
such as a permanent LDAP | ookup error. A later attenpt is not
likely produce a final result.

Not e that an agent maki ng use of the data provided by this header
field SHOULD consider "fail" and "tenperror" to be the synonynous in
terns of message authentication, i.e., the client did not

aut henti cat e.

2.4.5. Extension Result Codes

Addi tional result codes (extension results) mght be defined in the
future by later revisions or extensions to this specification
Extension results beginning with "x-" will never be defined as
standard fields; such nanes are reserved for experinental use
Result codes not beginning with "x-" MJST be registered with the

I nternet Assigned Numbers Authority (1ANA) and published in an RFC
See Section 6 for further details.

I mpl enent ati ons reporting new result codes MJST use the
until such time as the new nethod is registered by | ANA

x-" prefix

Extension results MJST only be used within ADVDs that have explicitly
consented to use them These results and the paraneters associ ated
with them are not docunmented in RFCs. Therefore, they are subject to
change at any tinme and not suitable for production use. Any MIA, MJA
or downstreamfilter intended for production use SHOULD i gnore or

del ete any Authentication-Results header field that includes an
extension result.

2.5. Authentication Methods
This section defines the supported authenticati on nethods and

di scusses the proper neans for applying experinental and ot her
ext ensi on net hods.
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2.5.1. Definition of Initial Methods

As they are currently existing specifications for nessage
authentication, it is appropriate to define an authentication nethod
identifier for each of [AUTH, [DKIM, [DOVAINKEYS], [SENDERID], and
[SPF]. Therefore, the authentication nethod identifiers "auth",

"dki nf', "domai nkeys", "sender-id", and "spf", respectively are hereby
defined for MIAs applying those specifications for email nessage

aut henti cati on.

Furthernore, nethod "iprev" is defined in Section 3.
See Section 6 for details
2.5.2. Extension Methods

Addi tional authentication nethod identifiers (extension nethods) may
be defined in the future by later revisions or extensions to this
specification. Extension nethods beginning with "x-" will never be
defined as standard fields; such nanes are reserved for experimenta
use. Method identifiers not beginning with "x-" MJST be registered
with the Internet Assigned Nunbers Authority (1ANA) and published in
an RFC. See Section 6 for further details.

Ext ensi on net hods nmay be defined for the follow ng reasons:

1. To allow additional information from new authentication systens
to be comunicated to MJAs or downstreamfilters. The nanes of
such identifiers should reflect the nane of the nethod being
defined, but should not be needl essly |ong.

2. To allow the creation of "sub-identifiers" that indicate
different |evels of authentication and differenti ate between
their relative strengths, e.g., "authl-weak" and "authl-strong"

I mpl ement ati ons of new met hods MJUST use the
time as the new nethod is registered by | ANA

x-" prefix until such

Aut henti cation nmethod inpl enentors are encouraged to provi de adequate
information, via [MAIL] commrents if necessary, to allow an MJA

devel oper to understand or relay ancillary details of authentication

results. For exanple, if it might be of interest to relay what data

was used to perform an eval uation, such information could be rel ayed

as a commrent in the header field, such as:

Aut henti cation-Results: exanpl e. com
f oo=pass bar.baz=blob (2 of 3 tests K)
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Experinmental method identifiers MJIST only be used within ADMDs t hat
have explicitly consented to use them These nmethod identifiers and
the paraneters associated with them are not documented in RFCs.
Therefore, they are subject to change at any tinme and not suitable
for production use. Any MIA, MJA, or downstreamfilter intended for
production use SHOULD i gnore or del ete any Authentication-Results
header field that includes an experinental method identifier

3. The "iprev" Authentication Method

This section defines an additional authentication nethod called
"iprev".

In general, "iprev" is an attenpt to verify that a client appears to
be valid based on sone DNS queries. Upon receiving a session
initiation of some kind froma client, the IP address of the client
peer is queried for matching nanmes (i.e., a nunber-to-nane

transl ation, also known as a "reverse | ookup" or a "PTR' record
query). Once that result is acquired, a | ookup of each of the nanes
(i.e., a name-to-nunber translation, or an "A" or "AAAA" record
query) thus retrieved is done. The response to this second check
should result in at |east one nmapping back to the client’s IP

addr ess.

More algorithmically: if the client peer’s IP address is |, the list
of names to which | maps (after a "PTR' query) is the set N, and the
union of I P addresses to which each nenber of N maps (after
correspondi ng "A" and "AAAA" queries) is L, then this test is
successful if | is an elenment of L.

The response to a PTR query could contain multiple nanes. To prevent
heavy DNS | oads, agents perform ng these queries MJST be inpl enented
such that the nunber of names eval uated by generation of
corresponding A or AAAA queries is finite, though it MAY be
configurable by an administrator. As an exanple, Section 5.5 of

[ SPF] chose a limt of 10 for its inplenentation of this algorithm

[ DNS-1 P6] discusses the query formats for the | Pv6 case.

A successful test using this algorithmconstitutes a result of "pass"
since the ADMD in which the client’s PTR clains it bel ongs has
confirmed that claimby including corresponding data in its DNS
domain. A failure to match constitutes a "fail". There is no case
in which a "neutral" result can be returned. The remaining
"tenperror” and "permerror" cases refer, respectively, to tenporary
and pernmanent DNS query errors.
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There is sone contention regarding the wisdomand reliability of this
test. For exanple, in some regions it can be difficult for this test
ever to pass because the practice of arranging to match the forward
and reverse DNS is infrequently observed. Therefore, the actua

i npl ementation details of how a verifier perforns an "iprev" test are
not specified here. The verifier MAY report a successful or failed
"iprev" test at its discretion having done sonme kind of check of the
validity of the connection’s identity using DNS. It is incunbent
upon an agent making use of the reported "iprev" result to understand
what exactly that particular verifier is attenpting to report.

Ext ensi ve di scussion of reverse DNS mapping and its inplications can

be found in [ DNSOP-REVERSE]. |In particular, it reconmmends that
applications avoid using this test as a neans of authentication or
security. |Its presence in this neno is not an endorsement, but is

mer el y acknow edgenment that the nmethod renmains conmon and provides
the neans to relay the results of that test.

4. Adding the Header Field to A Message

Thi s specification makes no attenpt to evaluate the relative
strengths of various nessage authentication nethods that may becone
avai l abl e. As such, the order of the presented authentication

met hods and results MJUST NOT be used either to inply or infer the

i mportance or strength of any given nethod over another. |nstead,
the MJA or downstream filter consumi ng this header field nust
interpret the result of each nmethod based on its own know edge of
what that method eval uates

Each "nmet hod" MJST refer to an authentication nmethod declared in the
| ANA registry, or an extension nethod as defined in Section 2.5.2,
and each "result" MJST refer to a result code declared in the | ANA
registry, or an extension result code as defined in Section 2.4.5.
See Section 6 for further information about the registered nethods
and result codes.

An MIA conpliant with this specification MJIST add this header field
(after perform ng one or nore nessage authentication tests) to

i ndi cate which MIA or ADMD perforned the test, which test got applied
and what the result was. |f an MIA applies nore than one such test,
it MUST add this header field either once per test, or once
indicating all of the results. An MIA MUST NOT add a result to an
exi sting header field.

An MTA MAY add this header field containing only the authentication
identifier portion to indicate explicitly that no nessage

aut henti cation schenes were applied prior to delivery of this
message
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An MTA adding this header field nust take steps to identify it as
legitimate to the MJAs or downstreamfilters that will ultimtely
consunme its content. One required process to do so is described in
Section 5. Further neasures nmay be required in sonme environnents.
Sone possible solutions are enunerated in Section 7.1. This nmeno
does not nandate any specific solution to this issue as each
environment has its own facilities and limtations.

For MIAs that add this header field, adding header fields in order
(at the top), per Section 3.6 of [MAIL], is particularly inportant.
Moreover, this header field SHOULD be inserted above any other trace
header fields such MIAs might prepend. This allows easy detection of
header fields that can be trusted.

End users nmking direct use of this header field may inadvertently
trust information that has not been properly vetted. [If, for
exanple, a basic [SPF] result were to be relayed that clains an

aut henti cated addr-spec, the local-part of that addr-spec has
actually not been authenticated. Thus, an MIA addi ng this header
field SHOULD NOT include any data that has not been authenticated by
the met hod(s) being applied. Moreover, MJAs SHOULD NOT render to
users such information if it is presented by a method known not to
authenticate it.

4.1. Header Field Position and Interpretation

In order to ensure non-anbi guous results and avoid the inpact of

fal se header fields, MJAs and downstream filters SHOULD NOT interpret
this header field unless specifically instructed to do so by the user
or administrator. That is, this interpretation should not be "on by
default". Naturally then, users or adninistrators shoul d not
activate such a feature unless they are certain the header field wll
be added by the border MIA that accepts the mail that is ultimately
read by the MJA, and instances of the header field appearing to be
fromwithin the ADMD but actually added by foreign MAs will be
removed before delivery.

Furt hermore, MJAs and downstream filters SHOULD NOT interpret this
header field unless the authentication identifier it bears appears to
be one used within its owm ADMD as configured by the user or

admi ni strator.

MUAs and downstream filters MJUST ignore any result reported using a
"result" not specified in the result code registry, or a "ptype" not
listed in the corresponding registry for such values as defined in
Section 6. Mreover, such agents MJST ignore a result indicated for
any "nmethod" they do not specifically support.
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An MJA SHOULD NOT reveal these results to end users unless the
results are acconpanied by, at a mninmum sone associ ated reputation
data about the authenticated origin identifiers within the message.
For exanple, an attacker could register exanple.com (note the digit
"one") and send signed nmail to intended victins; a verifier would
detect that the signature was valid and report a "pass" even though
it’s clear the DNS domain name was intended to nislead. See

Section 7.2 for further discussion

As stated in Section 2.1, this header field SHOULD be treated as
though it were a trace header field as defined in Section 3.6.7 of

[ MAIL], and hence MJUST NOT be reordered and MJUST be prepended to the
message, so that there is generally sone indication upon delivery of
where in the chain of handling MIAs the nessage authenticati on was
done.

MJUAs SHOULD ignore instances of this header field discovered within
message/ rfc822 [ M ME] attachnents.

Further discussion of this can be found in Section 7 bel ow.
4.2. Local Policy Enforcenent

If a site’s local policy is to consider a non-recoverable failure
result (e.g., "fail" for DKIM "hardfail" for SPF) for any particul ar
aut hentication method as justification to reject the nessage

compl etely, the border MIA SHOULD i ssue an [ SMIP] rejection response
to the nessage rather than adding this header field with the failure
result and allowing it to proceed toward delivery. This is nore
desirabl e than allowi ng the nmessage to reach an internal host’s MIA
or spamfilter, thus possibly generating a |ocal rejection such as a
[DSN] to a forged originator.

The sane MAY al so be done for local policy decisions overriding the
results of the authentication nethods (e.g., the "policy" result
codes described in Section 2.4).

Such rejections at the SMIP protocol |evel are not possible if |oca
policy is enforced at the MJA and not the MIA. Unfortunately, this
may be a combn scenari o.

5. Renoving the Header Field

For security reasons, any MIA conform ng to this specification MJST
del ete any discovered instance of this header field that clains to
have been added within its trust boundary and that did not cone from
anot her trusted MIA. For exanple, an MIA (border or otherw se) for
exanpl e.comrecei ving a nessage MJST del ete any instance of this
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header field bearing an authentication identifier indicating the
header field was added within exanple.comprior to adding its own
header fields. This may nmean each MITA will have to be equi pped with
a list of internal MIAs known to be conpliant (and hence
trustworthy).

For sinmplicity and maxi num security, a border MIA MAY renove all

i nstances of this header field on mail crossing into its trust
boundary. However, this may conflict with the desire to access

aut hentication results performed by trusted external service
providers. It nmay also invalidate signed nessages whose signatures
cover external instances of this header field. A nore robust border
MIA could allow a specific list of authenticating MIAs whose

i nformati on should be let in, renmoving all others.

As stated in Section 1.2, a formal definition of "trust boundary" is
del i berately not nade here. It is entirely possible that a border
MTA for exanple.commght explicitly trust authentication results
asserted by upstream host exanple.net even though they exist in
compl etely disjoint adm nistrative boundaries. In that case, the
border MIA MAY el ect not to delete those results; noreover, the
upstream host doi ng sone authentication work could apply a signing
technol ogy such as [DKIM on its own results to assure downstream
hosts of their authenticity. An exanple of this is provided in
Appendi x B

Simlarly, in the case of messages signhed using [DKIM or other
message signing nethods that sign header fields, this nmay invalidate
one or nore signatures on the nessage if they covered the header
field to be renoved at the tine of signing. This behavior can be
desirable since there’s little value in validating the signature on a
message with forged headers. However, signing agents MAY therefore
elect to omt these header fields fromsigning to avoid this
situation.

An MTFA SHOULD renpve any instance of this header field bearing a
version (express or inplied) that it does not support. However, an
MIA MUST remove such a header if the [SMIP] connection rel aying the
message is not froma trusted internal MIA
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6. | ANA Consi derati ons

I ANA has registered a new header field and created two new tabl es as
descri bed bel ow.

6.1. The Authentication-Results Header Field

Per [| ANA- HEADERS], the "Authentication-Results" header field has
been added to the | ANA Permanent Message Header Field Registry. The
following is the registration tenplate:

Header field nane: Authentication-Results

Applicable protocol: mail ([MAIL])

Status: Standard

Aut hor/ Change controller: |ETF

Speci fication docunment(s): RFC 5451

Rel at ed i nformati on:
Requesting revi ew of any proposed changes and additions to
this field is recomended.

6.2. Email Authentication Method Nanme Registry

Nanes of nessage authentication nethods supported by this
specification nust be registered with I ANA, with the exception of
experinental names as described in Section 2.5. 2.

New entries are assigned only for values that have been docunented in
a published RFC that has had | ETF Revi ew, per [| ANA- CONSI DERATI ONS] .
Each net hod nmust register a nane, the specification that defines it,
one or nore "ptype" values appropriate for use with that nethod,

whi ch "property" value(s) should be reported by that nethod, and a
description of the "value" to be used with each.
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set of entries in this registry is as follows:

____________________ +
val ue |
____________________ +
AUTH paranmeter of |
the SMIP MAI L |
command |
____________________ +
val ue of |
signature "d" tag |
____________________ +
val ue of |
signature "i" tag |
____________________ +
val ue of |
signature "d" tag |
____________________ +
val ue of From |
header field after |
renovi ng coments |
and | ocal -part if |
not authenticated |
____________________ +
val ue of Sender |
header field after |
renovi ng coments |
and | ocal -part if |
not authenticated |
____________________ +
client I P address |
I
____________________ +
val ue of header |
field used by PRA |
after renoving |

comrents and parts

not aut henticated
____________________ +
envel ope sender |
after renoving |
parts not |
aut henti cat ed |
.................... +
HELQ EHLO val ue |
____________________ +
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6.3. Enmmil Authentication Result Nane Registry

Nanes of message authentication result codes supported by this
specification nust be registered with 1 ANA, with the exception of
experinental codes as described in Section 2.4.5.

New entries are assigned only for result codes that have been
docunented in a published RFC that has had | ETF Revi ew, per

[ 1 ANA- CONSI DERATI ONS] .  Each code nust register a nane, the docunent
that establishes the registration, the authentication nmethod(s) that
uses it, and either a definition of the semantics of its use or a
reference to the place where those senmantics are defi ned.

The initial set of entries in this registry is as foll ows:

S TS S o e e e e e e e e e +
| Code | Defined | Auth Method(s) | Meaning |
S S S o +
| none | this | dkim | section 2.4.1 |
| | document | donai nkeys | |
| | oo o - o e e e e e oo o +
| | | spf | section 2.4.2 |
| | | sender-id | |
| | - S +
| | | auth | section 2.4.4 |
N Fomm oo - oo o - o e e e e e e e e m e e +
| pass | this | dkim | section 2.4.1 |
| | docunent | donmi nkeys | |
| | U . +
| | | spf | section 2.4.2 |
| | | sender-id | |
| | S o m e e e e e e e e e e e mam o +
| | | iprev | section 2.4.3 |
| | S o e e e e e e e e e +
| | | auth | section 2.4.4 |
S S S e +
| fail | this | dkim | section 2.4.1 |
| | document | donai nkeys | |
| | oo o - o e e e e e oo o +
| | | iprev | section 2.4.3 |
| | U . +
| | | auth | section 2.4.4 |
S S S o m oo +
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section 2.4.1 |
I

______________________________ +
section 2.4.2 |
I

______________________________ +
section 2.4.1 |
I

______________________________ +
section 2.4.2 |
I

______________________________ +
section 2.4.1 |
I

______________________________ +
section 2.4.2 |
I

______________________________ +
section 2.4.3 |
.............................. +
section 2.4.4 |
______________________________ +
section 2.4.1 |
I

.............................. +
section 2.4.2 |
|

______________________________ +
section 2.4.3 |
______________________________ +
section 2.4.4 |
.............................. +
section 2.4.2 |
I

______________________________ +
section 2.4.2 |
I

.............................. +
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7. Security Considerations

The foll owi ng security considerations apply when addi ng or processing
the "Authentication-Results" header field:

7.1. Forged Header Fields

An MJA or filter that accesses a mail box whose nmail is handled by a
non- conf ormant MIA, and understands Authenticati on-Results header
fields, could potentially nake fal se conclusions based on forged
header fields. A nalicious user or agent could forge a header field
usi ng the DNS donmain of a receiving ADMD as the authserv-id token in
the val ue of the header field, and with the rest of the value claim
that the message was properly authenticated. The non-conformant MFA
woul d fail to strip the forged header field, and the MJA could

i nappropriately trust it.

It is for this reason an MJA shoul d not have processing of the

"Aut hentication-Results" header field enabled by default; instead it
shoul d be ignored, at |east for the purposes of enacting filtering
deci sions, unless specifically enabled by the user or adm nistrator
after verifying that the border MTA is conpliant. It is acceptable
to have an MJA aware of this specification, but have an explicit |ist
of hostnames whose "Aut hentication-Results" header fields are
trustworthy; however, this list should initially be enpty.

Proposed alternate solutions to this problem are nascent:

1. Possibly the sinplest is a digital signature protecting the
header field, such as using [DKIM, that can be verified by an
MJA by using a posted public key. Al though one of the main
purposes of this neno is to relieve the burden of doing nessage
aut hentication work at the MJA, this only requires that the MJA
| earn a single authentication schenme even if a nunber of themare
in use at the border MTA. Note that [DKIM requires that the
From header field be signed, although in this application, the
signing agent (a trusted MIA) |ikely cannot authenticate that
val ue, so the fact that it is signed should be ignored.

2. Another would be a neans to interrogate the MIA that added the
header field to see if it is actually providing any nessage
aut henti cation services and saw the nessage in question, but this
isn't especially palatable given the work required to craft and
i mpl ement such a schene.

3. Yet another might be a nethod to interrogate the internal MIAs
that apparently handl ed the nessage (based on Recei ved: header
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fields) to determi ne whether any of themconformto Section 5 of
this meno. This, too, has potentially high barriers-to-entry.

4. Extensions to [IMAP], [SMIP], and [POP3] could be defined to
allow an MJA or filtering agent to acquire the "authserv-id" in
use within an ADMD, thus allowing it to identify which
Aut henti cation-Results header fields it can trust.

5. On the presunption that internal MIAs are fully conpliant with
Section 3.6 of [MAIL], and the conpliant internal MIAs are using
their own host nanes or the ADMD s DNS donain nane as the
"aut hserv-id" token, the header field proposed here should al ways
appear above a Received: header added by a trusted MIA. This can
be used as a test for header field validity.

Support for sonme of these is planned for future work.

In any case, a mechani smneeds to exist for an MJA or filter to
verify that the host that appears to have added the header field (a)
actually did so, and (b) is legitimately addi ng that header field for
this delivery. Gven the variety of nessaging environments depl oyed
today, consensus appears to be that specifying a particular mechani sm
for doing so is not appropriate for this neno.

Mtigation of the forged header field attack can al so be acconplished
by noving the authentication results data into meta-data associ ated
with the message. In particular, an [ SMIP] extension could be
establ i shed which is used to communi cate authentication results from
the border MIA to internedi ate and delivery MIAs; the latter of these
could arrange to store the authentication results as neta-data
retrieved and rendered along with the nessage by an [I MAP] client
aware of a similar extension in that protocol. The delivery MA
woul d be told to trust data via this extension only from MIAs it
trusts, and border MIAs woul d not accept data via this extension from
any source. There is no vector in such an arrangenent for forgery of
aut hentication data by an outside agent.

7.2. Msleading Results

Until some formof service for querying the reputation of a sending
agent is widely deployed, the existence of this header field
indicating a "pass" does not render the nessage trustworthy. It is
possible for an arriving piece of spamor other undesirable mail to
pass checks by several of the nethods enunerated above (e.g., a piece
of spam signed using [DKIM by the originator of the spam which

m ght be a spamer or a conprom sed systen). In particular, this
issue is not resolved by forged header field renpval discussed above.
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Hence, MJAs and downstreamfilters nust take sone care with use of
this header even after possibly malicious headers are scrubbed.

7.3. Header Field Position

Despite the requirenments of [MAIL], header fields can sonetines be
reordered enroute by intermediate MIAs. The goal of requiring header
field addition only at the top of a nmessage is an acknow edgenent
that some MIAs do reorder header fields, but nbst do not. Thus, in
the general case, there will be sone indication of which MIAs (if
any) handl ed the nessage after the addition of the header field
defined here.

7.4. Reverse |P Query Denial-of-Service Attacks

Section 5.5 of [SPF] describes a DNS-based deni al -of -service attack
for verifiers that attenpt DNS-based identity verification of
arriving client connections. A verifier wishing to do this check and
report this information SHOULD take care not to go to unbounded
lengths to resolve "A" and "PTR" queries. MJAs or other filters
maki ng use of an "iprev" result specified by this meno SHOULD be
aware of the algorithmused by the verifier reporting the result and
thus be aware of its limtations.

7.5. Mtigation of Backscatter

Failing to follow the instructions of Section 4.2 can result in a
deni al -of -service attack caused by the generation of [DSN] nessages
(or equivalent) to addresses that did not send the nessages being
rej ected.

7.6. Internal MIA Lists

Section 5 describes a procedure for scrubbi ng headers that may
contain forged authentication results about a nmessage. A conpliant
installation will have to include, at each MIA, a list of other MIAs
known to be conpliant and trustworthy. Failing to keep this |ist
current as internal infrastructure changes nay expose an ADMD to

att ack.

7.7. Attacks against Authentication Methods

If an attack becomes known agai nst an authentication nmethod, clearly
then the agent verifying that method can be fool ed i nto thinking an
i naut hentic nessage is authentic, and thus the value of this header
field can be msleading. It follows that any attack agai nst the

aut henti cati on met hods supported by this docunent (and |ater
anendnents to it) is also a security consideration here
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7.8. Intentionally Mlformed Header Fields

It is possible for an attacker to add an Authentication-Results
header field that is extraordinarily large or otherwise nalforned in
an attenpt to discover or exploit weaknesses in header field parsing
code. Inplenentors nmust thoroughly verify all such header fields
received from MIAs and be robust against intentionally as well as
uni ntentionally mal fornmed header fields.

7.9. Conprom sed Internal Hosts

An internal MJA or MIA that has been conproni sed could generate nmil
with a forged From header field and a forged Authentication-Results
header field that endorses it. Although it is clearly a |arger
concern to have conprom sed internal machines than it is to prove the
val ue of this header field, this risk can be mtigated by arranging
that internal MIAs will remove this header field if it clainms to have
been added by a trusted border MIA (as described above), yet the

[ SMIP] connection is not coming froman internal machi ne known to be
runni ng an authorized MIA. However, in such a configuration,
legitimate MIAs will have to add this header field when legitimte
internal -only nmessages are generated. This is also covered in
Section 5.

7.10. Encapsul ated | nstances

[M ME] nessages may contain attachnents of type "nmessage/rfc822",

whi ch contain other [MAIL] nmessages. Such an encapsul at ed nessage
may al so contain an Authentication-Results header field. Although
the processing of these is outside of the intended scope of this
docunent (see Section 1.3), sone early guidance to MJA devel opers is
appropri ate here.

Since MIAs are unlikely to strip Authentication-Results header fields
after mail box delivery, MJAs are advised in Section 4.1 to ignhore
such instances within [MME] attachnents. Mreover, when extracting
a message digest to separate mail store nessages or other nedia, such
header fields should be renoved so that they will never be
interpreted inmproperly by MJAs that mght |ater consunme them

7.11. Reverse Mapping

Al t hough Section 3 of this nmeno includes explicit support for the
"iprev" method, its value as an authentication mechanismis limted.
I mpl enentors of both this proposal and agents that use the data it
rel ays are encouraged to becone famliar with the issues raised by

[ DNSOP- REVERSE] when deci di ng whether or not to include support for
"iprev".
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Appendi x A.  Legacy MJAs

I mpl enentors of this proposal should be aware that many MJAs are
unlikely to be retrofitted to support the new header field and its
semantics. In the interests of convenience and qui cker adoption, a
delivery MIA might want to consider adding things that are processed
by existing MJAs in addition to the Authentication-Results header
field. One suggestion is to include a Priority header field, on
messages that don’t already have such a header field, containing a
val ue that reflects the strength of the authentication that was
acconplished, e.g., "low' for weak or no authentication, "nornmal" or
"hi gh" for good or strong authentication

Sone nmodern MJAs can already filter based on the content of this
header field. However, there is keen interest in having MJAs nake
sonme kind of graphical representation of this header field s neaning
to end users. Until this capability is added, other interimneans of
conveying authentication results nmay be necessary while this proposa
and its successors are adopted.
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Appendi x B. Authentication-Results Exanples

This section presents sone exanples of the use of this header field
to indicate authentication results.

B.1. Trivial Case; Header Field Not Present
The trivial case:

Recei ved: from mail -router. exanple.com
(mail -router.exanple.com[192.0.2.1])
by server.exanple.org (8.11.6/8.11.6)
with ESMIP i d g1Q®r 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
From sender @xanpl e. com
Date: Fri, Feb 15 2002 16:54:30 -0800
To: receiver @xanpl e.org
Message-1d: <12345. abc@xanpl e. con>
Subj ect: here’'s a sanple

Hel | o! Goodbye!
Example 1: Trivial case
The "Aut hentication-Results" header field is conpletely absent. The
MJUA may make no concl usion about the validity of the message. This
could be the case because the nessage authentication services were

not available at the time of delivery, or no service is provided, or
the MTAis not in conpliance with this specification
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B.2. Nearly Trivial Case; Service Provided, But No Authentication Done

A nmessage that was delivered by an MIA that conforns to this
specification but provides no actual nessage authentication service:

Aut henti cati on- Resul ts: exanple.org; none
Recei ved: from mail -router. exanpl e. com
(mail -router.exanmple.com[192.0.2.1])
by server.example.org (8.11.6/8.11.6)
with ESMIP id g1Q&r 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
From sender @xanpl e. com
Date: Fri, Feb 15 2002 16:54: 30 - 0800
To: receiver @xanpl e.org
Message-1d: <12345. abc@xanpl e. cone
Subj ect: here’'s a sanple

Hell o! Goodbye!
Exanpl e 2: Header present but no authentication done
The "Aut hentication-Results" header field is present, show ng that
the delivering MIA conforns to this specification. It used its DNS
domain name as the authserv-id. The presence of "none" (and the

absence of any method and result tokens) indicates that no nessage
aut henti cati on was done.
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B.3. Service Provided, Authentication Done

A nmessage that was delivered by an MIA that conforns to this
specification and applied some nessage aut hentication

Aut henti cation-Results: exanpl e. com
spf =pass snt p. mai | f r omrexanpl e. net
Recei ved: from dial up-1-2- 3-4. exanpl e. net
(di al up-1-2-3-4. exanpl e.net [192.0. 2.200])
by mail-router.exanple.com(8.11.6/8.11.6)
with ESMIP id g1Qr 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
From sender @xanpl e. net
Date: Fri, Feb 15 2002 16:54:30 -0800
To: receiver @xanpl e. com
Message- 1 d: <12345. abc@xanpl e. net >
Subj ect: here’'s a sanple

Hell o! Goodbye!
Exanpl e 3: Header reporting results

The "Aut hentication-Results" header field is present, indicating that
the border MIA conforns to this specification. The authserv-id is
once again the DNS donmi n name. Furthernore, the nessage was

aut henticated by that MIA via the method specified in [SPF]. Note
that since that nethod cannot authenticate the |ocal-part, it has
been omitted fromthe result’s value. The MJA could extract and
relay this extra information if desired
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B.4. Service Provided, Several Authentications Done, Single MA

A nmessage that was rel ayed i nbound via a single MIA that conforns to
this specification and applied three different nessage authentication
checks:

Aut henti cation-Results: exanpl e. com
aut h=pass (cram nmd5) sntp. aut h=sender @xanpl e. com
spf =pass sntp. mail fromeexanpl e. com
Aut henti cation-Results: exanpl e. com
sender -i d=pass header. f romrexanpl e. com
Recei ved: from dial up-1-2-3-4. exanpl e.net (8.11.6/8.11.6)
(di al up-1-2-3-4. exanpl e.net [192.0.2.200])
by mail-router.exanple.com(8.11.6/8.11.6)
with ESMIP id g1&r 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
Date: Fri, Feb 15 2002 16:54:30 -0800
To: receiver @xanpl e. net
From sender @xanpl e. com
Message- 1 d: <12345. abc@xanpl e. conr
Subj ect: here’'s a sanple

Hel | o! Goodbye!
Exanpl e 4: Headers reporting results fromone MIA

The "Aut hentication-Results” header field is present, indicating the
delivering MIA confornms to this specification. Once again, the
recei ving DNS donmain nane is used as the authserv-id. Furthernore,
the sender authenticated herself/hinmself to the MIA via a nethod
specified in [AUTH, and both [ SPF] and [ SENDERI D] checks were done
and passed. The MJA could extract and relay this extra information
if desired.

Two "Authentication-Results" header fields are not required since the
sane host did all of the checking. The authenticating agent could
have consolidated all the results into one header field.

This exanple illustrates a scenario in which a renote user on a
di al up connection (exanple.net) sends mail to a border MIA
(exanpl e. com) using SMIP authentication to prove identity. The
di al up provider has been explicitly authorized to relay nail as
"exanpl e.com' resulting in passes by the SPF and Sender| D checks.
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B.5. Service Provided, Several Authentications Done, Different MIAs

A nmessage that was rel ayed i nbound by two different MIAs that conform
to this specification and applied nultiple nmessage authentication
checks:

Aut henti cation-Results: exanpl e.com
sender -i d=hardf ai | header. fromexanpl e. com
dki mepass (good signature) header.i=sender @xanpl e.com
Recei ved: from mail -router.exanpl e.com
(mail -router.exanple.com[192.0.2.1])
by aut h-checker. exanpl e. com (8. 11. 6/ 8. 11. 6)
with ESMIP id i 7PKOsH7021929;
Fri, Feb 15 2002 17:19:22 -0800
Aut henti cati on-Results: exanpl e. com
aut h=pass (cram nd5) sntp. aut h=sender @xanpl e. com
spf=hardfail sntp.nailfromrexanpl e. com
Recei ved: from dial up-1-2- 3-4. exanpl e. net
(di al up-1-2-3-4. exanpl e.net [192.0.2.200])
by mail-router.exanple.com(8.11.6/8.11.6)
with ESMIP id g1Qr 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
DKI M Si gnature: v=1; a=rsa-sha256; s=gatsby; d=exanple.com
i =sender @xanpl e. com t=1188964191; c=si npl e/ sinpl e;
h=Fr om Dat e: To: Message- | d: Subj ect ;
bh=sEuZA&@Y pSr 7ANysbY3j t da@XvIxPQ SOni/0;
b=EToRSuvUf QVP3Bkz ... rTBOt 0gYnBVCM=
From sender @xanpl e. com
Date: Fri, Feb 15 2002 16:54:30 -0800
To: receiver @xanpl e. com
Message-1d: <12345. abc@xanpl e. con>
Subj ect: here’'s a sanple

Hel | o! Goodbye!
Exanpl e 5: Headers reporting results fromnultiple MAs

The "Aut hentication-Results" header field is present, indicating
conformance to this specification. Once again, the authserv-id used
is the recipient’s DNS domain nane. The header field is present

twi ce because two different MIAs in the chain of delivery did
authentication tests. The first, "nail-router.exanple.com reports
that [AUTH and [ SPF] were both used, and [ AUTH passed but [ SPF]
failed. 1In the [AUTH case, additional data is provided in the
comrent field, which the MJA can choose to render if desired.
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The second MIA, "aut h-checker.exanmple.coni, reports that it did a
[ SENDERI D] test (which failed) and a [DKIM test (which passed).
Agai n, additional data about one of the tests is provided as a
comment, which the MJA may choose to render

Since different hosts did the two sets of authentication checks, the
header fields cannot be consolidated in this exanple.

This exanple illustrates nore typical transmission of mail into
"exanpl e. com’ froma user on a dialup connection "exanple.net". The
user appears to be legitimate as he/she had a valid password all ow ng
aut hentication at the border MIA using [AUTH . The [SPF] and

[ SENDERI D] tests failed since "exanple.coni has not granted

"exanpl e.net" authority to relay mail on its behalf. However, the
[DKIM test passed because the sending user had a private key

mat chi ng one of "exanple.com'’s published public keys and used it to
sign the nessage
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B.6. Service Provided, Multi-Tiered Authenticati on Done

A nmessage that had authentication done at various stages, one of
whi ch was outside the receiving ADVD:;

Aut henti cation-Results: exanpl e. com
dki mepass (good signature) header.i=@rail -router.exanple.net;
dki m=fail (bad signature) header.i=@ework. exanpl e.com
Recei ved: from mail -router. exanpl e. net
(mai |l -router. exanpl e.net [192.0. 2. 250])
by chi cago. exanpl e. com (8. 11. 6/ 8. 11. 6)
for <recipi ent @hi cago. exanpl e. cone
with ESMIP id i 7PKOsH7021929;
Fri, Feb 15 2002 17:19:22 -0800
DKI M Si gnature: v=1; a=rsa-sha256; s=furble;
d=mmi | -rout er. exanpl e. net; t=1188964198; c=rel axed/ si npl e;
h=Fr om Dat e: To: Message- | d: Subj ect: Aut henti cati on-Resul ts;
bh=ft A9J6G X8OpWUECzHNCk Rz KWLUK6FNi Lf JI 5Nnv49E=
b=ol NEGBhgn/ gnunsg ... 9n9CDSNFSDi j 3=
Aut henti cati on-Results: exanpl e. net;
dki mepass (good signature) header.i=@ewyork. exanpl e. com
Recei ved: from sntp. newyork. exanpl e. com
(sntp. newor k. exanpl e. com [ 192. 0. 2. 220])
by mail-router.exanple.net (8.11.6/8.11.6)
with ESMIP id gl1Q&r 1kA003489;
Fri, Feb 15 2002 17:19: 07 -0800
DKI M Si gnature: v=1; a=rsa-sha256; s=gatsby; d=newyork. exanpl e.com
t=1188964191; c=si npl e/ sinpl ¢;
h=Fr om Dat e: To: Message- | d: Subj ect;
bh=sEu28nf s9f uZGY pSr 7ANysbY3j t da@XvIxPQ SOni’=;
b=EToRSuvUf QVP3Bkz ... rTBOt 0gYnBVCM-
From sender @ewyor k. examnpl e. com
Date: Fri, Feb 15 2002 16:54:30 -0800
To: neetings@xanpl e. net
Message- 1 d: <12345. abc@ewyor k. exanpl e. conp
Subj ect: here’'s a sanple

Exanpl e 6: Headers reporting results fromnultiple MIAs in different
ADMDs

In this exanple we see nulti-tiered authentication with an extended
trust boundary.

The nessage was sent from someone at exanple.coms New York office

(newyork. exanple.com) to a mailing list managed at an internediary.
The nessage was signed at the origin using [DKIM.
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The nessage was sent to a rmailing list service provider called

exanpl e.net, which is used by exanmple.com There,

meet i ngs@xanpl e. net i s expanded to a long list of recipients, one of
that is at the Chicago office. 1In this exanple, we will assune that
the trust boundary for chicago. exanple.comincludes the nmailing |ist
server at exanpl e. net.

The mailing list server there first authenticated the nessage and
af fi xed an Authentication-Results header field indicating such using
its DNS domain nane for the authserv-id. It then altered the nessage
by affixing sonme footer text to the body, including sone

adm ni strivia such as unsubscription instructions. Finally, the
mailing list server affixes a second [DKIM signature and begins
distribution of the message.

The border MIA for chicago. exanple.comexplicitly trusts results from
mai | -rout er. exanpl e. net so that header field is not renoved. It
perfornms eval uation of both signatures and determines that the first
(rmost recent) is a "pass" but, because of the aforenentioned

modi fications, the second is a "fail". However, the first signature

i ncluded the Authentication-Results header added at mail -
router.exanpl e.net that validated the second signature. Thus,
indirectly, it can be determned that the authentications clained by
both signatures are indeed valid.
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Appendi x C. Operational Considerations about Message Authentication

This proposal is predicated on the idea that authentication (and
presumably in the future, reputation) work is typically done by
border MIAs rather than MJAs or internediate MIAs; the latter nerely
make use of the results deternined by the former. Certainly this is
not mandatory for participation in electronic nail or nessage

aut henti cation, but the work of this proposal and its depl oynent to
date is based on that nodel. The assunption satisfies several common
ADMD requi renent s

1. Service operators prefer to resolve the handling of problem
messages as close to the border of the ADVMD as possible. This
enabl es, for exanple, rejections of messages at the SMIP | eve
rather than generating a DSN internally. Thus, doing any of the
aut hentication or reputation work exclusively at the MJA or
i ntermedi ate MTA renders this desire unattainabl e.

2. Border MIAs are nore likely to have direct access to externa
sources of authentication or reputation information since nodern
MJAs are nore likely to be heavily firewalled. Thus, some MJAs
m ght not even be able to conplete the task of performng
aut hentication or reputation evaluations w thout conpl ex proxy
configurations or simlar burdens.

3. MJAs rely upon the upstream MIAs within their trust boundaries to
make correct (as nuch as that is possible) evaluations about the
message’ s envel ope, header and content. Thus, MJAs don't need to
know how to do the work that upstream MIAs do; they only need the
results of that work

4. EBvaluations about the quality of a nmessage, from sinple token
matching (e.g., a list of preferred DNS domains) to cryptanal ysis
(e.g., public/private key work), are at least a little bit
expensi ve and thus should be minimzed. To that end, performng
those tests at the border MIA is far preferred to doing that work
at each MJA that handl es a nessage. |f an ADMD s environnent
adheres to comon nessagi ng protocols, a reputation query or an
aut henti cati on check perforned by a border MIA would return the
sanme result as the same query perfornmed by an MJA. By contrast,
in an environment where the MJA does the work, a nessage arriving
for multiple recipients would thus cause authentication or
reputation evaluation to be done nore than once for the same
message (i.e., at each MJA) causi ng needl ess anplification of
resource use and creating a possible denial-of-service attack
vect or.
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5. Mnimnmzing change is good. As new authentication and reputation
met hods enmerge, the list of nethods supported by this header
field woul d presumably be extended. |If MJAs sinply consune the
contents of this header field rather than actually attenpting to
do authentication and/or reputation work, then MJAs only need to
learn to parse this header field once; energence of new nethods
requires only a configuration change at the MJAs and software
changes at the MIAs (which are presumably fewer in nunber). When
choosing to inplenent these functions in MIAs vs MJAs, the issues
of individual flexibility, infrastructure inertia and scal e of
effort must be considered. It is typically easier to change a
single MJA than an MIA because the nodification affects fewer
users and can be pursued with | ess care. However, changi ng many
MJAs is nore effort than changing a smaller number of MIAs.

6. For decisions affecting nessage delivery and di splay, assessnent
based on authentication and reputation is best perfornmed close to
the tinme of nmessage transit, as a nessage nakes its journey
toward a user’s inbox, not afterwards. DKIM keys and | P address
reputations, etc., can change over tinme or even becone invalid,
and users can take a long time to read a nmessage once delivered.
The val ue of this work thus degrades, perhaps quickly, once the
delivery process has conpleted. This seriously dimnishes the
val ue of this work when done other than at MIAs.

Many operational choices are possible within an ADMD, including the
venue for perform ng authentication and/or reputation assessnent.

The current specification does not dictate any of those choi ces.
Rather, it facilitates those cases in which information produced by
one stage of analysis needs to be transported with the nessage to the
next stage.
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