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Abst ract

In some Mbile | Pv4d deploynents, identifying the nobile node or the
mobil ity service subscriber is not enough to distinguish anmong the
mul tiple services possibly provisioned to the nobile node. The
capability to specify different services in addition to the nobile
node’'s identity can be | everaged to provide flexibility for nmobility
service providers to provide nmultiple services within a single
mobi l ity service subscription. This docunent describes a Service

Sel ection extension for Mbile IPv4 that is intended to assist home
agents to make specific service selections for their nobility service
subscriptions during the registration procedure.
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1. Introduction

Mobil e | Pv4 [ RFC3344] can identify nobile nodes in various ways,

i ncl udi ng hone addresses [ RFC3344] and Network Access ldentifiers
(NAlI's) [RFC4282] [RFC2794]. In some Mobile |1 Pv4 depl oynents,
identifying the nobile node (M) or the nobility service subscriber
via a Proxy Mobile IPv4 client [LEUNG (hereafter, the nobile node
and the Proxy Mbile IPv4 client are used interchangeably) is not
enough to distinguish anmong the nultiple services possibly

provi sioned to the nobil e node.

The capability to specify different services in addition to the
nmobi |l e node’s identity can be | everaged to provide flexibility for
mobility service providers to provide nultiple services within the
same nobility service subscription. For exanple:

o0 Provide an enterprise data access for which the nobility service
provi der hosts connectivity and nobility services on behalf of the
enterprise.

0 Provide access to service domains that are otherw se not
accessi ble from public networks because of sone nobility service
provi ders’ busi ness reasons.

o Provide sinmultaneous access to different service domains that are
separ at ed based on policies of the nobility service provider

o Enable easier policy assignnent for nmobility service providers
based on the subscribed services.
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Thi s docunment describes a Service Selection extension for Mbile |Pv4
that is intended to assist hone agents to nmake specific service

sel ections for their nmobility service subscriptions during the
registration procedure. A Mbile |IPv6-equival ent Service Sel ection
Mobility Option has been described in [RFC5149]. The service

sel ection may affect home agent routing decisions, Hone Address
assignnent policies, firewall settings, and security policies. Wen
the service selection is used, every Registration Request nust
contain the Service Sel ection extension. The Service Sel ection
extension fromthe Registrati on Request may be echoed back in the
Regi stration Reply.

I n absence of a specifically indicated service, the honme agent nust
act as if the default service, plain Internet access, had been
requested. There is no absolute requirenment that this default
service would be allowed to all subscribers, but it is highly
recomrended in order to avoid having normal subscribers enpl oy
operator-specific configuration values in order to get basic service.

Sone of the potential use cases were listed earlier in this section
The general aimis better manageability of services and service

provi sioning, fromboth operators’ and service providers’ points of
view. However, it should be understood that there are potentia

depl oynent possibilities where selecting a certain service may
restrict simultaneous access to other services froma user point of
view (e.g., a "walled garden"). For exanple, services nay be | ocated
in different adm nistrative domains or external customer networks
that practice excessive filtering of inbound and outbound traffic.

2. Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Service Sel ection Extension

At nost one Service Sel ection extension MAY be included in any Mbile
| Pv4 Regi stration Request nessage. When the service selection is
used, the Service Sel ection extension MIST be included in every

Regi strati on Request nessage. In absence of a specifically indicated
service in the Registration Request for the initial registration or
re-registration, the honme agent MJST act as if the default service,
such as plain Internet access, had been requested. The Service

Sel ection extension MIUST be placed in the Registrati on Request
message as foll ows:
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0 \When present, the extension MJST appear after the M\ NA
extension, if the MM-NAlI is also present in the nessage.

o |If the extension was added by the nobile node to a Registration
Request, it MJUST appear prior to any authentication-enabling
extensions [ RFC3344] [RFC4A721].

o In the event the foreign agent adds the Service Sel ection
extension to a Registration Request, the extension MJST appear
prior to any Foreign-Hone authentication-enabling extensions
[ RFC3344] .

The hone agent MAY echo the received Service Sel ection extension
option back in a Mdbile |IPv4 Registration Reply nessage. The echoed
Servi ce Sel ection extension MIST be an unchanged copy of the Service
Sel ection extension received in the correspondi ng Regi stration
Request nessage. The Service Sel ection extension MIST be placed in
the Registration Reply nessage as foll ows:

o If the extension was originally added by the nobile node to a
Regi stration Request, it MJST appear in the Registration Reply
prior to any authentication-enabling extensions [ RFC3344]

[ RFC4721] .

o |If the foreign agent added the Service Selection extension to a
Regi strati on Request, the extension MIST appear in the
Regi stration Reply prior to any Foreign-Honme authentication-
enabl i ng extensi ons [ RFC3344].

The Service Selection extension has the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 151 | Length | Identifier... ~
I S i o T s S S S e s s T

Servi ce Sel ecti on Extension

o Type: 8-bit identifier set to 151 (the type of this skippable
ext ensi on).

0 Length: 8-bit unsigned integer, representing the length of the

Service Selection extension in octets, excluding the Type and
Length fields. A value of zero (0) is not allowed.
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o ldentifier: A variable-length, encoded service-identifier string
used to identify the requested service. The identifier string
length is between 1 and 255 octets. This specification allows
international identifier strings that are based on the use of
Uni code characters, encoded as UTF-8 [ RFC3629] and formatted using
Normal i zati on Form KC (NFKC) as specified in [ NFKC.

"ims’, 'voip', and ’'voip.conpanyxyz.exanple.com are valid
exanpl es of Service Sel ection extension Identifiers. At mninum
the ldentifier MJUST be uni que anong the hone agents to which the
nmobi | e node is authorized to register.

4. Processing Considerations
4.1. MNbbile Node Considerations

A nobil e node or its proxy representative MAY include the Service
Sel ection extension into any Registration Request nessage. The
Service Sel ection extension can be used with any nobil e node
identification nethod. The extension is used to identify the service
to be associated with the mobility session; if the service selection
is used, the Service Selection extension MJST be included into every
Regi strati on Request nessage sent to a hone agent. |If the nobile
node wi shes to change the selected service, it is RECOWENDED t hat
the nmobil e node de-register the existing binding with the hone agent
bef ore proceeding with a binding registration for a different
service. The provisioning of the service identifiers to the nobile
node or its proxy representative is out of the scope of this

speci fication.

If the nobil e node receives a Registration Reply nessage with a Code
set to SERVI CE_AUTHORI ZATI ON_FAI LED and the nobil e node has an
existing binding with the Home Address used in the failed

Regi strati on Request nessage, the nobile node MJST del ete the
existing binding. |If there is no existing binding, the nobile node
proceeds as with any failed initial registration

4.2. Home Agent Considerations

Upon receiving the Service Sel ection extension, the honme agent

aut henticates and aut horizes the nobile node. |f the hone agent
supports the Service Selection, it MIST also verify that the nobile
node is authorized to the service identified by the Service Sel ection
extension. The services the nobile node is authorized to SHOULD be
part of the general nobile node subscription data. |If the nobile
node is not authorized to the service, or the hone agent does not
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recogni ze the identified service, the home agent MJST deny the
registration and send a Registration Reply with a Code
SERVI CE_AUTHORI ZATI ON_FAI LED (error code 151)

The Service Selection extension is used to assist the nobile node

aut hori zati on phase and identifies a specific service that is to be
aut horized. The Service Sel ection extension MAY al so affect the Home
Address allocation when, for exanple, used with the M\ NAl extension
For exanple, for the sane NAI, there MAY be different Home Addresses,
depending on the identified service. Furthernore, the Service

Sel ection extension MAY al so affect the routing of the outbound IP
packets in the hone agent depending on the selected service. The
home agent MAY al so apply different policy or quality of service
treatment to traffic fl ows based on the sel ected service

If the newWwy arrived Registration Request nessage with a Service

Sel ection extension indicates a change in the selected service, then
the hone agent MJST re-authorize the nobile node. The absence of the
Service Sel ection extension MIST be treated as a request for the
default service, which may al so cause the re-authorization of the
mobi | e node. Depending on the hone agent’s policies, the services
policies, the Hone Address allocation policies, and the subscription
policies, the hone agent may or nmay not be able to authorize the
nmobi | e node to the new service. For exanmple the existing service and
the new service could require different Hone Addresses. |f the

aut horization fails, then the home agent MJST deny the registration,
del ete any binding with the existing Home Address, and send a

Regi stration Reply with a Code set to SERVI CE_AUTHORI ZATI ON_FAI LED
(error code 151).

Dependi ng on the |l ocal home agent’s policy, the home agent MAY echo
the Service Selection extension in the correspondi ng Registration
Reply message towards the nobile node or the foreign agent. The hone
agent MUST NOT change the content of the echoed Service Sel ection

ext ensi on.

4.3. Foreign Agent Considerations

A foreign agent MJST skip the Service Selection extension if the

Regi stration Request already contains the Service Sel ection
extension. |If the Registration Request does not contain the Service
Sel ection extension, the foreign agent MAY add the Service Sel ection
extension to the Registration Request nessage. How the foreign agent
| earns the service that the nobile node needs to authorize is outside
the scope of this docunent.
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In the case a foreign agent added the Service Selection extension to
the Registration Request on behalf of the nobile node, it MJST verify
whet her the correspondi ng Registration Reply nessage froma hone
agent al so contains an echoed Service Sel ection extension. [|f the
recei ved Regi stration Reply nessage contains the echoed Service

Sel ection extension, the foreign agent MJST NOT include the extension
to the Registration Reply nessage that gets forwarded to the nobile
node.

5. Security Considerations

The protection for the Service Sel ecti on extension depends on the
service that is being identified and eventually selected. |If the
service selection information should not be revealed on the wire, it
shoul d be protected in a manner simlar to Registration Requests and
Regi stration Replies. The Service Sel ection extension is protected
by the sane aut hentication-enabling extension as the rest of the
Regi strati on Request nessage

The hone agent MJST verify that the nmobile node is authorized to the
service included in the Service Sel ection extension. The Service
Sel ection extension authorization is part of the normal nobile node
registration and authentication procedure. Both registration

aut henti cation and service authorizati on MJST succeed before the
nmobil e node is allowed to register to the home agent.

6. | ANA Consi der ations

A new Mobile | Pv4 Extension type has been assigned in the "Extensions
appearing in Mbile I P control nessages" registry for the extension
described in Section 3. The Extension type has been allocated from
the ' ski ppabl e’ range (128-255):

Servi ce Sel ection Extension is set to 151
A new Mobile I Pv4 error code has been assigned in the "Registration
deni ed by the home agent” section of the "Code Values for Mbile IP
Regi stration Reply Messages" registry. The error code has been
all ocated fromthe ’'Error Codes fromthe Hone Agent’ range (128-192):
SERVI CE_AUTHORI ZATI ON_FAI LED is set to 151
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