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1. Introduction

Thi s docunent specifies the syntax of a packet format designed for
carrying nultiple routing protocol nessages for information exchange
bet ween MANET (Mbile Ad hoc NETwork) routers. Messages consist of a
Message Header, which is designed for control of nessage

di ssem nati on, and a Message Body, which contains protoco
information. Only the syntax of the packet and nessages is
speci fi ed.

Thi s docunent specifies:

0 A packet format, allowi ng zero or nore nessages to be contained
within a single transm ssion. A packet with zero nessages nmay be
sent in case the only information to exchange is contained in the
Packet Header.

0 A nessage format, where a nessage i s conposed of a Message Header
and a Message Body.

0 A Message Header format, which contains information that may be
sufficient to allow a protocol using this specification to make
processi ng and forwardi ng deci si ons.

0 A Message Body format, containing attributes associated with the
message or the originator of the nessage, as well as bl ocks of
addresses, or address prefixes, with associated attributes.

0 An Address Block format, where an Address Bl ock represents sets of
addresses, or address prefixes, in a conpact formw th aggregated
addr esses.

0 A generalized type-Ilength-value (TLV) format representing
attributes. Each TLV can be associated with a packet, a message,
or one or nore addresses or address prefixes in a single Address
Bl ock. Miltiple TLVs can be included, each associated with a
packet, a nessage, and the sane, different, or overlapping sets of
addresses or address prefixes.

The specification has been explicitly designed with the follow ng
properties, listed in no particular order, in mnd:

Parsing logic - The notation used in this specification facilitates
generic, protocol-independent parsing |ogic.
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Extensibility - Packets and nmessages defined by a protocol using
this specification are extensible by defining new nessages and new
TLVs. Protocols using this specification will be able to
correctly identify and skip such new nessages and TLVs, while
correctly parsing the remai nder of the packet and nessage.

Efficiency - Wen reported addresses share comon bit sequences
(e.g., address prefixes or IPv6 interface identifiers), the
Address Bl ock representation allows for a conpact representation
Conpact Message Headers are ensured through permtting inclusion
of only required Message Header el enents. The nmulti-nessage
packet structure allows a reduction in the nunber of transnmitted
octets and in the nunber of transnmitted packets. The structure of
packet and nmessage encodi ng all ows parsing, verifying, and
identifying individual elements in a single pass.

Separation of forwarding and processing - A protocol using this
specification can be designed such that duplicate detection and
control | ed-scope nessage forwardi ng deci sions can be nade using
i nformati on contained in the Message Header, w thout processing
the Message Body.

2. Notation and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses the notation in Section 2.1 and the
term nology in Section 2.2.

2. 1. Not ati on

The followi ng notations, for elenents and variables, are used in this
docunent .

This format uses network byte order (nost significant octet first)
for all fields. The nost significant bit in an octet is nunbered bit
0, and the least significant bit of an octet is nunbered bit 7

[ Stevens].

2.1.1. Elenents
Thi s specification defines elenents. An element is a group of any
nunber of consecutive bits that together forma syntactic entity

represented using the notation <elenment>  Each elenent in this
docunent is defined as either:
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0o a specifically sized field of bits OR
0 a conposite element, conposed of other <el enent>s.
A conposite elenment is defined as foll ows:
<el ement> : = specification
where, on the right hand side following := specification is
represented using the regular expression syntax defined in

[SingleUNIX]. Only the following notation is used:

<el ement 1><el ement 2> - Indicates that <elenentl> is imediately
foll owed by <el enent 2>.

(<el ement 1><el enent 2>) - Indicates a grouping of the el enents
encl osed by the parentheses.

? - Zero or one occurrences of the preceding el enent or group
*

- Zero or nore occurrences of the preceding el enent or group

2.1.2. Variables

Vari abl es are introduced into the specification solely as a neans to
clarify the description. The followi ng two notations are used:

<foo> - |If <foo> is an unsigned integer field, then <foo> is also
used to represent the value of that field.

bar - A variable, usually obtained through cal cul ati ons based on the
val ue(s) of elenent(s).

2.2. Term nol ogy
Thi s docunent uses the follow ng term nol ogy:

Packet - The top level entity in this specification. A packet
contains a Packet Header and zero or nore nessages.

Message - The fundanental entity carrying protocol information, in
the formof address objects and TLVs.

Address - A nunber of octets that make up an address of the length

i ndi cated by the encapsul ati ng Message Header. The neani ng of an
address is defined by the protocol using this specification.
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Address Prefix - An address plus a prefix length, with the prefix
| ength being a nunber of address bits neasured fromthe | eft/nost
significant end of the address.

Address Object - Either an address, or an address prefix, as
specified in an Address Block in this specification

TLV - A type-length-value structure. This is a generic way in which
an attribute can be represented and correctly parsed w thout the
parser having to understand the attribute.

3. Applicability Statenent

Thi s specification describes a generic packet format, designed for
use by MANET routing protocols. The specification has been inspired
by and extended fromthat used by the OLSR (Optim zed Link State
Routing) protocol [RFC3626].

MANETs are, commonly though not exclusively, characterized as being
able to run over wireless network interfaces of limted to noderate
capacity. MANETs are therefore |less tolerant of wasted transmtted
octets than are nost wired networks. This specification thus
represents a tradeoff between sonetinmes conpeting attributes,
specifically efficiency, extensibility, and ease of use.

Efficiency is supported by reduci ng packet size and by all ow ng

mul tiple disjoint messages in a single packet. Reduced packet size
is primarily supported by address aggregation, optional Packet Header
and Message Header fields, and optional fields in Address Bl ocks and
TLVs. Supporting nulti-nmessage packets allows a reduction in the
nunmber of packets, each of which can incur significant bandw dth
costs fromtransport, network, and | ower |ayers.

Thi s specification provides both external and internal extensibility.
External extensibility is supported by the ability to add Packet TLVs
and to define new Message Types. Internal extensibility is supported
by the ability to add Message TLVs and Address Bl ock TLVs to existing
messages. Protocols can define new TLV Types, and hence the contents
of their Value fields, and new Message Types (see Section 6.1)
Protocol s can al so reuse TLV Type definitions fromother protocols
that also use this specification

This specification ainms at being sufficiently expressive and flexible
to be able to accomopdate different classes of MANET routing
protocols (e.g., proactive, reactive, and hybrid routing protocols)
as well as extensions thereto. Having a conmpbn packet and nessage
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format, and a common way of representing |IP addresses and associ ated
attributes, allows generic parsing code to be devel oped, regardl ess
of the algorithmused by the routing protocol.

Al'l addresses within a nessage are assuned to be of the sane size,
specified in the Message Header. |In the case of mixed | Pv6 and | Pv4
addresses, |Pv4 addresses can be represented as | Pv4-napped | Pv6
addresses as specified in [ RFC4291].

The nessages defined by this specification are designed to carry
MANET routing protocol signaling between MANET routers. This
specification includes el enments that can support scope-linited
flooding, as well as being usable for point-to-point delivery of
MANET routing protocol signaling in a multi-hop network. Packets may
be unicast or multicast and nay use any appropriate transport

protocol or none.

A MANET routing protocol using the nmessage format defined by this
specification can constrain the syntax (for exanmple, requiring a
specific set of Message Header fields) that the protocol wll enploy.
Protocols with such restrictions need not be able to parse all
possi bl e nessage structures as defined by this docunent but nust be
coherent in nessage generation and reception of nessages that they

define. If a protocol specifies which elenents are included, then
direct indexing of the appropriate fields is possible, dependent on
the syntax restrictions inmposed by the protocol. Such protocols may

have nore limted extensibility.

4. Protocol Overview and Functioning

Thi s specification does not describe a protocol. 1t describes a
packet format, which may be used by any nobile ad hoc network routing
pr ot ocol

5. Syntactical Specification

This section normatively provides the syntactical specification of a
packet, represented by the el enment <packet> and the elements from
which it is conposed. The specification is given using the notation
in Section 2.1.

Graphical illustrations of the | ayout of specified elenents are given
in Appendix D, a graphical illustration of a conplete exanple (a
packet including a message with Address Bl ocks and TLVS) is given in
Appendi x E.

This format uses network byte order, as indicated in Section 2.1
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5.

1. Packets
<packet> is defined by:

<packet > : = <pkt - header >
<nmessage>*

where <message> is as defined in Section 5.2. Successful parsing is
term nated when all octets of the packet (as defined by the datagram
containing the packet) are used.

<pkt - header> i s defined by:

<pkt - header> : = <versi on>
<pkt-fl ags>
<pkt - seqg- nun»?
<t | v-bl ock>?

wher e:

<version> is a 4-bit unsigned integer field and specifies the
versi on of the specification on which the packet and the contai ned
nmessages are constructed. This docunent specifies version 0.

<pkt-flags> is a 4-bit field, specifying the interpretation of the
remai nder of the Packet Header:

bit 0 (phassegnum): |If cleared ('0"), then <pkt-seq-nun> is not
included in the <pkt-header>. |If set (1), then <pkt-seqg-nune
is included in the <pkt-header>

bit 1 (phastlv): |If cleared ('0"), then <tlv-block> is not
included in the <pkt-header>. If set (1), then <tlv-Dbl ock>
is included in the <pkt-header>

bits 2-3: Are RESERVED and SHOULD each be cleared ('0’) on
transm ssion and SHOULD be ignored on reception

<pkt-seq-nunm> is omtted if the phasseqgnumflag is cleared ('0");
otherwise, is a 16-bit unsigned integer field, specifying a Packet
Sequence Nunber.

<tlv-block> is omtted if the phastlv flag is cleared ('0’) and is
otherwi se as defined in Section 5.4.

It is assuned that the network |ayer is able to deliver the exact
payl oad | ength, thus avoiding having to carry the packet length in
t he packet.
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5.2. Messages

Packets may, in addition to the Packet Header, contain one or nore
nessages. Messages contain:

0 A Message Header.

0 A Message TLV Bl ock that contains zero or nore TLVs, associated
wi th the whol e nmessage.

0 Zero or nore Address Bl ocks, each containing one or nore address
obj ect s.

0 An Address Bl ock TLV Bl ock, containing zero or nore TLVs and
foll owi ng each Address Bl ock, through which addresses can be
associated with additional attributes.

<message> i s defined by:
<message> : = <msg- header >

<tlv-Dbl ock>
(<addr - bl ock><t | v- bl ock>) *

<msg- header> : = <nsQg-type>
<nmsg-fl ags>
<msg- addr - | engt h>
<msQg- Si ze>
<nmsQ- ori g- addr >?
<nmsg- hop-1limt>?
<msg- hop- count >?
<msQg- Seq- nune?

wher e:
<tlv-block> is as defined in Section 5. 4.
<addr-block> is as defined in Section 5.3.

<msg-type> is an 8-bit unsigned integer field, specifying the type
of the nmessage.

<msg-flags> is a 4-bit field, specifying the interpretation of the
remai nder of the Message Header

bit 0 (mhasorig): |If cleared ('0’), then <nsg-orig-addr> is not

included in the <nsg-header>. |If set (1), then <nsg-orig-
addr> is included in the <nsg- header >.
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bit 1 (mhashoplinit): |If cleared ('0’), then <nsg-hop-linit>is
not included in the <nsg-header>. |If set ('1'), then <nsg-hop-
limt>is included in the <msg-header>

bit 2 (nmhashopcount): |If cleared ('0'), then <nmsg-hop-count> is
not included in the <nsg-header>. |[|f set ('1'), then <nsg-hop-
count> is included in the <msg-header>

bit 3 (nmhassegqnum): |If cleared ('0"), then <msg-seq-nun> i s not
included in the <nsg-header>. |If set (1), then <nsg-seqg-nune
is included in the <nsg-header>

<msg-addr-length> is a 4-bit unsigned integer field, encoding the
I ength of all addresses included in this nessage (<nsg-orig-addr>
as well as each address included in Address Bl ocks as defined in
Section 5.3), as foll ows:

<msg-addr-length> = the length of an address in octets - 1

<msg-addr-length> is thus 3 for |IPv4 addresses, or 15 for |Pv6
addr esses.

address-length is a variable whose value is the |l ength of an address
in octets and is calculated as foll ows:

address-length = <nsg-addr-length> + 1

<meg-size> is a 16-bit unsigned integer field, specifying the nunber
of octets that make up the <message>, including the <nsg-header>

<msg-orig-addr> is omtted if the mhasorig flag is cleared ('0");
otherwise, is an identifier with I ength equal to address-length
that can serve to uniquely identify the MANET router that
ori gi nated the nessage

<msg-hop-limt> is omtted if the mhashoplinit flag is cleared
(0"); otherwise, is an 8-bit unsigned integer field that can
contain the maxi mum nunber of hops that the message shoul d be
further transmtted.

<msg- hop-count> is omtted if the mhashopcount flag is cleared
(’0"); otherwise, is an 8-bit unsigned integer field that can
contain the nunber of hops that the nmessage has travel ed.

<meg-seq-nun> is omtted if the nhasseqnumflag is cleared ('0);
otherwise, is a 16-bit unsigned integer field that can contain a
sequence nunber, generated by the nessage’s origi nator MANET
router.
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5. 3.

Addr ess Bl ocks

An Address Bl ock can specify one or nore addresses, all of which wll
be address-length octets |long, as specified using the <nsg-addr-

I ength> in the <nsg- header> of the nessage containing the Address

Bl ock. An Address Bl ock can also specify prefix |engths that can be
applied to all addresses in the Address Block, if appropriate. This
all ows an Address Block to specify either addresses or address
prefixes. A protocol may specify that an address with a maxi mum
prefix length (equal to the address length in bits, i.e., 8 *
address-length) is considered to be an address, rather than an
address prefix, thus allowing an Address Block to contain a mixture
of addresses and address prefixes. The comon term "address object"
is used in this specification to cover both of these; note that an
address object in an Address Bl ock always includes the prefix |ength,
if present.

An address is specified as a sequence of address-length octets of the
formHead: Md: Tail. There are no semantics associated with Head,

Md, or Tail; this representation is solely to allow aggregation of
addresses, which often have conmon parts (e.g., comon prefixes or
multiple I Pv6 addresses on the sane interface). An Address Bl ock
contains an ordered set of addresses all sharing the sanme Head and
the sane Tail, but having individual Mds. |ndependently, Head and
Tail may be enpty, allowing for representati on of address objects
that do not have common Heads or common Tails. Detailed exanpl es of
Address Bl ocks are included in Appendix C. 1.

An Address Bl ock can specify address prefixes:
o with a single prefix length for all address prefixes OR
o with a prefix length for each address prefix.
<addr ess- bl ock> i s defined by:
<addr ess- bl ock> : = <num addr >
<addr-fl ags>
(<head- | engt h><head>?) ?
(<tail-length><tail >?)?
<m d>*
<prefix-Iength>*
wher e:
<numaddr> 1is an 8-bit unsigned integer field containing the nunber

of addresses represented in the Address Bl ock, which MJUST NOT be
zero.
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<addr-flags> is an 8-bit field specifying the interpretation of the
remai nder of the Address Bl ock:

bit 0 (ahashead): |If cleared ('0’), then <head-length> and <head>
are not included in the <address-block> If set ("1'), then
<head-length> is included in the <address-bl ock> and <head> is
i ncluded in the <address-bl ock> unl ess <head-length> is zero.

bit 1 (ahasfulltail) and bit 2 (ahaszerotail): Are interpreted
according to Table 1. A conbination not shown in that table
MUST NOT be used.

bit 3 (ahassingleprelen) and bit 4 (ahasmultiprelen): Are
interpreted according to Table 2. A comnbination not shown in
that table MJST NOT be used.

bits 5-7: Are RESERVED and SHOULD each be cleared ('0') on
transm ssion and SHOULD be ignored on reception

o e e e e o - o e e e e o - Fom e e e oo - o e e e e e a e oo +
| ahasfulltail | ahaszerotail | <tail-length> | <tail > |
o e oo - o e oo - R o e e e m oo oo +
| 0 | 0 | not included | not incl uded |
| 1 | 0 | i ncl uded | i ncl uded unl ess |
| | | | <tail-length> is |
I I I I zero I
| 0 | 1 | i ncl uded | not incl uded |
o e oo - o e oo - R o e e e m oo oo +

Table 1. Interpretation of the ahasfulltail and ahaszerotail flags

S o m e e e - o e e e e a e oo m o m e e e e e e e oo +

| ahassingle | ahasmulti | nunber of | prefix length of the

| prel en | prelen | <prefix-length>| nth address prefix, |
| | fields | in bits |

Fom e e o - Fom e oo o e e oo o +

| 0 | 0 | 0 | 8 * address-length

| 1 | 0 | 1 | <prefix-1engt h> |

| 0 | 1 | <num addr > | nth <prefix-I|ength>

Fom e m oo - - M oo o - o e e e e oo oo +

Table 2: Interpretation of the
ahassi ngl eprel en and ahasmul tiprelen fl ags

<head-length> if present, is an 8-bit unsigned integer field that
contains the nunber of octets in the Head of all of the addresses
in the Address Block, i.e., each <head> el enent included is <head-
| engt h> octets |ong.
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head-length is a variable, defined to equal <head-length>, if
present, or O otherw se.

<head> is omtted if head-length is equal to O; otherwise, it is a
field of the head-length | eftnbst octets common to all the
addresses in the Address Bl ock.

<tail-length> if present, is an 8-bit unsigned integer field that
contai ns the nunber of octets in the Tail of all of the addresses
in the Address Block, i.e., each <tail> elenent included is <tail -

| engt h> octets | ong.

tail-length is a variable, defined to equal <tail-length> if
present, or O otherw se.

<tail> is omtted if tail-length is equal to 0, or if the
ahaszerotail flag is set ("1'); otherwise, it is a field of the
tail-length rightnost octets common to all the addresses in the
Address Block. |[If the ahaszerotail flag is set (1), then the
tail-length rightnmost octets of all the addresses in the Address

Bl ock are 0.
md-length is a variable that MJIST be non-negative, defined by:
m d-length := address-length - head-length - tail-length
i.e., each <m d> elenent included is md-length octets |ong.

<mid> is omtted if md-length is equal to 0; otherw se, each <m d>
is afield of length md-length octets, representing the Md of
the correspondi ng address in the Address Bl ock. Wen not onitted,
an Address Bl ock contains exactly <num addr> <nid> fields.

<prefix-length> is an 8-bit unsigned integer field containing the
length, in bits, of an address prefix. |f the ahassingl eprelen
flag is set ("1'), then a single <prefix-length> field is included
that contains the prefix length of all addresses in the Address
Bl ock. If the ahasmultiprelen flag is set ('1'), then <num addr>
<prefix-length> fields are included, each of which contains the
prefix I ength of the correspondi ng address prefix in the Address
Bl ock (in the same order). Oherwi se, no <prefix-length> fields
are present; each address object can be considered to have a
prefix length equal to 8 * address-length bits. The Address Bl ock
is malformed if any <prefix-length> el enent has a val ue greater
than 8 * address-1ength.
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5.4. TLVs and TLV Bl ocks

A TLV all ows the association of an arbitrary attribute with a nessage
or a packet, or with a single address or a contiguous set of
addresses in an Address Block. The attribute (value) is nade up from
an i nteger nunber of consecutive octets. Different attributes have
different types; attributes that are unknown when parsing can be

ski pped.

TLVs are grouped in TLV Blocks, with all TLVs within a TLV Bl ock
associating attributes with either the packet (for the TLV Block in
the Packet Header), the nessage (for the TLV Bl ock inmredi ately

foll owi ng the Message Header), or to addresses in the imrediately
precedi ng Address Bl ock. Individual TLVs in a TLV Bl ock i mediately
foll owi ng an Address Bl ock can associate attributes to a single
address, a range of addresses, or all addresses in that Address

Bl ock. When associating an attribute with nore than one address, a
TLV can include one value for all addresses or one val ue per address.
Det ai | ed exanpl es of TLVs are included in Appendix C. 2.

A TLV Bl ock is defined by:

<tlv-block> := <tlvs-I|ength>
<t|v>*

wher e:
<tlvs-length> 1is a 16-bit unsigned integer field that contains the
total nunber of octets in all of the immediately follow ng <tlv>
el ements (<tlvs-1length> not included).
<tlv> is as defined in Section 5.4. 1.
5.4.1. TLVs
There are three kinds of TLV, each represented by an elenment <tlv>:

o A Packet TLV, included in the Packet TLV Block in a Packet Header.

o0 A Message TLV, included in the Message TLV Block in a nessage,
bef ore any Address Bl ocks.

0 An Address Block TLV, included in an Address Bl ock TLV Bl ock
foll owi ng an Address Bl ock. An Address Bl ock TLV applies to:
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* all address objects in the Address Bl ock, OR

* any continuous sequence of address objects in the Address
Bl ock, OR

* a single address object in the Address Bl ock
<tlv> is defined by:
<tlv> := <tlv-type>
<tlv-flags>
<tlv-type-ext>?
(<i ndex- st art ><i ndex- st op>?) ?
(<l engt h><val ue>?) ?

wher e:

<tlv-type> is an 8-bit unsigned integer field, specifying the type
of the TLV, specific to the TLV kind (i.e., Packet TLV, Message

TLV, or Address Block TLV).

<tlv-flags> is an 8-bit field specifying the interpretation of the

remai nder of the TLV:

bit 0 (thastypeext): |If cleared ('0"), then <tlv-type-ext> is not
included in the <tlv> If set (1), then <tlv-type-ext>is

included in the <tlv>.

bit 1 (thassingleindex) and bit 2 (thasmultiindex): Are

interpreted according to Table 3. A conbination not shown in

that table MJUST NOT be used. Both of these flags MJST be
cleared ('0’) in Packet TLVs and Message TLVs.

bit 3 (thasvalue) and bit 4 (thasextlen): Are interpreted

according to Table 4. A conbination not shown in that table

MJUST NOT be used.

bit 5 (tisnmultivalue): This flag serves to specify how the

<value> field is interpreted, as specified below. This flag
MUST be cleared ('0') in Packet TLVs and Message TLVs, if the
thasnmultiindex flag is cleared ('0’), or if the thasvalue flag

is cleared ('0").

bits 6-7: Are RESERVED and SHOULD each be cleared ('0') on
transm ssi on and SHOULD be ignored on reception
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dememmememeeaaaas . S RIS . +
| thassingleindex | thasmultiindex | <index-start> | <index-stop> |
o e e e oo o e T o e e - +
| 0 | 0 | not included | not included

| 1 | 0 | i ncl uded | not included

| 0 | 1 | i ncl uded | i ncl uded |
oo mmeeemeeaaaas . I IRy . +

Table 3: Interpretation of the
t hassi ngl ei ndex and thasmultiindex flags

Fom e oo Fom e e o - oo s o e e e e e e eie oo n +
| thasvalue | thasextlen | <l engt h> | <val ue> |
N Fomm e oo - S Tt +
| 0 | 0 | not included | not incl uded |
| 1 | 0 | 8 bits | included unless <length> |
| | | | is zero |
| 1 | 1 | 16 bits | included unless <length> |
| | | | is zero |
N Fomm e oo - S Tt +

Table 4: Interpretation of the thasval ue and thasextlen flags
<tlv-type-ext> is an 8-bit unsigned integer field, specifying an
extension of the TLV Type, specific to the TLV Type and ki nd

(i.e., Packet TLV, Message TLV, or Address Bl ock TLV).

tlv-type-ext is a variable, defined to equal <tlv-type-ext>, if
present, or 0 otherw se.

tlv-fulltype is a variable, defined by:
tlv-fulltype := 256 * <tlv-type> + tlv-type-ext

<i ndex-start> and <i ndex-stop> when present, in an Address Bl ock TLV
only, are each an 8-bit unsigned integer field.

i ndex-start and index-stop are variables, defined according to
Table 5. The variable end-index is defined as foll ows:

* For Message TLVs and Packet TLVs:
end-index := 0
* For Address Bl ock TLVs:

end-index := <numaddr> - 1
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An Address Bl ock TLV applies to the address objects from position
i ndex-start to position index-stop (inclusive) in the Address
Bl ock, where the first address object has position zero.

o e e e oo o a o o a o oo +
| thassingleindex | thasmultiindex | index-start :=| index-stop := |
o o a o o a o oo +
| 0 | 0 | 0 | end- i ndex |
| 1 | 0 | <index-start> | <index-start>

| 0 | 1 | <index-start> | <index-stop> |
o e e e oo o a o o a o oo +

Table 5: Interpretation of the
t hassi ngl ei ndex and thasnul tiindex flags

nunber-values is a variable, defined by:
nunber-val ues : = index-stop - index-start + 1

<length> is omtted or is an 8-bit or 16-bit unsigned integer field
according to Table 4. If the tismultivalue flag is set ('1),
then <l ength> MJUST be an integral multiple of nunber-val ues, and
the variable single-length is defined by:

single-length := <length> / nunber-val ues

If the tisnultivalue flag is cleared ('0'), then the variable
single-length is defined by:

single-l1ength := <l ength>

<value> if present (see Table 4), is a field of length <l ength>
octets. In an Address Block TLV, <value> is associated with the
address objects frompositions index-start to index-stop,
inclusive. |If the tisnmultivalue flag is cleared ('0"), then the
whol e of this field is associated with each of the indicated
address objects. If the tisnultivalue flag is set (1), then
this field is divided equally into nunber-values fields, each of
I ength single-length octets, and these are associated, in order,
with the indicated address objects.

5.4.2. TLV Usage
A TLV associates an attribute with a packet, a nessage, or one or

nmore consecutive address objects in an Address Bl ock. The
interpretation and processing of this attribute, and the rel ationship
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(including order of processing) between different attributes
associated with the sane entity MJST be defined by any protocol that
uses this specification

Any protocol using this specification MJST define appropriate
behaviors if this associated information is inconsistent, in
particular if two TLVs of the same type but with different val ues
apply to the same entity (packet, message, or address) but this is
not neani ngful. The protocol MJUST al so specify an appropriate
processing order for TLVs associated with a given entity.

5.5. WMl forned El ements

An elenment is malformed if it cannot be parsed according to its
syntactical specification (including if there are insufficient octets
available). If the malfornmed elenment is in the Packet Header, then
the packet MUST be silently discarded, and contai ned nessages MJST
NOT be processed and MJUST NOT be forwarded. |If the nalfornmed el enent
is contained in a nessage (i.e., is in the Message TLV Bl ock, an
Address Bl ock, or an Address Bl ock TLV Bl ock), then that nessage MUST
be silently discarded; it MJST NOT be processed and MJST NOT be

f or war ded

6. | ANA Consi derati ons

Thi s docunent introduces four nanmespaces that have been registered
Message Types, Packet TLV Types, Message TLV Types, and Address Bl ock
TLV Types. This section specifies |ANA registries for these
nanespaces and provi des gui dance to the Internet Assigned Nunbers

Aut hority regarding registrations in these nanespaces.

The following terns are used with the neani ngs defined in [ BCP26]:
"Namespace", "Assigned Val ue", "Registration”, "Unassigned",
"Reserved", "Hierarchical Allocation", and "Designated Expert".

The foll owing policies are used with the neanings defined in [ BCP26]:
"Private Use", "Expert Review', and "Standards Action”

6.1. Expert Review Evaluation Guidelines
For registration requests where an Expert Review is required, the
Desi gnat ed Expert SHOULD take the foll owi ng general reconmendations
into consideration:
0 The purpose of these registries is to support Standard and

Experimental MANET routing and rel ated protocols and extensions to
t hese protocol s.
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o The intention is that all registrations will be acconpanied by a
publ i shed RFC

0o In order to allow for registration prior to the RFC bei ng approved
for publication, the Designated Expert can approve the
registration once it seens clear that an RFC is expected to be
publ i shed.

0 The Designated Expert will post a request to the MANET W5 nmailing
list, or to a successor thereto as designated by the Area
Director, for commrents and reviews. This request will include a
reference to the Internet-Draft requesting the registration

0 Before a period of 30 days has passed, the Designated Expert will
ei ther approve or deny the registration request and publish a note
of the decision to the MANET We mailing list or its successor, as
well as informI|ANA and the ESG A denial note MJUST be justified
by an explanation and, in cases where it is possible, suggestions
as to how the request can be nodified so as to becone acceptable
SHOULD be provi ded.

For the registry for Message Types, the follow ng guidelines apply:

0 Registration of a Message Type inplies creation of two registries
for Message- Type-specific Message TLVs and Message- Type-specific
Address Bl ock TLVs. The docunent that requests the registration
of the Message Type MUIST indicate how t hese Message- Type-specific
TLV Types are to be allocated, fromany options in [BCP26], and
any initial allocations. The Designated Expert SHOULD take the
al |l ocation policies specified for these registries into
consideration in reviewi ng the Message Type al l ocation request.

For the registries for Packet TLV Types, Message TLV Types, and
Address Bl ock TLV Types, the follow ng guidelines apply:

0 These are Hierarchical Alocations, i.e., allocation of a type
creates a registry for the extended types corresponding to that
type. The docunent that requests the registration of the type
MUST i ndi cate how these extended types are to be allocated, from
any options in [BCP26], and any initial allocations. Nornally
this allocation should al so undergo Expert Review, but with the
possi bl e allocation of sone type extensions as Reserved,
Experimental , and/or Private.

o The request for a TLV Type MJST include the specification of the

permtted size, syntax of any internal structure, and neani ng, of
the Value field (if any) of the TLV.
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For the registries for Message TLV Types and Address Bl ock TLV Types,
the follow ng additional guidelines apply:

0 TLV Type values 0-127 are common for all Message Types. TLVs that
receive registrations fromthe 0-127 interval SHOULD be nodul ar in
design to all ow reuse anpng protocol s.

0 TLV Type val ues 128-223 are Message- Type-specific TLV Type val ues,
relevant only in the context of the containing Message Type.
Regi stration of TLV Type values within the 128-223 interval
requires that a registry in the 128-223 interval exists for a
speci fic Message Type val ue (see Section 6.2.1), and registrations
are made in accordance with the allocation policies specified for
these Message- Type-specific registries. Message-Type-specific TLV
Types SHOULD be registered for TLVs that the Designated Expert
deens too Message- Type-specific for registration of a 0-127 val ue.
Multiple different TLV definitions MAY be assigned the sane TLV
Type value within the 128-223 interval, given that they are
associated with different Message- Type-specific TLV Type
registries. Were possible, existing global TLV definitions and
modul ar gl obal TLV definitions for registration in the 0-127 range
SHOULD be used.

6.2. Message Types

A new registry for Message Types has been created, with initial
assignnents and allocation policies as specified in Table 6.

| 0-223 | Unassigned | Expert Review |
| 224-255 | Unassigned | Experimental Use |

Tabl e 6: Message Types
6.2.1. Message-Type-Specific TLV Registry Creation

When a Message Type is registered, then registries MIST be specified
for both Message-Type-specific Message TLVs (Table 8) and Message-
Type-specific Address Bl ock TLVs (Table 10). A docunent that creates
a Message- Type-specific TLV registry MIST al so specify the nmechani sm
by whi ch Message- Type-specific TLV Types are all ocated, from anong
those in [ BCP26] .
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6.3. Packet TLV Types

A new registry for Packet TLV Types has been created, with initial
assignnents and allocation policies as specified in Table 7.

| 0-223 | Unassigned | Expert Review |
| 224-255 | Unassigned | Experinental Use |

Tabl e 7: Packet TLV Types
6.3.1. Packet TLV Type Extension Registry Creation
When a Packet TLV Type is registered, then a new registry for type
extensions of that type nust be created. A docunent that defines a
Packet TLV Type MJST al so specify the mechani smby which its type
extensions are allocated, from anong those in [BCP26].

6.4. Message TLV Types

A new registry for Message- Type-i ndependent Message TLV Types has
been created, with initial assignnents and allocation policies as
specified in Table 8.

R o e e e e e e oo o e e e e e e oo +
| Type | Description | Al'location Policy |
S TRy - e +
| 0-127 | Unassigned | Expert Review |
| 128-223 | Message- Type-specific | Reserved, see Table 9 |
| 224-255 | Unassigned | Experinental Use |
R o e e e e e e oo o e e e e e e oo +

Tabl e 8: Message TLV Types

Message TLV Types 128-223 are reserved for Message- Type-specific
Message TLVs, for which a new registry is created with the
registration of a Message Type, and with initial assignnments and
al |l ocation policies as specified in Table 9.
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S Fom e e e e i o e e e oo +
| Type | Description | Al'location Policy |
S R o e e e e e e e e m o o e e e o +
| 0-127 | Common to all Message Types | Reserved |
| 128-223 | Message- Type-specific | See Bel ow |
| 224-255 | Common to all Message Types | Reserved |
S Fom e e e e i o e e e oo +

Tabl e 9: Message- Type-specific Message TLV Types

Al'l ocation policies for Message- Type-specific Message TLV Types MJST
be specified when creating the registry associated with the
cont ai ni ng Message Type, see Section 6.2.1.

6.4.1. Message TLV Type Extension Registry Creation

If a Message TLV Type is registered, then a newregistry for type
extensions of that type nust be created. A docunent that defines a
Message TLV Type MJST al so specify the nechani smby which its type
extensions are allocated, from anong those in [BCP26].

6.5. Address Block TLV Types
A new registry for Message- Type-i ndependent Address Bl ock TLV Types

has been created, with initial assignhments and allocation policies as
specified in Table 10.

R o e e e e e e oo o e e e e e e oo oo oo +
| Type | Description | Al'location Policy |
S TRy - T +
| 0-127 | Unassigned | Expert Review |
| 128-223 | Message- Type-specific | Reserved, see Table 11 |
| 224-255 | Unassigned | Experinental Use |
R o e e e e e e oo o e e e e e e oo oo oo +

Tabl e 10: Address Bl ock TLV Types

Address Bl ock TLV Types 128-223 are reserved for Message- Type-
specific Address Bl ock TLVs, for which a newregistry is created with
the registration of a Message Type, and with initial assignnments and
al |l ocation policies as specified in Table 11.
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S Fom e e e e i o e e e oo +
| Type | Description | Al'location Policy |
S R o e e e e e e e e m o o e e e o +
| 0-127 | Common to all Message Types | Reserved |
| 128-223 | Message- Type-specific | See Bel ow |
| 224-255 | Common to all Message Types | Reserved |
S Fom e e e e i o e e e oo +

Tabl e 11: Message- Type-specific Address Bl ock TLV Types

Al'l ocation policies for Message- Type-specific Address Bl ock TLV Types
MJUST be specified when creating the registry associated with the
contai ni ng Message Type, see Section 6.2.1

6.5.1. Address Block TLV Type Extension Registry Creation

When an Address Bl ock TLV Type is registered, then a new registry for
type extensions of that type nust be created. A docunent that
defines a Message TLV Type MUST al so specify the mechani sm by which
its type extensions are allocated, fromanong those in [ BCP26].

7. Security Considerations

Thi s specification does not describe a protocol; it describes a
packet format. As such, it does not specify any security

consi derations; these are matters for a protocol using this
specification. However, sone security mechani snms are enabled by this
specification and nmay formpart of a protocol using this
specification. Mechanisnms that may formpart of an authentication
and integrity approach in a protocol using this specification are
described in Section 7.1. Mechanisnms that may formpart of a
confidentiality approach in a protocol using this specification are
described in Section 7.2. There is, however, no requirenent that a
protocol using this specification should use either

7.1. Authentication and Integrity Suggestions

The authentication and integrity suggestions nade here are based on
the i ntended usage in Appendix B, specifically that:

0 Messages are designed to be carriers of protocol information and
MAY, at each hop, be forwarded and/or processed by the protoco
using this specification

0 Packets are designed to carry a nunber of nessages between

nei ghboring MANET routers in a single transm ssion and over a
single | ogical hop
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2

Consequent | y:

o For forwarded nessages where the message i s unchanged by
forwardi ng MANET routers, end-to-end authentication and integrity
MAY be inpl emented, between MANET routers with an existing
security association, by including a suitable Message TLV
containing a cryptographic signature in the nmessage. Since <nsg-
hop- count > and <nsg-hop-limt> are the only fields that should be
nmodi fi ed when such a message is forwarded in this manner, this
signature can be cal cul ated based on the entire nessage, including
the Message Header, with the <nmsg-hop-count> and <nsg-hop-limt>
fields set to 0, if present.

0 Hop-by-hop packet level authentication and integrity MAY be
i npl ement ed, between MANET routers with an existing security
association, by including a suitable Packet TLV containing a
cryptographic signature to the packet. Since packets are received
as transmitted, this signature can be cal cul ated based on the
entire packet or on parts thereof as appropriate.

Confidentiality Suggestions

Thi s specification does not explicitly enable protecting packet/
message confidentiality. Such confidentiality would normally, when
requi red, be provided hop-by-hop, either by Iink-Iayer mechani snms or
at the I P layer using [ RFC4301], and would apply to a packet only.

It is possible, however, for a protocol using this specification to
protect the confidentiality of information included in a Packet,
Message, or Address Block TLV by specifying that the Value field of
that TLV Type be encrypted, as well as specifying the encryption
mechani sm

In an extreme case, all information can be encrypted by defining
ei ther:

0 A packet, consisting of only a Packet Header (with no nmessages)
and containing a Packet TLV, where the Packet TLV Type indicates
that its Value field contains one or nore encrypted nessages.
Upon recei pt, and once this Packet TLV is successfully decrypted,
these nessages may then be parsed according to this specification
and processed according to the protocol using this specification.

0 A nessage, consisting of only a Message Header and a single
Message TLV, where the Message TLV Type indicates that its Val ue
field contains an encrypted version of the nessage’s renaining
Message TLVs, Address Bl ocks, and Address Bl ock TLVs. Upon
recei pt, and once this Message TLV is successfully decrypted, the
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conmpl ete nessage nmay then be parsed according to this
speci fication and processed according to the protocol using this
speci fication.

In either case, the protocol MJST define the encrypted TLV Type, as
well as the format of the encrypted data bl ock contained in the Val ue
field of the TLV.
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Appendi x A. Ml tiplexing and Demul tipl exi ng

The packet and message format specified in this docunment is designed
to allow zero or nore nmessages to be contained within a single
packet. Such nessages nmay be fromthe sane or different protocols.
Thus, a multiplexing and denul tipl exi ng process MJIST be present.

Mul ti pl exi ng nessages on a given MANET router into a single packet,
rat her than having each nessage generate its own packet, reduces the
total nunber of octets and the nunber of packets transmitted by that
MANET router.

The nul tipl exi ng and demnul ti pl exi ng process running on a given UDP
port or |IP protocol number, and its associ ated protocols, MJST:

0 For each Message Type, a protocol -- unless specified otherw se,
the one nmaking the | ANA reservation for that Message Type -- MJIST
be designated as the "owner" of that Message Type.

o0 The Packet Header fields, including the Packet TLV Bl ock, are used
by the nultipl exing and demul ti pl exi ng process, which MAY nmake
such information available for use in its protocol instances.

o0 The <pkt-seqg-nune field, if present, contains a sequence nunber
that is increnented by 1 for each packet generated by a node. The
sequence nunber after 65535 is 0. In other words, the sequence
nunber "waps” in the usual way.

0 Incom ng nmessages MJUST be either silently discarded or MIST be
delivered to the instance of the protocol that owns the associated
Message Type. Incom ng nessages SHOULD NOT be delivered to any
ot her protocol instances and SHOULD NOT be delivered to nore than
one protocol instance.

0 CQutgoing nessages of a given type MJST be generated only by the
protocol instance that owns that Message Type and be delivered to
the multipl exing and derul ti pl exi ng process.

o If two protocols both wish to use the sane Message Type, then this
i nteracti on SHOULD be specified by the protocol that is the
desi gnated owner of that Message Type.
Appendi x B. I ntended Usage
Thi s appendi x descri bes the intended usage of Message Header fi el ds,

including their content and use. Alternative uses of this
specification are permtted.
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The nessage format specified in this docunent is designed to carry
MANET routing protocol signaling between MANET routers and to support
scope-limted flooding as well as point-to-point delivery.

Messages are designed to be able to be forwarded over one or nore
| ogi cal hops, in a new packet for each | ogical hop. Each |ogical hop
may consi st of one or nore | P hops.

Specifically, scope-limted flooding is supported for nessages when

0 The <nsg-orig-addr> field, if present, contains the unique
identifier of the MANET router that originated the nessage.

o The <msg-seq-nun» field, if present, contains a sequence number
that starts at 0 when the first nessage of a given type is
generated by the originator node, and that is increnented by 1 for
each nessage generated of that type. The sequence nunber after
65535 is 0. |In other words, the sequence number "waps" in the
usual way.

o |If the <msg-orig-addr> and <meg-seq-nun> fields are both present,
then the Message Header provides for duplicate suppression, using
the identifier consisting of the nessage’'s <msg-orig-addr>, <nsg-
seqg- nunk, and <neg-type>. These serve to uniquely identify the
message in the MANET within the tine period until <nsg-seq-nune is
repeated, i.e., waps around to a matchi ng val ue.

0 <nsg-hop-limt> field, if present, contains the nunber of hops on
whi ch the packet is allowed to travel before being discarded by a
MANET router. The <msg-hop-limt> is set by the nessage
originator and is used to prevent nmessages from endl essly
circulating in a MANET. Wen forwardi ng a nessage, a MANET router
shoul d decrease the <msg-hop-limt> by 1, and the nmessage shoul d
be di scarded when <nsg-hop-limt> reaches O.

0 <nsg-hop-count> field, if present, contains the nunber of hops on
whi ch the packet has travel ed across the MANET. The <msg- hop-
count> is set to O by the nmessage originator and is used to
prevent messages fromendlessly circulating in a MANET. Wen
forwardi ng a nessage, a MANET router should increase <nsg-hop-
count> by 1 and should discard the nessage when <nsg-hop-count >
reaches 255.

o |If the <nmsg-hop-limt> and <nsg-hop-count> fields are both
present, then the Message Header provides the information to nmake
forwardi ng decisions for scope-limted flooding. This may be by
any appropriate floodi ng nechani sm specified by a protocol using
this specification.
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Appendi x C. Exanpl es
Thi s appendi x contains sonme exanples of parts of this specification
C. 1. Address Bl ock Exanpl es

The foll owi ng exanples illustrate how sonme conbi nati ons of addresses
may be efficiently included in Address Bl ocks. These exanples are
for 1Pv4, with address-length equal to 4. a, b, c, etc. represent

di stinct, non-zero octet val ues.

Note that it is permissible to use a less efficient representation,
in particular one in which the ahashead and ahasfulltail flags are
cleared ('0’), and hence head-length = 0, tail-length = 0, md-length
= address-length, and (with no address prefixes) the Address Bl ock
consi sts of the nunber of addresses, <addr-flags> with value 0, and a
list of the unaggregated addresses. This is the nost efficient way
to represent a single address, and the only way to represent, for
example, a.b.c.d and e.f.g.h in one Address Bl ock

Exanpl es:

0 To include a.b.c.d, a.b.e.f, and a.b.g.h

* head-1 ength 2;

* tail-length 0;

* md-length = 2;

* <addr-flags> has ahashead set (value 128);
* <tail-length> and <tail> are omtted.

The Address Block is then 3 128 2 a b c def g h (11 octets).

0o To include a.b.c.g and d.e.f.g:

* head-1ength 0;

1

* tail-length
* md-length = 3;
* <addr-flags> has ahasfulltail set (value 64);

* <head- | engt h> and <head> are omtted.
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The Address Block is then 2 64 1 gabcdef (10 octets).
0 To include a.b.d.e and a.c.d.e:

1

* head-1ength

* tail-length 2;
* md-length =1
* <addr-flags> has ahashead and ahasfulltail set (value 192).
The Address Block is then 2 192 1 a 2 d e b ¢ (9 octets).

o To include a.b.0.0, a.c.0.0, and a.d.0.O0:

1

* head-1ength

* tail-length 2;

* md-length =1

* <addr-flags> has ahashead and ahaszerotail set (value 160);
* <tail>is onmtted.

The Address Block is then 3 160 1 a 2 b c d (8 octets).

o To include a.b.0.0 and c.d. 0. O:

* head-1 ength 0;

* tail-length 2;

* md-length = 2;

* <addr-flags> has ahaszerotail set (value 32);
* <head> and <tail> are onmtted.

The Address Block is then 2 32 2 a b c d (7 octets).

o To include a.b.0.0/n and c.d.0.0/n:

* head-1ength 0;

2;

* tail-length
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m d-length = 2;

<addr-fl ags> has ahaszerotail and ahassi ngl eprel en set (val ue
48) ;

<head> and <tail> are om tted.

The Address Block is then 2 48 2 a b c dn (8 octets).

o To

*

include a.b.0.0/n and c.d. 0.0/ m
head-| ength = 0;
tail-length = 2;

m d-length = 2;

<addr-fl ags> has ahaszerotail and ahasnultiprelen set (value
40) ;

<head> and <tail> are om tted.

The Address Block is then 2 40 2 a b c dn m(9 octets).

C. 2. TLV Exanples

Assume the definition of an Address Block TLV with type EXAMPLEl (and
no type extension) that has single octet values per address. There

are a

nunber of ways in which values a, a, b, and ¢ nmay be associ ated

with the four addresses in the preceding Address Bl ock, where c is a
default value that can be onmtted

Exanpl es:

0 Using one multivalue TLV to cover all of the addresses:

*

Cl ausen,

<tlv-flags> has thasval ue and tisnultivalue set (value 20);
<i ndex-start> and <i ndex-stop> are onitted;
<length> = 4 (single-length = 1).

The TLV is then EXAMPLEL1 20 4 a a b ¢ (7 octets).

ing one multivalue TLV and onmitting the | ast address:

<tlv-flags> has thasnmultiindex, thasvalue, and tismnultival ue
set (value 52);
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*  <jndex-start> = 0;

*  <jndex-stop> = 2;

* <length> = 3 (single-length = 1).

* The TLV is then EXAMPLEL 52 0 2 3 a a b (8 octets).
0o Using two single value TLVs and omitting the | ast address. First:

* <tlv-flags> has thasnultiindex and thasval ue set (val ue 48);

* <jndex-start> = 0;

*  <jndex-stop> = 1;

* <length> = 1;

* <value> = a.

* The TLV is then EXAMPLEL1 48 0 1 1 a (6 octets).

Second:

* <tlv-flags> has thassingl ei ndex and thasval ue set (val ue 80);

* <jindex-start> = 2;

* <index-stop> is onitted;

* <length> = 1;

*  <value> = b.

* The TLV is then EXAMPLEL 80 2 1 b (5 octets).

Total length of TLVs is 11 octets.
In this case, the first of these is the nost efficient. |In other
cases, patterns such as the others nay be preferred. Regardless of
efficiency, any of these nay be used.
Assunme the definition of an Address Block TLV with type EXAMPLE2 (and
no type extension) that has no value and that is to be associated

with the second and third addresses in an Address Bl ock. This can be
indicated with a single TLV:
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o0 <tlv-flags> has thasmultiindex set (value 32);

0 <index-start> = 1;

0 <index-stop> = 2;

0 <length> and <val ue> are onmitted.

o The TLV is then EXAMPLE2 32 1 2 (4 octets).

Assune the definition of a Message TLV with type EXAMPLE3 (and no
type extension) that can take a Value field of any I ength. For such
a TLV with 8 octets of data (a to h):

0 <tlv-flags> has thasval ue set (value 16);

0 <index-start> and <index-stop> are onitted;

o <length> = 8.

o The TLV is then EXAMPLE3 16 8 a b c d e f g h (11 octets).

If, in this exanple, the nunber of data octets were 256 or greater,
then <tlv-flags> would al so have thasextlen set and have val ue 24.
The length would require two octets (nost significant first). The
TLV Il ength would be 4 + N octets, where N is the nunber of data
octets (it can be 3 + Noctets if Nis 255 or less).

Appendix D. Illustrations

This informative appendix illustrates the elenents that are
normatively specified in Section 5.

Bits | abel ed Rsv should be cleared ('0’). Bits |abeled M my be
cleared ('0') or set ('1').

D.1. Packet

This section illustrates possible options for the <packet> el ement.
These are differentiated by the flags field in the first octet. The
packet nmay include any nunber (zero or nore) of nessages. The nunber
of messages is determi ned fromwhen the packet is exhausted, given
the packet length fromthe network | ayer
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D.2. Message

This section illustrates possible options for the <message> el enent.
These are differentiated by their second (flags) octet. The length
of the Message Body is determ ned using the Message Size field, which
is the conbined Iength of all the fields shown. The field |abeled
MAL defines the Iength of all addresses (including the Oiginator
Address, if present, and all addresses in Address Bl ocks) in octets,
as one nore than the value in the field.
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D.3. Message Body

This section illustrates the format of a Message Body (the <message>
el ement excluding its initial <nmsg-header> elenent). The Message
Body i ncludes one Message TLV Bl ock (containing zero or nore TLVs)
and may include any nunber (zero or nore) of Address Bl ock and
Address Bl ock TLV Bl ock pairs.
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D.4. Address Bl ock

This section illustrates possible options for the <addr-bl ock>

el ement. These are differentiated by their second (flags) octet.
The nunber of Md elenents is equal to the nunber of addresses
(except when md-length is zero, when there are no Md el enents).
Where a variabl e nunber of prefix length fields is shown, their
nunber is equal to the nunber of addresses.
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. ik Sl i S S S S S A S S i S

0 1 2 3
01234567890123456789012345678901

i s T S i i T S A b e ok
| Nunmber Addrs |1]1]0]1]0] Rsv | Head Length | Head |
i e e R e T S S e o ok o i R TR R B S
| Head (cont) | Tail Length | Tai | |
e o I e e ol i I T T T S S e e e e i i ol it T R R
I M d I
R i T S e E

I

I T S S i i S S S +-I|-
I Md I
R e T T e S e et Sk i N SR S
| Prefix Length |
R R e e oh

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Nurmber Addrs |0]0]1]1]0] Rsv | Tail Length | M d |
I i I S s S e e S
| Md (cont) | |
N S S S |
I I
I I
| i I i I S T sk i S S SR S S
| Md | Prefix Length |
B i s T T i i o S o T Ji I
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0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Nunmber Addrs |1]0]1]1]0] Rsv | Head Length | Head |
R T e i e i i S L S s il o T SR R R S
| Head (cont) | Tail Length | M d |
R i T i e i i S e S S e S
I

i i i S S S S e e
| Md | Prefix Length |
R i S S i i S i i ot

0 1 2 3
01234567890123456789012345678901
B T S i S S S S it SN SRR DR S
Nunber Addrs |0]0]0]0]1] Rsv M d |
B S T s i I s I S
Md (cont)

+
I
-+
I I
T S S S i SHI SEp B S S |
I

s e T

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+

I Md I

B S S e i S S T A S S S S S S i S S
M d (cont) | Prefix Length | |

i I T e T i i s i oI T S S e S e S e |
I

— Y —

| s S S o S T sl chs s S S S S S S S S =
| | Prefix Length |
i S I S S

Cl ausen, et al. St andards Track [ Page 49]



RFC 5444 MANET Packet For mat February 2009

0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Nunmber Addrs |1]0/0|/0]1] Rsv | Head Length | Head |
R T e i e i i S L S s il o T SR R R S
| Head (cont) | M d |

+- - - -

I

I
e i S i i S s |
I

| T T s
| Md | Prefix Length |
. ik Sl i S S S S S A S S i S

| T S e i h SR N N S
| | Prefix Length |
e e L i ol o o e R S e e s

0 1 2 3
01234567890123456789012345678901

I
T i S S |
I

i I S T S S i I S A SHE N SR
| Nunmber Addrs |0[1]0]0]1] Rsv | Tail Length | Tai | |
I i I S s S e e S
| Tail (cont) | M d |

+- - - - -

I

| b Lk T s o e ek
| M d | Prefix Length |
B i s T T i i o S o T Ji I

T S e e

I

| _

| | Prefix Length |
s S S o S T sl chs s S S S S S S S S =
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0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Nunmber Addrs |1]1]0/0]1] Rsv | Head Length | Head |
R T e i e i i S L S s il o T SR R R S
| Head (cont) | Tail Length | Tai | |
R i T i e i i S e S S e S
I Md I

B il s S S S S I S i

I

I i i S S i oHIE RIS +-|+
I Md I
B i s T T i i o S o T Ji I
| Prefix Length | |
R s ol ot T S |

| A N s
| | Prefix Length |
o e e m e e e e bm e e e e e e e e e e e e e e e e e e e e e e -

0 1 2 3

01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Nunber Addrs |0]|0]1]0]1] Rsv | Tail Length | M d |
B S S e i S S T A S S S S S S i S S
Md (cont) |
. Sk S N SR

s s

i T S S O S i o S
Md | Prefix Length |
i T T e T i i s i i S S S S S e et s o i i S

—

| T i i P I Y S S T S S S
| | Prefix Length |
i S i i S S e S
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0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Nunmber Addrs |1]0]1]0]1] Rsv | Head Length | Head |
R T e i e i i S L S s il o T SR R R S
| Head (cont) | Tail Length | M d |
R i T i e i i S e S S e S
I

I i i i S S N
| Md | Prefix Length |
R i S S i i S i i ot

—— —

| T S S e L o ik i R S R S S S S S S
| | Prefix Length |
b Sk o sk S NI S R R T

D.5. TLV Bl ock

This section illustrates the format of a <tlv-block> elenent. There
may be any number (zero or nore) of TLVs, with total length of the
TLVs (in octets) equal to the Length field.

0 1 2 3
01234567890123456789012345678901
i i i S s S Np

| Lengt h |
b ok R o S NI T R R T

i S S i

+
I
I
I
TLV |
+
I
B I I S S S S S o |

I

———

i S i S s i SR S S o

|
+
I
B i i i o o e |
I
I
+

TLV
S S i

|
I
I
+
I
I
|
I
+

T
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D.6. TLV
This section illustrates possible options for the <tlv> el enent.
These are differentiated by their second (flags) octet. |If there are

no Index fields, then this may be a Packet TLV, Message TLV, or
Address Block TLV; if there are one or two Index fields, then this
must be an Address Block TLV. The Length field gives the |length of
the Value field (in octets).

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i
I Type | 0| 0] 0| 0] O] O] Rsv|

S S S S S i S S S

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | 1] O] 0] 0] O] O] Rsv| Type Ext |

i T S S i St S S S e

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | 0] 1] 0] 0] O] O] Rsv] Index Start |

i T S S i St S S S e

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | 1] 1] O] 0] O] O| Rsv| Type Ext | Index Start |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | 0] 0] 1]0]0]0] Rsv] Index Start | Index Stop |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | 1] O] 1] 0] O] O] Rsv| Type Ext | Index Start |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Index Stop |

i S
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0 1 2 3
01234567890123456789012345678901
i T s T i T S S I S i (T S S S e S
| Type | 0] 0] 0] 1] O] M Rsv| Lengt h |

R e s T o e T e I e i o T i NI S e R S

+
I
I
I
Val ue I
I
+

I

I

I

| T S e T S S s e S
I

+-

S

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | 1] 0] 0] 1| O] M Rsv| Type Ext | Lengt h |
i i i T i I S i e s o o i i

l |
I Val ue |
l |
| s S S o S T sl chs s S S S S S S S S =
I

T S S R SR R

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | 0] 1] 0] 1] 0] O] Rsv] Index Start | Lengt h |
i i i T i I S i e s o o i i

I Val ue I
I B S S il m T sl it (o S P S S S S S II-
II-— i i S

0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | 1] 1] O] 1] O] O] Rsv| Type Ext | Index Start |
e L i i T i s i ok i R S S
| Lengt h |

I
e e e e e e e e |
I Val ue |
| |
| o bm bm o bm bm bm o bm o o bm o o o o o o o o o o o o
I
+-

i e
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type |0] 0] 1] 1] 0| M Rsv] Index Start | Index Stop |
e L i i T e i s ik ik I R SR S
| Lengt h | |
i T R |
Val ue |
|
+

I
|
| B S S i i S o S il T sl S S S
I+-+-+-+-+-+-+-+-+
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | 1/ 0] 1] 1] O] M Rsv| Type Ext | I'ndex Start |
I S i o T s S S S e s s T
I ndex Stop | Lengt h |
e S S I i sk T o S

I I
+- I
| |
| Val ue |
I I
| e T e R S e e s i oI T e S S I S e
I
+-

I R i SIS S

0 1 2 3

01234567890123456789012345678901

R s i o e i ol S e S e T ik ik T S e T S T S
Type | 0] 0] 0] O] 1] M Rsv| Length |

i T o T T i T A S S S T
Val ue |
+

+-
I
+-
|

I

I

| T I S i S
I

+-

I R i SIS S
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | 1] 0] 0] 1] 1| M Rsv| Type Ext | Lengt h |
i i i T i I S i e s o o i i
| Length (cont) | |
R R i ol I i S S |
| Val ue |
} +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
I+-+-+-+-+-+-+-+-+
0 1 2 3
01234567890123456789012345678901
i T S S S T i T i I S I S S
Type | 0] 1] 0] 1] 1] O] Rsv|] Index Start | Length |
R s i o e i ol S e S e T ik ik T S e T S T S
Length (cont) |
i o St B

+-
I
+-
I I
+- I
| |
| Val ue |
I I
| i i i S S T N T S S e S SR S SR S S S
I
i S e T o

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | 1] 1] O] 1] 1] O] Rsv| Type Ext | Index Start |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Length | |
B i S S ik s S N S S |
I I
| val ue |
I I
| i s st st s aTei o e S o S Y S S i S
|

+-

i S S
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type |00l 1] 1] 1M Rsv] Index Start | Index Stop |
R e s T o T S R El ok i R e e S S e o o s
| Lengt h | |
e e s i T R S T S T |
I I
| Val ue |
I I
| R e s T o e T e I e i o T i NI S e R S
I

R e i i i

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | 11 0] 1] 1] 1] M Rsv| Type Ext | Index Start |
i e e e i e e e e e e e e s
| Index Stop | Lengt h | |
i T S S O S i o S |
I I
| Val ue |
I I
| b Lk T s o e ek
I I

i ok ST S R TR

Appendi x E. Conpl ete Exanpl e

The foll owi ng exanpl e packet is included with the intent to exenplify
how Packet Headers and Message Headers are constructed, and how
addresses and attributes are encoded usi ng Address Bl ocks and TLV

Bl ocks. This exanple is specifically not constructed to exhibit

maxi mum nessage or packet size reduction.

The Packet Header has the phasseqnumflag of its flags field set
(value 8), and hence has a Packet Sequence Nunber, but no Packet TLV
Bl ock.

The packet contains a single nmessage with length 54 octets. This
message has the mhasorig, mhashoplimt, mhashopcount, and mhasseqnum
flags of its four-bit flags field set (value 15), and hence incl udes
an Originator Address, a Hop Limit, a Hop Count, and a Message
Sequence Nunber (which is type independent). |Its four-bit Message
Address Length field has value 3, and hence addresses in the nessage
have | ength four octets, here being | Pv4 addresses. The nessage has
a Message TLV Block with content length 9 octets, containing a single
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Message TLV. This TLV has the thasvalue flag of its flags octet set
(value 16), and hence contains a Value field, with preceding Val ue
Length 6 octets. The nmessage then has two Address Bl ocks, each with
a follow ng Address Bl ock TLV Bl ock.

The first Address Block contains 2 address prefixes. It has the
ahaszerotail and ahassingleprelen flags of its flags octet set (value
48), and hence has no Head (head-length is zero octets). It has a
tail-length of 2 octets, hence md-length is two octets. The two
Tail octets of each address are not included (since ahaszerotail is
set) and have val ue zero. The Address Bl ock has a single prefix

Il ength. The follow ng Address Bl ock TLV Bl ock is enpty (content

I ength O octets).

The second Address Bl ock contains 3 addresses. |t has the ahashead
flag of its flags octet set (value 128), has head-length 2 octets,

and no Tail (tail-length is zero octets); hence, md-length is two
octets. It is followed by an Address Bl ock TLV Bl ock, with content

length 9 octets, containing two Address Bl ock TLVs. The first of
these TLVs has the thasvalue flag of its flags octet set (value 16),
and has a single value of length 2 octets, which applies to all of
the addresses in the Address Block. The second of these TLVs has the
thasmultiindex flag of its flags octet set (value 32), and hence has
no Value Length or Value fields. It has two Index fields (Index
Start and I ndex Stop), which indicate those addresses this TLV
applies to (inclusive range, counting from zero).
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|0 0001000 Packet Sequence Number | Message Type |
e L o i i e i R SR
[111100110000000000110110]| Oig Addr |
i e e i e s o e i i i o SR R S S
| Originator Address (cont) | Hop Limt |
B i s T T i i o S o T Ji I
| Hop Count | Message Sequence Number |O0O0OO0O0O0O0 Q]
e e o i i i S S e
|0 0001001 TLV Type |/0O00100000000O011Q0|
i e e R e s o R e e i o i N S T
| Val ue |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Val ue (cont) |[0O0000010/0011000 0|
+++++++++++++++++++++++++++++++++
|0 0000010 Md | Md |
i e e R e o o e i i i o SR R S S
| Md (cont) | Prefix Length |[OOOOO0OO0OO0O0OO0O0O0OOOO Q]
e o I e e ol i I T T T S S e e e e i i ol it T R R
|[0O00000112210000000/000000 10 Head |
e s i i T e T h ok i R SR S
| Head (cont) | Md | Md |
i e e L T i e T e e e T b i ol S N B T
| Md (cont) | Md |0 0O0O0O0O0O0 Q|
B i s T T i i o S o T Ji I
|0 0001001 TLV Type |[0O0010000000O0O0O0T1DQ0Q|
e L i i T e R  h th o i R SR S
| Val ue | TLV Type |[001000 0 Q|
i e e R e o o e e i i i o S R S S
I

+

Index Start | |Index Stop |
e ok It S S R i eI TR TR
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