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Abstract
This nmeno defines an Extensible Authentication Protocol (EAP) nethod
call ed EAP Ceneralized Pre-Shared Key (EAP-GPSK). This nethod is a

I i ght wei ght shared-key authentication protocol supporting mutual
aut henti cati on and key derivati on.
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1.

I nt roducti on

EAP Ceneralized Pre-Shared Key (EAP-GPSK) is an EAP nethod defining a
generalized pre-shared key authentication technique. Mitua

aut hentication is achieved through a nonce-based exchange that is
secured by a pre-shared key.

EAP- GPSK addresses a | arge nunber of design goals with the intention
of being applicable in a broad range of usage scenari os.

The nmain design goal s of EAP-GPSK are:
Simplicity:

EAP- GPSK shoul d be easy to inplenent.
Security Mbodel:

EAP- GPSK has been designed in a threat nodel where the attacker
has full control over the comrunication channel. This EAP threat
model is presented in Section 7.1 of [RFC3748].

Ef ficiency:

EAP- GPSK does not nake use of public key cryptography and fully
relies of symretric cryptography. The restriction of symetric
crypt ographi ¢ conmputations allows for |ow computational overhead.
Hence, EAP-GPSK is |ightweight and well suited for any type of
device, especially those with processing power, nenory, and
battery constraints. Additionally, it seeks to mininize the
nunber of round trips.

Flexibility:

EAP- GPSK of fers cryptographic flexibility. At the beginning, the
EAP server proposes a list of ciphersuites. The client then

sel ects one. The current version of EAP-GPSK includes two

ci phersuites, but additional ones can be easily added.

Extensibility:

The design of EAP-GPSK all ows to securely exchange infornmation
bet ween the EAP peer and the EAP server using protected data
fields. These fields mght, for exanple, be used to exchange
channel binding information or to provide support for identity
confidentiality.
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2

Ter mi nol ogy

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words “MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOr", "SHOULD',
"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119].

Thi s section describes the various variables and functions used in
t he EAP- GPSK net hod.

Vari abl es:

CSuite List: An octet array listing avail able ciphersuites (variable
| ength).

CSuite _Sel: Ciphersuite selected by the peer (6 octets).

I D Peer: Peer Network Access ldentifier (NAl) [RFC4282].

I D Server: Server identity as an opaque bl ob

KS: Integer representing the input key size, in octets, of the
sel ected ciphersuite CSuite Sel. The key size is one of the
ci phersuite paraneters

M.: Integer representing the length of the Message Authentication
Code (MAC) output, in octets, of the selected ciphersuite
CSui te_Sel

PD Payl coad: Data carried within the protected data payl oad.

PD_Payl oad_Bl ock: Bl ock of possibly nmultiple PD Payl oads carried by
a GPSK packet.

PL: Integer representing the length of the PSK in octets (2 octets).
PL MJST be | arger than or equal to KS

RAND Peer: Random i nteger generated by the peer (32 octets).

RAND Server: Random i nteger generated by the server (32 octets).
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Qper ati ons:

A || B: Concatenation of octet strings A and B.
A**B: | nteger exponentiation.

truncate(A B): Returns the first B octets of A

ENC X(Y): Encryption of nmessage Y with a symretric key X, using a
defined bl ock ci pher.

KDF- X(Y): Key Derivation Function that generates an arbitrary nunber
of octets of output using secret X and seed Y.

length(X): Function that returns the length of input X in octets,
encoded as a 2-octet integer in network byte order.

MAC X(Y): Keyed nmessage authentication code conputed over Y with
symretric key X

SEC X(Y): SECis a function that provides integrity protection based
on the chosen ciphersuite. The function SEC uses the al gorithm
defined by the selected ciphersuite and applies it to the nessage
content Y with key X In short, SEC X(Y) =Y || MAC_X(Y).

X[A..B]: Notation representing octets A through B of octet array X
where the first octet of the array has index zero.

The foll owi ng abbreviations are used for the keying material:

EMSK: Extended Master Session Key is exported by the EAP net hod (64

octets).

MK: A session-specific Master Key between the peer and EAP server
fromwhich all other EAP nethod session keys are derived (KS
octets).

VBK: Mast er Session Key exported by the EAP nethod (64 octets).

PK: Sessi on key generated fromthe MK and used during protocol
exchange to encrypt protected data (KS octets).

PSK: Long-term key shared between the peer and the server (PL
octets).
SK: Sessi on key generated fromthe MK and used during protocol

exchange to denonstrate know edge of the PSK (KS octets).
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3.

Overvi ew

The EAP framework (see Section 1.3 of [RFC3748]) defines three basic
steps that occur during the execution of an EAP conversation between
the EAP peer, the Authenticator, and the EAP server.

1. The first phase, discovery, is handled by the underlying
protocol, e.g., |IEEE 802.1X as utilized by | EEE 802.11 [80211].

2. The EAP authentication phase with EAP-GPSK is defined in this
docunent .

3. The secure association distribution and secure associ ati on phases
are handl ed differently dependi ng on the underlying protocol.

EAP- GPSK perforns nutual authentication between the EAP peer ("Peer")
and EAP server ("Server") based on a pre-shared key (PSK). The
protocol consists of the nessage exchanges (GPSK-1, ..., GPSK-4) in
whi ch both sides exchange nonces and their identities, and conpute
and exchange a Message Aut hentication Code (MAC) over the previously
exchanged val ues, keyed with the pre-shared key. This MACis

consi dered as proof of possession of the pre-shared key. Two further
messages, nanely GPSK-Fail and GPSK-Protected-Fail, are used to deal
with error situations.

A successful protocol exchange is shown in Figure 1.
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Fi gure 1: EAP-GPSK: Successful Exchange
The full EAP-GPSK protocol is as follows:
GPSK- 1:
I D Server, RAND Server, CSuite_ List
GPSK- 2:

SEC SK(I D Peer, 1D Server, RAND Peer, RAND Server, CSuite_ List,
CSuite_Sel, [ ENC PK(PD Payl oad Bl ock) ] )

GPSK- 3:

SEC SK( RAND Peer, RAND Server, |ID Server, CSuite_Sel, [
ENC _PK(PD _Payl oad Bl ock) ] )

GPSK- 4.

SEC SK( [ ENC_PK(PD_Payl oad_BIl ock) ] )
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The EAP server begins EAP-GPSK by sel ecting a random numnber

RAND Server and encodi ng the supported ciphersuites into CSuite_List.
A ciphersuite consists of an encryption algorithm a key derivation
function, and a nessage authentication code.

In GPSK-1, the EAP server sends its identity ID Server, a random
nunber RAND Server, and a |list of supported ciphersuites CSuite_List.
The deci sion of which ciphersuite to offer and which ciphersuite to
pick is policy- and inplenentation-dependent and, therefore, outside
the scope of this docunent.

In GPSK-2, the peer sends its identity ID Peer and a random numnber
RAND Peer. Furthernore, it repeats the received paraneters of the
GPSK-1 nessage (I D _Server, RAND Server, CSuite_List) and the selected
ciphersuite. It conputes a Message Authentication Code over all the
transmtted paraneters.

The EAP server verifies the received Message Authentication Code and
the consistency of the identities, nonces, and ciphersuite paraneters
transmtted in GPSK-1. In case of successful verification, the EAP
server conputes a Message Authentication Code over the session
paraneter and returns it to the peer (within GPSK-3). Wthin GPSK-2
and GPSK-3, the EAP peer and EAP server have the possibility to
exchange encrypted protected data paraneters.

The peer verifies the received Message Aut hentication Code and the
consi stency of the identities, nonces, and ciphersuite paraneters
transmtted in GPSK-2. If the verification is successful, GPSK-4 is
prepared. This nessage can optionally contain the peer’s protected
data paraneters.

Upon recei pt of GPSK-4, the server processes any included
PD_Payl oad_Bl ock. Then, the EAP server sends an EAP Success nessage
to indicate the successful outconme of the authentication

4. Key Derivation

EAP- GPSK provi des key derivation in conpliance to the requirements of
[ RFC3748] and [RFC5247]. Note that this section provides an abstract
description for the key derivation procedure that needs to be
instantiated with a specific ciphersuite.

The long-termcredential shared between EAP peer and EAP server
SHOULD be a strong pre-shared key PSK of at |east 16 octets, though
its length and entropy are variable. While it is possible to use a
password or passphrase, doing so is NOT RECOMVENDED as EAP-GPSK is
vul nerabl e to dictionary attacks.
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Duri ng an EAP-GPSK aut hentication, a Master Key MK a Session Key SK,
and a Protected Data Encryption Key PK (if using an encrypting

ci phersuite) are derived using the ciphersuite-specified KDF and data
exchanged during the execution of the protocol, nanely ' RAND Peer ||
ID Peer || RAND Server || ID Server’, referred to as inputString in
its short-hand form

In case of successful conmpletion, EAP-GPSK derives and exports an MSK
and an EMSK, each 64 octets in |ength.

The followi ng notation is used: KDF-X(Y, Z)[ A .B], whereby
X is the length, in octets, of the desired output,

Y is a secret key,

Z is the inputString,

[A..B] extracts the string of octets starting with octet A and
finishing with octet B fromthe output of the KDF function.

This keying material is derived using the ciphersuite-specified KDF
as foll ows:

0 inputString = RAND Peer || ID Peer || RAND Server || |D_Server

0 M = KDF-KS(PSK[0..KS-1], PL || PSK || CSuite_Sel ||
i nputString)[0..KS-1]

0 MSK = KDF-{128+2*KS} (MK, inputString)[O0..63]
0 EMSK = KDF-{128+2*KS} (MK, inputString)[64..127]
0 SK = KDF-{128+2*KS} (MK, inputString)[128..127+KS]

0 PK = KDF-{128+2*KS} (MK, inputString)[128+KS..127+2*KS] (if using
an encrypting ciphersuite)

The value for PL (the length of the PSK in octets) is encoded as a
2-octet integer in network byte order. Recall that KSis the length
of the ciphersuite input key size in octets.

Additionally, the EAP keying framework [RFC5247] requires the
definition of a Method-1D, Session-I1D, Peer-ID, and Server-I1D. These
val ues are defined as:

0 Method-I1D = KDF-16(PSK[ 0. .KS-1], "Method ID' || EAP_Method_Type ||
CSuite _Sel || inputString)[O0..15]
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0 Session-1D = EAP_Method_Type || Method_ID
o Peer-ID = 1D _Peer
o Server-I1D = 1D _Server

EAP_Met hod_Type refers to the 1-octet, | ANA-allocated EAP Type code
val ue.

Figure 2 depicts the key derivation procedure of EAP-GPSK.

R T + T +
| PL-octet | | RAND Peer || | D _Peer |] |
| PSK | | RAND Server || |D_Server |
S + o e e e e e e e e e e aa o - +

I I I

| AR + | |

| | CSuite_Sel | | |

| oo + | |

I I I I

% % % |

oo m o e e e e e e e e e e e e e e e e e e meao— o + |

KDF | |

.. + |

I I

v I

S + |

| KS-octet | |

I MK I I

- + |

I I

v v
S +
KDF |
R T P +

I I I I
% % % %

B + B I I +
| 64-octet]| | 64-octet| | KS-octet | | KS-octet |
| MBK | | EMSK | | SK | ] PK |
ommee - + ommee - + Heemmeea--- + Heemmeea--- +

Fi gure 2: EAP-GPSK Key Derivation
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5.  Key Managenent

In order to be interoperable, PSKs nmust be entered in the sane way on
both the peer and server. The managenent interface for entering PSKs
MUST support entering PSKs up to 64 octets in length as ASCI| strings
and in hexadeci mal encodi ng.

Additionally, the ID Peer and I D Server MJST be provisioned with the
PSK. Validation of these values is by an octet-w se conparison. The
managenent interface SHOULD support entering non-ASCI| octets for the
I D Peer and ID Server up to 254 octets in length. For nore
information, the reader is advised to read Section 2.4 of RFC 4282
[ RFC4282] .

6. G phersuites

The design of EAP-GPSK al |l ows cryptographic algorithnms and key si zes,
call ed ciphersuites, to be negotiated during the protocol run. The
ability to specify bl ock-based and hash-based ciphersuites is
offered. Extensibility is provided with the introduction of new

ci phersuites; this document specifies an initial set. The CSuite/
Specifier colum in Figure 3 uniquely identifies a ciphersuite.

For a vendor-specific ciphersuite, the first four octets are the
vendor-specific enterprise nunber that contains the | ANA-assigned
"SM Network Managenent Private Enterprise Codes" val ue (see

[ ENTNUM ), encoded in network byte order. The last two octets are
vendor assigned for the specific ciphersuite. A vendor code of
0x00000000 i ndi cates ci phersuites standardi zed by the IETF in an

I ANA- nai nt ai ned registry.

The foll owi ng ciphersuites are specified in this docunent (recall
that KSis the length of the ciphersuite input key length in octets,
and ML is the length of the MAC output in octets):

S oo o S
| CSuitel | KS| Encryption | M. | Integrity / | Key Derivation |
| Specifier | | | | KDF MAC | Function
R Fom e e e e oo - Fom e e e e e o e
| 0x0001 | 16 | AES-CBC-128 | 16 | AES-CVAC- 128 | GKDF
U oo oo e Fom e

| 0x0002 | 32 | NULL | 32 | HWVAC SHA256 | GKDF
S oo e oo e S

Figure 3: Ci phersuites
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Ci phersuite 1, which is based on the Advanced Encryption Standard
(AES) as a cryptographic primtive, MJST be inplenented. This
docunent specifies also a second ci phersuite, which MAY be

i npl emented. Both ciphersuites defined in this docunment nake use of
the Generalized Key Derivation Function (GKDF), as defined in
Section 7. The follow ng aspects need to be considered to ensure
that the PSK that is used as input to the GKDF is sufficiently |ong:

1. The PSK used with ciphersuite 1 MJIST be 128 bits in length. Keys
| onger than 128 bits will be truncated.

2. The PSK used with ciphersuite 2 MIST be 256 bits in length. Keys
| onger than 256 bits will be truncated.

3. It is RECOVWENDED that 256 bit keys be provisioned in all cases
to provide enough entropy for all current and nmany possible
future ciphersuites.

Ci phersuites defined in the future that make use of the GKDF need to

specify a mninum PSK size (as is done with the ciphersuites |isted

in this docunent).
7. GCeneralized Key Derivation Function (GKDF)

Each ci phersuite needs to specify a key derivation function. The

ci phersuites defined in this docunment make use of the Generalized Key

Derivation Function (GKDF) that utilizes the MAC function defined in

the ciphersuite. Future ciphersuites can use any other fornmally

speci fied KDF that takes as argunents a key and a seed val ue, and
produces at |east 128+2*KS octets of output.

GKDF has the follow ng structure:

GKDF- X(Y, 2)

X length, in octets, of the desired output

Y secret key

Z inputString
GKDF- X (Y, 2)

n =ceiling integer of ( X/ M );
/* determ ne nunber of output blocks */
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8.

8.

8.

8.

result ="";
for i =1ton {
result = result || MACY (i || 2);
}
return truncate(result, X)
}
Note that the variable i’ in Mi is represented as a 2-octet val ue

in network byte order.

Ci phersuites Processing Rul es
1. Ciphersuite #1
1.1. Encryption

Wth this ciphersuite, all cryptography is built around a single
cryptographic prinmtive, AES-128 ([AES]). Wthin the protected data
frames, AES-128 is used in the G pher Bl ock Chaining (CBC) npbde of
operation (see [CBC]). This EAP nethod uses encryption in a single
payl oad, in the protected data payl oad (see Section 9.4).

In a nutshell, the CBC node proceeds as follows. The IV is XORed
with the first plaintext block before it is encrypted. Then for
successi ve bl ocks, the previous ciphertext block is XORed with the
current plaintext, before it is encrypted.

1.2. Integrity

Ci phersuite 1 uses CMAC as Message Authentication Code. CMAC is
recomrended by NIST. Anpbng its advantages, CVMAC is capable to work
with nmessages of arbitrary length. A detailed description of CVAC
can be found in [ CVAC].

The followi ng instantiation is used: AES-CVAC 128(SK, Input) denotes
the MAC of Input under the key SK where Input refers to the follow ng
content:

0 Parameter within SEC SK(Paraneter) in nessage GPSK-2

0 Parameter within SEC SK(Parameter) in nessage GPSK-3

o Parameter within SEC SK(Parameter) in nmessage GPSK-4
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8.2. Ciphersuite #2
8.2.1. Encryption

Ci phersuite 2 does not include an algorithmfor encryption. Wth a
NULL encryption algorithm encryption is defined as:

E XY =Y

When using this ciphersuite, the data exchanged inside the protected
data block is not encrypted. Therefore, this node MJUST NOT be used
if confidential information appears inside the protected data bl ock.

8.2.2. Integrity

Ci phersuite 2 uses the keyed MAC function HVAC, with the SHA256 hash
al gorithm (see [ RFC4634]).

For integrity protection, the following instantiation is used:

HVAC- SHA256( SK, 1 nput) denotes the MAC of Input under the key SK
where Input refers to the follow ng content:

0 Parameter within SEC SK(Paranmeter) in nessage GPSK-2
o Parameter within SEC SK(Parameter) in nessage GPSK-3

0 Parameter within SEC SK(Paraneter) in nmessage GPSK-4
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9. Packet Formats

This section defines the packet format of the EAP- GPSK nessages.
9.1. Header Fornat

The EAP- GPSK header has the follow ng structure:

--- bit offset --->

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Code | Identifier | Lengt h |

i T s i o S i i S R I S I S S S M

| Type | OP- Code | |

I S i it HIE RIE R TR e +

I I
Payl oad

s i S e i i T s S S T ol ST S e e
Fi gure 4: EAP-GPSK Header

The Code, ldentifier, Length, and Type fields are all part of the EAP

header and are defined in [RFC3748]. The Type field in the EAP

header MJUST be the value all ocated by | ANA for EAP- GPSK.

The OP-Code field is one of 6 val ues:

0 O0x00 : Reserved

o O0x01 : GPSK-1

o O0x02 : GPSK-2

o O0x03 : GPSK-3

o O0x04 : GPSK-4

0 O0x05 : GPSK-Fai l

0 0x06 : GPSK-Protected-Fail

All other values of this OP-Code field are avail able via | ANA
regi stration.
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9.2. Ciphersuite Formatting

Ci phersuites are encoded as 6-octet arrays. The first four octets
indicate the CSuite/Vendor field. For vendor-specific ciphersuites,
this represents the vendor enterprise nunber and contains the | ANA-
assigned "SM Network Managenent Private Enterprise Codes" val ue (see
[ ENTNUM ), encoded in network byte order. The last two octets
indicate the CSuite/ Specifier field, which identifies the particul ar
ci phersuite. The 4-octet CSuite/Vendor val ue 0x00000000 i ndi cates

ci phersuites allocated by the |IETF.

Graphically, they are represented as:

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| CSui t e/ Vendor = 0x00000000 or enterprise number |
I i I S S S i S
| CSui t e/ Specifi er |

B il s S S S S I S i

Figure 5: Ci phersuite Formatting

CSuite_Sel is encoded as a 6-octet ciphersuite CSuite/Vendor and
CSui te/ Specifier pair.

CSuite List is a variable-length octet array of ciphersuites. It is
encoded by concatenating encoded ci phersuite values. |Its length in
octets MJST be a nultiple of 6.

9.3. Payload Formatting

Payl oad formatting is based on the protocol exchange description in
Section 3.
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The GPSK-1 payload fornmat is defined as foll ows:

--- bit offset --->

0 1 2 3

01234567890123456789012345678901

e L T i S S AR £ T S

| I engt h(1 D_Server) | |

S O g g g S S o S B S +
|

|
| D_Server
I I

T T S S T s S T s w i st I SIS SR S S
. 32-octet RAND Server .
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

|
-+
| | engt h(CSuite_ List) | |
o o bm bm o bm o o o o o o o o o o +
|

I
CSuite List
| |

i S S T i S S e S AT i S S

Fi gure 6: GPSK-1 Payl oad
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The GPSK-2 payload fornmat is defined as foll ows:

--- bit offset --->

0 1 2 3

01234567890123456789012345678901

R o e ko ok I N S R R

| I engt h(1 D_Peer) | |

B i S S T ST S I S S Tk +
I

S i i e i S S it it R
| | engt h(1 D_Server) |
i i i S S S S S S S

|
. | D_Server .
I I

T T S S T s S T s w i st I SIS SR S S
32-octet RAND Peer

el i I e i it T e e e e i i T o S e e S e T R R
R 32-octet RAND Server ..

I

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

| | engt h( CSui te_Li st) | |
+
I

| D_Peer

C — b —

B i S S ik s S N S S
CSuite List ..
T T e S S T S S T st S S R S S T ol ST S YN S S
CSui t e_Sel |

B i S S ik s S N S S

| | engt h( PD_Payl oad_BI ock) |
B S i ks e S S i i i S S S S e e e e

I
. optional PD_Payl oad_Bl ock ..
| |
B T S i T s i i e e SEI S
I I
M.- oct et payl oad MAC

T S i T o S T i S SEp S A S

A s . S

Figure 7: GPSK-2 Payl oad
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If the optional protected data payload is not included, then

| engt h( PD_Payl oad_Bl ock) =0 and the PD payl oad is excluded. The

payl oad MAC covers the entire packet, fromthe 1D Peer |ength through
the optional PD Payl oad Bl ock.

The GPSK-3 payload is defined as foll ows:

--- bit offset --->
0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
I I
32-octet RAND_Peer
I I
B i s T T i i o S o T Ji I
I I
32-octet RAND Server
I I
I e I S i S i i S
| | ength(1 D_Server) | |
B il s S S S S I S i +
I I
I D_Server ..
I
B S T s i S i S S i S i SR SR
CSui te_Sel |
B il s S S S S I S i
| | engt h( PD_Payl oad_BI ock) |
B T S S i S S s i S e

I
. optional PD_Payl oad_BI ock A
I I
B i s T T i i o S o T Ji I
I I
M.- oct et payl oad MAC

I T S S S e S S S S S Sup S Sup S S S

R S o S

Fi gure 8: GPSK-3 Payl oad

If the optional protected data payload is not included, then

| engt h(PD_Payl oad_Bl ock) =0 and the PD payl oad is excluded. The

payl oad MAC covers the entire packet, fromthe RAND Peer through the
optional PD_Payl oad_BI ock.
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The GPSK-4 payload fornmat is defined as foll ows:

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
R o o T e e e e S e e ek o o o
| | engt h( PD_Payl oad_BI ock) | |
i I s w S e S i = +
I I

.. optional PD Payl oad_ Bl ock ..

I I

T S e S i i SR SR S et i i

I I
M.- oct et payl oad MAC

B T S i T s i i e e SEI S
Figure 9. GPSK-4 Payl oad

If the optional protected data payload is not included, then

| engt h( PD_Payl oad_Bl ock) =0 and the PD payl oad is excluded. The MAC
MUST al ways be included, regardl ess of the presence of

PD Payl oad_Bl ock. The payl oad MAC covers the entire packet, fromthe
PD Payl oad_Bl ock | ength through the optional PD Payl oad Bl ock.

The GPSK-Fail payload format is defined as foll ows:

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
s i el o e S i S S SRR
| Fai | ur e- Code |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Fi gure 10: GPSK-Fail Payl oad
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The GPSK- Protected-Fail payload fornmat is defined as foll ows:

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Fai | ur e- Code |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| |

M.- oct et payl oad MAC

i.. ..i

T S e S i i SR SR S et i i
Figure 11: GPSK- Protected-Fail Payl oad

The Failure-Code field is one of three values, but can be extended:
o0 0x00000000 : Reserved
o 0x00000001 : PSK Not Found
0 0x00000002 : Authentication Failure
0 0x00000003 : Authorization Failure
Al'l other values of this field are available via | ANA regi stration
"PSK Not Found" indicates a key for a particular user could not be
| ocat ed, nmking authentication inmpossible. "Authentication Failure"
indicates a MAC failure due to a PSK mismatch. "Authorization
Failure" indicates that while the PSK being used is correct, the user
is not authorized to connect.

9.4. Protected Data
The protected data bl ocks are a generic nechanismfor the peer and
server to securely exchange data. |If the specified ciphersuite has a
NULL encryption primtive, then this channel only offers

authenticity, not confidentiality.

These payl oads are encoded as the concatenati on of type-I|ength-val ue
(TLV) triples called PD Payl oads

Type val ues are encoded as a 6-octet string and represented by a

4-octet vendor and a 2-octet specifier field. The vendor field
indicates the type as either standards-specified or vendor-specific.
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If these four octets are 0x00000000, then the value is standards-
speci fied, and any other value represents a vendor-specific
ent erpri se nunber.

The specifier field indicates the actual type. For vendor field
0x00000000, the specifier field is maintained by | ANA. For any other
vendor field, the specifier field is nmaintained by the vendor

Length fields are specified as 2-octet integers in network byte
order, reflect only the length of the value, and do not include the
|l ength of the type and |l ength fields.

Graphically, this can be depicted as foll ows:

--- bit offset --->
0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| PDat a/ Vendor |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
PDat a/ Speci fi er | PDat a/ Lengt h |
el i I e i it T e e e e i i T o S e e S e T R R
I I
PDat a/ Val ue

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 12: Protected Data Payl oad (PD _Payl oad) Formatting

These PD Payl oads are concatenated together to forma

PD _Payl oad_Bl ock. |If the CSuite_Sel includes support for encryption,
then the PD_Payl oad_Bl ock includes fields specifying an
Initialization Vector (1V) and the necessary padding. This can be
depicted as foll ows:
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--- bit offset --->

0 1 2 3

01234567890123456789012345678901

B T S i T s i i e e SEI S

| IV Length | |

R S SRS Initialization Vector +
I
+
|

I S i S T T I S e e e T S S i i

.. PD Payl oad ..
i e R i e i i i e i i St S N e S
. optional PD Payl oad, etc ..

L B T T S S i S S S e +-L
| Paddi ng (0-255 octets) |
T S T S
| | Pad Length

i T s i o S i i S R I S I S S S M

Figure 13: Protected Data Bl ock (PD_Payl oad_ Bl ock)
Formatting if Encryption is Supported

The Initialization Vector is a randomy chosen val ue whose length is
equal to the specified IV Length. The required length is defined by
the ciphersuite. Recipients MIST accept any value. Senders SHOULD
either pick this value pseudo-randomy and independently for each
message or use the final ciphertext block of the previous nessage
sent. Senders MJST NOT use the sanme val ue for each nessage, use a
sequence of values with | ow hanm ng di stance (e.g., a sequence
nunber), or use ciphertext froma received message. |Vs should be
sel ected per the security requirements of the underlying cipher. If
the data is not being encrypted, then the IV Length MJUST be 0. |If
the ciphersuite does not require an |V, or has a self-contai ned way
of comunicating the IV, then the IV Length field MJUST be 0. In
these cases, the ciphersuite definition defines howthe IVis
encapsul ated in the PD_Payl oad.

The concat enation of PD Payl oads al ong with the paddi ng and paddi ng
Il ength are all encrypted using the negotiated bl ock cipher. [If no
bl ock cipher is specified, then these fields are not encrypted.

The Padding field MAY contain any val ue chosen by the sender. For

bl ock- based ci pher nodes, the paddi ng MUST have a | ength that nakes
the conbinati on of the concatenation of PD Payl oads, the Paddi ng, and
the Pad Length to be a multiple of the encryption block size. |If the
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10.

under | ying ci phersuite does not require padding (e.g., a stream based
ci pher nmode) or no encryption is being used, then the padding |ength
MJST still be present and be O.

The Pad Length field is the I ength of the Padding field. The sender
SHOULD set the Pad Length to the m ni mum val ue that nakes the

conbi nati on of the PD_Payl oads, the Padding, and the Pad Length a

mul tiple of the block size (in the case of bl ock-based ci pher nopdes),
but the recipient MIST accept any length that results in proper
alignnment. This field is encrypted with the negotiated ci pher

If the negotiated ciphersuite does not support encryption, then the
IV field MUST be of length O and the padding field MJST be of length
0. The IV length and padding | ength fields MJST still be present,
and contain the value 0. The rationale for still requiring the
length fields is to allow for nodul ar inplenentations where the
crypto processing is independent of the payload processing. This is
depicted in the followi ng figure.

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| 0x00 | I
I R N S S S PD_Payl oad A
!I-— B i T S S S T i S S R I i T i i i S +—!I-
I I
.. optional PD Payl oad, etc T S e it e e
I | 0x00 |
R et e s i o e s i i

Figure 14: Protected Data Bl ock (PD_Payl oad_BI ock)
Formatting Wthout Encryption

For PDat a/ Vendor field 0x00000000, the follow ng PDatal/ Specifier
fields are defined:

o 0x0000 : Reserved
Al'l other values of this field are available via | ANA regi stration
Packet Processing Rul es

This section defines how the EAP peer and EAP server MJST behave when
a received packet is deened invalid.
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Any EAP- GPSK packet that cannot be parsed by the EAP peer or the EAP
server MJST be silently discarded. An EAP peer or EAP server

recei ving any unexpected packet (e.g., an EAP peer receiving GPSK-3
before receiving GPSK-1 or before transmtting GPSK-2) MJST silently
di scard the packet.

GPSK-1 contains no MAC protection, so provided it properly parses, it
MJST be accepted by the peer. |If the EAP peer has no ciphersuites in
common with the server or decides the ID Server is that of an

Aut henti cation, Authorization, and Accounting (AAA) server to which
it does not wish to authenticate, the EAP peer MJST respond with an
EAP- NAK.

For GPSK-2, if the ID Peer is for an unknown user, the EAP server
MJST send either a "PSK Not Found" GPSK-Fail message or an

"Aut hentication Failure" GPSK-Fail, depending on its policy. If the
MAC validation fails, the server MIST transmt a GPSK-Fail nessage

specifying "Authentication Failure". |If the RAND Server or
CSuite List field in GPSK-2 does not match the values in GPSK-1, the
server MJST silently discard the packet. |If server policy deternines

the peer is not authorized and the MAC is correct, the server MJST
transmt a GPSK-Protected-Fail nessage indicating "Authorization
Failure", and discard the received packet.

A peer receiving a GPSK-Fail / GPSK-Protected-Fail message in
response to a GPSK-2 message MJST replay the received GPSK-Fail /
GPSK- Prot ect ed- Fai | nessage. Then, the EAP server returns an EAP-
Failure after receiving the GPSK-Fail / GPSK-Protected-Fail nessage
to correctly finish the EAP conversation. |f MAC validation on a
GPSK- Prot ect ed- Fai |l packet fails, then the received packet MJST be
silently discarded.

For GPSK-3, a peer MIST silently discard nessages where the

RAND Peer, 1D Server, or the CSuite _Sel fields do not match those
transmtted in GPSK-2. An EAP peer MJST silently discard any packet
whose MAC fails.

For GPSK-4, a server MJST silently discard any packet whose MAC fails
val i dati on.

If a decryption failure of a protected payload is detected, the
reci pient MIUST silently discard the GPSK packet.

Exanpl e Message Exchanges
Thi s section shows a couple of exanple nessage fl ows.

A successful EAP-GPSK message exchange is shown in Figure 1.
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S e e R R | EAP
peer | | server

AN
1
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

Fi gure 15: EAP- GPSK: Unsuccessful Exchange
(Unaccept abl e AAA Server ldentity; |D Server)

| EAP- Request /I dentity |

peer | | server

N
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

EAP- Request / GPSK- Fai |
(PSK Not Found or Authentication
Fai |l ure)

I
EAP- Response/ GPSK- Fai | |
(PSK Not Found or Authentication |
Fai |l ure) |
I
I
I

Fi gure 16: EAP-GPSK: Unsuccessful Exchange (Unknown User)
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| EAP- Request/ Il dentity |
S e R T | EAP
peer | | server

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
v —

I I
| EAP-Request/ GPSK- Fai | |
| (Authentication Failure) |
| |
| EAP-Response/ GPSK- Fai | |
| (Authentication Failure) |
R SR EEEEEEEEEEEEEEEEES >|
| |
| EAP- Fai | ure |
| <-mmmmmmmm e I
T + T +

Figure 17: EAP-GPSK: Unsuccessful Exchange (Invalid MAC i n GPSK-2)
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| EAP- Request/ Il dentity |
S e R T | EAP
peer | | server

EAP- Request /
GPSK- Pr ot ect ed- Fai
(Aut hori zation Failure)

I
EAP- Request / |
GPSK- Pr ot ect ed- Fai | |
(Aut hori zation Fail ure) |
I
I
I

Fi gure 18: EAP-GPSK: Unsuccessful Exchange (Authorization Failure)
12. Security Considerations

[ RFC3748] highlights several attacks that are possible agai nst EAP
since EAP itself does not provide any security.

Thi s section discusses the clained security properties of EAP-GPSK as
well as vulnerabilities and security recommendations in the threat
nmodel of [RFC3748].

12.1. Security Cains

Aut henti cati on nmechani sm  Shared Keys

Ci phersuite negotiation: Yes (Section 12.16)
Mutual authentication: Yes (Section 12.2)
Integrity protection: Yes (Section 12.4)

Repl ay protection: Yes (Section 12.5)
Confidentiality: No (Section 12.17, Section 12.15)
Key derivation: Yes (Section 12.38)

Key strength: Varies (Section 12.8)
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12.

12.

12.

Dictionary attack protection: No (Section 12.7)
Fast reconnect: No (Section 12.14)
Cryptographic binding: NA (Section 12.18)
Sessi on i ndependence: Yes (Section 12.10)
Fragnmentation: No (Section 12.12)

Channel binding: Extensible (Section 12.13)

2. Mitual Authentication
EAP- GPSK provi des nutual authentication.

The server believes that the peer is authentic when it successfully
verifies the MAC in the GPSK-2 nessage; the peer believes that the
server is authentic when it successfully verifies the MAC it receives
with the GPSK-3 nessage.

The key used for nutual authentication is derived based on the | ong-
term secret PSK, nonces contributed by both parties, and other
paraneters. The long-term secret PSK has to provide sufficient
entropy and, therefore, sufficient strength. The nonces (RAND Peer
and RAND Server) need to be fresh and unique for every session. In
this way, EAP-GPSK is not different than other authentication
protocol s based on pre-shared keys.

3. Protected Result Indications

EAP- GPSK supports protected result indications via the GPSK-
Protected-Fail nessage. This allows a server to provide additiona
information to the peer as to why the session failed, and to do so in
an authenticated way (if possible). |In particular, the server can

i ndicate the | ack of PSK (account not present), failed authentication
(PSK incorrect), or authorization failure (account disabled or

unaut hori zed). Only the third nmessage could be integrity protected.

It should be noted that these options nmake debuggi ng network and
account errors easier, but they also |leak information about accounts
to attackers. An attacker can determine if a particular ID Peer is a
valid user on the network or not. Thus, inplementers should use care
in enabling this particular option on their servers. |If they are in
an environnment where such attacks are of concern, then protected
result indication capabilities should be disabl ed.

4. Integrity Protection
EAP- GPSK provides integrity protection based on the ciphersuites

suggested in this docunent. Integrity protection is a m ninmm
feature every ciphersuite nust provide.
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12.

12.

5. Replay Protection

EAP- GPSK provi des replay protection of its nmutual authentication part
thanks to the use of random nunbers RAND Server and RAND Peer. Since
RAND Server is 32 octets |long, one expects to have to record 2**64
(i.e., approximtely 1.84*10**19) EAP- GPSK successful authentications
before a protocol run can be replayed. Hence, EAP-GPSK provides
replay protection of its nutual authentication part as |ong as

RAND Server and RAND Peer are chosen at random randommess is
critical for replay protection. RFC 4086 [ RFC4086] descri bes

techni ques for producing random quantities.

6. Reflection Attacks

Refl ection attacks occur in bi-directional, challenge-response,

mut ual aut hentication protocols where an attacker, upon being issued
a chal l enge by an authenticator, responds by issuing the sane
chal | enge back to the authenticator, obtaining the response, and then
"reflecting” that sanme response to the original challenge

EAP- GPSK provi des protection against reflection attacks because the
message formats for the challenges differ. The protocol does not
consi st of two independent authentications, but rather the

aut hentications are tightly coupl ed.

Al so note that EAP-GPSK does not provide MAC protection of the OP-
Code field, but again since each nessage is constructed differently,
it would not be possible to change the OP-Code of a valid nessage and
still have it be parseable and accepted by the recipient.

7. Dictionary Attacks

EAP-GPSK relies on a long-termshared secret (PSK) that SHOULD be
based on at |east 16 octets of entropy to be fully secure. The EAP-
GPSK protocol makes no special provisions to ensure keys based on
passwords are used securely. Users who use passwords as the basis of
their PSK are not protected against dictionary attacks. Derivation
of the long-termshared secret froma password is strongly

di scour aged.

The success of a dictionary attack agai nst EAP- GPSK depends on the
strength of the long-termshared secret (PSK) it uses. The PSK used
by EAP- GPSK SHOULD be drawn from a pool of secrets that is at |east
27128 bits large and whose distribution is uniformy random Note
that this does not inply resistance to dictionary attacks -- only
that the probability of success in such an attack is acceptably

r enot e.
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8. Key Derivation and Key Strength
EAP- GPSK supports key derivation as shown in Section 4.

Keys used within EAP-GPSK are all based on the security of the
originating PSK. PSKs SHOULD have at |east 16 octets of entropy.

I ndependent of the protocol exchange (i.e., w thout knowi ng RAND Peer
and RAND Server), the keys have been derived with sufficient input
entropy to make them as secure as the underlying KDF out put key

| engt h.

9. Deni al -of -Service Resistance

There are three forns of denial-of-service (DoS) attacks rel evant for
this document, namely (1) attacks that lead to a vast anpbunt of state
being allocated, (2) attacks that attenpt to prevent communication
bet ween the peer and server, and (3) attacks agai nst conputationa
resour ces

In an EAP-GPSK conversation the server has to maintain state, nanely
the 32-octet RAND Server, when transmitting the GPSK-1 nessage to the
peer. An adversary could therefore flood a server with a large
nunber of EAP-GPSK conmunication attenpts. An EAP server may
therefore ensure that an established state tines out after a
relatively short period of tinme when no further messages are
received. This enables a sort of garbage collection

The client has to keep state information after receiving the GPSK-1
message. To prevent a replay attack, all the client needs to do is
ensure that the value of RAND Peer is consistent between GPSK-2 and
GPSK-3. Message GPSK-3 contains all the material required to
re-conmpute the keying material. Thus, if a client chooses to

i mpl ement this client-side DoS protection mechanism it may manage
RAND Peer and CSuite Sel on a per-server basis for servers it knows,
i nstead of on a per-nessage basis.

Attacks that disrupt comuni cation between the peer and server are
mtigated by silently discarding nessages with invalid MACs. Attacks
agai nst computational resources are mtigated by having very light-
wei ght cryptographi c operations required during each protocol round.

The security considerations of EAP itself, see Sections 5.2 and 7 of
RFC 3748 [RFC3748], are also applicable to this specification (e.qg.,
for exanpl e concerning EAP-based notifications).
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10. Session I ndependence

Thanks to its key derivation mechani sms, EAP-GPSK provi des session

i ndependence: passive attacks (such as capture of the EAP
conversation) or active attacks (including conprom se of the MsK or
EMSK) do not enable conprom se of subsequent or prior MSKs or EMSKs.
The assunption that RAND Peer and RAND Server are randomis centra
for the security of EAP-GPSK in general and session independence in
particul ar.

11. Conpromi se of the PSK

EAP- GPSK does not provide perfect forward secrecy. Conpromni se of the
PSK | eads to conprom se of recorded past sessions.

Conprom se of the PSK enabl es the attacker to inpersonate the peer
and the server, and it allows the adversary to conprom se future
sessi ons.

EAP- GPSK provi des no protection against a legitimte peer sharing its
PSK with a third party. Such protection may be provi ded by
appropriate repositories for the PSK, the choice of which is outside
the scope of this docunment. The PSK used by EAP-GPSK nust only be
shared between two parties: the peer and the server. |In particular,
this PSK must not be shared by a group of peers (e.g., those with
different 1D _Peer val ues) communicating with the same server.

The PSK used by EAP-GPSK nust be cryptographically separated from
keys used by other protocols, otherw se the security of EAP-GPSK may
be conprom sed

12. Fragnentation

EAP- GPSK does not support fragnentation and reassenbly since the
nmessage size is relatively snall. However, it should be noted that
this inpacts the Il ength of protected data payl oads that can be
attached to nessages. Also, if the EAP frame is larger than the MIU
of the underlying transport, and that transport does not support
fragmentation, the frame will nost |ikely not be transported.
Consequently, inplenmenters and depl oyers should take care to ensure
EAP- GPSK franmes are short enough to work properly on the target
underlying transport mechani sm

13. Channel Binding
Thi s docunent enables the ability to exchange channel bi nding

information. |t does not, however, define the encoding of channe
bi nding information in the docunent.
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14. Fast Reconnect

EAP- GPSK does not provide fast reconnect capability since this nethod
is already at (or close to) the lower limt of the nunber of
roundtrips and the cryptographi c operations.

15. ldentity Protection

ldentity protection is not specified in this docunent. Extensions
can be defined that enhance this protocol to provide this feature.

16. Protected G phersuite Negotiation

EAP- GPSK provi des protected ciphersuite negotiation via the
i ndi cation of avail able ciphersuites by the server in the first
message, and a confirmation by the peer in the subsequent nessage.

Not e, however, that the GPSK-2 nessage nay optionally contain a

payl oad, ENC _PK(PD_Payl oad_BIl ock), protected with an al gorithm based
on a selected ciphersuite before the ciphersuite Iist has actually
been authenticated. |In the classical downgrading attack, an
adversary woul d choose a ciphersuite that is so weak that it can be
broken in real tine or would attenpt to disable cryptographic
protection altogether. The latter is not possible since any

ci phersuite defined for EAP-GPSK must at | east provide authentication
and integrity protection. Confidentiality protection is optional
When, at sone tine in the future, a ciphersuite contains algorithns
that can be broken in real-tine, then a policy on peers and the
server needs to indicate that such a ciphersuite nust not be sel ected
by any of parties.

Furt hernmore, an adversary nmay nodify the selection of the ciphersuite
for the client to select a ciphersuite that does not provide
confidentiality protection. As a result, this would cause the
content of PD Payload Block to be transmitted in cleartext. Wen
protocol designers extend EAP-GPSK to carry information in the
PD_Payl oad_Bl ock of the GPSK-2 nessage, then it nust be indicated
whet her confidentiality protection is mandatory. In case such an
extension requires a ciphersuite with confidentiality protection,
then the policy at the peer nust be to not transmt information of
that extension in the PD Payl oad Bl ock of the GPSK-2 nessage. The
peer may, if possible, delay the transm ssion of this informtion
el ement to the GPSK-4 nessage where the ciphersuite negotiation has
been confirmed already. In general, when a ciphersuite is selected
that does not provide confidentiality protection, then informtion
that demands confidentiality protection nust not be included in any
of the PD Payl oad Bl ock objects.
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12.

13.

17. Confidentiality

Al t hough EAP- GPSK provi des confidentiality in its protected data
payl oads, it cannot claimto do so, per Section 7.2.1 of [RFC3748],
since it does not support identity protection

18. Cryptographic Binding

Si nce EAP- GPSK does not tunnel another EAP nethod, it does not
i npl ement crypt ographi ¢ bi ndi ng.

I ANA Consi derations
| ANA has all ocated a new EAP Type for EAP-GPSK (51).

| ANA has created a new registry for ciphersuites, protected data
types, failure codes, and op-codes. |ANA has added the specified

ci phersuites, protected data types, failure codes, and op-codes to
these registries as defined bel ow Values defining ciphersuites

(bl ock-based or hash-based), protected data payl oads, failure codes,
and op-codes can be added or nodified per | ETF Review [ RFC5226].

Figure 3 represents the initial contents of the "EAP-GPSK

Ci phersuites" registry. The CSuite/Specifier field is 16 bits |ong.
Al'l other values are available via | ANA registration. Each

ci phersuite needs to provide processing rules and needs to specify
how the followi ng algorithns are instantiated: encryption, integrity,
key derivation, and key | ength.

The following are the initial contents of the "EAP-GPSK Protected
Dat a Payl oads" registry:

0 0x0000 : Reserved

The PData/ Specifier field is 16 bits long, and all other values are
avail abl e via | ANA registration. Each extension needs to indicate
whet her confidentiality protection for transm ssion between the EAP
peer and the EAP server is mandatory.

The following are the initial contents of the "EAP-GPSK Fail ure
Codes" registry:

0o 0x00000000 : Reserved
o 0x00000001 : PSK Not Found

o 0x00000002 : Authentication Failure
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o 0x00000003 : Authorization Failure

The Failure-Code field is 32 bits long, and all other values are
avail abl e via | ANA registration.

The following are the initial contents of the "EAP-GPSK OP Codes"
registry:

0 O0x00 : Reserved

o O0x01 : GPSK-1

o 0x02 : GPSK-2

o O0x03 : GPSK-3

o O0x04 : GPSK-4

0 O0x05 : GPSK- Fai l

0 O0x06 : GPSK-Protected-Fail

The OP-Code field is 8 bits long, and all other values are avail able
via | ANA regi stration.
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