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Abst ract

The of fer/answer nodel for the Session Description Protocol (SDP)
assunes that endpoints sonehow establish the Quality of Service (QoS)
required for the nedia streans they establish. Endpoints in closed
environments typically agree out-of-band (e.g., using configuration

i nformation) regarding which QS nechanismto use. However, on the
Internet, there is nore than one QoS service avail abl e.

Consequently, there is a need for a nechanismto negotiate which QS
mechanismto use for a particular nmedia stream This docunent

defi nes such a mechani sm

Tabl e of Contents

1. IntroduCti ON ... 3
2. Termnol Ogy . ... 3
3. SDP Attributes Definition ......... ... i 3
4., O fer/ Answer Behavi or ... ... .. 4
4.1. Oferer Behavi Or ... ... ... ... e 4
4.2. Answerer Behavi or ... ... .. ... 4
4.3. Resource Reservation .......... ... 5
4. 4. Subsequent O fer/Answer Exchanges .......................... 5
D EXANMPl € .o 5
6. TANA Considerati ONS . . ..ot it e e e e 6
6.1. Registration of the SDP ' qos-nech-send’ Attribute .......... 6
6.2. Registration of the SDP ' qos-mech-recv’ Attribute .......... 6
6.3. Registry for QS Mechanism Tokens .......... ... ... ... ...... 7
7. Security Considerati ONS . ...... .. e 7
8. Acknow edgemBnt S .. ... ... e 7
9. Ref BrBNCES . . o o e 8
9.1. Normative References . ........ ... i 8
9.2. Informative Ref erences . ...... ... .. i 8

Pol k, et al. St andards Track [ Page 2]



RFC 5432 QS Mechani sm Sel ection in SDP March 2009

1.

I nt roducti on

The of fer/answer nodel [RFC3264] for SDP [ RFC4566] does not provide
any nechani smfor endpoints to negotiate the QoS nechanismto be used
for a particular nmedia stream Even when QoS preconditions [ RFC3312]
are used, the choice of the QS nmechanismis left unspecified and is
up to the endpoints.

Endpoi nts that support nore than one QoS mechani smneed a way to
negoti ate which one to use for a particular nmedia stream Exanpl es
of QoS mechani sns are RSVP (Resource Reservation Protocol) [RFC2205]
and NSI'S (Next Steps in Signaling) [QoS-NSLP].

Thi s docunent defines a mechanismthat allows endpoints to negotiate
the QoS nechanismto be used for a particular media stream However,
the fact that endpoints agree on a particular QS nechani sm does not
inmply that that particular nmechanismis supported by the network.

Di scovering whi ch QoS nechani snms are supported at the network | ayer
is out of the scope of this docunment. |In any case, the information
the endpoi nts exchange to negotiate QoS nechani sns, as defined in
this document, can be useful for a network operator to resolve a
subset of the QoS interoperability problem-- nanely, to ensure that
a nmechani sm commonly acceptable to the endpoints is chosen and nmake
it possible to debug potential msconfiguration situations.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

SDP Attributes Definition

Thi s docunent defines the 'qos-nech-send’ and ' qos-nech-recv’ session
and nedi a-1 evel SDP [ RFC4566] attributes. The following is their
Augnent ed Backus- Naur Form (ABNF) [ RFC5234] syntax, which is based on
the SDP [ RFC4566] gramar:

attribute =/ gos-nech-send-attr
attribute =/ gos-nech-recv-attr
gos- nech-send-attr = "gos-nech-send" ":"

[[SP] gos-nech *(SP qos-nech)]
"gos-nmech-recv" ":"
[[SP] gos-nech *(SP qos-nech)]

gos- nech-recv-attr

"rsvp" [/ "nsis" |/ extension-nech
t oken

gos- nech
ext ensi on- mech
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The 'gos-nech’ token identifies a QS nechanismthat is supported by
the entity generating the session description. A token that appears
in a ’'qos-nech-send” attribute identifies a QS nmechanismthat can be
used to reserve resources for traffic sent by the entity generating
the session description. A token that appears in a 'qos-nech-recv’
attribute identifies a QS nechanismthat can be used to reserve
resources for traffic received by the entity generating the session
descri ption.

The ' gos-nech-send’ and ' qos-nmech-recv’ attributes are not
i nt erdependent; one can be used without the other

The following is an example of an 'm line with 'qos-nech-send’ and
" qos-mech-recv’ attributes:

mraudi o 50000 RTP/ AVP 0
a=qgos- nech-send: rsvp nsis
a=qgos- nech-recv: rsvp nsis

4. O fer/Answer Behavi or

Thr ough the use of the 'qos-nmech-send’ and ' qos-nech-recv’

attributes, an offer/answer exchange allows endpoints to come up with
a list of conmon QS nechani snms sorted by preference. However, note
that endpoints negotiate in which direction QS is needed using ot her
mechani sms, such as preconditions [RFC3312]. Endpoints may al so use
ot her nmechani sns to negotiate, if needed, the paraneters to use with
a given QS nechanism (e.g., bandwidth to be reserved)

4.1. O ferer Behavior

O ferers include a 'qos-nmech-send’ attribute with the tokens
corresponding to the QoS nmechanisns (in order of preference) that are
supported in the send direction. Simlarly, offerers include a
"gqos-nmech-recv’ attribute with the tokens corresponding to the QS
mechani sms (in order of preference) that are supported in the receive
di rection.

4.2. Answerer Behavi or

On receiving an offer with a set of tokens in a ’qos-nmech-send
attribute, the answerer takes those tokens corresponding to QS
mechani sms that it supports in the receive direction and includes
them in order of preference, in a ’'qos-nech-recv’ attribute in the
answer. On receiving an offer with a set of tokens in a ’'qos-nech-
recv’ attribute, the answerer takes those tokens corresponding to QS
mechani sns that it supports in the send direction and includes them
in order of preference, in a ’'qos-nech-send attribute in the answer.
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When ordering the tokens in a 'qos-nech-send” or a ’'qos-nech-recv’
attribute by preference, the answerer may take into account its own
preferences and those expressed in the offer. However, the exact
algorithmto be used to order such token lists is outside the scope
of this specification

Note that if the answerer does not have any QoS mechani smin conmon
with the offerer, it will return enpty ’'qos-mech-send’” and ' qos-nech-
recv’ attributes.

4. 3. Resource Reservation

Once the offer/answer exchange conpl etes, both offerer and answerer
use the token lists in the 'qos-mech-send’” and ' qos-nech-recv’
attributes of the answer to performresource reservations. Oferers
and answerers SHOULD attenpt to use the QS nmechani smw th hi ghest
priority in each direction first. |[If an endpoint (the offerer or the
answerer) does not succeed in using the nechani smwith highest
priority in a given direction, it SHOULD attenpt to use the next QS
mechanismin order of priority in that direction, and so on

I f an endpoi nt unsuccessfully tries all the combn QS nechani sns for
a given direction, the endpoint MAY attenpt to use additional QS
mechani sms not supported by the renmpte endpoint. This is because
there may be network entities out of the endpoint’s control (e.g., an
RSVP proxy) that make those nechani sns work.

4. 4. Subsequent O fer/Answer Exchanges

If, during an established session for which the QS nechanismto be
used for a given direction was agreed upon using the mechani sm
defined in this specification, an endpoint receives a subsequent

of fer that does not contain the QoS selection attribute correspondi ng
to that direction (i.e., the 'gos-nech-send or ’'qos-nech-recv’
attribute is mssing), the endpoints SHOULD continue using the sane
QS nechani smused up to that nonent.

5. Exanple
The following is an offer/answer exchange between two endpoi nts using
the 'qos-nech-send’ and ’'qgos-nech-recv’ attributes. Parts of the
session descriptions are omtted for clarity purposes.
The offerer generates the foll ow ng session description, listing both

RSVP and NSIS for both directions. The offerer would prefer to use
RSVP and, thus, includes it before NSIS.
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nraudi o 50000 RTP/ AVP O
a=qgos- nech-send: rsvp nsis
a=qgos- nech-recv: rsvp nsis

The answerer supports NSIS in both directions, but not RSVP.
Consequently, it returns the followi ng session description

mraudi o 55000 RTP/ AVP 0

a=qos- nech-send: nsis

a=gos-nmech-recv: nsis
6. | ANA Consi derations

This specification registers two new SDP attri butes and creates a new
registry for QoS nechani sns.

6.1. Registration of the SDP 'qos-nech-send’ Attribute

I ANA has registered the following SDP att-field under the Session
Description Protocol (SDP) Paraneters registry:

Cont act nane: Gonzal 0. Camari | | o@ri csson. com

Attribute nane: gos- nech- send

Long-form attri bute name: QS Mechanismfor the Send Direction

Type of attribute: Session and Media | evels

Subj ect to charset: No

Pur pose of attribute: To list QoS nechani sns supported in the send
direction

Al l owed attribute val ues: | ANA Regi stered Tokens

6.2. Registration of the SDP 'qos-nech-recv’ Attribute

| ANA has registered the following SDP att-field under the Session
Description Protocol (SDP) Paraneters registry:

Cont act nane: CGonzal o. Canmaril | o@ri csson. com
Attribute name: gos- nech-recv
Long-form attri bute nane: QS Mechani smfor the Receive Direction

Type of attribute: Session and Media | evels
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Subj ect to charset: No

Pur pose of attribute: To list QoS nechani sns supported in the
recei ve direction

Al l owed attribute val ues: I ANA Regi stered Tokens

6.3. Registry for QS Mechani sm Tokens
The |1 ANA has created a subregistry for QS nechani smtoken values to
be used in the ’'qgos-nech-send’ and 'qos-nmech-recv’ attributes under

the Session Description Protocol (SDP) Paranmeters registry. The
initial values for the subregistry are as foll ows:

QS Mechani sm Ref er ence
rsvp RFC 5432
nsis RFC 5432

As per the termnology in [ RFC5226], the registration policy for new
QS nechani sm t oken val ues shall be ' Specification Required

7. Security Considerations

An attacker may attenpt to add, nodify, or renpve 'qgos-nech-send and
'qos-mech-recv’ attributes froma session description. This could
result in an application behaving in a non-desirable way. For
exanpl e, the endpoints under attack nmay not be able to find a common
QS nechanismto use

Consequently, it is strongly RECOVWENDED that integrity and
authenticity protection be applied to SDP session descriptions
carrying these attributes. For session descriptions carried in SIP
[ RFC3261], S/M ME [ RFC3851] is the natural choice to provide such
end-to-end integrity protection, as described in [RFC3261]. O her
applications MAY use a different formof integrity protection
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