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Abst ract

This menmo updates the definition of the Sieve mail filtering | anguage
"reject" extension, originally defined in RFC 3028.

A "Joe-job" is a spamrun forged to appear as though it cane from an

i nnocent party, who is then generally fl ooded by automated bounces,
Message Disposition Notifications (MDNs), and personal nessages with
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complaints. The original Sieve "reject" action defined in RFC 3028
required use of MDNs for rejecting nmessages, thus contributing to the
fl ood of Joe-job spamto victinms of Joe-jobs.

This meno updates the definition of the "reject” action to allow
messages to be refused during the SMIP transaction, and defines the
"ereject" action to require nmessages to be refused during the SMIP
transaction, if possible.

The "ereject"” action is intended to replace the "reject" action
wher ever possible. The "ereject" actionis simlar to "reject”, but
will always favor protocol-1evel nessage rejection.
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1.

1.

I nt roducti on

The Sieve mail filtering | anguage, as originally defined in RFC 3028
[ RFC3028], specified that the "reject"” action shall discard a nessage
and send a Message Disposition Notification [MON] to the envel ope
sender along with an explanatory nmessage. The Sieve nail filtering

| anguage, as updated in RFC 5228 [SIEVE], does not define any
"reject" action, hence that is the purpose of this docunent.

Thi s docunent updates the definition of the "reject" action to permt
refusal of the nessage during the SMIP transaction, if possible, and
defines a new "ereject" action to require refusal of the nessage
during the SMIP transaction, if possible.

An inmportant goal of this document is to reduce the risk of Sieve
scripts being used to perpetrate "Joe-job" spamruns, where the NMDN
is sent notifying the sender of a nessage of its non-delivery is in
fact sent to an innocent third-party. The original Sieve "reject”
action defined in RFC 3028 required use of MDNs for rejecting
messages, thus contributing to the flood of Joe-job spamto victins
of Joe-jobs. By rejecting the nessage at the protocol level, it is
less likely that an MDN will be needed, and thus less |likely that an
MDN wi Il be misdirected at an innocent third-party.

I mpl enent ati ons are further encouraged to use spamdetecti on systens
to determne the |l evel of risk associated with sending an MDN, and
this document allows inplenentations to silently drop the MDN if the
rejected nessage is deened likely to be spam

Thi s docunent al so describes howto use "reject"/"ereject" at varying
points in the email stack: Mil Transfer Agent (MIA), Miil Delivery
Agent (MDA), and Mail User Agent (MJA). See [EMAIL-ARCH for a
conpr ehensi ve di scussion of these environments.

In general, an MDN is generated by an MJA, and can be used to
indicate the status of a nessage with respect to its recipient, while
a Delivery Status Notification (DSN) [DSN] is generated by an MIA,
and can be used to indicate whether or not a nessage was received and
delivered by the mail system

Further discussion highlighting the risks of generating MDNs and the
benefits of protocol-1level refusal can be found in [Joe-DoS].

1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .
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2

2

Conventions for notations are as in Section 1.1 of RFC 5228 [ S| EVE].

Thi s docunent does not attenpt to define spamor how it should be
identified, nor does it attenpt to define an email virus or howit
shoul d be detected. |Inplenentors are advised to follow best
practices and keep abreast of current research in these fields.

Sieve "reject" and "ereject" Extensions

1. Action ereject
Usage: ereject <reason: string>

Sieve inplenmentations that inplement the "ereject” action nust use
the "ereject” capability string.

The "ereject" action cancels the inplicit keep and refuses delivery
of a message. The "reason" string is a UTF-8 [UTF-8] string
specifying the reason for refusal. How a nessage is refused depends
on the capabilities of the mail conponent (MDA or MIA) executing the
Sieve script. The Sieve interpreter MIJST carry out one of the
following actions (listed in order fromnost to | east preferred),
MUST carry out the nost preferable action possible, and MJST fal
back to |l esser actions if a preferred action fails.

1. Refuse message delivery by sending a 5XX response code over SMIP
[ SMIP] or Local Ml Transfer Protocol (LMIP) [LMIP]. See
Section 2.1.1 for nore details.

2. Send a non-delivery report to the envel ope sender ([ REPORT]
[DSN] ), unless the envel ope sender address is determined to be a
forged or otherw se invalid address.

Note that the determi nation of whether or not an envel ope sender is a
forgery may be perforned by site-specific and inplenentation-specific
heuristic techni ques, such as "return-path verification", details of
whi ch are outside the scope of this docunent. |Inplenentations SHOULD
| og i nstances when a non-delivery report is not sent and the reason
for not sending the report (e.g., content was spam return-path
invalid, etc.).

The "ereject" action MJST NOT be available in environnents that do
not support protocol-level rejection, e.g., an MJA, and MJST be
available in all other environnents that support the "reject" action
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Exanpl e:
require ["ereject"];

if address "front "soneone@xanpl e.com' {
ereject "I no longer accept mail fromthis address”;
}

2.1.1. Rejecting a Message at the SMIP/LMIP Protocol Leve

Sieve inplenentations that are able to reject nessages at the SMIP/
LMIP | evel MJST do so and SHOULD use the 550 response code. Note
that if a nmessage is arriving over SMIP and has nultiple recipients,
some of whom have accepted the nmessage, Section 2.1.2 defines howto
reject such a nmessage.

The risk that these actions will generate bl owback spamare mnin zed
but cannot be elimnated conpletely even in the case of "ereject", so
caution is advised when using these actions to deal wth nmessages
determned to be spam

Note that SMIP [ SMIP] does not allow non-US-ACSI| characters in the
SMTP response text. |If non-US-ACSII characters appear in the
"reason" string, they can be sent at the protocol level if and only
if the client and the server use an SMIP extension that allows for
transm ssion of non-US-ACSI| reply text. (One exanmple of such an
SMIP extension is described in [UTF8-RESP].) In the absence of such
an SMIP extension, the Sieve engine MIST replace any "reason" string
bei ng sent at the protocol |evel and containing non-US-ACSI |
characters with an inpl enentation-defined US-ACSI|-only string.

Users who don’t |ike this behavior should consider using the "reject"
action described in Section 2.2, if avail able.

See Section 2.5 for the detailed instructions about performng
protocol -1 evel rejection.

2.1.2. Rejecting a Message by Sendi ng a DSN

An inmpl enentation may recei ve a nessage via SMIP that has nore than
one RCPT TO that has been accepted by the server, and at |east one
but not all of themare refusing delivery (whether the refusal is
caused by a Sieve "ereject" action or for sonme other reason). In
this case, the server MJST accept the nmessage and generate DSNs for
all recipients that are refusing it. Note that this exception does
not apply to LMIP, as LMIP is able to reject nmessages on a per-

reci pient basis. (However, the LMIP client may then have no choice
but to generate a DSN to report the error, which nay result in

bl owback spam)
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Note that according to [DSN], Delivery Status Notifications MJUST NOT
be generated if the MAIL FROM (or Return-Path) is enpty.

The DSN nessage MUST follow the requirenments of [DSN] and [ REPORT].
The action-value field defined in [DSN], Section 2.3.3, MJST contain
the value "failed". The hunman-readabl e portion of the non-delivery
report MJUST contain the "reason" string fromthe "ereject" action and
SHOULD cont ain additional text alerting the apparent original sender
that the message was refused by an email filter. This part of the
report m ght appear as foll ows:

Your nessage was refused by the recipient’s mail filtering program
The reason given is as foll ows:

I amnot taking mail fromyou, and | don't want your birdseed,
ei t her!

2.2. Action reject

This section updates the definition of the "reject” action in Section
4.1 of RFC 3028 [RFC3028] and is an optional extension to [SIEVE].

Usage: reject <reason: string>

Si eve inplenmentations that inplenment the "reject” action nust use the
"reject"” capability string.

The "reject"” action cancels the inplicit keep and refuses delivery of
a nessage. The "reason" string is a UTF-8 [UTF-8] string specifying
the reason for refusal. Unlike the "ereject" action described above,
this action would al ways favor preserving the exact text of the
refusal reason. Typically, the "reject" action refuses delivery of a
message by sending back an MDN to the sender (see Section 2.2.1).
However, inplenmentations MAY refuse delivery over SMIP/ LMIP protoco
(as detailed in Section 2.5), if and only if all of the follow ng
conditions are true:

1. The "reason" string consists of only US-ASCI| characters
or
The "reason" string contains non-US-ASCI| and both the client and
server support and negotiate use of an SMIP/ LMIP extension for
sendi ng UTF-8 responses.
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2. LMIP protocol is used
or
SMIP protocol is used and the nessage has a single recipient
or
SMIP protocol is used, the nessage has multiple recipients, and
all of themrefused nmessage delivery (whether or not Sieve is
bei ng used).

Exanpl e:
require ["reject"];

if size :over 100K {
reject text:
Your nessage is too big. If you want to send ne a big attachnent,
put it on a public web site and send nme a URL.

}

(Pretend that the "reason" string above contains sone non-US- ACSI |
text.)

I mpl enent ati ons nmay use techniques as described in Section 2.1 to
determine if a non-delivery report should not be sent to a forged
sender. | nplenentations SHOULD | og i nstances when a non-delivery
report is not sent and the reason for not sending the report.

2.2.1. Rejecting a Message by Sendi ng an NMDN

The "reject” action resends the received nmessage to the envel ope
sender specified by the MAIL FROM (or Return-Path) address, wapping
it ina"reject” form explaining that it was rejected by the
reci pi ent.

Note that according to [ MDN], Message Disposition Notifications MJST
NOT be generated if the MAIL FROM (or Return-Path) is enpty.

A reject message MIST take the formof a failure MDN as specified by
[MDN]. The hunman-readabl e portion of the nessage, the first
conponent of the NMDN, contains the human-readabl e nessage descri bi ng
the error, and it SHOULD contain additional text alerting the
apparent original sender that mail was refused by an email filter

The MDN disposition-field as defined in the MDN specification MIST be

"del eted" and MUST have the "NMDN-sent-automatically" and "autonatic-
action" nodes set (see Section 3.2.6 of [MDN]).
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In the following script, a nessage is rejected and returned to the
sender.

Exanpl e:
require ["reject"];

i f header :contains "from' "coyote@lesert.exanple.org" {
reject text:
I amnot taking mail fromyou, and | don’t
want your birdseed, either!

}
For this script, the first part of the MDN m ght appear as foll ows:

The nmessage was refused by the recipient’s mail filtering program
The reason given was as foll ows:

I amnot taking mail fromyou, and I don’'t want your birdseed,
ei ther!

2.3. Silent Upgrade from"reject" to "ereject”

I mpl enent ati ons MJUST NOT silently upgrade "reject” actions to
"ereject" actions in a Sieve script because this mght lead to
unpl easant changes of behavi or not expected by the script owner.

User interfaces that present a generic rejection option, and generate
Si eve script output, MAY switch fromgenerating "reject” to "ereject"”
actions, so long as doing so does not create a confusing change for
the script owner.

Script generators SHOULD ensure that a rejection action being
executed as a result of an anti-spanfanti-virus positive test be done
using the "ereject" action, as it is nore suitable for such
rejections.

Script generators MAY automatically upgrade scripts that previously
used the "reject" action for anti-spanmfanti-virus related rejections.
Not e that such generators MJST make sure that the target environnent
can support the "ereject” action.
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2.4. Compatibility with OGher Actions

This section applies equally to "reject” and "ereject” actions. Al
references to the "reject” action in this section can be replaced
with the "ereject” action.

A "reject" action cancels the inplicit keep

| mpl enent ati ons MJST prohibit the execution of nore than one "reject"
in a Sieve script.

"reject" MJST be inconpatible with the "vacation" [VACATION] action
It is NOT RECOMVENDED t hat inplementations permit the use of "reject"
with actions that cause mail delivery, such as "keep", "fileinto",
and "redirect".

Maki ng "reject" conpatible with actions that cause mail delivery
violates the RFC 5321 [SMIP] principle that a nessage is either
delivered or bounced back to the sender. So bouncing a nessage back
(rejecting) and delivering it will make the sender believe that the
message was not delivered

However, there are existing laws requiring certain organizations to
archive all received nessages, even the rejected ones. Also, it can
be quite useful to save copies of rejected nmessages for |ater

anal ysi s.

Any action that would nodify the nessage body will not have an effect
on the body of any nessage refused by "reject" using an SMIP response
code and MUST NOT have any effect on the content of generated DSN
VDNs .

2.5. Details of Protocol -Level Refusa

If the "reason" string consists of nmultiple CRLF separated |ines,
then the reason text MJUST be returned as a nmultiline SMIP/ LMIP
response, per Section 4.2.1 of [SMIP]. Any line MJST NOT exceed the
SMIP Iimt on the maximal line length. To nake the "reason" string
conformto any such limts, the server MAY insert CRLFs and turn the
response into a nultiline response.

In the follow ng script (which assunmes support for the "spantest"

[ SPAMTEST] and "fileinto" extensions), nessages that test highly
positive for spam are refused.
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Exanpl e:
require ["ereject", "spamtest", "fileinto"
"conparator-i;ascii-nuneric"];

i f spamtest :value "ge"
: conpar at or
ereject text:
Ant i Spam engi ne t hi nks your message i s spam
It is therefore being refused.
Pl ease call 1-900-PAY-US if you want to reach us.

i;ascii-numeric" "6" {

} elsif spantest :value "ge"
: conpar at or
fileinto "Suspect”;

i;ascii-numeric" "4" {
}

The foll owing excerpt froman SMIP session shows it in action

DATA
354 Send nessage, ending in CRLF. CRLF.

550-AntiSpan1engine t hi nks your message i s spam
550-1t is therefore being refused.
550 Pl ease call 1-900-PAY-US if you want to reach us.

WL, WO

If the SMIP/ LMIP server supports RFC 2034 [ ENHANCED- CODES], it MJST
prepend an appropriate Enhanced Error Code to the "reason" text.
Enhanced Error code 5.7.1 or a nore generic 5.7.0 are RECOMVENDED.
Wth an Enhanced Error Code, the response to a DATA command in the
SMIP exanpl e below will ook like:

S: 550-5.7.1 Anti Spam engi ne thinks your nessage is spam
S: 550-5.7.1 1t is therefore being refused.
S: 550 5.7.1 Please call 1-900-PAY-US if you want to reach us.

if the server selected "5.7.1" as appropriate.

If a Sieve inplenmentation that supports "ereject" does not wish to

i medi ately di sclose the reason for rejection (for exanple, that it
detected span), it nmay delay inmedi ately sending of the 550 error
code by sending a 4XX error code on the first attenpt to receive the
message
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3.

5.

Changes from RFC 3028

Clarified that the "reject"” action cancels the inplicit keep
Extended the list of allowable actions on "reject” to include
protocol -1 evel nessage rejection

Added the "ereject"” action that is simlar to "reject", but wll
al ways favor protocol -1 evel nmessage rejection

Security Considerations

The introduction to this docunent discusses why rejecting nessages
before delivery is better than accepting and bounci ng them

VWhile the details of techniques that can be used to determ ne when to
silently drop a non-delivery report are outside the scope of this
docunent, the explicit permission this docunent gives to take such
action may enabl e denial -of -service situations. Techniques such as
spam checki ng, return-path verification, and others, can and do have
fal se-positives. Care should be exercised to prevent the | oss of
legitimate nmessages by failing to notify the sender of non-delivery.

Security issues associated with email auto-responders are fully

di scussed in the Security Considerations section of [RFC3834]. This
docunent is not believed to introduce any additional security
considerations in this general area.

The "ereject" extension does not raise any other security
considerations that are not already present in the base [ S| EVE]
specification, and these issues are discussed in [SIEVE.

| ANA Consi der ati ons

The foll owi ng section provides the | ANA registrations for the Sieve
ext ensions specified in this docunent.

1. "reject" Extension Registration

I ANA is requested to update the registration for the Sieve "reject”
extension as detail ed bel ow

Capabi lity name: reject

Descri pti on: adds the "reject" action for refusing delivery
of a nmessage. The exact reason for refusal is
conveyed back to the client.

RFC nunber : RFC 5429

Cont act address: the Sieve discussion list <ietf-nta-filters@nt. org>
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5.2. "ereject" Extension Registration

I ANA is requested to replace the prelimnary registration of the
Si eve refuse extension with the follow ng registration:

Capability nane:
Descri pti on:

RFC nunber:
Cont act address:

6. Ref er ences

erej ect

adds the "ereject” action for refusing delivery

of a nmessage. The refusal should happen as early

as possible (e.g., at the protocol |evel) and ni ght
not preserve the exact reason for refusal if it
contains non-US-ASCI | text.

RFC 5429

the Sieve discussion list <ietf-nta-filters@nt. org>
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