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The EAP met hod EAP- FAST- MSCHAPv?2 reuses the EAP type code assignhed to
EAP- MSCHAPv2 (26) for authentication within an anonynous TLS tunnel
In order to minimze the risk associated with an anonynous tunnel,
changes to the nethod were nade that are not interoperable wth EAP-
MSCHAPv2. Since EAP- MSCHAPv2 does not support nethod-specific
versi on negotiation, the use of EAP-FAST-MSCHAPv2 is inplied by the
use of an anonynous EAP-FAST tunnel. This behavior may cause

probl enms in inplenentati ons where the use of unaltered EAP- MSCHAPv2

i s needed inside an anonynous EAP-FAST tunnel. Since such support
requires special case execution of a method within a tunnel, it also
conplicates inplenentations that use the sane nmet hod code both within
and outside of the tunnel nethod. |f EAP-FAST were to be designed
today, these difficulties could be avoided by utilization of unique
EAP Type codes. G ven these issues, assigned method types must not
be re-used with different meaning inside tunnel ed methods in the
future.

Abst ract

The Fl exi bl e Authentication via Secure Tunneling Extensible

Aut henti cati on Protocol (EAP-FAST) nethod enabl es secure

conmmuni cati on between a peer and a server by using Transport Layer
Security (TLS) to establish a nutually authenticated tunnel. EAP-
FAST al so enabl es the provisioning credentials or other information
through this protected tunnel. This docunent describes the use of
EAP- FAST for dynam c provisioning.
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1. Introduction

EAP- FAST [ RFC4851] is an EAP nethod that can be used to nutually

aut henticate the peer and server. Credentials such as a pre-shared
key, certificate trust anchor, or a Protected Access Credential (PAC
must be provisioned to the peer before it can establish nutual

aut hentication with the server. In many cases, the provisioning of
such information presents depl oynent hurdles. Through the use of the
protected TLS [ RFC5246] tunnel, EAP-FAST can enabl e dynam c in-band
provi sioning to address such depl oynment obstacl es.

1.1. Specification Requirenments

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Term nol ogy

Much of the term nol ogy used in this docunent comes from [ RFC3748].
The ternms "peer” and "server" are used interchangeably with the terns
"EAP peer" and "EAP server", respectively. Additional terns are
defined bel ow

Man in the Mddle (MTM

An adversary that can successfully inject itself between a peer
and EAP server. The M TM succeeds by inpersonating a valid peer
or server.

Pr ovi si oni ng

Providing a peer with a trust anchor, shared secret, or other
appropriate informati on needed to establish a security
associ ation.

Protected Access Credential (PACQ)

Credentials distributed to a peer for future optimnm zed network

aut hentication. The PAC consists of at nobst three conponents: a
shared secret, an opaque el enment, and optional information. The
shared secret part contains the secret key shared between the peer
and server. The opaque part contains the shared secret encrypted
by a private key only known to the server. It is provided to the
peer and is presented back to the server when the peer w shes to
obtain access to network resources. Finally, a PAC may optionally
i nclude other information that may be useful to the peer
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Tunnel PAC

A set of credentials stored by the peer and consumed by both the
peer and the server to establish a TLS tunnel

User Authorization PAC

A User Authorization PAC is server-encrypted data containing

aut hori zation information associated with a previously

aut henti cated user. The User Authorization PAC does not contain a
key, but rather it is generally bound to a Tunnel PAC, which is
used with the User Authorization PAC

Machi ne Aut henticati on PAC

A Machi ne Aut hentication PAC contains server-encrypted data
contai ning authorization infornmati on associated with a device. A
Machi ne Aut henticati on PAC may be used instead of a Tunnel PAC to
establish the TLS tunnel to provide machi ne authentication and
aut hori zation information. The Machi ne Authentication PAC is
useful in cases where the machi ne needs to be authenticated and
aut horized to access a network before a user has | ogged in.

2. EAP-FAST Provi si oni ng Mddes
EAP- FAST supports two nodes for provisioning:

1. Server-Authenticated Provisioning Mde - Provisioning inside a
TLS tunnel that provides server-side authentication

2. Server-Unaut henticated Provisioning Mde - Provisioning inside an
anonynous TLS tunnel

The EAP- FAST provi si oni ng nodes use EAP-FAST phase 2 inside a secure
TLS tunnel established during phase 1. [RFC4851] describes the EAP-
FAST phases in greater detail.

In the Server-Authenticated Provisioning Mde, the peer has
successfully authenticated the EAP server as part of EAP-FAST phase 1
(i.e., TLS tunnel establishrment). Additional exchanges MAY occur
inside the tunnel to allow the EAP server to authenticate the EAP
peer before provisioning any infornation.

In the Server-Unauthenticated Provisioning Mde, an unauthenticated

TLS tunnel is established in the EAP-FAST phase 1. The peer MJST
negotiate a TLS anonynous Diffie-Hell man-based ci phersuite to signa
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that it wishes to use Server-Unaut henticateded Provisioni ng Mde.
Thi s provisi oni ng node enabl es the bootstrappi ng of peers where the
peer | acks strong credentials usable for nutual authentication with
the server.

Since the server is not authenticated in the Server-Unauthenticated
Provi sioning Mode, it is possible that an attacker may intercept the
TLS tunnel. |f an anonynmous tunnel is used, then the peer and server
MJST negoti ate and successfully conpl ete an EAP net hod supporting

nmut ual aut hentication and key derivation as described in Section 6.
The peer then uses the Crypto-Binding TLV to validate the integrity
of the TLS tunnel, thereby verifying that the exchange was not
subject to a man-in-the-mddl e attack

Server - Aut henti cated Provi si oni ng Mbde protects against the man-in-
the-m ddl e attack; however, it requires provisioning the peer with
the credentials necessary to authenticate the server. Environnents
willing to trade off the security risk of a man-in-the-mniddle attack
for ease of deploynment can choose to use the Server-Unaut henticated
Provi si oni ng Mode.

Assumi ng that an inner EAP method and Crypto-Binding TLV exchange is
successful, the server will subsequently provide credenti al

i nformati on, such as a shared key using a PAC TLV or the trusted
certificate root(s) of the server using a Server-Trusted-Root TLV.
Once the EAP-FAST Provi sioning conversation conpletes, the peer is
expected to use the provisioned credentials in subsequent EAP-FAST
aut henti cati ons.

3. Dynamic Provisioning Using EAP- FAST Conversation

The provisioning occurs in the follow ng steps, which are detailed in
the subsequent sections and in RFC 4851. First, the EAP-FAST phase 1
TLS tunnel is established. During this process, extra material is
extracted fromthe TLS key derivation for use as challenges in the
subsequent aut hentication exchange. Next, an inner EAP nethod, such
as EAP- FAST- MSCHAPv2 (M crosoft Chal | enge Handshake Aut hentication
Protocol version 2), is executed within the EAP-FAST phase 2 TLS
tunnel to authenticate the client using the challenges derived from
the phase 1 TLS exchange. Foll ow ng successful authentication and
Crypto-Bi ndi ng TLV exchange, the server provisions the peer with PAC
i nformation including the secret PAC- Key and the PAC- Opaque.

Finally, the EAP-FAST conversation conpletes with Result TLV
exchanges defined in RFC 4851. The exported EAP Master Session Key
(MBK) and Extended MSK (EMSK) are derived froma conbinati on of the
tunnel key material and key material fromthe inner EAP nethod
exchange.
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3. 1. Phase 1 TLS Tunnel
3.1.1. Server-Authenticated Tunnel

The provisioni ng EAP- FAST exchange uses the same sequence as the EAP-
FAST aut hentication phase 1 to establish a protected TLS tunnel.

I mpl ement ati ons supporting this version of the Sever-Authenticated
Provi si oni ng Mbde MUST support the follow ng TLS ci phersuites defined
in [ RFC5246] :

TLS_RSA W TH RCA_128_SHA
TLS_RSA W TH_AES_128_CBC_SHA
TLS_DHE_RSA W TH_AES 128 CBC_SHA

O her TLS ciphersuites that provide server authentication and
encrypti on MAY be supported. The server MAY authenticate the peer
during the TLS handshake in Server-Authenticated Provisioning Mde.
To adhere to best security practices, the peer MJST validate the
server’'s certificate chain when perforning server-side authentication
to obtain the full security benefits of Server-Authenticated

provi si oni ng.

3.1.2. Server-Unaut henticated Tunnel

I mpl ement ati ons supporting this version of the Sever-Unauthenticated
Provi si oni ng Mbde MUST support the follow ng TLS ci phersuite defined
in [ RFC5246] :

TLS DH anon_W TH_AES 128 CBC_SHA

Anonynmous ci phersuites SHOULD NOT be all owed outsi de of EAP-FAST
Server - Unaut henti cated Provi sioning Mdde. Any ciphersuites that are
used for Server-Unauthenticated Provisioning Mde MJST provide a key
agreenent contributed by both parties. Therefore, ciphersuites based
on RSA key transport MJST NOT be used for this node. Ci phersuites
that are used for provisioning MIJST provi de encryption.

3.2. Phase 2 - Tunnel ed Authenticati on and Provi si oni ng

Once a protected tunnel is established and the server is

unaut henti cated, the peer and server MJST execute additi onal

aut hentication and performintegrity checks of the TLS tunnel. Even
if both parties are authenticated during TLS tunnel establishnent,
the peer and server MAY wi sh to perform additional authentication
within the tunnel. As defined in [ RFC4851], the authentication
exchange will be followed by an Internedi ate-Result TLV and a Crypto-
Binding TLV, if the EAP nmethod succeeded. The Crypto-Binding TLV
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provides a check on the integrity of the tunnel with respect to the
endpoints of the EAP nmethod. |If the preceding is successful, then a
provi si oni ng exchange MAY take place. The provisioning exchange w ||
use a PAC TLV exchange if a PAC is being provisioned and a Server-
Trusted-Root TLV if a trusted root certificate is being provisioned.
The provisioning MAY be solicited by the peer or it MAY be
unsolicited. The PAC TLV exchange consists of the server
distributing the PACin a corresponding PAC TLV to the peer and the
peer confirmng its receipt in a final PAC TLV Acknow edgenent
message. The peer may al so use the PAC TLV to request that the
server send a PAC. The provisioning TLVs MAY be pi ggybacked onto the
Result TLV. Many inplenmentations process TLVs in the order they are
recei ved; thus, for proper provisioning to occur, the Result TLV MJST
precede the TLVs to be provisioned (e.g., Tunnel PAC, Machine

Aut henti cation PAC, and User Authorization PAC). A PAC TLV MJST NOT
be accepted if it is not encapsulated in an encrypted TLS tunnel

A fresh PAC MAY be distributed if the server detects that the PACis
expi ring soon. In-band PAC refreshing is through the PAC TLV
mechani sm  The deci sion of whether or not to refresh the PACis
determ ned by the server. Based on the PAC Qpaque information, the
server MAY determine not to refresh a peer’s PAC, even if the PAC Key
has expired.

3.2.1. Server-Authenticated Tunnel ed Authentication
If Server-Authenticated Provisioning Mdde is in use, then any EAP
met hod nay be used within the TLS tunnel to authenticate the peer
that is allowed by the peer’s policy.

3.2.2. Server-Unaut henticated Tunnel ed Aut henti cati on

I f Server-Unaut henticated Provisioning Mbde is in use, then peer
aut henticates the server and the server authenticates the peer within

the tunnel. The only nmethod for perform ng authentication defined in
this version of EAP-FAST is EAP- FAST- MSCHAPv2 (in a special way as
described in the followi ng section). It is possible for other

met hods to be defined to performthis authentication in the future.
3.2.3. Authenticating Using EAP- FAST- MSCHAPv2

EAP- FAST- MSCHAPv2 is a specific instantiation of EAP- MSCHAPv2

[ EAP- MSCHAPv?2] defined for use within EAP-FAST. The 256-bit inner
session key (1SK) is generated from EAP- FAST- MSCHAPv2 by conbi ni ng
the 128-bit master keys derived according to RFC 3079 [ RFC3079], with
the MasterSendKey taking the first 16 octets and Master Recei veKey
taking the last 16 octets.
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I mpl ement ations of this version of the EAP-FAST Server -
Unaut henti cat ed Provi si oni ng Mode MJST support EAP- FAST- MSCHAPv2 as
the inner authentication method. Wile other authentication nethods
exi st, EAP- FAST- MSCHAPv2 was chosen for several reasons:

o It provides the ability to slow an active attack by using a hash-
based chal | enge-response protocol

o |Its use of a chall enge-response protocol, such as MSCHAPv2,
provi des sone ability to detect a man-in-the-mddl e attack during
Server - Unaut hent i cat ed Provi si oni ng Mde.

o It is already supported by a | arge depl oyed base.

o It allows support for password change during the EAP-FAST
provi si oni ng nodes.

When using an anonynous Diffie-Hellman (DH) key agreenent, the
chal | enges MUST be generated as defined in Section 3.3. This forns a
bi ndi ng between the tunnel and the EAP- FAST- MSCHAPv2 exchanges by
usi ng keying material generated during the EAP-FAST tunne
establ i shnent as t he EAP- FAST- MSCHAPv2 chal | enges instead of using
the chal | enges exchanged within the protocol itself. The exchanged
chal | enges are zeroed upon transm ssion, ignored upon reception, and
the chal l enges derived fromthe TLS key exchange are used in the

cal cul ations. Wen EAP-FAST- MSCHAPv2 is used within a tunne

est abli shed using a ciphersuite other than one that provides
anonynous key agreenent, the randomy generated EAP-FAST- MSCHAPv2
chal | enges MUST be exchanged and used.

The EAP- FAST- MSCHAPv2 exchange forces the server to provide a valid
Server Chal | engeResponse, which nmust be a function of the server
chal I enge, peer chall enge, and password as part of its response.
Thi s reduces the wi ndow of vulnerability of a man-in-the-mddle
attack spoofing the server by requiring the attacker to successfully
break the password within the peer’s challenge-response tinme limt.

3.2.4. Use of Oher Inner EAP Met hods for EAP-FAST Provi sioning

Once a protected tunnel is established, typically the peer
authenticates itself to the server before the server can provision
the peer. |If the authentication nmechani sm does not support rmutual
aut hentication and protection fromnman-in-the-niddl e attacks, then
Server - Aut henti cat ed Provi si oning Mode MJUST be used. Wthin a server
side, authenticated tunnel authentication mechani sms such as EAP-
FAST- GTC (Generic Token Card) [RFC5421] MAY be used. This will
enabl e peers using other authentication nechani sns such as password
dat abase and one-tine passwords to be provisioned in-band as well.
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Thi s version of the EAP-FAST provisioning node inplenmentation MJST
support both EAP- FAST- GTC and EAP- FAST- MSCHAPv2 within the tunnel in
Server - Aut henti cat ed Provi si oni ng Mdde.

It should be noted that Server-Authenticated Provisioning Mde

provi des significant security advantages over Server-Unauthenticated
Provi si oni ng Mbde even when EAP- FAST- MSCHAPv2 is being used as the
inner method. It protects the EAP-FAST- MSCHAPv2 exchanges from
potential active MTM attacks by verifying the server’s authenticity
bef ore executi ng EAP- FAST- MSCHAPv2. Server - Aut henti cat ed

Provi si oning Mbde is the reconmended provisioning node. The EAP-FAST
peer MJST use the Server- Authenticated Provisioning Mde whenever it
is configured with a valid trust root for a particular server.

3.3. Key Derivations Used in the EAP-FAST Provisioni ng Exchange

The TLS tunnel key is calcul ated according to the TLS version with an
extra 72 octets of key material derived fromthe end of the
key_block. Portions of the extra 72 octets are used for the EAP-FAST
provi si oni ng exchange sessi on key seed and as the random chal | enges
in the EAP-FAST- MSCHAPv2 exchange.

To generate the key material, conpute:

key_ bl ock = PRF(master_secret,
"key expansion",
server _random +
client_random;

until enough out put has been generated.

For exanple, the key_block for TLS 1.0 [ RFC2246] is partitioned as
fol | ows:

client_wite MAC secret[hash_size]
server_wite MAC secret[hash_size]
client_wite_key[Key_material _| ength]
server_wite_key[key material | ength]
client_wite_ |V[IV_size]
server_wite |V[IV_size]

sessi on_key_ seed[ 40]

Server Chal | enge[ 16]

C i ent Chal | enge[ 16]
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and the key_bl ock for subsequent versions is partitioned as foll ows:

client_wite MAC secret[hash_size]
server_wite MAC secret[hash_size]
client_wite key[Key material | ength]
server_wite key[key material | ength]
sessi on_key_seed[ 40]
Server Chal | enge[ 16]

Cl i ent Chal | enge[ 16]

In the extra key material, session_key seed is used for the EAP-FAST
Crypt o- Bi ndi ng TLV exchange while the ServerChal |l enge and

Client Chall enge correspond to the authentication server’s EAP-FAST-
MSCHAPv2 chal | enge and the peer’s EAP- FAST- MSCHAPv2 chal | enge,
respectively. The ServerChallenge and CientChall enge are only used
for the EAP-FAST- MSCHAPv2 exchange when Diffie-Hell man anonynous key
agreenent is used in the EAP-FAST tunnel establishnent.

3.4. Peer-ld, Server-ld, and Session-Id

The provisioning nodes of EAP-FAST do not change the general EAP-
FAST protocol and thus how the Peer-1d, Server-l1d, and Session-1d are
determned is based on the [ RFC4851] techni ques.

Section 3.4 of [RFC4851] describes how the Peer-1d and Server-1d are
determ ned; Section 3.5 describes how the Session-l1d is generated.

3.5. Network Access after EAP-FAST Provisioning

After successful provisioning, network access MAY be granted or
deni ed dependi ng upon the server policy. For exanple, in the Server-
Aut henti cated Provi si oni ng Mbde, access can be granted after the EAP
server has authenticated the peer and provisioned it with a Tunne
PAC (i.e., a PAC used to mutually authenticate and establish the EAP-
FAST tunnel). Additionally, peer policy MAY instruct the peer to

di sconnect the current provisioning connection and initiate a new
EAP- FAST exchange for authentication utilizing the newy provisioned
information. At the end of the Server-Unauthenticated Provisioning
Mode, network access SHOULD NOT be granted as this conversation is

i ntended for provisioning only and thus no network access is

aut horized. The server MAY grant access at the end of a successfu
Server - Aut henti cated provi sioni ng exchange.

If after successful provisioning access to the network is denied, the
EAP Server SHOULD conclude with an EAP Failure. The EAP server SHALL
NOT grant network access or distribute any session keys to the

Net wor k Access Server (NAS) if this exchange is not intended to
provi de network access. Even though the provisioning node conpl etes
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with a successful inner ternmination (e.g., a successful Result TLV),
the server policy defines whether or not the peer gains network
access. Thus, it is feasible that the server, while providing a
successful Result TLV, may conclude that its authentication policy
was not satisfied and term nate the conversation with an EAP Fail ure.

Denyi ng network access after EAP-FAST Provisioning may cause

di sruption in scenarios such as wireless devices (e.g., in |EEE

802. 11 devices, an EAP Failure may trigger a full 802.11

di sassociation). Wile a full EAP restart can be perforned, a snooth
transition to the subsequent EAP-FAST authentications to enable
networ k access can be achieved by the peer or server initiating TLS
renegoti ati on, where the newy provisioned credentials can be used to
establish a server-authenticated or mutually authenticated TLS tunne
for authentication. Either the peer or server may reject the request
for TLS renegotiation. Upon conpletion of the TLS negoti ati on and
subsequent authentication, nornmal network access policy on EAP-FAST
aut henti cation can be appli ed.

4, I nformati on Provisioned i n EAP- FAST

Multiple types of credentials MAY be provisioned within EAP- FAST
The nost common credential is the Tunnel PAC that is used to
establish the EAP-FAST phase 1 tunnel. |In addition to the Tunne
PAC, other types of credentials and information can al so be

provi sioned through EAP-FAST. They may include trusted root
certificates, PACs for specific purposes, and user identities, to
nane a few Typically, provisioning is invoked after both the peer
and server authenticate each other and after a successful Crypto-
Bi ndi ng TLV exchange. However, depending on the information being
provi si oned, mutual authenticati on MAY not be needed.

At a minimum either the peer or server nust prove authenticity
before credentials are provisioned to ensure that information is not
freely provisioned to or by adversaries. For exanple, the EAP server
may not need to authenticate the peer to provision it with trusted
root certificates. However, the peer SHOULD aut henticate the server
before it can accept a trusted server root certificate.

4.1. Protected Access Credentia

A Protected Access Credential (PAC) is a security credentia
generated by the server that holds information specific to a peer
The server distributes all PAC information through the use of a PAC
TLV. Different types of PAC information are identified through the
PAC Type and other PAC attributes defined in this section. This
docunent defines three types of PACs: a Tunnel PAC, a Machi ne

Aut hentication PAC, and a User Authorization PAC
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4.1.1. Tunnel PAC

The server distributes the Tunnel PAC to the peer, which uses it in
subsequent attenpts to establish a secure EAP-FAST TLS tunnel with
the server. The Tunnel PAC includes a secret key (PAC-Key), data
that is opaque to the peer (PAC Opaque), and other information (PAC
Info) that the peer can interpret. The opaque data is generated by
the server and cryptographically protected so it cannot be nodified
or interpreted by the peer. The Tunnel PAC conveys the server policy
of what nmust and can occur in the protected phase 2 tunnel. It is up
to the server policy to include what is necessary in a PAC Qpaque to
enforce the policy in subsequent TLS handshakes. For exanple, user
identity, I-1D, can be included as the part of the server policy.
This I-ID information limts the inner EAP nethods to be carried only
on the specified user identity. Oher types of information can al so
be included, such as which EAP nmet hod(s) and which TLS ci phersuites
are allowed. |If the server policy is not included in a PAC Opaque,
then there is no lintation inposed by the PAC on the usage of the

i nner EAP nethods or user identities inside the tunnel established by
the use of that PAC

4.1.2. Machine Authentication PAC

The Machi ne Aut henticati on PAC contains information in the PAC Opaque
that identifies the machine. It is meant to be used by a nmachine
when network access is required and no user is logged in. Typically,
a server will only grant the mnimal anmpbunt of access required for a
machi ne wit hout a user present based on the Machi ne Aut hentication
PAC. The Machi ne Authenticati on PAC MAY be provisioned during the
aut hentication of a user. |t SHOULD be stored by the peer in a
location that is only accessible to the machine. This type of PAC
typically persists across sessions.

The peer can use the Machine Authentication PAC as the Tunnel PAC to
establish the TLS tunnel. The EAP server MAY have a policy to bypass
additional inner EAP nethod and grant |imted network access based on
information in the Machi ne Authentication PAC. The server MAY
request additional exchanges to validate nmachi ne’s other

aut hori zation criteria, such as posture information etc., before
granting network access.

4.1. 3. User Authorization PAC

The User Authorization PAC contains information in the PAC Opaque
that identifies a user and provides authorization information. This
type of PAC does not contain a PAC-Key. The PAC Opaque portion of
the User Authorization PAC is presented within the protected EAP-FAST
TLS tunnel to provide user information during statel ess session
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resune so user authentication MAY be skipped. The User Authorization
PAC MAY be provisioned after user authentication. It is neant to be
short l|ived and not persisted across |ogon sessions. The User

Aut hori zation PAC SHOULD only be available to the user for which it
is provisioned. The User Authorization PAC SHOULD be del eted from
the peer when the local authorization state of a user’s session
changes, such as upon the user |ogs out.

Once the EAP-FAST phase 1 TLS tunnel is established, the peer MAY
present a User Authorization PACto the server in a PAC TLV. This is
sent as TLS application data, but it MAY be included in the sane
message as the Fini shed Handshake nessage sent by the peer. The User
Aut hori zation PAC MJST only be sent within the protection of an
encrypted tunnel to an authenticated entity. The server will decrypt
the PAC and evaluate the contents. |If the contents are valid and the
server policy allows the session to be resuned based on this
informati on, then the server will conplete the session resunption and
grant access to the peer without requiring an inner authentication
method. This is called statel ess session resune in EAP-FAST. In
this case, the server sends the Result TLV indicating success w thout
the Crypto-Binding TLV and the peer sends back a Result TLV

i ndi cating success. |If the User Authorization PAC fails the server
validation or the server policy, the server MAY either reject the
request or continue with performng full user authentication within

t he tunnel

4.1.4. PAC Provisioning

To request provisioning of a PAC, a peer sends a PAC TLV containing a
PAC attribute of PAC Type set to the appropriate value. For a Tunne
PAC, the value is "1'; for a Machine Authentication PAC, the value is
"2'; and for a User Authorization PAC, the value is '3. The request
MAY be issued after the peer has determined that it has successfully
aut henticated the EAP server and validated the Crypto-Binding TLV to
ensure that the TLS tunnel’s integrity is intact. Since anonynous DH
ci phersuites are only allowed for provisioning a Tunnel PAC, if an
anonynous ciphersuite is negotiated, the Tunnel PAC MAY be

provi sioned automatically by the server. The peer MJST send separate
PAC TLVs for each type of PAC it wants to provision. Miltiple PAC
TLVs can be sent in the sane packet or different packets. Wen
requesting the Machi ne Authenticati on PAC, the peer SHOULD include an
I-1D TLV contai ni ng the machi ne nane prefixed by "host/". The EAP
server will send the PACs after its internal policy has been
satisfied, or it MAY ignore the request or request additiona
authentications if its policy dictates. |If a peer receives a PAC
with an unknown type, it MJST ignore it.
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A PAC-TLV cont ai ni ng PAC- Acknow edge attribute MJUST be sent by the
peer to acknow edge the receipt of the Tunnel PAC. A PAC Acknow edge
TLV MJUST NOT be used by the peer to acknow edge the recei pt of other
types of PAGCs.

Pl ease see Appendix A 1 for an exanpl e of packet exchanges to
provi sion a Tunnel PAC.

4.2. PAC TLV For mat

The PAC TLV provides support for provisioning the Protected Access
Credential (PAC) defined within [ RFC4851]. The PAC TLV carries the
PAC and related information within PAC attribute fields.
Additionally, the PAC TLV MAY be used by the peer to request

provi sioning of a PAC of the type specified in the PAC Type PAC
attribute. The PAC TLV MJUST only be used in a protected tunnel
provi ding encryption and integrity protection. A general PAC TLV
format is defined as follows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
|MR| TLV Type | Length |
I S i o T s S S S e s s T
| PAC Attributes...
B i aT T e e o S o S S S I T et sl o ST S S S S S S
M
0 - Non-mandatory TLV
1 - Mandatory TLV
R
Reserved, set to zero (0)
TLV Type
11 - PAC TLV
Length

Two octets containing the length of the PAC attributes
field in octets.

PAC Attri butes

Alist of PAC attributes in the TLV fornat.
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Each PAC attribute in a PAC TLV is formatted as a TLV defi ned as

foll ows:

0

1 2

3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

Type

| Length

i S T i S S T S AT S A A S S S R S

Val ue. .

T T S S e e T S S U S R Tk ok e

Type

The Type field is two octets,

Al | ocat ed

POO~NOOUITRAWNE

0

Lengt h

Val

Types i ncl ude:

PAC- Key

PAC- Opaque
PAC-Lifetine

A-1D

I-1D

Reserved

A-IDInfo

PAC- Acknow edgenent
PAC- 1 nfo

- PAC Type

denoting the attribute type.

Two octets containing the length of the Value field in

octets.

ue

The val ue of the PAC attri bute.

4.2.2. PAC Key

The PAC-Key is a secret key distributed in a PAC attribute of type
The PAC-Key attribute is included within the PAC TLV

whenever the server w shes to issue or renew a PAC t hat
key such as a Tunne

PAC- Key.

string,

the issuer of the credential,

Identifi

Cam W nget ,

which is 32 octets in |ength.

er (A-ID).

et al.

is bound to a

PAC. The key is a random y generated octet

I nf or mat i onal

The generator of this key is
which is identified by the Authority
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s

I I
~ Key ~
I I
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
Type
1 - PAC Key
Length

2-octet length indicating a 32-octet key
Key
The val ue of the PAGC Key.
4.2.3. PAC Opaque

The PAC- Opaque attribute is included within the PAC TLV whenever the
server wishes to issue or renew a PAC or the client w shes to present
a User Authorization PACto the server.

The PAC- Opaque is opaque to the peer and thus the peer MJST NOT
attenpt to interpret it. A peer that has been issued a PAC Opaque by
a server stores that data and presents it back to the server
according to its PAC Type. The Tunnel PAC is used in the CientHello
Sessi onTi cket extension field defined in [ RFC5077]. |If a peer has
opaque data issued to it by multiple servers, then it stores the data
i ssued by each server separately according to the A-ID. This
requirenent allows the peer to maintain and use each opaque datum as
an i ndependent PAC pairing, with a PAC Key napping to a PAC Opaque
identified by the A-ID. As there is a one-to-one correspondence

bet ween the PAC Key and PAC- Opaque, the peer determ nes the PAC- Key
and correspondi ng PAC- Opaque based on the A-1D provided in the EAP-
FAST/ Start message and the A-1D provided in the PAC-Info when it was
provi sioned with a PAC Opaque.

The PAC- Opaque attribute format is summari zed as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s
| val ue ...

R e o T T e S S T ol S i T S s ik i I S I S S R S R

Type
2 - PAC Opaque
Lengt h

The Length filed is two octets, which contains the | ength of
the Value field in octets.

Val ue

The Value field contains the actual data for the PAC Opaque.
It is specific to the server inplenentation.

4.2.4. PACInfo

The PAC-Info is conprised of a set of PAC attributes as defined in
Section 4.2.1. The PAG Info attribute MJST contain the A-ID, A-ID
Info, and PAC Type attributes. Oher attributes MAY be included in
the PAC-Info to provide nore information to the peer. The PAC-Info
attribute MJUST NOT contain the PAC Key, PAC Acknow edgenent, PAC
Info, or PAC-Opaque attributes. The PAC Info attribute is included
within the PAC TLV whenever the server wi shes to issue or renew a
PAC.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Attributes. ..
el i I e i it T e e e e i i T o S e e S e T R R

Type
9 - PACGINnfo

Cam W nget, et al. I nf or mat i onal [ Page 18]



RFC 5422
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2-octet Length field containing the Iength of the attributes
field in octets.

Attributes

The attributes field contains a list of PAC attributes. Each
mandat ory and optional field type is defined as foll ows:

3 -

Cam W nget ,

PAC- LI FETI ME

This is a 4-octet quantity representing the expiration tine
of the credential expressed as the number of seconds,

excl udi ng | eap seconds, after mdnight UTC, January 1, 1970.
This attribute MAY be provided to the peer as part of the
PAC- | nf 0.

A-1D

The A-IDis the identity of the authority that issued the
PAC. The A-IDis intended to be unique across all issuing
servers to avoid nanespace collisions. The A- 1D is used by
the peer to determ ne which PACto enploy. The A-IDis
treated as an opaque octet string. This attribute MJST be
included in the PAC-Info attribute. The A-1D MJST match the
A-1D the server used to establish the tunnel. Since many
exi sting inplenentations expect the A-IDto be 16 octets in
length, it is RECOMMENDED that the length of an A-1D be 16
octets for maxi muminteroperability. One nethod for
generating the A-1IDis to use a high-quality random nunber
generator to generate a 16-octet random nunmber. An
alternate met hod woul d be to take the hash of the public key
or public key certificate belonging a server represented by
the A-1D.

I-1D

Initiator identifier (1-1D) is the peer identity associated
with the credential. This identity is derived fromthe

i nner EAP exchange or fromthe client-side authentication
during tunnel establishnment if inner EAP nethod

aut hentication is not used. The server enploys the I-1Din
t he EAP- FAST phase 2 conversation to validate that the same
peer identity used to execute EAP-FAST phase 1 is al so used
in at mninmmone inner EAP nethod in EAP-FAST phase 2. |If
the server is enforcing the I-1D validation on the inner EAP
nmet hod, then the |-1D MJST be included in the PAC-Info, to
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4.

2.

enabl e the peer to also enforce a uni que PAC for each unique
user. |If the I-IDis mssing fromthe PACInfo, it is
assuned that the Tunnel PAC can be used for multiple users
and the peer will not enforce the uni que-Tunnel - PAC per - user

policy.

~
1

A-I1D-Info

Authority ldentifier Information is intended to provide a
user-friendly nane for the A-ID. It nmay contain the
enterprise nane and server name in a human-readabl e fornat.
This TLV serves as an aid to the peer to better informthe
end-user about the A-ID. The nane is encoded in UTF-8

[ RFC3629] format. This attribute MJUST be included in the
PAC- | nf 0.

10 - PAC-type

The PAC-Type is intended to provide the type of PAC. This

attribute SHOULD be included in the PAC-Info. |If the PAC

Type is not present, then it defaults to a Tunnel PAC (Type
1).

5.  PAC- Acknow edgenment TLV

The PAC- Acknow edgenent is used to acknow edge the receipt of the
Tunnel PAC by the peer. The peer includes the PAC Acknow edgenent
TLV in a PAC-TLV sent to the server to indicate the result of the
processing and storing of a newy provisioned Tunnel PAC. This TLV
is only used when Tunnel PAC is provisioned.

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length |
I S i o T s S S S e s s T
| Resul t |

i i i S S S S S S S
Type
8 - PAC- Acknow edgenent
Lengt h

The length of this field is two octets containing a value of 2.
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Resul t
The resulting value MJST be one of the foll ow ng:

1 - Success
2 - Failure

4.2.6. PAC Type TLV

The PAC-Type TLV is a TLV intended to specify the PAC type. It is
included in a PAC-TLV sent by the peer to request PAC provisioning
fromthe server. |Its format is described bel ow

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length |
I S i o T s S S S e s s T
| PAC Type |

i i i S S S S S S S
Type
10 - PAC- Type
Lengt h
2-octet Length field with a value of 2
PAC Type

This 2-octet field defines the type of PAC being requested or
provi sioned. The follow ng val ues are defi ned:

1 - Tunnel PAC
2 - Machi ne Aut henticati on PAC
3 - User Authorization PAC

4.3. Trusted Server Root Certificate
Server-Trusted-Root TLV facilitates the request and delivery of a
trusted server root certificate. The Server-Trusted-Root TLV can be

exchanged in regul ar EAP- FAST aut henticati on node or provisioning
mode. The Server-Trusted-Root TLV is always marked as optional, and
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cannot be responded to with a Negative Acknow edgenent (NAK) TLV.
The Server-Trusted-Root TLV MJST only be sent as an inner TLV (inside
the protection of the tunnel).

After the peer has determined that it has successfully authenticated

the EAP server and validated the Crypto-Binding TLV, it MAY send one
or nmore Server-Trusted-Root TLVs (rmarked as optional) to request the
trusted server root certificates fromthe EAP server. The EAP server
MAY send one or nore root certificates with a Public Key

Crypt ographi ¢ System #7 (PKCS#7) TLV inside Server-Trusted-Root TLV.

The EAP server MAY al so choose not to honor the request. Please see
Appendi x A. 3 for an exanple of a server provisioning a server trusted
root certificate.

4.3.1. Server-Trusted-Root TLV

The Server-Trusted-Root TLV allows the peer to send a request to the
EAP server for a list of trusted roots. The server may respond with
one or nmore root certificates in PKCS#7 [ RFC2315] fornmat.

If the EAP server sets the credential format to PKCS#7- Server -
Certificate-Root, then the Server-Trusted-Root TLV should contain the
root of the certificate chain of the certificate issued to the EAP
server packaged in a PKCS#7 TLV. |If the Server certificate is a
self-signed certificate, then the root is the self-signed
certificate.

If the Server-Trusted-Root TLV credential format contains a val ue
unknown to the peer, then the EAP peer should ignore the TLV.

The Server-Trusted-Root TLV is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| MR TLV Type | Lengt h |
i e L s a T e ko o S Sl SR R S S
| Credenti al - For mat | Cred TLVs. ..
B b T i T il o Tk s I S S T S S S S S S i S
M
0 - Non-mandatory TLV
R

Reserved, set to zero (0)
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4. 3.

TLV Type
18 - Server-Trusted-Root TLV [ RFC4851]
Length
>=2 octets
Credenti al - For nat

The Credential-Format field is two octets.
Val ues i ncl ude:

1 - PKCS#7-Server-Certificate-Root
Cred TLVs

This field is of indefinite length. It contains TLVs
associated with the credential format. The peer may
|l eave this field enpty when using this TLV to request
server trust roots.

2. PKCS#7 TLV

The PKCS#7 TLV is sent by the EAP server to the peer inside the
Server-Trusted-Root TLV. It contains PKCS#7-w apped [ RFC2315] X. 509
certificates. The format consists of a certificate or certificate
chain in a Certificates-Only PKCS#7 Si gnedData nessage as defined in
[ RFC2311] .

The PKCS#7 TLV is always marked as optional, which cannot be
responded to with a NAK TLV. EAP-FAST server inplenentations that
claimto support the dynamic provisioning defined in this docunent
SHOULD support this TLV. EAP-FAST peer inplenentations MAY support
this TLV.

If the PKCS#7 TLV contains a certificate or certificate chain that is
not acceptable to the peer, then the peer MJST ignore the TLVW.

The PKCS#7 TLV is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

|MR| TLV Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| PKCS #7 Data. . .

s SURT I A R T S DR S L
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5.

M
0 - Optional TLV
R
Reserved, set to zero (0)
TLV Type
20 - PKCS#7 TLV [ RFC4851]
Lengt h
The I ength of the PKCS #7 Data field.
PKCS #7 Data

This field contains the X 509 certificate or certificate chain
in a Certificates-Only PKCS#7 Si gnedData nessage.

| ANA Consi der ati ons

This section explains the criteria to be used by the | ANA for

assi gnnent of Type value in the PAC attribute, the PAC Type value in
the PAC- Type TLV, and the Credential -Format value in the Server-
Trust ed- Root TLV. The "Specification Required" policy is used here
with the nmeaning defined in BCP 26 [ RFC5226].

A registry of values, named "EAP- FAST PAC Attribute Types", has been
created for the PAC attribute types. The initial values that
popul ate the registry are:

- PAC- Key

- PAC- Opaque

- PAC-Lifetine

- AID

- 1-1D

Reserved

- AlDInfo

- PAC- Acknowl edgenent
- PAC-Info

- PAC- Type

QOO ~NOUA,WNE
1

=

Values from 11l to 63 are allocated for nmanagenent by Ci sco. Val ues
64 to 255 are assigned with a "Specification Required" policy.
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A registry of values, nanmed "EAP-FAST PAC Types", has been created
for PAC- Type val ues used in the PAC Type TLV. The initial values
that popul ate the registry are:

1 - Tunnel PAC
2 - Machi ne Aut henticati on PAC
3 - User Authorization PAC

Values from4 to 63 are allocated for managenent by Cisco. Values 64
to 255 are assigned with a "Specification Required" policy.

A registry of values, naned "EAP-FAST Server-Trusted- Root Credentia
Format Types", has been created for Credential - Format val ues used in
the Server-Trusted-Root TLV. The initial values that popul ate the
registry are:

1 - PKCS#7-Server-Certificate-Root

Values from2 to 63 are allocated for managerment by Cisco. Values 64
to 255 are assigned with a "Specification Required" policy.

6. Security Considerations
The Dynani ¢ Provi sioni ng EAP- FAST protocol shares the sanme security
considerations outlined in [ RFC4851]. Additionally, it also has its
uni que security considerations described bel ow

6.1. Provisioning Mdes and Man-in-the-M ddle Attacks
EAP- FAST can be invoked in two different provisioning nodes: Server-
Aut henti cated Provi si oni ng Mode and Server - Unaut henti cat ed
Provi si oning Mbde. Each node provides different |evels of resistance
to man-in-the-mddl e attacks. The following list identifies sone of
the problens associated with a man-in-the-mddl e attack

o Disclosure of secret information such as keys, identities, and
credentials to an attacker

0 Spoofing of a valid server to a peer and the distribution of false
credentials

o Spoofing of a valid peer and receiving credentials generated for
t hat peer

o Denial of service

Cam W nget, et al. I nf or mat i onal [ Page 25]



RFC 5422 Dynam ¢ Provi si oni ng Usi ng EAP- FAST March 2009

6.1.1. Server-Authenticated Provisioning Mdde and Man-in-the-M ddl e
Att acks

In Server-Authenticated Provisioning Mde, the TLS handshake assures
protected communi cations with the server because the peer nust have
been securely pre-provisioned with the trust roots and/or other

aut hentication informati on necessary to authenticate the server
during the handshake. This pre-provisioning step prevents an
attacker frominserting thenselves as a man-in-the-niddl e of the
conmmuni cations. Unfortunately, secure pre-provisioning can be
difficult to achieve in many environnents.

Crypt ographi ¢ bindi ng of inner authentication nechanisns to the TLS
tunnel provides additional protection from man-in-the-mddle attacks
resulting fromthe tunneling of authentication nmechanisns.

Server - Aut henti cated Provi sioni ng Mode provides a hi gh degree of
protection from man-in-the-mddle attacks.

6.1.2. Server-Unaut henticated Provisioning Mode and Man-in-the-M ddl e
Att acks

I n Server-Unaut henti cated Provisioning Mdde, the TLS handshake does
not assure protected conmuni cations with the server because either an
anonynous handshake is negotiated or the peer |acks the necessary
information to conplete the authentication of the server. This

all ows an attacker to insert itself in the mddle of the TLS
communi cati ons.

EAP- FAST Server - Unaut henti cated Provi sioning Mde nitigates the nman-
in-the-mddle attack through the follow ng techni ques:

o Binding the phase 2 authentication nethod to secret val ues derived
fromthe phase 1 TLS exchange:

In the case of EAP-FAST- MSCHAPv2 used with an anonynous Diffie-
Hel | man ci phersuite, the chall enges for the EAP-FAST- MSCHAPv2
exchange are derived fromthe TLS handshake and are not
transmtted within the EAP- FAST- MSCHAPv2 exchange. Since the man-
in-the-mddl e attack does not know these challenges, it cannot
successfully inpersonate the server w thout cracking the EAP-FAST-
MSCHAPv2 nessage fromthe peer before the peer tines out.

o Cryptographic binding of secret values derived fromthe phase 2

aut henti cati on exchange with secret val ues derived fromthe phase
1 TLS exchange:
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Thi s makes use of the cryptographic bindi ng exchange defined
wi t hi n EAP- FAST to di scover the presence of a man-in-the-mddle
attack by binding secret information obtained fromthe phase 2
EAP- FAST- MSCHAPv2 exchange with secret information fromthe phase
1 TLS exchange.

Wiile it would be sufficient to only support the cryptographic
binding to nmtigate the MTM the binding of the EAP-FAST- MSCHAPv2
random chal | enge derivations to the TLS key agreenent protocol

enabl es early detection of a man-in-the-mddle attack. This guards
agai nst adversaries who may ot herw se relay the inner EAP

aut henti cati on nmessages between the true peer and server, and it
enforces that the adversary successfully respond with a valid
chal | enge response

The ciphersuite used to establish phase 1 of the Server-

Unaut henti cat ed Provi sioni ng Mode MJUST be one in which both the peer

and server provide contribution to the derived TLS master Kkey.

Ci phersuites that use RSA key transport do not meet this requirenent.
The aut henti cated and anonynous ephemneral Diffie-Hellman ciphersuites
provide this type of key agreenent.

Thi s docunent specifies EAP-FAST- MSCHAPv2 as the inner authentication
exchange; however, it is possible that other inner authentication
mechani sms to authenticate the tunnel may be devel oped in the future.
Since the strength of the man-in-the-mddle protection is directly
dependent on the strength of the inner nmethod, it is RECOMVENDED t hat
any inner nethod used provide at | east as nuch resistance to attack
as EAP- FAST- MSCHAPv2. C eartext passwords MJUST NOT be used in

Server - Unaut henti cated Provisioning Mode. Note that an active man-
in-the-m ddl e attack may observe phase 2 authentication nethod
exchange until the point that the peer determi nes that authentication
mechanismfails or is aborted. This allows for the disclosure of
sensitive information such as identity or authentication protoco
exchanges to the nman-in-the-niddl e attack

6.2. Dictionary Attacks

It is often the case that phase 2 authentication nmechanisns are based
on password credentials. These exchanges may be vul nerable to both
online and off-line dictionary attacks. The two provisioning nodes
provi de various degrees of protection fromthese attacks.

In online dictionary attacks, the attacker attenpts to discover the
password by repeated attenpts at authentication using a guessed
password. Neither node prevents this type of attack by itself.

| mpl enent ati ons should provide controls that Iimt how often an
attacker can execute authentication attenpts.
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In off-line dictionary attacks, the attacker captures information
that can be processed off-line to recover the password. Server-

Aut hent i cated Provisioning Mbde provides effecting mtigation because
the peer will not engage in phase 2 authentication wthout first

aut henticating the server during phase 1. Server-Unauthenticated
Provi sioning Mbde is vulnerable to this type of attack. |If, during
phase 2 authentication, a peer receives no response or an invalid
response fromthe server, then there is a possibility there is a man-
in-the-mddle attack in progress. Inplenentations SHOULD | og these
events and, if possible, provide warnings to the user

I npl enentati ons are al so encouraged to provide controls, which are
appropriate to their environnment, that limt how and where Server-
Unaut henti cated Provi sioning Mode can be perforned. For exanple, an
inmplementation may limt this node to be used only on certain
interfaces or require user intervention before allowing this node if
provi si oni ng has succeeded in the past.

Anot her mitigation technique that shoul d not be overlooked is the
choi ce of good passwords that have sufficient conplexity and | ength
and a password-changi ng policy that requires regular password
changes.

6.3. Considerations in Selecting a Provisioning Mde

Si nce Server-Aut henticated Provisioning Mdde provides nuch better
protection from attacks than Server-Unaut henticated Provisioning
Mode, Server-Authenticated Provisioning Mode SHOULD be used whenever
possi bl e. The Server-Unaut henticated Provisioning Mdde provides a
vi abl e option as there may be depl oynents that can physically confine
devices during the provisioning or are willing to accept the risk of
an active dictionary attack. Further, it is the only option that
enabl es zero-touch provisioning and facilitates sinpler deployments
requiring little to no peer configuration. The peer MAY choose to
use alternative secure out-of-band nechanisns for PAC provisioning
that afford better security than the Server Unauthenticated

Provi si oni ng Mode.

6.4. Diffie-Hellmn G oups

To encourage interoperability inplenentations of EAP-FAST, anonynous
provi si oni ng nodes MJST support the 2048-bit group "14" in [ RFC3526].

6.5. Tunnel PAC Usage
The basic usage of the Tunnel PACis to establish the TLS tunnel. In
this operation, it does not have to provide user authentication as

user authentication is expected to be carried out in phase 2 of EAP-
FAST. The EAP-FAST Tunnel PAC MAY contain information about the
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identity of a peer to prevent a particular Tunnel PAC from being used
to establish a tunnel that can perform phase 2 authentication other
peers. Wile it is possible for the server to accept the Tunnel PAC
as authentication for the peer, many current inplenentations do not
do this. The ability to use PAC to authenticate peers and provide
aut hori zations will be the subject of a future document. [RFC5077]

gi ves an exanpl e PAC- Opaque format in the Reconmended Ti cket
Construction section.

6.6. Machi ne Authentication PAC Usage

In general, the Machine Authorization PAC is expected to provide the
m ni mum access required by a machine without a user. This wll
typically be a subset of the privilege a registered user has. The
server provisioning the PAC should include information necessary to
validate it at a later point in tine. This would include expiration
informati on. The Machi ne Aut hentication PAC includes a key so it can
be used as a Tunnel PAC. The PAC-Key MJUST be kept secret by the
peer.

6.7. User Authorization PAC Usage

The User Authorization PAC provides the privilege associated with a
user. The server provisioning the PAC should include the information
necessary to validate it at a later point in tine. This includes
expiration and other information associated with the PAC. The User
Aut hori zation PAC is a bearer credential such that it does not have a
key that used to authenticate its ownership. For this reason, this
type of PAC MJUST NOT be sent in the clear. For additiona

protection, the PAC MAY be bound to a Tunnel PAC used to establish
the TLS tunnel. On the peer, the User Authorization PAC SHOULD only
be accessible by the user for which it is provisioned.

6.8. PAC Storage Considerations

The main goal of EAP-FAST is to protect the authentication stream
over the nedia |link. However, host security is still an issue. Sone
care should be taken to protect the PAC on both the peer and server.
The peer nust securely store both the PAC Key and PAC- Opaque, while
the server nust secure storage of its security association context
used to consunme the PAC-Qpaque. Additionally, if alternate
provisioning is enployed, the transportation nmechani smused to

di stribute the PAC nust al so be secured.
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Most of the attacks described here would require sonme |level of effort
to execute: conceivably greater than their value. The main focus
therefore, should be to ensure that proper protections are used on
both the peer and server. There are a nunber of potential attacks
that can be considered agai nst secure key storage such as:

0 Weak Passphrases

On the peer side, keys are usually protected by a passphrase. In
sonme environnents, this passphrase may be associated with the
user’'s password. In either case, if an attacker can obtain the

encrypted key for a range of users, he nmay be able to successfully
attack a weak passphrase. The tools are already in place today to
enabl e an attacker to easily attack all users in an enterprise

envi ronment through the use of email viruses and ot her techniques.

0 Key Finding Attacks

Key finding attacks are usually nentioned in reference to web
servers where the private Secure Socket Layer (SSL) key may be
stored securely, but at some point, it nmust be decrypted and
stored in systemnenory. An attacker with access to system nenory
can actually find the key by identifying their mathenati cal
properties. To date, this attack appears to be purely theoretica
and primarily acts to argue strongly for secure access controls on
the server itself to prevent such unauthorized code from
executi ng.

0 Key duplication, Key substitution, Key nodification

Once keys are accessible to an attacker on either the peer or
server, they fall under three forms of attack: key duplication,
key substitution, and key nodification. The first option would be
the nost conmmon, allowi ng the attacker to masquerade as the user
in question. The second option could have sone use if an attacker
could inmplement it on the server. Alternatively, an attacker
could use one of the latter two attacks on either the peer or
server to force a PAC re-key, and take advantage of the potentia
M TM di ctionary attack vulnerability of the EAP-FAST Server-

Unaut henti cat ed Provi si oni ng Mde.

Anot her consideration is the use of secure nmechani sns afforded by the
particul ar device. For instance, sone |aptops enable secure key
storage through a special chip. It would be worthwhile for

i npl ementations to explore the use of such a mechani sm
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6.9. Security Cains

The [ RFC3748] security clains for EAP-FAST are given in Section 7.8
of [RFC4851]. Wen using anonynous provisioning node, there is a
greater risk of off-line dictionary attack since it is possible for a
man-in-the-mddle attack to capture the beginning of the inner EAP-
FAST- MSCHAPv2 conversation. However, as noted previously, it is
possible to detect the man-in-the-m ddl e attack.
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Appendi x A.  Exanpl es
A 1. Example 1: Successful Tunnel PAC Provi sioning

The foll owi ng exchanges show anonynmous DH with a successful EAP-FAST-
MSCHAPv2 exchange within phase 2 to provision a Tunnel PAC. The
conversation will appear as foll ows:

Aut hent i cati ng Peer Aut hent i cat or
<- EAP-Request/ldentity
EAP- Response/
Identity (MyID1) ->
<- EAP- Request / EAP- FAST,
(S=1, A-1D)

EAP- Response/ EAP- FAST
(TLS Cdient Hello without
PAC- Opaque i n SessionTi cket extension)->

<- EAP- Request/ EAP- FAST
(TLS Server Hell o,
TLS Server Key Exchange
TLS Server Hell o Done)

EAP- Response/ EAP- FAST
(TLS dient Key Exchange
TLS Change Ci pher Spec

TLS Fi ni shed) ->

<- EAP- Request/ EAP- FAST
( TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV
(EAP- Request /Il dentity))

/1 TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wi t hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked on the TLS Fini shed as
Application Data and protected by the TLS tunnel
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EAP Payl oad TLV
( EAP- Response/ l dentity) ->

<- EAP Payl oad TLV
( EAP- Request / EAP- FAST- MSCHAPv 2
(Chal | enge))

EAP Payl oad TLV
( EAP- Response/ EAP- FAST- MSCHAPv 2
(Response)) ->

<- EAP Payl oad TLV

( EAP- Request / EAP- FAST- MSCHAPv 2)
(Success))

EAP Payl oad TLV

( EAP- Response/ EAP- FAST- MSCHAPv 2

(Success)) ->
<- Internediate Result TLV(Success)

Crypt o- Bi ndi ng- TLV (Ver si on=1,
EAP- FAST Version=1, Nonce,
ConpoundMAC)

I nternedi ate Result TLV (Success)
Crypt o- Bi ndi ng- TLV (Versi on=1,
EAP- FAST Versi on=1, Nonce,
ConpoundMAC)
PAC- TLV (Type=1)
<- Result TLV (Success)
PAC TLV

Result TLV (Success)
PAC Acknow edgnent ->

TLS channel torn down
(messages sent in cleartext)

<- EAP-Failure
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A. 2. Exanple 2: Failed Provisioning

The foll owi ng exchanges show a fail ed EAP- FAST- MSCHAPv2 exchange
wi thin phase 2, where the peer failed to authenticate the server.
The conversation will appear as foll ows:

Aut henti cating Peer Aut hent i cat or
<- EAP-Request/ldentity
EAP- Response/
ldentity (MyID1) ->
<- EAP- Request/ EAP- FAST
(s=1, A-1D)

EAP- Response/ EAP- FAST
(TLS Cient Hello wthout
Sessi onTi cket extension)->

<- EAP- Request/ EAP- FAST
(TLS Server Hello
TLS Server Key Exchange
TLS Server Hell o Done)
EAP- Response/ EAP- FAST
(TLS dient Key Exchange
TLS Change G pher Spec,
TLS Fi ni shed) ->

<- EAP- Request/ EAP- FAST
( TLS change_ci pher _spec,
TLS fi ni shed,
EAP- Payl oad- TLV
(EAP- Request /Il dentity))

/1 TLS channel established
(Subsequent nessages sent within the TLS channel,
encapsul at ed wit hi n EAP- FAST)

/1 First EAP Payload TLV is piggybacked on the TLS Fi ni shed as
Application Data and protected by the TLS tunnel
EAP Payl oad TLV
( EAP- Response/ I dentity)->
<- EAP Payl oad TLV

( EAP- Request / EAP- FAST- MSCHAPv 2
(Chal | enge))

Cam W nget, et al. I nf or mat i onal [ Page 35]



RFC 5422 Dynam ¢ Provi si oni ng Usi ng EAP- FAST March 2009

EAP Payl oad TLV
( EAP- Response/ EAP- FAST- MSCHAPv 2
(Response)) ->

<- EAP Payl oad TLV
( EAP- Request EAP- FAST- MSCHAPv2
(Success))

/1 peer failed to verify server MSCHAPv2 response
EAP Payl oad TLV

( EAP- Response/ EAP- FAST- MSCHAPv 2

(Failure)) ->

<- Result TLV (Failure)

Result TLV (Failure) ->
TLS channel torn down
(messages sent in cleartext)

<- EAP-Failure
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A. 3. Exanple 3: Provisioning an Authentication Server’s Trusted Root
Certificate

The foll owi ng exchanges show a successful provisioning of a server
trusted root certificate using anonynous DH and EAP- FAST- MSCHAPv2
exchange within phase 2. The conversation will appear as follows:

Aut hent i cati ng Peer Aut hent i cat or
<- EAP- Request/
ldentity

EAP- Response/

Identity (MyID1) ->
<- EAP- Requese/ EAP- FAST
(s=1, A-1D)

EAP- Response/ EAP- FAST
(TLS dient Hello without
Sessi onTi cket extension)->
<- EAP- Request/ EAP- FAST
(TLS Server Hell o,
(TLS Server Key Exchange
TLS Server Hell o Done)

EAP- Response/ EAP- FAST
(TLS dient Key Exchange
TLS Change G pher Spec,
TLS Fini shed) ->

<- EAP- Request/ EAP- FAST
(TLS Change G pher Spec
TLS Fi ni shed)
( EAP- Payl oad- TLV(
EAP- Request/ I dentity))

/1 TLS channel established
(messages sent within the TLS channel)

/1 First EAP Payload TLV is piggybacked on the TLS Fi nished as
Application Data and protected by the TLS tunnel

EAP- Payl oad TLV
(EAP- Response/ I dentity) ->

<- EAP Payl oad TLV

( EAP- Request / EAP- FAST- MSCHAPv 2
(Chal | enge))
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EAP Payl oad TLV
( EAP- Response/ EAP- FAST- MSCHAPv 2
(Response)) ->

<- EAP Payl oad TLV
( EAP- Request / EAP- FAST- MSCHAPv 2
(success))

EAP Payl oad TLV
( EAP- Response/ EAP- FAST- MSCHAPv 2
(Success) ->

<- Intermediate Result TLV(Success)
Crypto-Bi nding TLV (Version=1,
EAP- FAST Version=1, Nonce,
ConpoundNVAQC) ,

I nternedi ate Result TLV(Success)

Crypt o- Bi nding TLV (Version=1

EAP- FAST Versi on=1, Nonce,

ConpoundMAC)

Server - Trust ed- Root TLV

(Type = PKCS#7) ->

<- Result TLV (Success)

Server - Trust ed- Root TLV
(PKCs#7 TLV)

Result TLV (Success) ->

/1 TLS channel torn down
(messages sent in cleartext)

<- EAP-Failure
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