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Abstract

The popul arity of wireless |ocal area networks (WANs) has led to

wi despread depl oynents across different establishnments. It has al so
translated into an increasing scale of the WLANs. Large-scale

depl oynents nmade of |arge nunbers of wireless term nation points
(WIPs) and covering substantial areas are increasingly conmon.

The Wreless LAN Control Protocol (W CoP) described in this docunent
all ows for the control and provisioning of |arge-scale W.ANs. |t
enabl es central managenent of these networks and realizes the

obj ectives set forth for the Control And Provisioning of Wrel ess
Access Poi nts ( CAPWAP)

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for the historical record.

Thi s docunent defines a Historic Docunent for the Internet conmmunity.
This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5414
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| ESG Not e

Thi s RFC docunents the W CoP protocol as it was when subnitted to the
| ETF as a basis for further work in the CAPWAP Wor ki ng Group, and
therefore it may resenble the CAPWAP protocol specification in RFC
5415, as well as other IETF work. This RFC is being published solely
for the historical record. The protocol described in this RFC has
not been thoroughly reviewed and nay contain errors and om ssions.

RFC 5415 docunents the standards track solution for the CAPWAP

Wor ki ng Group and obsol etes any and all nechani sns defined in this
RFC. This RFCitself is not a candidate for any |evel of Internet
St andard and should not be used as a basis for any sort of Internet
depl oynent .

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http:trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1.

I nt roducti on

The popul arity of wireless |ocal area networks (WANs) has led to
nunerous but inconpatible designs and sol utions. The CAPWAP
Architecture Taxonony [RFC4118] describes nmajor variations of these
designs. Anong them the Local MAC (Media Access Control) and Split
MAC architecture designs are notable categories.

Wrel ess LAN Control Protocol (W CoP) recognizes the mgjor
architecture designs and presents a common platformon which W.AN
entities of different designs can be accommpdated. This enables
interoperability anmong wirel ess termnation points (WPs) and W.AN
access controllers (ACs) of distinct architecture designs. W CoP
therefore allows for cost-effective W.AN expansions. It can al so
acconmodat e future devel opments in W.LAN technol ogies. Figure 1
illustrates the WCoP operational structure in which distinct contro
el ements are utilized for Local MAC and Split MAC WIPs.

W CoP al so addresses the increasing trend of shared infrastructure
W.ANs. Here, W.AN nmanagement needs to distinguish and isolate
control for the different |ogical groups sharing a single physica
WLAN. W CoP manages WLANs t hrough a series of tunnels that separate
traffic based on | ogi cal groups.

The W CoP operational structure in Figure 1 shows that each WIP uses
a nunber of tunnels to distinguish and separate traffic for contro
and for each |ogical group. The protocol allows for nmanagi ng W.ANs
in a manner consistent with the |ogical groups that share the

physi cal infrastructure.
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Local MAC WIP

R, + R, +
| | | | Logi cal G oups
| (=====Control Tunnel ======) |
| | | |
| | _ | | / /
| <=====|ogi cal G oup A=====> | / A |~~~
| | _ | | / / /
| <=====Logi cal G oup B=====> | e | ~~~~
| | | | / B / /
| <=====Logi cal G oup C=====> | e /
I I I I / c /
| | oo o e
| |
I I
| AC |
I I
| | Split MAC WIP
I I
| | +o-m- - + Logi cal G oups
I I I I
| [ =====Cont rol Tunnel ======] |
I I I I / /
| | _ | | [l ]~
| <=====logi cal Goup l=====> | / / /
| | | | /
| <=====Logi cal G oup 2=====> | / 2 |/
| | | s
dememaas + dememaas +
Figure 1

In Figure 1, W CoP establishes and operates control tunnels and

| ogi cal group tunnels between the AC and two types of WIPs. The
control tunnels are used to transport W CoP nessages dealing with the
configuration, monitoring, and managenment of WIPs as a physica

whol e. The | ogical group tunnels serve to separate traffic anong
each of the logical groups constituting a physical WP
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2. Term nol ogy
Thi s docunent follows the term nol ogi es of [RFC4118] and [ RFC4564].
3. Protocol Overview

The Wreless LAN Control Protocol (W CoP) focuses on enabling
interoperability in shared infrastructure W.ANs. It is designed for
use with different wireless technol ogies. This document provides
both the general operations of W CoP and al so specific use-cases with
respect to | EEE 802. 11- based systens.

The state nachine for WCoP is illustrated in Figure 2
o e e e e e e e e m e a oo - +
I I
| S + |
vV VvV | |
- + - + - +
. | ] o
| I'nitial- |-------- > Capabilities|-------- > Connection |
| ization | | Exchange | |
I I I I I [
- + - + - +
A A | |
I I I I
I I I I
I I I I
I I \Y I
I I AR +
| | | _ |
| e | Configur- | |
| | ation |
I I ||
| e +
I I I
I I I
I I I
I I I
I \Y I
| S S + |
I I ||
.. | | -+
| Operation
I I
o e oo - +
Figure 2
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The Initialization state represents the initial states of WIPs and
AC. A WP or ACin this state powers on, clears internal registers,
runs hardware self-tests, and resets network interfaces.

The Capabilities Exchange state represents initial protocol exchange
between a WIP and AC. A WIP in this state determ nes possible ACs
fromwhich it can recei ve managenent services. An ACin this state
determ nes the capabilities of the WIP and the WIP's conpatibility
with the managenent services it offers.

The Connection state represents the creation of a security
infrastructure between a WIP and AC. This invol ves nutual

aut hentication and the establishnent of a secure connection between
the WCoP entities

The Configuration state represents the exchange of |ong-term
operational paraneters and settings between a WIP and AC. A WIP in
this state receives configuration information to allowit to operate
consistently within the WLAN managed by the ACC. An ACin this state
provi des configuration information to the WIP based on the WIP' s
capabilities and network policies.

The Operation state represents the active exchange of W CoP

moni tori ng and nanagenent nessages. WPs send regul ar status updates
to and receive correspondi ng nmanagenent instructions fromthe AC
This state also involves firmvare and configuration updates arising
from changes in network conditions and adm ni strative policies.

4. W CoP For nat
W CoP uses separate packets for control and data nmessage transfer
bet ween the AC and WIPs. A common header is used for both types of

packets in which a single-bit flag distinguishes between them This
section presents the packet formats for W CoP packets

lino, et al. Historic [ Page 7]



RFC 5414 W CoP February 2010

4.1. W CoP Header

Figure 3 illustrates the W CoP comon header for control and data
packets.

0 31
| 7 15 23 |
| o R EEEEEEE R EEEEEEE R EEEEEEE |
| |
S T T T o +
| Ver si on IMD QR E FlL | Reserve |
I IRy i R T kT ISR +
| Fragment ID | Fragment No. | Lengt h |
S S oo o e e e e e e e e e oo oo o +

Figure 3

Version Field
This field indicates the protocol version.
"M Field

The MAC-type field, "M, distinguishes between Local MAC WIPs and
Split MAC WIPs. It is used to efficiently realize interoperability
between WIPs of the two different designs. A ’'0 value indicates
W CoP exchanges with a Split MAC WIP while a '1' val ue indicates

W CoP exchanges with a Local MAC WIP.

The presence of this classification bit in the WCoP comon header
serves to expedite processing of WCoP and W.AN traffic at the AC
Wth a single parsing of the W CoP conmmon header once, the AC will be
able to determne the appropriate processing required for the
particul ar W CoP packet.

"D Field

The differentiator field, "D, is used to distinguish between WP
variants within a type of WIP design. The CAPWAP Architecture
Taxonony [ RFC4118] illustrates that the Split MAC design all ows
encryption/decryption to be perfornmed at either the WIP or the AC
The Architecture Taxonony al so indicates that the Local MAC design
all ows authentication to take place at either the WIP or the AC.
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W CoP acknow edges t hese mmjor variants and acconmodat es them usi ng
the "D field in conjunction with the "M field. For a Split MAC
WP, the "D field is used to indicate |ocation of
encryption/decryption while for a Local MAC WIP, the 'D fieldis
used to indicate location of authentication. The follow ng table
hi ghli ghts their usage.

"M 'D Descri ption

0 0 Split MAC WIP - Encryption/decryption
is performed at WIP

0 1 Split MAC WIP - Encryption/decryption
is performed at AC

1 0 Local MAC WIP - Authentication is
performed by WP

1 1 Local MAC WIP - Authentication is

performed by AC

Similar to the 'M field, the presence of this classification in the
W CoP conmmon header hel ps expedite processing at the ACwith a single
parsing. By incorporating the classification bits in the W CoP
common header, where it is available for all packets of a session,
the AC processing can be expedited. Alternatively, the AC would have
to check each arriving packet against an internal register and
consequently del ay processing.

"C Field

This field distinguishes between a W CoP control and W CoP data
packet. Each type of information is tunneled separately across the
W CoP tunnel interfaces between WIPs and the ACC. A 'O value for the
"C field indicates a data packet, while a '1' value indicates a
control packet.

The 'C field is also used to assign W CoP packets to distinct data
and control tunnels between the AC and WIP. W CoP al so nai ntains
| ogi cal groups in WLAANs with the 'C field.

"R Field

The retransmission field, 'R, is used to differentiate between the
first and subsequent transm ssions of WCoP packets. The 'R field
is used for critical WCoP packets such as those relating to security
key exchanges. A '0" value for the 'R field indicates the first
transm ssion of a W CoP packet, while a 1" value indicates a
retransm ssion.
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"E Field

The encryption field, "E, is used to indicate if the WCoP packet is
encrypted between the AC and WIPs. The 'E field is used for those

W CoP packets that are exchanged during initialization. A0 value
i ndi cates the W CoP packet is unencrypted, while a '1' val ue

i ndi cates the packet is encrypted.

"F Field

The fragmentation field indicates if the packet is a fragnent of a

| arger packet. A ’'0 value indicates a non-fragmented packet while a
"1' value indicates a fragmented packet. The 'F, 'L, ’'Fragnent

ID, and 'Fragment No.’ fields are used together.

"L” Field

This field is used to indicate the last fragnent of a |arger packet.
It is only valid when the 'F field has a '1" value. A ’'0 value for
the "L’ field indicates the |last fragnent of a |arger packet while a
"1’ value indicates an internediate fragment of a |arger packet. The
"F, 'L, "Fragnent ID, and 'Fragnent No.' fields are used together
Fragnent ID Field

The Fragrment ID identifies the |arger packet that has been

fragmented. It is used to distinguish between fragments of different
| arge packets. This fieldis valid only when the "F field has a '1’
value. The "F, 'L, "Fragnent 1D, and 'Fragnent No.' fields are

used toget her.
Fragment No. Field

The fragment nunber field identifies the sequence of fragnents of a
| arger packet. The value of the Fragnent No. field is increnented
for each fragnent of a |larger packet so as to show the order of
fragments. This field is valid only when the '"F field has a ' 1
value. The 'F, 'L, 'Fragnent 1D, and 'Fragnment No.’ fields are
used toget her.

Length Field

This field specifies the Iength of the WCoP payl oad foll owi ng the
header .
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4.2. WCoP Control Packet

The W CoP control header follows the WCoP common header. It is
hi ghlighted in Figure 5.

0 31
| 7 15 23 |
EEREEEEI EEEEEES R EEEEES e REEEEES e REEEEES |
| |
Fom e Fom e e +
| Msg Type | Reserve | Seq Num |
oo oo o m e e +
| Msg El enent Length |

o e e e e e e e e e e aa o - +

Figure 5

The control packet adds four additional fields to the common header.
These are descri bed bel ow

Msg Type Field
The nessage type field specifies the type of control nessage

transported in the packet. The list of control messages is presented
in Section 5.2. 1.

Seq Num Field

The sequence nunber field is used to map W CoP request and response
sequences. The initiator of a WCoP request nessage increnments the
Seqg Num field for each new request message. The responder then uses
these values of the Seq Numfields in its correspondi ng response
messages.

Msg El ement Length Field

This field specifies the Iength in bytes of the subsequent W CoP
control mnessage el enent.
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1. WCoP Control

The |ist of W CoP control

Message

Messages

February 2010

messages i s shown bel ow

Capabilities

Capabi lities Response

Connecti on
Connecti on

Response

Confi guration Request

Confi gurati on Response
Configuration Data
Configuration Data Response
Configuration Trigger
Configuration Trigger Response
Feedback

Feedback Response

Reset

Reset Response

Fi r mvar e Downl oad

Fi r mvar e Downl oad Response
Term nal Addition

Termi nal Addition Response
Term nal Del etion

Term nal Del eti on Response
Key Configuration

Key Confi guration Response

Notification

Notification Response

2. W CoP Control

W CoP control

Message El ements

the follow ng table:

et al.

Hi storic

messages each include a control
by one or nore nessage el enents.

nmessage header foll owed

The nessage el ements are shown in
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WI'P- 1 nfo I nformation regardi ng WIPs, such as

manuf acturer I D, MAC address, etc.

I I I I
I I I I
I I I . . o I
| Cap-from WP | 2 | Quality-of-Service (QS) abilities |
| | | (WVME-Wreless Miltinedi a Extension) |
| | | and security abilities |
| | | (IEEE 802.11li) are included |
I I I I
| Conf-If-Data | 3 | Physical Layer (PHY) information for|
| | | each wireless interface |
I I I I
| Conf-WP-Dat a | 4 | I'nformation regarding | ogical |
| | | groups on a per-logical group basis |
| | | (e.g., per-virtual AP) |
I I I I
| Cap-to-WP | 5 | Setup data sent to WIPs by an AC on |
| | | a per-logical group basis |
I I I I
| QoS- Val ue | 6 | QoS setup (access categories) |
I I I I
| Timer-Init-Value | 7 | I'nitial values of timers such as |
| | | aging, echo interval, etc. |
I I I I
| Term nal - Dat a | 8 | Information relevant to wireless |
| | | termnals - Basic Service Set |
| | | Identifier (BSSID), association ID, |
| | o |
| BSSID | 9 | BSSID, and terninal MAC address |
I I I I
| Encryption-Data | 10 | Details of the security framework - |
| | | cipher suit, operation node, etc. |
I I I I
| EAP-Frame | 11 | Extensible Authentication Protocol |
| | | (EAP) frame |
I I I I
| Statistics | 12 | Various statistics information - |
| | | transmi ssion attenpts, Frane Check |
| | | Sequence (FCS) errors, etc. |
I I I I
| Interface-Error | 13 | Type of wireless interface failure |
I I I I
| FROM Error | 14 | Flash ROM Error information |
I I I I
| QS-Capability | 15 | Network congestion infornmation |
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I I I I
| TFTP-Dat a | 16 | Firmnare-rel ated details |
| | | |
| Result | 17 | Result of protocol operations - |
| | | success or failure |
I I I I
| OD | 18 | Sinple Network Managenent Protocol |
| | | (SNWMP) bject ldentifiers (O Ds) |
| | | |
| GTK-Fl ag | 19 | Determines type of G oup Tenporal |
| | | Key (GTK) - new or existing |
o e e oo Fom e oo o m e e e e e e e e e ee e +

Each nessage el enment conprises a nunber of information itenms that are
detailed below. The length of each information itemis specified in
byt es.

WI'P- | nf o:

Information included in the WIP-1nfo message el enment is provided on a
per-WP basis, i.e., each WIP exchanges one WIP-Info nessage el enent.

Fom e S g e +
| I'tem | Length | Syntax | Description |
oo N e oo +
| Manufacturer | 8 | DisplayString | Manufacturer 1D |
R . | |
| MAC Address | 6 | PhyAddress | WI'P MAC Address |
I I I I I
| Firnmware | 8 | DisplayString | Firmware version of |
| Version | | | WP |
| | | | |
| Start Tine | 4 | TinmeTicks | Starting time of WIP |
| | | | (UNIX Tine) |
oo S S Fom oo +

Cap-from WP:
Information included in the Cap-from WIP nessage el enent is provided

on a per-WP basis, i.e., each WIP exchanges one Cap-from WP nessage
el enent .
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e e oo Fome e o o e oo o e e eeeaaao - +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
| 802.11e Cap | 2 | Integer | Length of 802.1le |
| Length | | | capabilities |
I I I I I
| 802.11e | Variable | OCTETString | 802.11e capabilities |
| Capabilities | | | of WIP. If WP does |
| | | | not have such |
| | | | capabilities, this |
| | | | fieldis filled with |
I I I | 'O I
I I I I I
| 802.11i Cap | 2 | I'nteger | Length of 802. 11i |
| Length | | | capabilities |
I I I I I
| 802.11i | Variable | OCTETString | 802.11i capabilities |
| Capabilities | | | of WIP. If WIP does |
| | | | not have such |
| | | | capabilities,this |
| | | | fieldis filled with |
I I I | 0 I
I I I I I
| AuthType | 2 | OCTETString | Type of authentication |
| | | | nmechani sm used between |
| | | | WIPs and the AC |
o e e - TS o e o e e e e e e e e oo o - +
Conf - | f-Data

The Conf-I1f-Data nessage elenment relates to the wireless interface.
A WIP with many interfaces will include correspondi ng nunbers of
Conf-1f-Data message elenments within its control nessages to the AC
Conf-1f-Data nmessage el enents are indexed by the If IDinformation
item
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e e oo Fome e o o e oo o e e eeeaaao - +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
| If ID | 1 | Integer | Denotes identification |
| | | | of a wireless |
| | | | interface |
I I I I I
| Current | 1 | I'nteger | Current Power Level |
| Power | | | ("1 = Max; "2 = 1/2; |
| | | | "3 =1/4; "4 =1/8 |
I I I I I
| Radio | 1 | I'nteger | Radi o channel of |
| Channel | | | operation |
I I I I I
| 2Dot 4Mbde | 1 | I'nteger | Interface node in |
| | | | 2.4G4#. ("1 = IEEE |
| | | | 802.11b; '2' = | EEE |
| | | | 802.11g; '3 = Both) |
e e e - Fome e - o e oo o e e e eeee oo +

Conf - WIP- Dat a

Configuration information is provided on the basis of |ogical groups
such as virtual APs. There are nultiple Conf-WP-Data nessage

el ements to address the many | ogical groups within a W.AN nanaged by
W CoP. Conf-WP-Data nmessage el enments are i ndexed by the BSSID
information item

oo s S o a o Fom e e e e a e e oo +
| I'tem | Length | Syntax | Description |
o e e o - S o a o o +
BSSI D 6 OCTETSt ri ng BSSI D
ESSI D 32 OCTETSt ri ng Ext ended Service Set

I dentifier (ESSID)

BSSI D - 32 OCTETStri ng Mappi ng for | ogical
Tunnel I D groups across BSSI D

and W CoP tunnels
Beacon 1 I nt eger Time interval between
Peri od Beacon transm ssions
DTI M Peri od 1 I nt eger Delivery Traffic

I ndi cati on Message
(DTIM period of
Beacon transm ssions
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| AnyRejectFla | 1 | I'nteger | Flag indicating WP |
| g | | | rejection of any Probe

| | | | Request within any |
I I I | SSID- ("1 = I
| | | | Rejected; "2' = Not |
| | | | Rejected) |
I I I I I
| SSID Stealth | 1 | I'nteger | Flag indicating |
| Flag | | | inclusion of ESSID |
| | | | within Beacon Franes |
| | | | ("1 = ESSID included; |
| | | | "2 = ESSID not |
| | | | included) |
I I I I I
| Operation | 2 | I'nteger | Data rates supported

| Rate Set | | | by WIP for term nal |
| | | | being added using a |
| | | | 12-bit format for 1.1, |
| | | | 2.2, 3.55, 4.6, 5.9, |
| | | | 6.11, 7.12, 8.18, |
| | | | 9.24, 10.36, 11.48, |
| | | | and 12.54 Mops |
I I I I I
| Encryption | 1 | I'nteger | Encryption Type - |
| Type | | | &#65288;' 1 = OFF; "2’ |
| | | | = WEP40; '3 = WVEP104; |
| | | | "4 = WEP128) |
I I I I I
| Encryption | 16 | OCTETString | Static Encryption Key |
| Key I I I I
e e oo Fome e - o e oo o e e e ee oo +
Cap-t o- WP:

Capabilities information is provided on the basis of |ogical groups
such as virtual APs. So, there are nmultiple Cap-to-WP nessage

el ements to address the many | ogical groups within a W.AN nanaged by
W CoP. Conf-to-WP nmessage el enents are indexed by the BSSID
information item If |ogical groups are created by other neans,
their corresponding identifier is used as the index.
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e e oo Fome e o o e oo o e e eeeaaao - +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
| BSSID | 6 | OCTETString | BSSID |
I I I I I
| 802.11e Cap | 2 | I'nteger | Length of 802.11e |
| Length | | | capabilities |
I I I I I
| 802.11e | Variable | OCTETString | 802.11e capabilities |
| Capabilities | | | of WIP. |If WIP does |
| | | | not have such |
| | | | capabilities, this |
| | | | fieldis filled with |
I I I | 'O I
| | | | |
| 802.11i Cap | 2 | Integer | Length of 802. 11i |
| Length | | | capabilities |
I I I I I
| 802.11i | Variable | OCTETString | 802.11i capabilities |
| Capabilities | | | of WIP. |If WIP does |
| | | | not have such |
| | | | capabilities, this |
| | | | fieldis filled with |
I I I | 'O I
e e e - Fome e - o e oo o e e e ee oo +

QS- Val ue:

QoS paraneters are assigned for each |ogical group to address their
respective individual conditions and requirenments. QS-Val ue nessage
el ements are provided on a per-logical group basis. They are indexed
by the BSSID information item |If |ogical groups are created by

ot her neans, their corresponding identifier is used as the index.
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. I . T +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
BSSI D 6 OCTETSt ri ng BSSI D
WP AC_BE 2 I nt eger AC Par aneters Record

AC BE in WIP

I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| WIP AC BK | 2 | I'nteger | AC Paraneters Record |
| | | | AC BK in WP |
I I I I I
| WP AC VI | 2 | Integer | AC Parameters Record |
| | | | ACVI in WIP |
I I I I I
| WIP AC VO | 2 | I'nteger | AC Paraneters Record |
| | | | ACVOin WP |
I I I I I
| TE AC_BE | 2 | Integer | AC Parameters Record |
| | | | ACBE in termnals |
I I I I I
| TE AC BK | 2 | I'nteger | AC Paraneters Record |
| | | | ACBK in termnals |
I I I I I
| TE AC VI | 2 | I'nteger | AC Paraneters Record |
| | | | AC VI in termnals |
I I I I I
| TE AC VO | 2 | I'nteger | AC Paraneters Record |
| | | | ACVOin termnals |
oo s S o a o Fom e e e e a e e oo +

Ti mer -1 ni t-Val ue:

W CoP tiners are used for the WIP as a whole. So, the Tinmer-Init-
Val ue nessage elenment is provided on a per-WP basis.

lino, et al. Historic [ Page 19]



RFC 5414 W CoP February 2010

e e oo Fome e o o e oo o e e eeeaaao - +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
| BSSID | 6 | OCTETString | BSSID |
I I I I I
| Response | 4 | I'nteger | I'nitial value of |
| Timer | | | Response Tiner |
I I I I I
| Active | 4 | I'nteger | I'nitial value of |
| Presence | | | Active Presence Tiner

| Tiner I I I I
I I I I I
| Feedback | 4 | I'nteger | I'nitial value of |
| I'nterval | | | Feedback Interval |
| Timer | | | Timer |
R TS S o e e e e e e oo oo oo +

Ter m nal - Dat a:

The Term nal - Data nmessage el ement is applicable for both Local MAC
and Split MAC WIP designs. 1In the case of Local MAC, Term nal -Data
is sent fromWPs to the AC. In the case of Split MAC, Term nal -Data
is sent fromthe ACto WIPs. So, the direction of usage depends on
the type of WIP at which wireless term nal operations are perforned.
Sone information itens nmay be optional for use with specific WP

desi gns.
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e e oo Fome e o o e oo
| Item | Length | Syntax
o e e - TS o e
| BSSID | 6 | PhyAddress
I I I
I I I
I I I
| MAC Address | 6 | PhyAddress
| | |
I I I
| Association | 2 | I'nteger
| I'D I I
I I I
| Operation | 2 | I'nteger
| Rate Set | |
I I I
I I I
I I I
I I I
I I I
| | |
I I I
| Listen | 2 | I'nteger
| Period | |
e e e - Fome e - o e oo
BSSI D

February 2010

BSSI D i n which
termnal is being
added

MAC address of
term nal being added

Associ ation | D of
term nal being added

by WIP for term na
bei ng added using a
12-bit format for 1.1,
2.2, 3.55, 4.6, 5.9,
6.11, 7.12, 8.18,
9.24, 10.36, 11.48,
and 12.54 Mops

I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
| Data rates supported

| |
I I
I I
I I
I I
I I
| |
I I
| Listen period |
I I

The BSSI D nessage elenment is used to identify logical groups within a
WLAN. W CoP may be extended for other types of |ogical groups by
sinply including additional nmessage el ements.

o e e - TS o e
| Item | Length | Syntax
oo s S o a o
| BSSID | 6 | PhyAddress
I I I
| | |
| MAC Address | 6 | PhyAddress
I I I
oo s S o a o

lino, et al. Hi storic

BSSI D i n which
terminal is being
added

MAC address of
term nal being added
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Encrypti on- Dat a:

The Encryption-Data nmessage el ement contains information rel evant for
configuring security keys at WIPs. It is used in architectures in
whi ch the authentication and encryption points are |ocated in
distinct WLAN entities.

S Fomm oo - oo o - o e e e e e a oo +
| ITtem | Length | Syntax | Description |
R TS S o e e e e e e oo oo oo +
| MAC Address | 6 | PhyAddress | MAC address of |
| | | | term nal |
I I I I I
| Operation | 1 | I'nteger | Operational Mde (’1 |
| | | | = Set Key; '2' = |
| | | | Del ete Key) |
I I I I I
| Key I ndex | 1 | Integer | Key Index - valid when |
| | | | Operational Mde = Set |
I I I | Key I
| | | | |
| Key Flag | 1 | Integer | Key Flag ('1" = |
| | | | Unicast Key or PTK; |
| | | | "2 = Broadcast Key or |
| | | | GITK) - valid only when |
| | | | Operational Mdde = Set |
| | | | Key |
I I I I I
| G pher Suit | 1 | I'nteger | Encryption Type ("1 = |
| | | | WEP40; '2' = WEP104; |
| | | | "3 = WEP128; '4' = |
| | | | TKIP; 5 = AES) - |
| | | | valid only when |
| | | | Operational Mde = Set |
| N |
| Key | 32 | OCTETString | Key body - valid only |
| | | | when Operational Mde |
| | | | = Set Key |
R TS S o e e e e e e oo oo oo +
EAP- Fr ane:

The EAP-Frane nessage elenment is used to carry EAP frames used in the
configuration and managenent of the W.AN.
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. I . T +
| Item | Length | Syntax | Description |
o e e - TS o e o e e e e e e e e oo o - +
| MAC Address | 6 | PhyAddress | MAC address of |
| | | | term nal |
I I I I I
| EAP | Variable | OCTETString | EAP Franes |
S Fomm oo - oo o - o e e e e e a oo +

Statistics:

Statistics information covers all aspects of WIPs. As such, this
message el ement is provided on a per-WP basis. W CoP nessages
containing the Statistics nessage el ement simultaneously serve as
keepal i ve signals between WIPs and the AC

Cut Cct et Counter 32 Cct et nunber of frane

WP transmts

retransm ssi on
attenpt s”

on Count

I I I I I
| | | | |
| , | | | |
| Transmt | 4 | Counter 32 | Total nunber of franes |
| Count | | | transmitted by WIP |
I I I I I
| Successful | 4 | Counter 32 | Total nunber of ACKs |
| Transmt | | | received |
Bl | | | |
| ACK Failure | 4 | Counter 32 | Total nunber of failed

| Count | | | ACKs |
I I I I I
| InCctets | 4 | Counter 32 | Cctet nunber of frane

| | | | WIP receives |
I I I I I
| Receive | 4 | Counter 32 | Total nunber of franes

| Count | | | received by WP |
I I I I I
| Receive | 4 | Counter 32 | Total nunber of |
| Discard | | | received franes that |
| | | | are discarded |
I I I I I
| Retransmissi | 4 | Counter 32 | Nurber of WIP |
I I I I I
| | | | |
I I I I I
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Duplicate
Recei ve
Count

FCS Error
Recei ve
Count

Unknown
Frame
Recei ve
Count

Beacon
Transm t
Count

Pr obe
Transm t
Count

Pr obe
Recei ve
Count

Decrypt CRC
Error Count

Interface-Error:

Thi s nmessage el enent

W CoP

Count er

Count er 3

Count er

Count er

Count er

Count er

Count er

32

2

32

32

32

32

32

February 2010

Nunber of duplicate
franmes received by WP

Nurmber of franes
received with FCS
errors

Nunber of unknown
protocol franes
recei ved

I

I

|

I

I

I

I

I

|

I

I

I

I
Nunber of transmtted |
Beacon frames |
I

I

Nunber of transmtted |
I

I

|

I

I

I

I

I

|

I

Probe Response franes

Nunber of received
Probe Response franes

Nunber of received
frames that cannot
decrypt

is used to exchange information on error

conditions related to the wireless interface.

LT Fommmm e
| ITtem | Length
o e e e e o - Fomm e e e oo
| I'nterface | 1
| 1 ndex |
I Error Type I 1
I I
I I
R S
lino, et al

Hi st ori

C

Type of error ('7
Unrecoverable; ' 2
Recover abl e)
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FROM Error:

The FROM Error message el enent

February 2010

is used to exchange information on

error conditions related to flash ROV in WIPs or the AC.

QoS Capability:

The QoS- Capability nessage el enent

concerni ng the Enhanced Di stributed Channel

Control |l ed Channel

TFTP- Dat a:

Thi s nmessage el enent

T,
| ITtem
e e e e e e e e e - -
| TFTP Data
I
I
T,
lino, et al.

Hi storic

---------------- e
Synt ax | Description |
---------------- e
I nt eger | FROM ID |
I I
I nt eger | Type of error ("1 = |
| Unrecoverable; '2' = |
| Recoverabl e) |
---------------- e

is used to exchange information

Access (EDCA) and HCF

Access (HCCA) capabilities of WPs.
---------------- o e e e e e oo+
Synt ax | Description |
---------------- e
I nt eger | EDCA Capability ("1 = |
| Capable; "2 = Not |
| capabl e) |
I I
I nt eger | HCCA Capability ("1 = |
| Capable; 2 = Not |
| capabl e) |
---------------- e
is for firmvare data froman AC to WIPs.

---------------- e
Synt ax | Description |
---------------- o e e e e e oo+
OCTETSt ri ng | Details of Trivial File|
| Transfer Protocol |
| (TFTP) |
---------------- e
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Resul t:

The Result nmessage elenent is used in all WCoP response messages to
i ndicate the status of W CoP request nessages.

oo s S o a o e e e e e oo +
| Item | Length | Syntax | Description |
o e e e e o - Fomm e e e oo S o m e e e e e e e aao o +
| Result Code | 1 | I'nteger | "1 =OK "2 = NG |
o e oo - N oo - - e +
a D

The O D nessage elenent is used for general configuration informtion
specified by O Ds.

oo s S o a o Fom e e e e a e e oo +
| I'tem | Length | Syntax | Description |
o e e o - S o a o o +
| Length | 1 | I'nteger | Length of O D String |
| | | | and O D Val ue |
I I I I I
| OD String | Variable | OCTETString | Object ldentifier that |
| | | | is assigned according |
| | | | to Basic Encoding |
I I I | Rules (BER) I
I I I I I
| Val ue | Variable | OCTETString | Val ue |
oo s S o a o Fom e e e e a e e oo +
GTK- Fl ag:

The GTK-Fl ag nessage elenent is used to informthe WIP on the type of
GIK used and correspondingly how the KeyMC is to be conput ed.

e - - - +
| I'tem | Length | Syntax | Description |
o e e e e o - Fomm e e e oo S o m e e e e e e e aao o +
| GIK Fl ag | 1 | I'nteger | Determ nes the type of |

| | GTK ("1 = New, '2" = |
I I I | Existing) I
e - - - +
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4.2.3. WCoP Control Message Description

Message: Capabilities
Direction: WIP -> AC
Type: Request

Description: WIPs send a Capabilities nmessage upon transitioning from
the Initialization state to the Capabilities Exchange state. The
message serves to discover and identify the controlling AC of the
WLAN and to provide it with identification and capabilities
information. |In the | EEE 802. 11 use-case, the Capabilities nessage

al so specifies the WIP's | EEE 802. 11e and | EEE 802. 11i features.

TLV: The Capabilities nessage includes nessage el ements of types 1
and 2.

Message: Capabilities Response
Direction: AC -> WP
Type: Response

Description: This nessage is sent by an AC after exam ning the
conpatibility of the WIP and its capabilities. The conmpatibility is
with respect to the MAC architecture that can be supported by the AC
If the WIP is determ ned to be conpatible, the Capabilities Response
message al so contains information on the capabilities of the AC

TLV: The Capabilities Response nessage includes nessage el ements of

types 5 and 17. The Cap-to-WP nessage el enments are di stinguished
based on BSSIDs to represent different |ogical groups.
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Message:

Direction:
Type:

Descri pti on:

Connecti on
WP -> AC
Request

Cap-to-WP 1
Cap-to-WP ..

Cap-to-WP n

The Connection nmessage initiates the nutual
associ ati on between an AC and WIPs.
message of the chosen security protocol

February 2010

security

This nmessage carries the first
The specific security

mechani sm for the authentication is out of scope of the W CoP

speci fications.

TLV: The Connection nessage includes nessage el enents of type 2

oo +
| Connection |
T +
| Cap-from WP |
oo +
Message: Connection Response
Direction: AC -> WP
Type: Response
Description: After conpletion of the security protocol exchange, this
message indicates the result of the WIP-AC security association. |[f
successful, it also represents the adm ssion of the WIP into the
WLAN.

TLV: Type 17 nessage el enent is included.

lino,

et al.

Hi storic
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Message: Configurati on Request
Direction: WIP -> AC
Type: Request

Description: This nessage starts the Configuration state for the WP.
It is a request for configuration information fromthe WIPs to the
AC.

Message: Configurati on Response
Direction: AC -> WP
Type: Response

Description: This is an acknow edgenment for the Configuration Request
nessage.

TLV: Type 17 nessage el enent is included.

e e e e e oo +
| Configuration Response |
o e e e e e a oo +
| Resul t |
o e e e e e e oo oo oo +

Message: Configuration Data
Direction: AC -> WP
Type: Request

Description: Configuration information including operational
paraneters, QoS settings, and tinmer values is sent using the
Configuration Data nessage. This nessage is also used for
configuration updates in the Operation state of W CoP.

TLV: This message includes nessage el enments of types 3, 4, 5, 6, and
7. The Conf-WP-Data and QoS-Val ue nessage el enents are identified
by BSSIDs to denote |ogical groups, while the Conf-If-Data nessage
elements are identified by If-1Ds to denote nultiple wireless radios.
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Message:

Direction:
Type:

Descri pti on:

message.

Conf-If-Data 1
Conf-Ilf-Data ...
Conf-I1f-Data n
Conf - WIP-Data 1
Conf - WIP-Data ...
Conf - WP-Data n
Cap-to-WP 1
Cap-to-WP ...
Cap-to-WP n
QS-Vvalue 1
QoS- Vval ue ...
QS-Val ue n

Ti mer-1nit-Val ue

Confi guration Data Response
WP -> AC
Response

TLV: Type 17 message el enent is included.

Message:

Direction:
Type:

lino,

et al.

Configuration Trigger
AC -> WIP
Request

Hi storic

February 2010

This is an acknow edgenent for the Configuration Data
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Description: This nessage is used to trigger the activation of the
configuration information sent in earlier Configuration nessages.

Message: Configuration Trigger Response
Direction: WIP -> AC
Type: Response

Description: This is an acknow edgement of the Configuration Trigger.
Thi s response nessage is sent before activation of the configuration
i nfornation.

TLV: Message el ements of type 17 are incl uded.

o mm e e e e e e e e e e e e e oo +
| Configuration Trigger Response |
oo e e e e e e o - +
| Resul t |
e +

Message: Reset
Direction: AC -> WP
Type: Request

Description: This nessage fromthe AC instructs the WIP to cl ear
registers and revert to initial conditions.

Message: Reset Response
Direction: WIP -> AC
Type: Response

Description: This is an acknow edgenent for the Reset nessage to the
AC.

TLV: Message el ements of type 17 are incl uded.

o a o +
| Reset Response |
oo o - +
| Resul t |
S +

Message: Feedback
Direction: WP <-> AC
Type: Request
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Descri pti on:
WIP: The Feedback message is used to send regular statistics
information to the AC. It also serves as a keepalive
i ndi cator used to update the Active Presence Tiner
mai nt ai ned by the AC
AC. The Feedback nmessage is used to determ ne the active state
of WIPs.

TLV: This message includes nessage el enents of type 12.

. +
| Feedback |
S +
| Statistics |
S +

Message: Feedback Response

Direction: WP <-> AC

Type: Response

Description: This is an acknow edgement for Feedback messages.

TLV: Message el ements of type 17 are included.

S RIS +
| Feedback Response |
o e e e o +
| Resul t |
S TRy +

Message: Firmnare Downl oad
Direction: AC -> WP
Type: Request

Description: This nessage is used to instruct WIPs to update their
firmvare. The nessage el enent contains infornmation regarding the new
firmnare.

TLV: Message el enments of type 16 are incl uded.

o e e o s +
| Firmnare Downl oad |
o e e e oo +
| TFTP- Dat a |
o e e e o +
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Message: Firmaare Downl oad Response
Direction: WIP -> AC
Type: Request Response

Description: This is an acknow edgenent for the Firmware Downl oad
nessage.

TLV: Message el ements of type 17 are incl uded.

oo e e e e e e i oo oo oo +
| Firmvare Downl oad Response |
o e e e e e i eee oo n +
| Resul t |
o e e e e e e e +

Message: Notification
Direction: WIP <-> AC
Type: Request

Description: This nessage is used to indicate non-periodic events.
It may be sent by either WIPs or the AC. Notification nmessages
indicate failures, non-periodic changes, etc.

TLV: Message el enents of types 13 and 14 are incl uded.

Message: Notification Response
Direction: WIP <-> AC
Type: Response

Description: This is an acknow edgement for the Notification message.
It may be foll owed by Configuration nessages to rectify errors.

TLV: Message el ements of type 17 are incl uded.

T +
| Notification Response |
o e e e e +
| Resul t |
O +
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Message: Term nal Addition
Direction: WIP <-> AC
Type: Request

Description: This nessage nay be sent from WIPs or the AC, depending
on the WIP type in consideration. In both cases, it is sent in
response to an | EEE 802.11 associ ation frarme.

For Split MAC WIPs, Term nal Addition is sent fromthe ACto the WIPs
and includes information on the wireless termnal relevant to the
WI'P.

For Local MAC WIPs, Terminal Addition is sent froma WIP to the AC
and contains information on the wireless termnal relevant to the AC

TLV: Message el ements of type 8 are included.

R +
| Terminal Addition |
o e e e e m e i oo +
| Term nal - Dat a |
o e e oo oo oo +

Message: Term nal Addition Response
Direction: WIP <-> AC
Type: Response

Description: This is an acknow edgenent sent fromeither WIPs or the
AC, depending on the WIP type in consideration.

TLV: Message el ements of type 17 are incl uded.

o e e e e e e e e a oo - +
| Term nal Addition Response |
o e e e e e e ee oo s +
| Resul t |
o m e e e e e e oo +

Message: Term nal Del etion
Direction: WP <-> AC
Type: Request

Description: This nessage is sent in response to a disconnection of a

wireless terminal. It can be sent fromWPs or the AC. In both
cases, Terminal Deletion instructs the recipient to renove any state
information relating to the specific wireless termnal. The nessage
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is sent in response to an | EEE 802.11 di sassoci ation frane, |EEE
802. 11 deauthentication frane, or due to the expiration of the Active
Presence Tiner.

For Split MAC WIPs, Terminal Deletion is sent fromthe ACto the
WI'Ps.

For Local MAC WIPs, Termnal Deletion is sent fromthe WIPs to the
AC.

TLV: Message el ements of type 9 are included.

S RIS +
| Term nal Deletion |
o e e e o +
| BSSI D |
S TRy +

Message: Term nal Del etion Response
Direction: WIP <-> AC
Type: Response

Description: This is an acknow edgenent sent fromeither WIPs or the
AC, depending on the WCoP interface.

TLV: Message el ements of type 17 are incl uded.

oo e e e e e e i oo oo oo +
| Term nal Addition Response |
o e e e e e i eee oo n +
| Resul t |
o e e e e e e e +

Message: Key Configuration
Direction: AC -> WP
Type: Request

Description: This nessage is used when authentication and encryption
points are located in distinct WLAN entities. WGCoP uses it in cases
where "M =0 and 'D =0 or where'M =1and 'D = 1. It is used
to configure security key information fromthe ACto the WPs.

TLV: The foll owi ng nessage el enents are included for Key
Confi gurati on.
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I I
I I
| Encryption-Data |
I I
I I

Message: Key Configuration Response
Direction: WIP -> AC
Type: Response

Description: This is an acknow edgenent for the Key Configuration
nessage.

TLV: Message el ements of type 17 are incl uded.

o m e e e e e e e e m e ao- +
| Key Configuration Response |
o e e e e e e o - +
| Resul t |
. +

4.3. W CoP Data Packet

W CoP data packets include the W CoP commobn header followed by a

payl oad. Data packets are used to distinguish traffic fromcontrol
when both control and data paths are identical. Such a scenario
woul d invol ve data traffic of the WIPs traversing the AC. However,
given the diversity of |arge-scale WAN deployments, there are
scenarios in which data and control paths are distinct. WGCoP can be
used in both cases.

The W CoP data packet format is illustrated below in Figure 7,
together with the W CoP comon header.
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4. 4.

4.4

4. 4.

0 31
| 7 15 23 |
R EEEEEE R R e EEEEE R R |
I I
. T L +
| Ver si on IMD QR E FlL] | Reserve |
o m e e e oo - T S T ST S e +
| Fragment ID | Fragnment No. | Length |
S S o mm e e e e e e a— oo oo +
| Payl oad |
N TS +
Figure 7
W CoP Timers

W CoP uses a nunber of tinmers to determ ne WLAN status and nmi ntain
system performance. Tinmers are maintained by all WCoP entities

.1. Active Presence Tiner

The Active Presence Tiner is used by each WCoP entity -- AC and WIPs
-- to verify the presence of each other. The absence of a reply to
the Feedback nessage within the expiration of the Active Presence
Timer indicates the corresponding entity is inactive. Contingency
operations such as reset are used in this case. The value of the
Active Presence Tinmer ranges from 10 to 300 seconds with a default
val ue of 30 seconds.

2. Feedback Interva

Feedback nmessages are periodic with the frequency defined by the
Feedback Interval. The interval is set during WIP configuration. It
has a value ranging from1 to 100 seconds and a default value of 10
seconds.

The Feedback Interval tiner sets the periodicity of W.AN system
audits. So with this tinmer, the WLAN control |l er receives regul ar
information on the state of the WLAN and all its WIPs.

4.4.3. Response Tinmer

This is a general -purpose timer used to limt the el apsed tine

bet ween transm ssion of a request message and receipt of a
correspondi ng response nessage. The value of this tiner ranges from
1 to 3 seconds with a default value of 1 second.
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4.4.4. Wreless Connectivity Timer

This timer triggers any changes in wireless connectivity. W CoP uses
this tinmer to send Notification and other nessages relating to
wireless conditions. It is also used to trigger the disconnection of
mobil e ternminals without disassociation. The value of the Wrel ess
Connectivity Tinmer ranges from1l nminute to 86,400 mnutes with a
default value of 10 ni nutes.

5. W CoP Processes

The processes of the Wreless LAN Control Protocol are described in
this section with respect to the operational state in which they
occur.

5.1. Initialization

The Initialization state represents the initial conditions of W CoP
entities. WWPs and ACs in this state are powered on, run hardware
sel f-check tests, and reset network interfaces.

State transition: Initialization -> Capabilities Exchange
WIP: Automatically upon detecting an active network interface
AC. Upon receiving a Capabilities nessage froma WP

5.2. Capabilities Exchange

The Capabilities Exchange state allows WIPs to first find an AC and
then to exchange capabilities information with it.

W CoP is designed to control WLANs with both Local MAC and Split MAC
WPs. The differences in their respective functional characteristics
are determined in this state.

The WIP first broadcasts a Capabilities nessage as soon as it
transitions fromits Initialization state. The Capabilities nessage
serves to di scover ACs and contains information on its identity and
capabilities.

The AC receiving the Capabilities nmessage transitions fromits
Initialization state. It exam nes conpatibility with respect to the
WP type, its capabilities, and responds with an appropriate

Capabi liti es Response nessage.

The WIP continues to send Capabilities nmessages at an interva

specified by the Response Timer until it receives a Capabilities
Response nessage from an AC
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The AC mmintains a count of Capabilities nmessages received froma
given WIP, which it uses to ignore WIPs after a limt. Thisis to
ensure that rogue WIPs that are not conpatible with the AC do not
repeatedly attenpt connections. The limt of connection attenpts is
3 within 60 seconds.

State transition: Capabilities Exchange -> Connection
WIP: Upon receiving a positive Capabilities Response nessage
froman AC
AC. Upon receiving a Connection Request nmessage froma WP

5.3. Connection

The Connection state involves establishing a security infrastructure
bet ween WIPs and an AC

The WIP sends a Connection nessage to trigger the authentication and
security nechanism i.e., this nessage initiates an | Psec security
associ ati on.

The AC sends a positive Connection Response nessage after
establ i shnent of the security association or a negative Connection
Response nessage if an error occurs. The AC al so nonitors the
recei pt of WCoP control nessages to prevent replay attacks.

The security association between an AC and WIPs covers mutua
aut hentication and al so protection for integrity, confidentiality,
and nodification protection for subsequent traffic exchanges.

In order to avoid forceful disconnections of legitimate WIPs after a
successful Connection, the AC ignhores Capabilities nessages received
with a previously registered WIP i dentification.

State transition: Connection -> Configuration
WIP: Upon successful establishnment of security infrastructure
mar ked by sendi ng of a Configuration Request nessage
AC:. Upon receiving Configuration Request nessage froma WP
after successful establishment of security infrastructure

State transition: Connection -> Capabilities Exchange
WIP: Upon expiry of the WIP Response Ti ner before receipt of a
positive Connecti on Response nessage froman AC or upon
recei pt of a negative Connection Response nessage
AC:. Upon expiry of AC Response Timer before receipt of
Confi guration Request nmessage from WIP
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5.4. Configuration

The Configuration state is one in which relatively Iong-term
operational paraneters, such as those for identification and | ogical
groups, are exchanged. These paraneters are based on previously
exchanged capabilities informati on and network policies.

The WIP sends a Configurati on Request nessage to the AC.

The AC first acknow edges the WIP's Confi gurati on Request, after
which it sends appropriate configuration information in subsequent
Configuration Data nessages. W CoP includes M B objectives as
message el ements in sone Configuration Data nmessages so as to
simplify WIP confi guration.

The WIP acknow edges Configuration Data nessages individually or en
bloc with Configuration Data Response nessages. The Response Ti ner
is maintained at both WIP and AC to track the exchanges.

The AC al so establishes rel evant processing schedul es according to
the WIP's architecture design. For exanple, for Split MAC WIPs, the
AC arranges its processing schedule to parse | EEE 802.11 control and
managenment nessages while for Local MAC WIPs, the AC arranges
schedul es processing so as to bypass parsing of | EEE 802.11
management nessages.

The AC sends a Configure Trigger message after sending all rel evant
configuration information to the WP.

The WIP acknow edges a Configure Trigger nmessage with a Configure
Tri gger Response nessage before activating the previously exchanged
configuration parameters.

In order to avoid forceful disconnections of legitimte WIPs after
successful Configuration, the AC ignores Capabilities nmessages
received with a previously registered WIP i dentification.

State transition: Configuration -> Operation
WIP: After receiving final Configuration Data message fromthe
AC marked by receipt of a Configure Trigger nessage from
the AC
AC. Upon receiving acknow edgenment for Configure Trigger
message marked by recei pt of a Configure Trigger Response
message from WP

State transition: Configuration -> Capabilities Exchange

WIP: Upon expiry of the WIP Response Tiner before receipt of a
Configure Trigger nessage fromthe AC
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AC. Upon expiry of the AC Response Tiner before receipt of
Configure Data Response nessage or Configure Trigger
Response nessage

The foll owi ng describes major configuration aspects of W CoP.
5.4.1. Logical G oups

Configuration Data nessages are used to establish |ogical groups in
the WLAN and al so to separate traffic anong them The | ogical groups
are established based on network adm nistrative policies and other
external considerations. |n the |IEEE 802.11 use-case, |ogical groups
are established with BSSID-based virtual APs and are separated over
the WCoP interface using tunnels.

The AC assigns particular BSSIDs of the WIP to specific VLAN tunnels.
This assignnent is specified to the WIP using the BSSI D Tunnel | D
paraneter in the Configuration Data nessage. The |ogical group
mappi ng therefore works across the wireless and WCoP interfaces.

The WIP then identifies the specified BSSID and VLAN tunnel as
corresponding to one logical group. It creates internal state such
that traffic belonging to the | ogical group is kept distinct from
that of other |ogical groups.

The AC and WIP al so use distinct VLAN tunnels for data and control
traffic. The 'C field in the WCoP header is used to distinguish
and assi gn W CoP packets to particular data and control VLAN tunnels.

5.4.2. Resource Control

The AC sends QoS information using QoS-Val ue nessage el enents in
Configuration Data nessages. The QS-Val ue nessage el ement contains
val ues for EDCA and HCCA paraneters. This information is specified
for each of the logical groups. |In the |IEEE 802.11 use-case, QS
Val ue nessage el enments are specified for each BSSI D.

The WIP configures QoS paraneters locally and al so forwards rel evant
settings to wireless termnals in appropriate encapsulations. In the
| EEE 802. 11 use-case, QS paraneters are sent to wireless termnals
in correspondi ng Beacon or Probe Response franes.

5.5. Qperation

This is the active operation state of the WLAN i n which short-term
dynani cs are exam ned.
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The WIP begi ns operations according to the operational paraneters
exchanged in the previous Configuration state.

The AC nonitors WIPs according to network administrative policies and
configurations.

In order to avoid forceful disconnections of legitimte WIPs after
successful Operation setup, the AC ignores Capabilities nessages
received with a previously registered WIP identification

State transition: Operation -> Capabilities Exchange
WIP: Upon expiry of the WIP Active Presence Timer before receipt
of a Feedback Response nmessage fromthe AC
AC:. Upon expiry of the AC Active Presence Tinmer before receipt
of a Feedback nessage fromthe WP

State transition: Operation -> Initialization
WIP: Upon recei pt of a Reset nessage froman AC
AC:. Upon recei pt of a Reset Response nessage froma WP

The foll owi ng descri bes major operation aspects of W CoP.
5.5.1. Updates

The dynami ¢ nature of W.AN systens requires regular updates to
net wor k operati ons.

The AC sends additional configuration information in the
Configuration Data nessages. This is applicable to establishnment of
new | ogi cal groups, changes to existing |logical groups, changes in
QS settings, etc. Configuration information is followed by a
Configure Trigger message.

The WIP sends a Configure Trigger Response before activating the
addi tional configuration infornation.

Configuration updates can be used to clear statistics information by
reflecting initial values.

An extrene case of a configuration update involves use of the Reset
message fromthe AC, which instructs the WIP to revert to initia
conditions. The WIP replies with a Reset Response nessage before
reverting to its initial state.

5.5.2. Feedback and Statistics

The Operation state al so sees regul ar feedback being sent by WIPs to
the AC
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The WIP sends Feedback messages to indicate various statistics and
congestion condition information. Feedback al so i ncludes information
on the state of the WIP and wi rel ess nedi um such as queue | evels and
channel interference. Feedback nessages are sent with a frequency
defined by the Feedback Interval. In addition to statistics, the
Feedback nessage al so serves as a WIP keepal ive indicator to the AC
Feedback messages conbine statistics information together with WP
status information.

The AC nonitors Feedback nessages for their statistics value and
inplicit indication of WIP activity. The AC also tracks the state of
congestion at wireless termnals and WIPs. This information enabl es
the AC to adapt its downstream transm ssions, such as scheduling
transm ssi on away from congested WIPs, so as to relieve congestion

The AC additionally uses the Feedback nessage to randonmly determ ne
the active state of WIPs. An active WIP replies with a corresponding
Feedback Response nessage

5.5. 3. Non- Peri odi ¢ Events

The WIP and AC use the Notification nessage for non-periodic events.
They send Notification nessages to indicate error conditions or
drastic changes in congestion state.

The recipient of the Notification message acknow edges with a
Notificati on Response nessage. The response may contain informtion
on rectifying the error or may sinply be an acknow edgenent of the
Noti fi cati on.

5.5.4. Firnnare Trigger
The AC sends a Firmwvare Downl oad message to update firmmare at WIPs.
The Firmvare Downl oad nessage contains TFTP i nformation, which the
WP uses to refresh its firmvare. This is used when a new version of
firmvare is available for the WIPs.

The WP acknow edges new firmvare with a Firmnvare Downl oad Response
message after which it is activated

5.5.5. Wreless Term nal Managenent

The Operation state of W CoP al so involves configuration of WIPs and
the ACwith wireless termi nal-specific information
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Here the Terminal Addition nmessage is used in response to a new
wireless termnal entering the WAAN. This message may be sent by
either the WIPs or the AC, depending on the WCoP interface being
used. The recipient of this nessage replies with the Terni nal
Addi ti on Response nessage.

The Termi nal Del etion nessage is used when a wirel ess term nal |eaves
the WLAN. This is used to delete state information that was

mai ntai ned by either the WIPs or the AC. It is acknow edged with the
Term nal Del eti on Response nessage.

Figure 8 below illustrates the exchange of Terninal Addition and
Term nal Del etion nmessages for both Local -MAC- and Split-MAC- based
W CoP interfaces.

Here the W CoP Term nal Addition nessage is triggered as a response
to an | EEE 802.11 Association nmessage. In the case of Local MAC
architecture, the WIP sends the nessage to the AC. However, in the
Split MAC architecture, Terminal Addition is sent froman ACto the
WIP.
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5.5.6. Key Configuration

One of the differences between Split MAC and Local MAC WIPs is the

| ocation of the over-the-air encryption. Some Split MAC and Loca
MAC WIPs performencryption locally while others leave it to the AC
W CoP accommopdat es these differences by enabling security key
configuration in those cases where encryption is performed at the
WIP. The encryption setup process is therefore contingent on the

W CoP protocol interface

When dynamic WEP i s used, the WCoP Key Configuration nessage is used
to notify WIPs of encryption keys for each associ ated wirel ess
termnal. Here, the EAP over LAN (EAPoL) Key frame is encapsul ated
in the Key Configuration nessage and sent to a WIP. Upon receiving
the Key Configuration nmessage, the WIP sets the encryption key in its
| ocal security table, decapsul ates the EAPOL Key frame and forwards
it tothe wireless terminal. This is illustrated in Figure 9
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When WPA or | EEE 802.11i is used in W.AN architectures in which the
authenticator is located at the AC and encryption points at WIPs, the
exchanges of the 4-way handshake are managed distinctly. This is
because the ACis no longer in a position to calculate the KeyMC as
it is not anare of the KeyRSC sequence counter. So here, a W CoP Key
Configuration nmessage is used to transport the 3rd nessage of the
4-way handshake -- containing the EAPoL-Key -- with unassi gned KeyRSC
and KeyM C fields. Wen the WIP receives the W CoP Key Configuration
message, it first assigns the sequence nunber value to the KeyRSC
field. Then, the WIP cal cul ates the KeyM C val ue using the PTK and
KeyRSC. So, the W CoP Key Configuration nessage allows the KeyMC to
be calcul ated at the WIPs instead of the AC. The GIK-Fl ag nessage
element is used to determine howthe KeyMC is calculated -- in case
of a new GIK, KeyM C is conmputed with a KeyRSC value of 0 and in case
of an existing GIK, KeyMC is conputed with a KeyRSC val ue
corresponding to the actual counter.

Figure 10 illustrates this case where the W CoP common header is
either "M =0and'D =0o0or 'M =1and 'D = 1.
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The 1st, 2nd, and 4th nessages of the 4-way handshake are transported
in WCoP data packets that are assigned priorities simlar to that of
W CoP control packets.

Simlarly, for the group key handshake in WPA and | EEE 802. 11i, the
1st nessage of the handshake is transported using the W CoP Key
Configuration message with unassi gned KeyRSC. The WP agai n assi gns
the sequence nunber value to the KeyRSC and then cal cul ates the
KeyM C. The 2nd nessage of the handshake however is transported in
W CoP data packets with priorities simlar to that of WCoP control

packets. This is illustrated in Figure 11.
S + +--- - - + S +
| Term nal | | WIP | | AC |
TS + +--m - - + R +
I I
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I
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Figure 11

The Key Configuration Response nmessage is used by the WIP to notify
the AC of the encryption setup process.
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6. W CoP Performance

WCoP is an efficient protocol. This section illustrates various
exanples of its efficiency.

6.1. Operational Efficiency

The fact that W CoP requires a single operation to distinguish and
manage WIPs of different designs nakes it operationally efficient.
Because W CoP assigns dedicated classification bits in the comon
header, an AC needs to parse incom ng packets only once to determ ne
the particular manner in which it is to be processed. Wthout the
dedi cated cl assifications in the common header, an AC woul d have to
performa | ookup after parsing every incom ng packet, which woul d
result in delaying processing. The scale and sensitivity of |arge-
scal e depl oynments require that WLAN control protocols be efficient in
operati on.

6.2. Semantic Efficiency

In certain cases, WCoP conbines utilities in a single operation

One particular case is that of statistics and activity feedback.

Here, WIPs regularly send a single Feedback nessage contai ni ng
statistics and other state information, which also acts as an
inmplicit keepalive nechanism This helps to reduce the nunber of
message exchanges and al so sinplifies protocol inplenmentation
Simlarly, the Capabilities nessages serve the purpose of finding ACs
as well as informng themof WP capabilities and design.

7. Summary and Concl usion

The Wreless LAN Control Protocol presents a solution for managi ng

| arge-scale WLANs with diverse elements. |t addresses the chall enges
presented in the CAPWAP Probl em Statenent [RFC3990] and realizes the
requi renents of the CAPWAP (bj ectives [ RFC4564].

W CoP enabl es integral control of Split MAC and Local MAC WIPs by
defining appropriate differentiators within the protocol nessage

exchanges and processes. |t addresses architecture designs in which
the aut henticator and encryption points are |ocated on distinct
entities. In doing so, WCoP realizes the interoperability objective

and its benefits.

W CoP al so addresses shared W.AN depl oynents by configuring and
managi ng WIPs on a | ogical group basis. It is further provisioned to
separate control and data traffic within WLANs. So, the protoco
addresses the objectives of |ogical groups and traffic separation.
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Overall, the specifications presented in this docunment allow for an
ef fecti ve WLAN control and provisioning protocol

8. Security Considerations

Illegitimte WIPs and ACs pose a significant threat to W.AN security.
This can be nmitigated by requiring all WCoP entities to be rmutually
aut henticated before initiating critical protocol exchanges. W CoP
includes a trigger for a suitable authentication nechanism This is
to accommpdate a different security nmechanismthat nmay be used

bet ween WIPs and the AC, depending on the nature of the depl oynent.

In extension to nmutual authentication, the subsequent exchange of
protocol information between WIPs and the AC need to be protected.
The exchanges have to be protected against alterations of any sort
and Deni al -of -Service (DoS) attacks. Also, the information should
not be accessible to any third party. Encryption of protoco
exchanges is therefore necessary. W CoP includes appropriate
procedures to select and establish a security associati on between
WIPs and the AC in the Connection state.

Architecture designs in which authentication is perforned at the AC
and encryption at the WIPs can be exposed to the threat of replay
attacks. Since the ACw Il not be aware of the exact value of the
sequence counter, it will not nake the correspondi ng assi gnnment
within the 4-way handshake. This |eaves the wireless termnal to
accept all incomng frames, including illegitimte frames, as it
cannot verify the sequence counter value. Such a threat needs to
protected agai nst by allowing the WIP to assign the correct val ue of
the sequence counter. W CoP acconplishes this by sending the 3rd
message of the 4-way handshake within a control nessage to the WP,
whi ch then updates the sequence counter field before forwarding it to
the wirel ess term nal s.

Anot her issue to consider is that of rogue WIPs using identifiers
simlar to that of legitimate WIPs. In such instances, a rogue WP
can send a Capabilities nessage to the AC, thereby causing

di sconnection of the existing legitimte WP of the same identifier.
It is inportant for the ACto ignore Capabilities nmessages received
with existing identifiers.
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