I ndependent Submi ssi on P. Nar asi mhan

Request for Comments: 5413 D. Harkins
Category: Historic S. Ponnuswany
| SSN. 2070-1721 Aruba Net wor ks

February 2010

SLAPP: Secure Light Access Point Protoco
Abst ract

The Control and Provisioning of Wrel ess Access Poi nts ( CAPWAP)
probl em st at ement describes a probl emthat needs to be addressed
before a wirel ess LAN (WLAN) network designer can construct a

sol ution conposed of Wreless Ternination Points (WP) and Access
Controllers (AC) frommultiple, different vendors. One of the
primary goals is to find a solution that solves the interoperability
between the two cl asses of devices (WIPs and ACs) that then enables
an AC from one vendor to control and manage a WP from anot her

In this docurment, we present a protocol that forns the common

t echnol ogy-i ndependent franmework and the ability to negotiate and
add, on top of this framework, a control protocol that contains a

t echnol ogy- dependent conponent to arrive at a conplete solution. W

have al so presented two such control protocols -- an 802.11 Control
protocol, and another, nore generic inmage downl oad protocol, in this
docunent .

Even though the text in this document is witten to specifically
address the problem stated in RFC 3990, the solution can be applied
to any problemthat has a controller (equivalent to the AC) managi ng
one or nore network elements (equivalent to the WIP).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for the historical record.

Thi s docunent defines a Historic Docunent for the Internet comunity.
This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunments approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5413

| ESG Not e

Thi s RFC docunents the SLAPP protocol as it was when subnitted to the
| ETF as a basis for further work in the CAPWAP Worki ng G oup, and
therefore it may resenbl e the CAPWAP protocol specification in RFC
5415 as well as other IETF work. This RFC is being published solely
for the historical record. The protocol described in this RFC has
not been thoroughly reviewed and nay contain errors and om ssions.

RFC 5415 docunents the standards track solution for the CAPWAP

Wor ki ng Group and obsol etes any and all nechani sns defined in this
RFC. This RFC is not a candidate for any level of Internet Standard
and shoul d not be used as a basis for any sort of Internet

depl oynent .

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http//:trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1.

I nt roducti on

The need for a protocol by which wireless LAN (W.AN) Access
Controllers (ACs) can control and manage Wrel ess Term nati on Points
(WIPs) froma different vendor has been presented in the CAPWAP
problem statement [3]. W believe that this problemis nore genera
than as stated in [3] and can be found in any application, including
non-wi rel ess ones, that requires a central controller to control and
manage one or nore network elenents froma different vendor

One way to solve the CAPWAP problemis to define a conplete contro
protocol that enables an AC from one vendor to control and nanage a
WP froma different vendor. But a solution that is primarily
focused towards solving the problemfor one particul ar underlying
technol ogy (I EEE 802.11, in this case) may find it difficult to
address ot her underlying technol ogies. Different underlying
technol ogies may differ on the set of configurable options, and
different architectural choices that are specific to that underlying
technology (simlar to the Local Medium Access Control (MAC) versus
Split MAC architectures in 802.11). The architectural choices that
are good for one underlying technol ogy may not necessarily work for
another. Not to forget that there may be multiple architectura
choices [2] even for the sane underlying technology. A nonolithic
control protocol that strives to solve this problemfor multiple
technol ogies runs the risk of adding too nuch conplexity and not
realizing the desired goals, or it runs the risk of being too rigid
and hanpering technol ogi cal innovation

A different way to solve this problemis to split the solution space
into two conponents -- one that is technol ogy-agnostic or

i ndependent, and another that is specific to the underlying
technol ogy or even different approaches to the same underlying
technol ogy. The technol ogy-i ndependent conponent woul d be a conmon
framework that woul d be an inportant conponent of the solution to
this class of problens wi thout any dependency on the underlying
technology (i.e., 802.11, 802.16, etc.) being used. The technol ogy-
speci fic conponent would be a control protocol that woul d be

negoti ated using this comon framework and can be easily defined to
be relevant to that technol ogy without the need for having any
dependency on other underlying technol ogies. This approach al so
lends itself easily to extend the solution as new technol ogi es arise
or as new innovative methods to solve the sanme problemfor an

exi sting technol ogy present themselves in the future.

In this docunment, we present secure |ight access point protoco
(SLAPP), a technol ogy-i ndependent protocol by which network el enents
that are nmeant to be centrally managed by a controller can discover
one or nmore controllers, performa security association with one of
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them and negotiate a control protocol that they would use to perform
the technol ogy-specific conponents of the control and provisioning
protocol. W have al so presented two control protocols in this
docunent -- an 802.11 control protocol for provisioning and managi ng
a set of 802.11 WIPs, and an i nage downl oad protocol that is very
generic and can be applied to any underlying technol ogy.

Figure 1 shows the model by which a technol ogy-specific contro
protocol can be negotiated using SLAPP to conplete a solution for a
certain underlying technology. The figure shows a control protoco
for 802.11 and 802. 16 technol ogy conponents, but the SLAPP nodel does
not preclude multiple control protocols within a certain technol ogy
segrment. For exanple, a certain technol ogy-specific control protoco
may choose to support only the Local MAC architecture [2] while
deciding not to support the Split MAC architecture [2]. Wile the

i mmge downl oad protocol is presented in this docunent, a SLAPP

i mpl ementati on MUST NOT assune that this control protocol is
supported by other SLAPP inpl enentations.
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Negoti at ed
SLAPP Contr ol
Pr ot ocol
o e e + oo +
I I I I
| SLAPP | | I'nage |
| (technol ogy-i ndependent +------- +----- >| Downl oad |
| f r amewor k) | | | protocol |
I I I I I
| negotiate one control | | R +
| protocol here | |
S + |
| Fom e oo - - +
| | |
| | 802. 11 |
+----- > control |
| | protocol |
I I I
| Fom e oo - - +
|
I
| R +
I I I
| | 802. 16 |
oo > control |
| protocol |
I I

Figure 1: SLAPP Protocol Mbde

The control protocols that are negotiable using SLAPP are expected to
be published ones that have gone through a review process in

st andards bodi es such as the I ETF. The control protocols can either
re-use the security association created during SLAPP or have the
option of clearing all SLAPP state and restarting wi th whatever
mechani sns are defined in the control protocol

Recently, there was a significant anpunt of interest in a sinilar
problemin the Radio Frequency ldentification (RFID) space that has
led to the definition of a sinple |ightweight RFID reader protoco
(SLRRP) [9]. It is quite possible that SLRRP could be a

technol ogy-specific (RFID, in this case) control protocol negotiated
during a comon technol ogy-i ndependent frameworKk.
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Al of the text in the docunent would seemto be witten with a W.AN
problemin mnd. Please note that while the letter of the docunent
does position the solution to solve a CAPWAP-specific problem the
spirit of the docunent is to address the nore general problem

2. Definitions
2.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

3. Topol ogy

The SLAPP protocol supports nultiple topol ogies for interconnecting
WIPs and ACs as indicated in Figure 2.

In Figure 2, we have captured four different interconnection
t opol ogi es:

1. The WIP is directly connected to the AC without any internedi ate
nodes. Many WIPs are deployed in the plenum of buildings and are
required to be powered over the Ethernet cable that is connecting
it to the network. Many ACs in the marketplace can supply power
over Ethernet, and in the case where the ACis the one powering
the WIP, the WIP is directly connected to the AC

2. The WIP is not directly connected to the AC, but both the AC and
the WIP are in the sane Layer 2 (L2) (broadcast) domain

3. The WIP is not directly connected to the AC, and they are not
present in the sane L2 (broadcast) domain. They are on two
di fferent broadcast donains and have a node on the path that
routes between two or nore subnets.

4. The fourth case is a subset of the third one with the exception
that the internmedi ate nodes on the path fromthe WIP to the AC
may not necessarily be in the same adm nistrative domain. The
i ntermedi ate network may al so span one or nore WAN |inks that may
have | ower capacity than if both the AC and the WIP are within
the same buil di ng or canpus.
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o e e e + R +
I I (1) I I
| AC RO + WP |
I I I I
N O + N +

(2) | I
ommmm- + L2 Fommmea - +
I I I I
| +o- - - - -+ |
I I
| |
+----- +----- + +o- - - - -+ AR, +
I I I | (3)] I
| WP | | L3 +----+ WP |
I I I I I I
N + B N +
|
I
I
oo oo+ e +
I | (4)] I
|Internet+----+ WP |
| | | |
S SRR + AR, +

Figure 2. SLAPP Topol ogy

4. Protocol

4.1. Protocol Description
The SLAPP state machi ne for both the WIP and AC is shown in Figure 3.
Both the WI'P and the AC di scover each other, negotiate a contro
protocol, performa secure handshake to establish a secure channe
between them and then use that secure channel to protect a
Negoti ated Control Protocol
The WIP mai ntains the followi ng variable for its state machine:
abandon: a timer that sets the maxi num anount of time the WIP will

wait for an acquired AC to begin the Datagram Transport Layer
Security (DTLS) handshake.
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| negoti ated |
d control |----- /
| pr ot ocol |
Fi gure 3: SLAPP State Machine
4.1.1. State Mchi ne Expl anati on

Not e: The synmbol "C' indicates an event that results in the state
remai ni ng the sane.

Di scoveri ng
AC. This is a quiescent state for the ACin which it waits for
WIPs to request its acquisition. Wen a request is received,
the AC transitions to Acquiring.

WIP: The WIP is actively discovering an AC. \Wen the WIP recei ves
a response to its Discover Request, it transitions to

Acqui ri ng.
Acqui ri ng
AC. A discover request froma WP has been received. I|f the

request is invalid or the AC wishes to not acquire the WIP, it
drops the packet and transitions back to Discovering.

O herwi se, a Discover Response is sent and the AC transitions
to Securi ng.
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WIP: A discover response froman AC has been received. |If the
response is not valid, the WIP transitions to Di scovering;
otherwi se, it sets the abandon tinmer to a suitable value to
await a DTLS exchange. |If the timer fires in Acquiring, the
WIP transitions back to Discovering. |If a DILS "client hello"
is received, the WIP transitions to Securing and cancel s the
abandon ti ner.

Securi ng

AC. The AC perforns the "client end" of the DILS exchange. Any
error in the DTLS exchange results in the ACtransitioning to
Di scovering. Wen the DILS exchange finishes, the AC
transitions to the Negotiated Control Protocol.

WIP: The WIP perforns the "server end" of the DTLS exchange. Any
error in the DTLS exchange results in the WIP transitioning to
Di scovering. Wen the DTLS exchange finishes, the WP
transitions to the Negotiated Control Protocol.

Negoti at ed Control Protocol

AC. The AC perforns its side of the protocol agreed to during the
di scovery process. Please refer to Section 6.1 for the SLAPP
802. 11 Control Protocol. For the |Inage Downl oad Protocol
exanpl e, see Section 6. 2.

WIP: The WIP perforns its side of the protocol agreed to during the
di scovery process. Please refer to Section 6.1 for the SLAPP
802. 11 Control Protocol. For the |Inage Downl oad Prot ocol
exanpl e, see Section 6. 2.
4.2. Format of a SLAPP Header
Al'l SLAPP packets begin with the same header as shown in Figure 4.
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| My | Mn | Type | Lengt h |
i i i T i I S i e s o o i i
Fi gure 4: SLAPP Header
VWher e:

Maj (4 bits): the nmajor nunber of the SLAPP version
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Nar

Mn (4 bits): the minor nunber of the SLAPP version
Type (1 octet): the type of SLAPP nessage

Length (two octets): the length of the SLAPP nessage, including
the entire SLAPP header

The foll owi ng types of SLAPP nmessages have been defi ned:

nane type
di scover request 1

di scover response 2

i mmge downl oad contr ol 3
control protocol packet 4
reserved 5- 255
Ver si on

SLAPP messages include a version in the formof major.mnor. This
docunent describes the 1.0 version of SLAPP, that is the mgjor
version is one (1) and the mnor version is zero (0).

Maj or versions are increnmented when the format of a SLAPP nessage
changes or the neaning of a SLAPP nessage changes such that it would
not be properly parsed by an ol der, existing version of SLAPP. M nor
versions are increnmented when sone increnental additions have been
made to SLAPP that enhance its capabilities or convey additiona
information in a way that does not change the format or neani ng of

t he SLAPP message.

Future versions of SLAPP MAY NOT mandate support for earlier mgjor
versi ons of SLAPP, so an inplementation MUST NOT assune that a peer
that supports version "n" will therefore support version "n - i"
(where both "n" and "i" are non-zero integers and "n" is greater than

i)

A SLAPP inmpl enentation that receives a SLAPP nessage with a hi gher
maj or version nunmber MJST drop that nessage. A SLAPP inplenentation
that receives a SLAPP nessage with a | ower mmjor version SHOULD drop
down to the version of SLAPP the peer supports. |f that version of
SLAPP is not supported, the nessage MJST be dropped. However, there
may be valid reasons for which a peer wi shes to drop a SLAPP nessage
with a supported mmjor version.

A SLAPP i npl enentation that receives a SLAPP nessage with a higher
m nor version nunber MJST NOT drop that nessage. |t MJST respond
with the m nor version nunber that it supports and will necessarily
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not support whatever increnmental capabilities were added that
justified the bunp in the m nor version. A SLAPP inplenentation that
recei ves a SLAPP nessage with a | ower mnor version MJST NOT drop
that nessage. |t SHOULD revert back to the minor version that the
peer supports and not include any increnmental capabilities that were
added that justified the bunp in the mnor version.

4.4, Ret ransm ssi on

SLAPP is a request response protocol. Discovery and security
handshake requests are nade by the WIP, and responses to themare
made by the AC. |Inmage Downl oad packets are initiated by the AC and
acknow edged by the WIP (in a negative fashion, see Section 6.2).

Retransm ssions are handled solely by the initiator of the packet.
After each packet for which a response is required is transnmitted,
the sender MUST set a retransmission tiner and resend the packet upon
its expiry. The receiver MJST be capabl e of either regenerating a
previ ous response upon receipt of a retransmitted packet or caching a
previ ous response and resendi ng upon receipt of a retransnitted
packet .

The retransm ssion timer MJST be configurable and default to one (1)
second. No maximumor mnimumfor the tiner is specified by this
versi on of SLAPP.

Each tinme a retransm ssion is made, a counter SHOULD be increnented,
and t he nunber of retransm ssions attenpted by a sender before giving
up and declaring a SLAPP failure SHOULD be four (4)-- that is, the
nunber of attenpts nmade for each packet before declaring failure is
five (5).

The exception to this rule is I mage Downl oad packets, which are not
i ndi vidual ly acknow edged by the WIP (see Section 6.2). The fina
packet is acknow edged and | ost packets are indicated through |Inmage
Downl oad Request s.

4.5. Discovery

When a WIP boots up and wants to interoperate with an Access
Controller so that it can be configured by the AC, one of the first
things it needs to do is to discover one or nore ACs in its network
nei ghborhood. This section contains the details of this discovery
mechani sm

As described in Section 3, an AC and a WIP could reside in the sane

Layer 2 domain, or be separated by a Layer 3 cloud including
intermedi ate clouds that are not under the same adm nistrative domain
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(for exanmple, an AC and a WIP separated by a w de-area public
network). So any proposed di scovery mechani sm shoul d have provi sions
to enable a WIP to di scover an AC across all these topol ogies.

We assune that a WIP, prior to starting the discovery process, has
al ready obtained an | P address on its wi red segment.

4.5.1. SLAPP Di scover Request

The SLAPP di scovery process is initiated by sending a SLAPP di scover
request packet. The packet can be addressed to the broadcast IP
address, a well-known nulticast address, or (if the |IP address of an
AC is either configured prior to the WIP booting up or is |earned
during the boot-up sequence) addressed to a unicast |P address. Lack
of a response to one nethod of discovery SHOULD result in the WP
trying anot her nmethod of discovery. The SLAPP discover request
packet is a UDP packet addressed to port [TBD] designated as the
SLAPP di scovery port. The source port can be any random port. The
payl oad of the SLAPP di scover request packet is shown in Figure 5.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Maj | Mn | Type = 1 | Length |
i e R e R e  Eh C e i o S e e
| Transaction ID |
B i s T T i i o S o T Ji I
| WIP I dentifier |
e L o i e S  th o i R S
| WP I dentifier (continued) | Fl ags |
i e e R ol i o i S b i o T S S S T
I

+-
I

+-
I

+-
I

+-

+

WP Vendor 1D |
i T o T i e S S S i S e S
WP HW Ver si on |
i i S S i T s i S
WP SW Ver si on |
T o e i e S e e R b ok ok b NI T R
n controltypes| control type |
e ok It S S R i eI TR TR

Figure 5: SLAPP Di scover Request
4.5.1.1. Transaction ID
The transaction IDis a randomy generated, 32-bit nunber that is
mai nt ai ned during one phase of the SLAPP di scovery process. It is

generated by a WIP starting a discovery process. Wen one discovery
met hod fails to find an AC and the WIP attenpts anot her discovery
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method it MJUST NOT re-use the Transaction ID. Al ACs that intend to
respond to a SLAPP di scover request nust use the sane value for this
field as in the request frame.

4.5.1.2. WP ldentifier

This field allows the WIP to specify a unique identifier for itself.
This MAY be, for instance, its 48-bit MAC address or it could be any
other string such as a serial nunber.

4.5.1.3. Flags

The Flags field is used to indicate certain things about the discover
request. For exanple, bit 0 in the Flags field indicates whether the
di scover request packet is being sent to the AC, if unicast, based on
a configuration at the WIP or based on sonme other neans of discovery.
This bit should always be set to the discover node if the SLAPP

di scover request packet is being sent to either a broadcast or
mul ti cast address. Here are the valid values for various bits in the
Fl ags field.

Bit O:
0 - Configuration node
1 - Discover node

Bits 1-15:
Must al ways be set to O by the transmtter
Must be ignored by the receiver

4.5.1.4. WP Vendor ID

This 32-bit field is the WIP vendor’s Structure of Managenent
Information (SM) enterprise code in network octet order (these
enterprise codes can be obtained from and registered with, |ANA).

4.5.1.5. WP HW Version
This 32-bit field indicates the version of hardware present in the
WIP. This is a nunber that is totally left to the WIP vendor to
choose.

4.5.1.6. WP SW Version
This 32-bit field indicates the version of software present in the

WIP. This is a nunber that is totally left to the WIP vendor to
choose.
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4.5.1.7. Nunber of Control Types

This 8-bit field indicates the nunber of 8-bit control protocol
indicators that followit and therefore inplicitly indicates the
nunber of different control protocols the WIP i s capabl e of
supporting. This nunber MJST be at |east one (1).

4.5.1.8. Control Types

This 8-bit field indicates the type of control protocol the WP
supports and is willing to use when conmunicating with an AC. There
MAY be multiple "control type" indicators in a single SLAPP Di scover
Request .

Valid Control Types

- RESERVED (MJST not be used)

- I mage Downl oad Control Protocol
802.11 SLAPP Control Protocol
RESERVED (to | ANA)

thI\)I—\O
N
(o)}
(6)}
o

4.5.2. SLAPP Discover Response

An AC that receives a SLAPP di scover request packet froma WP can
choose to respond with a SLAPP di scover response packet. The format
of the SLAPP di scover response packet is shown in Figure 6.

0 1 2 3

01234567890123456789012345678901
i i i T i S S S -
Mj | Mn | Type = 2 | Length |
B s S S T sl i s ST I S S S S S S T S S T S S S e

=

+

+-

L.

| Transaction ID |
B T S i T s i i e e SEI S
| WIP ldentifier |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| WP I dentifier (continued) | Fl ags |
i T s i o S i i S R I S I S S S M
| AC HW Vendor ID |
B T S i T s i i e e SEI S
| AC HW Ver si on |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| AC SW Ver si on |
i T s i o S i i S R I S I S S S M
| control type |

i ok It S S R R

Fi gure 6: SLAPP Di scover Response
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The SLAPP di scover response packet is a UDP packet. It is always
unicast to the WIPs I P address. The source |IP address is that of
the AC sending the response. The source port is the SLAPP di scover
port [TBD] and the destination port is the sanme as the source port
used in the SLAPP di scover request. The WIP's MAC address and the
transaction ID nust be identical to the values contained in the SLAPP
di scover request. The Status field indicates to the WIP whet her the
AC is either accepting the discover request and is willing to all ow
the WIP to proceed to the next stage (ACK) or whether it is denying
the WIP's earlier request (NACK). The AC includes its own vendor |D,
hardware, and software versions in the response.

4.5.2.1. Transaction |ID

The value of the Transaction ID field should be identical to its
val ue in the SLAPP di scover request packet sent by the WP.

4.5.2.2. WP ldentifier

The WIP I dentifier that was sent in the correspondi ng SLAPP di scover
request frame.

4.5.2.3. Flags

This field is unused by this version of SLAPP. |t MJST be set to
zero (0) on transnission and ignored upon receipt.

4.5.2.4. AC Vendor ID

If the value of the Status field is a 1, indicating that the ACis
sendi ng a successful response, then the values in this field and the
following two are valid. The 32-bit AC Vendor ID points to the
vendor I D of the AC. If the value of the Status field is not 1, then
this field should be set to 0 by the AC and ignored by the WIP.

4.5.2.5. AC HW Version

If the value of the Status field is 1, then this 32-bit field
contains the value of the AC s hardware version. This value is
chosen by the AC vendor. |If the value of the Status field is not 1,
then this field should be set to 0 by the AC and ignored by the WP.

4.5.2.6. AC SW Version
If the value of the Status field is 1, then this 32-bit field
contains the value of the ACs software version. This value is

chosen by the AC vendor. |f the value of the Status field is not 1,
then this field should be set to 0 by the AC and ignored by the WP.
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4.5.2.7. Control Type

The control type that the ACw Il use to communicate with the WP.
This val ue MJUST match one of the control types passed in the
correspondi ng SLAPP Di scover Request.

4.6. SLAPP Discovery Process
4.6.1. WP
There are nmultiple ways in which a WIP can di scover an AC

1. Static configuration: An adm nistrator, prior to deploying a WP,
can configure an I P address of an AC on the WIP's non-vol atile
menory. |If this is the case, then the SLAPP di scover request
packet is addressed to the configured |IP address.

2. DHCP options: As part of the DHCP response, the DHCP server could
be configured to use option 43 to deliver the |IP address of an AC
to which the WIP shoul d address the SLAPP di scover request
packet. If the IP address of an AC is handed to the WIP as part
of the DHCP response, then the WIP shoul d address the SLAPP
di scover request packet to this | P address.

3. DNS configuration: Instead of configuring a static |P address on
the WIP's non-vol atile nmenory, an adm ni strator can configure a
Ful ly-Qualified Domain Name (FQDN) of an AC. If the FCQDN of an
AC is configured, then the WIP queries its configured DNS server
for the | P address associated with the configured FQDN of the AC
If the DNS query is successful and the WIP acquires the IP
address of an AC fromthe DNS server, then the above discover
request packet is addressed to the unicast address of the AC

4. Broadcast: The WIP sends a di scover request packet addressed to
the broadcast | P address with the WIP's | P address as the source.
A network administrator, if necessary, could configure the
default router for the subnet that the WIP is on with a hel per
address and unicast it to any address on a different subnet.

5. IP Milticast: A WIP can send the above payload to a SLAPP I P
mul ti cast address [ TBD].

6. DNS: If there is no DNS FQDN configured on the WIP, and the WP
is unable to discover an AC by any of the above methods, then it
shoul d attenpt to query the DNS server for a well-known FCDN of

an AC[TBD]. |If this DNS query succeeds, then the WP shoul d
address the SLAPP di scover request packet to the unicast address
of the AC
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The above process is sumarized in the sequence shown in Figure 7

SLAPP di scovery start:
Static | P address config option
Is a static | P address for an AC confi gured?
If yes, send SLAPP discover request to that unicast |P address
SLAPP di scover response within discovery_tiner?
If yes, go to "done"
If not, go to "Static FQDN config option”
If not, goto "Static FQDN config option"
Static FQDN config option:
Is a static FQDN confi gured?
If yes, send a DNS query for the IP address for the FCQDN
I's DNS query successful ?
If yes, send SLAPP di scover request to that |IP address
SLAPP di scover response within discovery tiner?
If yes, go to "done"
If not, go to "DHCP options option"
If not, go to "DHCP options option"
DHCP options option
Is the I P address of an AC present in the DHCP response?
If yes, send SLAPP di scover request to the AC s | P address
SLAPP di scover response within discovery tiner?
If yes, go to "done"
If not, go to "Broadcast option"
If not, go to "Broadcast option"
Br oadcast opti on:
Send SLAPP di scover packet to the broadcast address
SLAPP di scover response within discovery tiner?
If yes, go to "done"
If not, go to "Miulticast option"
Mul ticast option:
Send SLAPP di scover packet to the SLAPP mnulticast address
SLAPP di scover response within discovery tiner?
If yes, go to "done"
If not, go to "DNS di scovery option"
DNS di scovery option
Query the DNS server for a well-known DNS nane
Is the DNS di scovery successful ?
If yes, send SLAPP di scover request to that | P address
SLAPP di scover response within discovery tiner?
If yes, go to "done"
If not, go to "SLAPP di scovery restart"
If not, go to "SLAPP di scovery restart"”
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SLAPP di scovery restart:

Set timer for SLAPP discovery idle tinmer

VWhen timer expires, go to "SLAPP di scovery start™
done:

Go to the next step

Fi gure 7
4.6.2. AC

When an AC receives a SLAPP di scover request, it nust determ ne

whet her or not it wishes to acquire the WIP. An AC MAY only agree to
acquire those WIPs whose WIP Identifiers are statically configured in
its configuration. O an ACthat is willing to gratuitously acquire
WIPs MAY accept any request pending authentication. An AC MJST only
choose to acquire WIPs that speak a conmon Negotiated Contro
Protocol, but other factors may influence its decision. For

instance, if the Negotiated Control Protocol is the |Imge Downl oad
protocol defined in this nmenp, the AC MJST NOT acquire a WP for
which it does not have a conpatible inage to downl oad as det ermni ned
by the WIP s HW Vendor |1 D, HW Version, and Software Version

What ever its decision, the AC MJUST respond one of two ways.

1. The AC sends a SLAPP di scover response indicating its agreenent
to acquire the WIP.

2. The AC silently drops the SLAPP di scover request and does not
respond at all.

5. Security Association

Once an AC has been di scovered by a WIP and agreed to acquire it (by

sendi ng a Di scover Response), it will initiate a DILS [6] [8]
exchange with the WIP by assuming the role of the "client". The WP
assunes the role of the "server". The port used by both the WIP and

AC for this exchange will be [TBD .

An obvious question is "Why is the AC acting as a client?". The
reason is to allow for non-nutual authentication in which the WIP is
aut henticated by the AC (see Section 5.1.2).

I nformational note: DTLS is used because it provides a secure and
connecti onl ess channel using a w dely accepted and anal yzed protocol
In addition, the nyriad of authentication options in DTLS allows for
a wide array of options with which to secure the channel between the
WP and the AC -- nutual and certificate-based; asymmetric or non-
mut ual aut hentication; anonynous authentication, etc. Furthernore,
DTLS defines its own fragnmentation and reassenbly techniques as well
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as ways in which peers agree on an effective MIU. Using DTLS

obvi ates the need to redefine these aspects of a protocol and
therefore | essens code bloat as the same problem doesn’'t need to be
sol ved yet again in another place.

Fail ure of the DTLS handshake protocol will cause both parties to
abandon the exchange. The AC SHOULD bl acklist this WIP for a period
of time to prevent a msconfigured WIP from repeatedly discovering
and failing authentication. The WIP MJST return to the di scovery
state of SLAPP to |ocate another suitable ACwith which it wll
initiate a DILS exchange.

Once the DTLS handshake has succeeded, the WIP and AP transition into
"i mage downl oad state" and protect all further SLAPP nessages with
the DTLS-negoti ated ci pher suite.

5.1. Exanple Authentication Mdels (Informative)

Any valid cipher suite in [7] can be used to authenticate the WP
and/or the AC. Different scenarios require different authentication
nmodel s. The followi ng exanples are illustrative only and not neant
to be exhausti ve.

Since neither side typically involves a human bei ng, a usernane/
passwor d- based aut hentication is not possible.

Zero-config requirenents on certain WP depl oynents can predicate
certain authentication options and elininate others.

5.1.1. Miutual Authentication

When mutual |y authenticating, the WIP aut henti cates the AC, thereby
ensuring that the ACto which it is connecting is a trusted AC, and
the AC authenticates the WIP, thereby ensuring that the WIP that is
connecting is a trusted WP.

Mut ual authentication is typically achieved by using certificates on
the WIP and AC, which ensure public keys each party owns. These
certificates are digitally signed by a Certification Authority, a
trusted third party.

Enrolling each WIP in a Certification Authority is outside the scope
of this docunment, but it should be noted that a manufacturing
Certification Authority does not necessarily provide the |evel of
assurance necessary as it will only guarantee that a WIP or AC was
manuf actured by a particular conpany and cannot distingui sh between a
trusted WIP and a WIP that is not trusted but was purchased fromthe
sane manufacturer as the AC
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5.1.2. WP-Only Authentication

Sone depl oynents may only require the WIP to authenticate to the AC
and not the other way around.

In this case, the WIP has a keypair that can uniquely identify it
(for example, using a certificate) and, that keypair is used in a
"server-side authentication" [7] exchange.

Thi s authentication nodel does not authenticate the AC and a rogue AC
could assert control of a valid WIP. 1t should be noted, though,

that this will only allow the WIP to provi de service for networks
made avail abl e by the rogue AC. No unauthorized network access is
possi bl e.

5.1.3. Anonynopus Aut hentication

In some deploynents, it MAY just be necessary to foil the casua
snoopi ng of packets. In this case, an unauthenticated, but
encrypted, connection can suffice. Typically a Diffie-Hellmn
exchange is perfornmed between the AC and WIP and the resulting
unaut henticated key is used to encrypt traffic between the AC and
WIP.

6. SLAPP Control Protocols

In this section, we describe two extensions for SLAPP -- one that is
specific to 802.11 W.ANs and another that is a technol ogy-neutra
protocol by which an AC can downl oad a bootable inage to a WIP.

6.1. 802.11 Control Protocol for SLAPP

This section describes a SLAPP extension that is targeted towards
WIPs and ACs inplenenting the | EEE 802. 11 WLAN standard. This
extension contains all the technol ogy-specific conponents that will
be used by an AC to control and manage 802.11 WIPs.

6.1.1. Supported CAPWAP Architectures

The CAPWAP architecture taxonony docunent [2] describes nultiple
architectures that are in use today in the WLAN i ndustry. Wile
there is a wide spectrumof variability present in these docunented
architectures, supporting every single variation or choice would | ead
to a conpl ex protocol and negotiation phase. |In the interest of
limting the conplexity of the 802.11 conponent, we have linmted the
negotiation to four different architectural choices as |isted bel ow
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Local MAC, bridged node: This npde of operation falls under the
Local MAC architecture. The 802.11 MAC is termnated at the WP
The WIP inplenments an L2 bridge that forwards packets between its
W.LAN interface and its Ethernet interface.

Local MAC, tunneled node: This node of operation also falls under
the Local MAC architecture where the 802.11 MACis term nated at
the WIP. The difference between this nmode and the previous one is
that in this node, the WIP tunnels 802.3 franes to the AC using
t he mechani sns defined in Section 6.1. 2.

Split MAC, L2 crypto at WIP. This node of operation falls under the
Split MAC architecture. The 802.11 MACis split between the WP
and the AC, the exact nature of the split is described in Section
6.1.1.2. The L2 crypto functions are inplenented in the WIP are
the ones used to satisfy this function irrespective of whether or
not the ACis also capable of this function. The WIP tunnels L2

franes to the AC using nmechani sms defined in Section 6.1.2.

Split MAC, L2 crypto at AC. This node of operation also falls under
the Split MAC architecture. The difference between this one and
the previous one is that the L2 crypto functions inplenented in
the AC are used to satisfy this function irrespective of whether
or not these functions are also available at the WIP. The WP
tunnels L2 frames to the AC using nechani sns defined in Section

6.1.2.
6.1.1.1. Local MAC

The Local MAC architecture as docunented in the CAPWAP architecture
taxonony docunent [2] perfornms all 802.11 frane processing at the
WIP. The conversion from802.11 to 802.3 and vice versa is al so

i mpl emented at the WIP. This would nean that other functions |ike
fragnmentation/reassenbly of 802.11 frames, and encryption/decryption
of 802.11 franmes is inplenmented at the WIP

6.1.1.1.1. Bridge