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Li ght wei ght Access Point Protoco
Abst r act

In recent years, there has been a shift in wireless LAN (WAN)
product architectures from autononbus access points to centralized
control of |ightweight access points. The general goal has been to
move nost of the traditional wireless functionality such as access
control (user authentication and authorization), nmobility, and radio
managenent out of the access point into a centralized controller

The | ETF s CAPWAP (Control and Provisioning of Wreless Access
Points) WG has identified that a standards-based protocol is
necessary between a wireless Access Controller and Wrel ess
Termination Points (the latter are also cormonly referred to as

Li ght wei ght Access Points). This specification defines the

Li ght wei ght Access Point Protocol (LWAPP), which addresses the
CAPWAP' s (Control and Provisioning of Wrel ess Access Points)
protocol requirements. Although the LWAPP protocol is designed to be
fl exi ble enough to be used for a variety of wirel ess technol ogies,
this specific docunent describes the base protocol and an extension
that allows it to be used with the |EEE' s 802.11 wirel ess LAN

pr ot ocol

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for the historical record.

Thi s docunent defines a Historic Docunent for the Internet conmmunity.
This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5412

| ESG Not e

Thi s RFC docunents the LWAPP protocol as it was when subnitted to the
| ETF as a basis for further work in the CAPWAP Worki ng G oup, and
therefore it may resenbl e the CAPWAP protocol specification in RFC
5415 as well as other IETF work. This RFC is being published solely
for the historical record. The protocol described in this RFC has
not been thoroughly reviewed and nay contain errors and om ssions.

RFC 5415 docunents the standards track solution for the CAPWAP

Wor ki ng Group and obsol etes any and all nechani sns defined in this
RFC. This RFC is not a candidate for any level of Internet Standard
and shoul d not be used as a basis for any sort of Internet

depl oynent .

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1.

I nt roducti on

Unlike wired network el ements, Wreless Termnation Points (WPs)
require a set of dynam c nmanagenent and control functions related to
their primary task of connecting the wireless and wi red nmedi uns.
Today, protocols for managing WIPs are either manual static
configuration via HTTP, proprietary Layer 2-specific, or non-existent
(if the WIPs are self-contained). The enmergence of sinple 802.11
WIPs that are managed by a W.AN appliance or switch (al so known as an
Access Controller, or AC) suggests that having a standardized,

i nteroperable protocol could radically sinplify the depl oynment and

managenment of wirel ess networks. |In nmany cases, the overall contro
and managenent functions thensel ves are generic and could apply to an
AP for any wireless Layer 2 (L2) protocol. Being independent of

specific wirel ess Layer 2 technol ogies, such a protocol could better
support interoperability between Layer 2 devices and enabl e snoot her
i ntertechnol ogy handovers.

The details of how these functions would be inplenmented are dependent
on the particular Layer 2 wireless technol ogy. Such a protocol would
need provisions for binding to specific technol ogi es.

LWAPP assunes a network configuration that consists of nultiple WPs
conmmuni cating either via Layer 2 (Medium Access Control (MAC)) or
Layer 3 (IP) to an AC. The WIPs can be considered as renote radio
frequency (RF) interfaces, being controlled by the AC. The AC
forwards all L2 franes it wants to transmt to a WIP via the LWAPP
protocol. Packets from nobile nodes are forwarded by the WIP to the
AC, also via this protocol. Figure 1 illustrates this arrangenent as
applied to an | EEE 802. 11 bi ndi ng.

+-+ 802. 11 franes +-+
| |
|| +-+ ||
| oo |- |
| | 802.11 PHY/ | | LWAPP | ]
| | MAC subl ayer | | | |
+- + +- + +- +
STA WI'P AC

Figure 1. LWAPP Architecture
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Security is another aspect of Wrel ess Termi nati on Poi nt nmanagenent
that is not well served by existing solutions. Provisioning WPs
with security credentials, and managi ng which WIPs are authorized to
provi de service are today handl ed by proprietary solutions. Allow ng
these functions to be perfornmed froma centralized ACin an

i nt eroperabl e fashion increases manageability and all ows network
operators to nore tightly control their wreless network
infrastructure

Thi s docunent describes the Lightweight Access Point Protoco
(LWAPP), allowi ng an AC to nmanage a collection of WIPs. The protoco
is defined to be independent of Layer 2 technol ogy, but an 802.11
binding is provided for use in growing 802.11 wirel ess LAN networks.

CGoal s:
The followi ng are goals for this protocol

1. Centralization of the bridging, forwarding, authentication, and
policy enforcement functions for a wireless network. Optionally,
the AC may al so provide centralized encryption of user traffic.
This will permt reduced cost and higher efficiency when applying
the capabilities of network processing silicon to the wireless
network, as it has already been applied to wired LANSs.

2. Permt shifting of the higher-1level protocol processing burden
away fromthe WIP. This |eaves the conputing resource of the WP
to the timng-critical applications of wireless control and
access. This nakes the nost efficient use of the conputing power
available in WIPs that are the subject of severe cost pressure.

3. Providing a generic encapsul ation and transport nechani sm the
protocol may be applied to other access point types in the future
by addi ng t he bindi ng.

The LWAPP protocol concerns itself solely with the interface between
the WIP and the AC. Inter-AC, or nobil e-to-AC conmunication is
strictly outside the scope of this docunent.

1.1. Conventions Used in This Documnent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].
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2

Pr ot ocol Overvi ew

LWAPP is a generic protocol defining how Wreless Term nati on Points
communi cate with Access Controllers. Wreless Term nation Points and
Access Controllers nay conmuni cate either by neans of Layer 2
protocol s or by neans of a routed | P network.

LWAPP messages and procedures defined in this docunent apply to both
types of transports unless specified otherwi se. Transport

i ndependence is achieved by defining formats for both MAC- | evel and

| P-l1evel transport (see Section 3). Also defined are fram ng,
fragnmentation/reassenbly, and mnultipl exing services to LWAPP for each
transport type.

The LWAPP Transport |ayer carries tw types of payload. LWAPP data
messages are forwarded wireless franes. LWAPP control nessages are
managenment nessages exchanged between a WIP and an AC. The LWAPP
transport header defines the "C-bit", which is used to distinguish
data and control traffic. Wen used over IP, the LWAPP data and
control traffic are also sent over separate UDP ports. Since both
data and control frames can exceed Path Maxi mum Transm ssion Unit
(PMIU), the payload of an LWAPP data or control nessage can be
fragnmented. The fragnentation behavior is highly dependent upon the
| ower-1layer transport and is defined in Section 3.

The Li ghtwei ght Access Protocol (LWAPP) begins with a di scovery
phase. The WIPs send a Di scovery Request frame, causing any Access
Controller (AC), receiving that frame to respond with a Di scovery
Response. Fromthe Discovery Responses received, a WIP will select
an AC with which to associate, using the Join Request and Join
Response. The Join Request al so provides an MU di scovery mechani sm
to determ ne whether there is support for the transport of |arge
franmes between the WIP and its AC. If support for large frames is
not present, the LWAPP frames will be fragnented to the maxi mum

| ength di scovered to be supported by the network.

Once the WIP and the AC have joined, a configuration exchange is
acconpl i shed that will cause both devices to agree on version
information. During this exchange, the WIP may recei ve provi sioning
settings. For the 802.11 binding, this information would typically
include a nane (802.11 Service Set ldentifier, SSID), and security
paraneters, the data rates to be advertised, as well as the radio
channel (channels, if the WIP is capabl e of operating nore than one
802. 11 MAC and Physi cal Layer (PHY) sinultaneously) to be used.
Finally, the WIPs are enabl ed for operation
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When the WIP and AC have conpl eted the version and provi sion exchange
and the WIP is enabl ed, the LWAPP encapsul ates the wirel ess franes
sent between them LWAPP will fragnent its packets, if the size of
the encapsul ated wirel ess user data (Data) or protocol contro
(Managenent) franmes cause the resultant LWAPP packet to exceed the
MIU supported between the WIP and AC. Fragnmented LWAPP packets are
reassenbl ed to reconstitute the original encapsul ated payl oad.

In addition to the functions thus far described, LWAPP al so provides
for the delivery of commands fromthe ACto the WIP for the
managenent of devices that are communicating with the WIP. This may
include the creation of |ocal data structures in the WIP for the
managed devi ces and the collection of statistical information about
the conmuni cati on between the WIP and the 802.11 devices. LWAPP
provides the ability for the ACto obtain any statistical information
coll ected by the WIP.

LWAPP al so provides for a keepalive feature that preserves the

conmuni cati on channel between the WIP and AC. If the ACfails to
appear alive, the WIP will try to discover a new AC to communi cate
t hr ough.

Thi s docunent uses term nol ogy defined in [5].
2.1. Wreless Binding Definition

This draft standard specifies a protocol independent of a specific

wi rel ess access point radio technology. Elenents of the protocol are
desi gned to accomodate specific needs of each wireless technology in
a standard way. Inplenentation of this standard for a particul ar
wirel ess technol ogy nmust follow the binding requirenments defined for
that technology. This specification includes a binding for the | EEE
802. 11 (see Section 11).

When defining a binding for other technol ogi es, the authors MJST

i nclude any necessary definitions for technol ogy-specific nessages
and all technol ogy-specific nmessage el ements for those nmessages. At
a mninmum a binding MIST provide the definition for a binding-
specific Statistics message el enment, which is carried in the WP
Event Request nessage, and Add Mbil e nessage el enent, which is
carried in the Mbile Configure Request. |f any technol ogy-specific
message el enments are required for any of the existing LWAPP nessages
defined in this specification, they MJST al so be defined in the

t echnol ogy- bi ndi ng docunent .

The nam ng of bi ndi ng-specific nessage el ements MJUST begin with the

nane of the technol ogy type, e.g., the binding for | EEE 802.11
provided in this standard, begins with "I EEE 802. 11".
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2. 2. LWAPP St ate Machine Definition

The followi ng state diagramrepresents the life cycle of a WIP-AC

sessi on:

R \

| \%

| S +

| d Idl e IR \

| R e e e e e e m oo oo - \ |

I n | a n I I

I I I \----\ I I

| | | REEEEEEEERRE
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I e / R +n

Figure 2: LWAPP State Machine

The LWAPP state machi ne, depicted above, is used by both the AC and
the WIP. For every state defined, only certain nessages are
permitted to be sent and received. In all of the LWAPP control
messages defined in this docunent, the state for which each conmand
is valid is specified.
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Note that in the state diagramfigure above, the 'C character is
used to represent a condition that causes the state to remain the
sare.

The foll owi ng text discusses the various state transitions, and the
events that cause them

Idle to Discovery (a): This is the initialization state.

WIP: The WIP enters the Discovery state prior to transmtting the
first Discovery Request (see Section 5.1). Upon entering
this state, the WIP sets the Di scoverylnterval tinmer (see
Section 12). The WP resets the Di scoveryCount counter to
zero (0) (see Section 13). The WIP also clears all
information fromACs (e.g., AC Addresses) it may have
recei ved during a previous discovery phase.

AC. The AC does not need to maintain state information for the
WP upon reception of the Discovery Request, but it MJST
respond with a Di scovery Response (see Section 5.2).

Di scovery to Discovery (b): This is the state the WIP uses to
determine to which ACit w shes to connect.

WIP:  This event occurs when the Discoverylnterval tiner expires.
The WIP transnmits a Discovery Request to every AC to which
the WIP hasn’t received a response. For every transition to
this event, the WIP increnents the Di soveryCount counter.
See Section 5.1 for nmore informati on on how the WIP knows to
which ACs it should transnit the Discovery Requests. The
WP restarts the Discoverylnterval tiner.

AC. This is a noop.

Di scovery to Sulking (d): This state occurs on a WIP when Di scovery
or connectivity to the AC fails.

WIP: The WIP enters this state when the Discoverylnterval tiner
expires and the Di scoveryCount variable is equal to the
MaxDi scoveries variable (see Section 13). Upon entering
this state, the WIP will start the Silentlnterval tiner.
Wiile in the Sulking state, all LWAPP nessages received are
i gnor ed.

AC. This is a noop.

Sulking to Idle (e): This state occurs on a WIP when it nust restart
t he di scovery phase.
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WIP: The WIP enters this state when the Silentinterval tiner (see
Section 12) expires.

AC. This is a noop.

Di scovery to Join (f): This state is used by the WIP to confirmits
commitnent to an ACthat it w shes to be provided service

WIP: The WIP sel ects the best AC based on the information it
gathered during the discovery phase. It then transnmts a
Joi n Request (see Section 6.1) to its preferred ACC. The WP
starts the WaitJoin tiner (see Section 12).

AC. The AC enters this state for the given WIP upon reception of
a Join Request. The AC processes the request and responds
with a Join Response

Join to Join (g): This state transition occurs during the join
phase.

WIP: The WIP enters this state when the WaitJoin tiner expires,
and t he underlying transport requires LWAPP MIU det ecti on
(Section 3).

AC. This state occurs when the AC receives a retransm ssion of a
Join Request. The WIP processes the request and responds
with the Join Response.

Jointo ldle (h): This state is used when the join process has
fail ed.

WIP: This state transition occurs if the WIP is configured to use
pre-shared key (PSK) security and receives a Join Response
that includes an invalid PSK-M C (Message Integrity Check)
message el enent.

AC. The AC enters this state when it transmts an unsuccessfu
Joi n Response

Join to Discovery (i): This state is used when the join process has
failed.

WIP: The WIP enters this state when it receives an unsuccessfu
Join Response. Upon entering this state, the WIP sets the
Di scoverylnterval tinmer (see Section 12). The WP resets
the DiscoveryCount counter to zero (0) (see Section 13).
This state transition nay al so occur if the PSK-M C (see
Section 6.2.9) nessage elenment is invalid.
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This state transition is invalid.

Join to Join-Confirm(z): This state is used to provide key
confirmation during the join process.

WIP:

AC

This state is entered when the WIP recei ves a Joi n Response.
In the event that certificate-based security is utilized,
this transition will occur if the Certificate nmessage
element is present and valid in the Join Response. For pre-
shared key security, the Join Response nust include a valid
and aut henticated PSK-M C nessage el enent. The WP MJST
respond with a Join ACK, which is used to provi de key
confirmation.

The AC enters this state when it receives a valid Join ACK
For certificate-based security, the Join ACK MJST i ncl ude
the WNonce nessage el enment. For pre-shared key security,
the message nmust include a valid PSK-M C nessage el enment.
The AC MUST respond with a Join Confirm nmessage, which

i ncl udes the Session Key nessage el enent.

Join-Confirmto Idle (3): This state is used when the join process
has fail ed.

WIP:

AC

This state transition occurs when the WIP recei ves an
invalid Join Confirm

The AC enters this state when it receives an invalid Join
ACK.

Join-Confirmto Configure (2): This state is used by the WIP and the
AC to exchange configuration informtion

WIP:

AC

The WIP enters this state when it receives a successful Join
Confirm and deternmines that its version nunber and the
versi on nunber advertised by the AC are the sane. The WP
transmts the Configure Request (see Section 7.2) nessage to
the ACwith a snapshot of its current configuration. The
WP al so starts the ResponseTi meout timer (see Section 12).

This state transition occurs when the AC receives the
Configure Request fromthe WIP. The AC nust transmit a
Configure Response (see Section 7.3) to the WP, and may
i ncl ude specific nessage elenents to override the WIP' s
configuration.
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Join-Confirmto Image Data (4): This state is used by the WIP and
the AC to downl oad executable firmare

WIP:

AC

The WIP enters this state when it receives a successful Join
Confirm and determines that its version nunber and the
versi on nunmber advertised by the AC are different. The WP
transmts the I mage Data Request (see Section 8.1) nessage
requesting that the AC s latest firmvare be initiated.

This state transition occurs when the AC receives the |Image
Data Request fromthe WIP. The AC nust transmt an |nmage
Dat a Response (see Section 8.2) to the WIP, which includes a
portion of the firmnare.

Image Data to Image Data (n): This state is used by the WIP and the
AC during the firmvare downl oad phase

WIP:

AC

The WIP enters this state when it receives an | nmage Data
Response that indicates that the AC has nore data to send

This state transition occurs when the AC receives the |Image
Dat a Request fromthe WIP while already in this state, and
it detects that the firmmvare downl oad has not conpl et ed.

Image Data to Reset (0): This state is used when the firnware
downl oad i s conpl et ed.

WIP:

AC

The WIP enters this state when it receives an |Inmage Data
Response that indicates that the AC has no nore data to
send, or if the underlying LWAPP transport indicates a |ink
failure. At this point, the WIP reboots itself.

This state transition occurs when the AC receives the |Image
Dat a Request fromthe WIP while already in this state, and
it detects that the firmwvare downl oad has conpleted or if
the underlying LWAPP transport indicates a link failure.
Note that the AC itself does not reset, but it places the
specific WIP's context it is comunicating with in the reset
state: meaning that it clears all state associated with the
WIP.

Configure to Reset (p): This state transition occurs if the
configure phase fails.

WIP:

The WIP enters this state when the reliable transport fails
to deliver the Configure Request, or if the ResponseTi neout
timer (see Section 12) expires.
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AC. This state transition occurs if the ACis unable to transm t

the Configure Response to a specific WIP. Note that the AC
itself does not reset, but it places the specific WIP s
context it is comunicating with in the reset state: neaning
that it clears all state associated with the WP.

Configure to Run (q): This state transition occurs when the WIP and
AC enter their normal state of operation.

W'P: The WIP enters this state when it receives a successful

Configure Response fromthe AC. The WIP initializes the
HeartBeat tinmer (see Section 12), and transnmits the Change
State Event Request nessage (see Section 7.6).

AC. This state transition occurs when the AC receives the Change

State Event Request (see Section 7.6) fromthe WIP. The AC
responds with a Change State Event Response (see Section
7.7) nmessage. The AC nust start the Session |ID and

Nei ghborDead tiners (see Section 12).

Run to Run (r): This is the normal state of operation.

WIP: This is the WIP"s nornmal state of operation, and there are

Cal houn,

many events that cause this to occur:

Configuration Update: The WIP receives a Configurati on Update
Request (see Section 7.4). The WP MJIST respond with a
Configuration Update Response (see Section 7.5).

Change State Event: The WP receives a Change State Event
Response, or deternmines that it nust initiate a Change State
Event Request, as a result of a failure or change in the state
of a radio.

Echo Request: The WP receives an Echo Request nessage
(Section 6.5), to which it MJST respond with an Echo Response
(see Section 6.6).

Clear Config Indication: The WP receives a Cear Config
I ndi cati on message (Section 7.8). The WIP MJUST reset its
configuration back to manufacturer defaults.

WP Event: The WIP generates a WIP Event Request to send

information to the AC (Section 8.5). The WP receives a WP
Event Response fromthe AC (Section 8.6).
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Data Transfer: The WP generates a Data Transfer Request to
the AC (Section 8.7). The WP receives a Data Transfer
Response fromthe AC (Section 8.8).

WLAN Config Request: The WIP receives a WLAN Confi g Request
message (Section 11.8.1), to which it MJST respond with a W.AN
Config Response (see Section 11.8.2).

Mobil e Config Request: The WIP recei ves an Mbile Config
Request nessage (Section 9.1), to which it MJST respond with a
Mobi | e Confi g Response (see Section 9.2).

AC. This is the ACs normal state of operation, and there are

Cal houn,

many events that cause this to occur:

Configuration Update: The AC sends a Configuration Update
Request (see Section 7.4) to the WIP to update its
configuration. The AC receives a Configuration Update Response
(see Section 7.5) fromthe WP.

Change State Event: The AC receives a Change State Event
Request (see Section 7.6), to which it MJST respond with the
Change State Event Response (see Section 7.7).

Echo: The AC sends an Echo Request nessage (Section 6.5) or
recei ves the associ ated Echo Response (see Section 6.6) from
t he WIP.

Clear Config Indication: The AC sends a Clear Config
I ndi cati on nmessage (Section 7.8).

W.AN Config: The AC sends a WLAN Confi g Request nessage
(Section 11.8.1) or receives the associated WLAN Config
Response (see Section 11.8.2) fromthe WP.

Mobil e Config: The AC sends a Mbile Config Request nessage
(Section 9.1) or receives the associated Mbile Config Response
(see Section 9.2) fromthe WP.

Data Transfer: The AC receives a Data Transfer Request from
the AC (see Section 8.7) and MJUST generate the associ ated Data
Transfer Response nessage (see Section 8.8).

WP Event: The AC receives a WIP Event Request fromthe AC

(see Section 8.5) and MJUST generate the associ ated WIP Event
Response nessage (see Section 8.6).
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Run to Reset (s): This event occurs when the AC wi shes for the WIP
to reboot.

WIP:

AC

The WIP enters this state when it receives a Reset Request
(see Section 8.3). It nust respond with a Reset Response
(see Section 8.4), and once the reliable transport

acknow edgenent has been received, it nust reboot itself.

This state transition occurs either through sone

adm nistrative action, or via sonme internal event on the AC
that causes it to request that the WP di sconnect. Note
that the ACitself does not reset, but it places the
specific WIPs context it is communicating with in the reset
st at e.

Run to Idle (t): This event occurs when an error occurs in the
communi cation between the WIP and the AC

WIP:

AC

The WIP enters this state when the underlying reliable
transport is unable to transmt a nessage within the
Retransmtinterval tinmer (see Section 12), and the maxi mum
nunmber of Retransm t Count counter has reached the
MaxRetransmt variable (see Section 13).

The AC enters this state when the underlying reliable
transport in unable to transmit a nessage within the
Retransmtinterval tinmer (see Section 12), and the maxi mum
nunmber of Retransm t Count counter has reached the
MaxRetransmt variable (see Section 13).

Run to Key Update (u): This event occurs when the WIP and the AC are
to exchange new keying material, with which it nust use to protect
all future nessages

WIP:

AC

This state transition occurs when the KeyLifetine tiner
expires (see Section 12).

The WIP enters this state when it receives a Key Update
Request (see Section 6.7).

Key Update to Key Confirm (w): This event occurs during the rekey
phase and is used to conplete the | oop

WIP:

This state transition occurs when the WIP recei ves the Key
Updat e Response. The WIP MUST only accept the nessage if it
is authentic. The WIP responds to this response with a Key
Updat e ACK.
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AC. The AC enters this state when it receives an authenticated
Key Updat e ACK nmessage.

Key Confirmto Run (5): This event occurs when the rekey exchange
phase is conpl et ed.

WIP: This state transition occurs when the WIP recei ves the Key
Update Confirm The newly derived encryption key and
Initialization Vector (IV) must be plunbed into the crypto
nmodul e after validating the nessage’s authentication.

AC. The AC enters this state when it transmts the Key Update
Confirm message. The newy derived encryption key and IV
must be plunbed into the crypto nodule after transmitting a
Key Updat e Confirm message.

Key Update to Reset (x): This event occurs when the key exchange
phase times out.

WP: This state transition occurs when the WIP does not receive a
Key Updat e Response fromthe AC.

AC. The AC enters this state when it is unable to process a Key
Updat e Request.

Reset to Idle (y): This event occurs when the state machine is
restarted.

WIP: The WIP reboots itself. After rebooting, the WIP will start
its LWAPP state nmachine in the Idle state.

AC. The AC clears out any state associated with the WIP. The AC
generally does this as a result of the reliable |link | ayer
timng out.

3. LWAPP Transport Layers

The LWAPP protocol can operate at Layer 2 or 3. For Layer 2 support,
the LWAPP nessages are carried in a native Ethernet frane. As such,
the protocol is not routable and depends upon Layer 2 connectivity
between the WIP and the AC. Layer 3 support is provided by

encapsul ati ng the LWAPP nessages within UDP.
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3.1. LWAPP Transport Header

Al LWAPP protocol packets are encapsul ated using a common header
format, regardless of the transport used to carry the franes.
However, certain flags are not applicable for a given transport, and
it is therefore necessary to refer to the specific transport section
in order to determ ne which flags are valid.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| VER| RID | C F|L| Frag I D | Lengt h |
i e e i e R L  ah C e e T S e s
| St at us/ WLANs | Payl oad. .. |

i S S i i oI o S S S S S ST S
3.1.1. VER Field

A 2-bit field that contains the version of LWAPP used in this packet.
The value for this docunment is O.

3.1.2. RIDField

A 3-bit field that contains the Radio I D nunber for this packet.
WIPs with multiple radios but a single MAC address use this field to
i ndicate which radio is associated with the packet.

3.1.3. CBit

The control nmessage 'C bit indicates whether this packet carries a
data or control nessage. When this bit is zero (0), the packet
carries an LWAPP data nessage in the payload (see Section 4.1). Wen
this bit is one (1), the packet carries an LWAPP control nessage as
defined in Section 4.2 for consunption by the addressed destination

3.1.4. F Bit
The Fragment 'F bit indicates whether this packet is a fragnment.
When this bit is one (1), the packet is a fragment and MJUST be

conbi ned with the other corresponding fragments to reassenble the
conpl ete informati on exchanged between the WIP and AC
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3.1.5. L Bit

The Not Last 'L bit is valid only if the "F bit is set and

i ndi cates whether the packet contains the |last fragnent of a
fragnment ed exchange between the WIP and AC. Wen this bit is 1, the
packet is not the last fragment. Wen this bit is 0, the packet is
the last fragnent.

3.1.6. Fragnent ID

An 8-bit field whose value is assigned to each group of fragnents
maki ng up a conplete set. The Fragnent |D space is managed
individually for every WIP/ AC pair. The value of Fragment IDis
incremented with each new set of fragnments. The Fragment ID waps to
zero after the maxi num val ue has been used to identify a set of
fragments. LWAPP only supports up to 2 fragments per frane.

3.1.7. Length

The 16-bit length field contains the nunber of bytes in the Payl oad.
The field is encoded as an unsigned nunber. [If the LWAPP packet is
encrypted, the length field includes the Advanced Encrypti on Standard
Counter with CBC-MAC (AES-CCM M C (see Section 10.2 for nore

i nformation).

3.1.8. Status and W.ANS
The interpretation of this 16-bit field is binding-specific. Refer
to the transport portion of the binding for a wirel ess technol ogy for
the specification.

3.1.9. Payl oad

This field contains the header for an LWAPP data nessage or LWAPP
control nessage, followed by the data associated with that nessage.

3.2. Using | EEE 802.3 MAC as LWAPP Transport

Thi s section describes how the LWAPP protocol is provided over native
Et hernet frames. An LWAPP packet is fornmed fromthe MAC frane
header, foll owed by the LWAPP nessage header. The follow ng figure
provi des an exanple of the frane formats used when LWAPP i s used over
the | EEE 802. 3 transport.
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Layer 2 LWAPP Data Framne

| MAC Header | LWAPP Header [C=0] | Forwarded Data ...

Layer 2 LWAPP Control Frame

' +
| MAC Header | LWAPP Header [C=1] | Control Message |
S +
| Message El ements |
R +

3.2.1. Framng
Sour ce Address
A MAC address belonging to the interface fromwhich this nessage is
sent. If multiple source addresses are configured on an interface,
then the one chosen is inplenmentation-dependent.
Destinati on Address
A MAC address belonging to the interface to which this nessage is to
be sent. This destination address MAY be either an individual
address or a multicast address, if nore than one destination
interface is intended.
Et hertype
The Ethertype field is set to 0x88bb.

3.2.2. AC Discovery
When run over | EEE 802.3, LWAPP nessages are distributed to a
specific MAC-| evel broadcast donmain. The AC di scovery nmechani sm used
with this transport is for a WIP to transnmit a Di scovery Request
message to a broadcast destination MAC address. The ACs will receive
this message and reply based on their policy.

3.2.3. LWAPP Message Header Format over | EEE 802.3 MAC Transport

Al of the fields described in Section 3.1 are used when LWAPP uses
the | EEE 802.3 MAC transport.
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3.2.4. Fragnentation/Reassenbly

Fragnentation at the MAC | ayer is nmanaged using the F, L, and Frag ID
fields of the LWAPP nessage header. The LWAPP protocol only allows a
singl e packet to be fragnented into 2, which is sufficient for a
frane that exceeds MIU due to LWAPP encapsul ati on. When used with
Layer 2 (Ethernet) transport, both fragnents MJST include the LWAPP
header .

3.2.5. Miltiplexing

LWAPP control nessages and data nessages are distinguished by the 'C
bit in the LWAPP nessage header.

3.3. Using IP/UDP as LWAPP Transport

Thi s section defines how LWAPP nekes use of | P/UDP transport between
the WIP and the AC. Wen this transport is used, the MAC | ayer is
controlled by the IP stack, and there are therefore no special MAC

| ayer requirements. The follow ng figure provides an exanple of the
franme formats used when LWAPP is used over the IP/UDP transport. |IP
stacks can be either |Pv4 or |Pv6.

Layer 3 LWAPP Data Frane

e e +
| MAC Header | IP | UDP | LWAPP Header [C=0] |
T +
| For war ded Dat a |
S TRy +

Layer 3 LWAPP Control Frame

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| MAC Header | IP | UDP | LWAPP Header [C=1] |
oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Control Message | Message El enents ... |
o e e oo g +

3.3.1. Framng

Conmruni cati on between the WIP and AC is established according to the
standard UDP client/server nodel. The connection is initiated by the
WP (client) to the well-known UDP port of the AC (server) used for
control messages. This UDP port nunber of the ACis 12222 for LWAPP
data and 12223 for LWAPP control franes.
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3.3.2. AC Discovery

VWhen LWAPP is run over routed |IP networks, the WIP and the AC do not
need to reside in the sane | P subnet (broadcast donmin). However, in
the event the peers reside on separate subnets, there nust exist a
mechani sm for the WIP to di scover the AC.

As the WIP attenpts to establish comrunication with the AC, it sends
the Di scovery Request nessage and receives the correspondi ng response
message fromthe AC. The WIP nust send the Discovery Request nessage
to either the Iimted broadcast | P address (255.255.255.255), a well
known mul ticast address, or the unicast |P address of the AC. Upon
recei pt of the nessage, the AC issues a Discovery Response nessage to
the unicast | P address of the WP, regardl ess of whether a Di scovery
Request was sent as a broadcast, mnulticast, or unicast nessage.

Whet her the WIP uses a limted |IP broadcast, nulticast or unicast IP
address is inplenmentation-dependent.

In order for a WIP to transmt a Discovery Request to a unicast
address, the WIP nust first obtain the I P address of the AC. Any
static configuration of an AC s |IP address on the WIP non-vol atile
storage is inplenmentation-dependent. However, additional dynamnc
schenmes are possible: for exanple:

DHCP: A conma-delinmted, ASCII|-encoded |ist of ACIP addresses is
enbedded i nside a DHCP vendor-specific option 43 extension.
An exanpl e of the actual format of the vendor-specific payl oad
for IPv4 is of the form"10.1.1.1, 10.1.1.2".

DNS: The DNS nanme "LWAPP- AC- Addr ess" MAY be resol vable to one or
nmore AC addr esses.

3.3.3. LWAPP Message Header Format over | P/ UDP Transport

Al of the fields described in Section 3.1 are used when LWAPP uses
the | Pv4/UDP or |Pv6/UDP transport, with the follow ng exceptions.

3.3.3.1. F Bit

This flag field is not used with this transport, and MJST be set to
zero.

3.3.3.2. L Bit

This flag field is not used with this transport, and MJST be set to
zero.
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3.3.3.3. Frag ID
This field is not used with this transport, and MJST be set to zero.
3.3.4. Fragnentation/Reassenbly for |Pv4

When LWAPP is inplenented at L3, the transport |ayer uses IP
fragmentation to fragnent and reassenbl e LWAPP nessages that are

| onger than the MIU size used by either the WIP or AC. The details
of IP fragnentation are covered in [8]. Wen used with the IP
transport, only the first fragnment would include the LWAPP header

3.3.5. Fragnentation/Reassenbly for |Pv6

| Pv6 does MIU di scovery so fragnentation and re-assenbly is not
necessary for UDP packets.

3.3.6. Miltiplexing

LWAPP messages convey control information between WIP and AC, as well
as binding specific data frames or binding specific nmanagenent

franmes. As such, LWAPP nessages need to be multiplexed in the
transport sub-layer and be delivered to the proper software entities
in the endpoints of the protocol. However, the 'C bit is still used
to differenti ate between data and control franes.

In case of Layer 3 connection, nultiplexing is achieved by use of
different UDP ports for control and data packets (see Section 3.3.1).

As part of the Join procedure, the WIP and AC nmay negotiate different
| P Addresses for data or control nmessages. The |P address returned
in the AP Manager Control |P Address nessage elenment is used to
informthe WIP with the I P address to which it nmust send all contro
franmes. The AP Manager Data | P Address nessage el ement MAY be
present only if the AC has a different I P address that the WIP is to
use to send its data LWAPP franes.

In the event the WIP and AC are separated by a NAT, with the WP
using private | P address space, it is the responsibility of the NAT
to nmanage appropriate UDP port mappi ng.

4., LWAPP Packet Definitions

This section contains the packet types and format. The LWAPP
protocol is designed to be transport-agnostic by specifying packet
formats for both MAC franes and | P packets. An LWAPP packet consists
of an LWAPP Transport Layer packet header followed by an LWAPP
message

Cal houn, et al. Historic [ Page 26]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

Transport details can be found in Section 3.
4.1. LWAPP Data Messages

An LWAPP data nmessage is a forwarded wireless frame. Wen forwarding
wi rel ess frames, the sender sinply encapsulates the wireless franme in
an LWAPP data packet, using the appropriate transport rules defined
in Section 3.

In the event that the encapsul ated frame woul d exceed the transport
| ayer’s MIU, the sender is responsible for the fragnentati on of the
frane, as specified in the transport-specific section of Section 3.

The actual format of the encapsul ated LWAPP data frame is subject to
the rules defined under the specific wreless technol ogy binding.

4.2. LWAPP Control Messages Overview

The LWAPP Control protocol provides a control channel between the WP
and the AC. The control channel is the series of control nessages
bet ween the WIP and AC, associated with a session |ID and key.

Control nessages are divided into the follow ng distinct nessage
types:

Di scovery: LWAPP Di scovery nessages are used to identify potential
ACs, their load and capabilities.

Control Channel Managenent: Messages that fall within this
classification are used for the discovery of ACs by the WIPs as
wel |l as the establishnent and nai ntenance of an LWAPP contr ol
channel .

WP Configuration: The WP Configuration nessages are used by the AC
to push a specific configuration to the WIPs with which it has a
control channel. Messages that deal with the retrieval of
statistics fromthe WIP also fall in this category.

Mobi | e Sessi on Managenent: Mbbil e Session Managenent nessages are
used by the AC to push specific nobile policies to the WIP.

Fi rmvar e Managenent: Messages in this category are used by the ACto
push a new firmware i mage down to the WIP.

Control Channel, WP Configuration, and Mbile Session Managenent
MJUST be inpl enented. Firmwvare Managenment MAY be i npl ement ed.

I n addition, technol ogy-specific bindings nay introduce new control
channel commands that depart fromthe above list.
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4.2. 1.

Al LWAPP contr ol
header (see Section 3.1).

Li ght wei ght Access Poi nt Prot ocol

Control Message For mat

LWAPP control header,

0

whi ch has the foll owi ng format:

1 2

February 2010

messages are sent encapsul ated within the LWAPP
I medi ately followi ng the header is the

3

01234567890123456789012345678901
i T o T i e S S S i S e S
Seq Num | Msg El enent Length |
R s et S T it e I R S S e ol St (R B S e 5

+-
I
+-
I
+-
I
+-

4.2.1. 1.

Message Type |

Session ID

e o e i e e e e ol S e
Msg El enent [0.. N |
B i T S S S s

Message Type

The Message Type field identifies the function of the LWAPP contr ol

message. The valid values for a Message Type are the foll ow ng:
Description Val ue
Di scovery Request 1
Di scovery Response 2
Joi n Request 3
Joi n Response 4
Join ACK 5
Join Confirm 6
Unused 7-9
Confi gure Request 10
Confi gure Response 11
Confi guration Update Request 12
Confi guration Update Response 13
WP Event Request 14
WP Event Response 15
Change State Event Request 16
Change State Event Response 17
Unused 18-21
Echo Request 22
Echo Response 23
| mage Dat a Request 24
| mage Data Response 25
Reset Request 26
Reset Response 27
Unused 28-29
Key Updat e Request 30
Key Updat e Response 31
Primary Di scovery Request 32
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Primary Di scovery Response 33
Data Transfer Request 34
Data Transfer Response 35
Clear Config Indication 36
WLAN Confi g Request 37
WLAN Config Response 38
Mobi | e Confi g Request 39
Mobi | e Confi g Response 40

4.2.1.2. Sequence Number

The Sequence Nunmber field is an identifier value to match request/
response packet exchanges. Wen an LWAPP packet with a request
message type is received, the value of the Sequence Nunber field is
copied into the correspondi ng response packet.

When an LWAPP control franme is sent, its internal sequence nunber
counter is nonotonically increnented, ensuring that no two requests
pendi ng have the sane sequence nunber. This field will wap back to
zero.

4.2.1.3. Message El enent Length

The length field indicates the nunber of bytes follow ng the Session
IDfield. |If the LWAPP packet is encrypted, the length field
i ncludes the AES-CCM M C (see Section 10.2 for nore information).

4.2.1.4. Session ID

The Session IDis a 32-bit unsigned integer that is used to identify
the security context for encrypted exchanges between the WIP and t he
AC. Note that a Session IDis a random val ue that MJST be uni que
between a given AC and any of the WIPs with which it may be
conmuni cat i ng.

4.2.1.5. Message Elerment [0..N

The nessage el ement(s) carry the information pertinent to each of the
control message types. Every control message in this specification
speci fies which nessage el enents are permtted

4.2.2. Message El enent Format

The nessage element is used to carry information pertinent to a
control message. Every nessage elenent is identified by the Type
field, whose nunbering space is nanaged via | ANA (see Section 16).
The total length of the nessage elenents is indicated in the Message
El ement Length fi el d.
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Al'l of the nessage el ement definitions in this docunent use a di agram
simlar to the one belowin order to depict their formats. Note that
in order to sinplify this specification, these diagrans do not

i nclude the header fields (Type and Length). However, in each
nmessage el enment description, the header’'s field values will be
def i ned.

Note that additional nessage el ements may be defined in separate | ETF
docunents.

The format of a nessage el enent uses the TLV fornmat shown here:

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h | Val ue ... |
i i i T i I S i e s o o i i

where Type (8 bits) identifies the character of the information
carried in the Value field and Length (16 bits) indicates the nunber
of bytes in the Value field.

4.2.2.1. GCeneric Message El enents

Thi s section includes nessage el enents that are not bound to a
specific control nessage.

4.2.2.1.1. Vendor Specific

The Vendor - Specific Payload is used to conmuni cate vendor-specific
i nformati on between the WIP and the AC. The val ue contains the
foll owi ng format:

0 1 2 3
01234567890123456789012345678901
e e 1 T TS T T T A A S N B
| Vendor ldentifier |
s i S e i i T s S S T ol ST S e e

| El ement 1D | Val ue. .
i i i i S T I S s sk S S S S 2

Type: 104 for Vendor Specific
Lengt h: >= 7

Vendor ldentifier: A 32-bit value containing the | ANA-assi gned "SM
Net wor k Managenent Private Enterprise Codes" [13].
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El ement 1D A 16-bit Elenment ldentifier that is managed by the
vendor.

Val ue: The val ue associated with the vendor-specific el enent.
4.2.3. Qality of Service

It is recomrended that LWAPP control nessages be sent by both the AC
and the WIP with an appropriate Quality-of-Service precedence val ue,
ensuring that congestion in the network m nim zes occurrences of
LWAPP control channel disconnects. Therefore, a Quality-of-Service-
enabl ed LWAPP devi ce shoul d use:

802. 1P: The precedence val ue of 7 SHOULD be used.

DSCP: The Differentiated Services Code Point (DSCP) tag val ue of 46
SHOULD be used.

5. LWAPP Di scovery Operations

The Di scovery nessages are used by a WIP to determ ne which ACs are
available to provide service, as well as the capabilities and | oad of
t he AGCs.

5.1. Discovery Request

The Di scovery Request is used by the WIP to automatically discover
potential ACs available in the network. A WP nust transmt this
command even if it has a statically configured AC, as it is a
required step in the LWAPP state nachi ne.

Di scovery Requests MJST be sent by a WIP in the Discover state after
waiting for a random del ay | ess of than MaxDi scoverylnterval, after a
WP first conmes up or is (re)initialized. A WP MJST send no nore
than a maxi num of MaxDi scoveries discoveries, waiting for a random
del ay | ess than MaxDi scoveryl nterval between each successive

di scovery.

This is to prevent an explosion of WIP Di scoveries. An exanple of
this occurring would be when nmany WIPs are powered on at the sane
time.

Di scovery Requests MJST be sent by a WIP when no Echo Responses are
recei ved for Nei ghborDeadlnterval and the WIP returns to the Idle
state. Discovery Requests are sent after Nei ghborDeadl nterval, they
MUST be sent after waiting for a randomdelay |ess than
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MaxDi scoverylnterval. A WP MAY send up to a maxi mum of
MaxDi scoveri es discoveries, waiting for a random del ay | ess than
MaxDi scoveryl nterval between each successive di scovery.

If a Discovery Response is not received after sending the maxi num
nunber of Discovery Requests, the WIP enters the Sul king state and
MUST wait for an interval equal to Silentlnterval before sending
further Discovery Requests.

The Di scovery Request nessage nay be sent as a unicast, broadcast, or
mul ti cast nessage.

Upon receiving a Discovery Request, the ACwll respond with a
Di scovery Response sent to the address in the source address of the
recei ved Di scovery Request.

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operati on.

5.1.1. Discovery Type

The Discovery nessage elenent is used to configure a WIP to operate
in a specific node.

0
01234567
i ok ST S R TR
| Discovery Type|
R i i i
Type: 58 for Discovery Type
Lengt h: 1

Di scovery Type: An 8-bit value indicating howthe AC was
di scovered. The follow ng val ues are supported:

0 - Broadcast

1 - Configured
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5.1.2. WP Descriptor

The WIP Descriptor nessage elenent is used by the WIP to conmuni cate
its current hardware/firmware configuration. The value contains the
following fields.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Hardware  Version |
R e s T o T S R El ok i R e e S S e o o s
| Sof tware  Version |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Boot Ver si on |
B i s T T i i o S o T Ji I
| Max Radios | Radios in use | Encryption Capabilities |
R e s T o T S R El ok i R e e S S e o o s

Type: 3 for WIP Descri ptor
Lengt h: 16

Har dwar e Ver si on: A 32-bit integer representing the WIP's hardware
versi on nunber.

Sof t war e Ver si on: A 32-bit integer representing the WIP's Firmare
ver si on nunber.

Boot Versi on: A 32-bit integer representing the WIP's boot | oader’s
versi on nunber.

Max Radi os: An 8-bit value representing the nunber of radios (where
each radio is identified via the RID field) supported by the WP

Radi os in Use: An 8-bit value representing the nunber of radios
present in the WP.

Encryption Capabilities: This 16-bit field is used by the WIP to
comuni cate its capabilities to the AC. Since nost WIPs support
I ink-1ayer encryption, the AC may nake use of these services.
There are bi ndi ng-dependent encryption capabilites. A WP that
does not have any encryption capabilities would set this field to
zero (0). Refer to the specific binding for the specification
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5.1.3. WP Radio Information

The WP Radi o Informati on nessage el enent is used to comunicate the
radio information in a specific slot. The Discovery Request MJST

i ncl ude one such nessage el enent per radio in the WIP. The Radi o-
Type field is used by the ACin order to determ ne which technol ogy-
specific binding is to be used with the WP.

The val ue contains two fields, as shown:
0 1
0123456789012345

s T i T s sl T S i R S R T

| Radio 1D | Radi o Type

B T it o R ik sl I (I I S TR S
Type: 4 for WIP Radi o Information
Lengt h: 2

Radi o 1 D: The Radio ldentifier, typically refers to sonme interface
i ndex on the WIP.

Radi o Type: The type of radio present. The follow ng values are
support ed:
1 - 802. 11bg: An 802. 11bg radi o.

2 - 802.11a: An 802. 11a radi o.

3 - 802.16: An 802.16 radio.

4 - Utra Wdeband: A UVB radi o.

7 - all: Used to specify all radios in the WIP
5.2. Discovery Response

The Di scovery Response is a mechani sm by which an AC advertises its
services to requesting WIPs.

Di scovery Responses are sent by an AC after receiving a Discovery
Request .
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When a WIP receives a Discovery Response, it MJUST wait for an
interval not |ess than Discoverylnterval for receipt of additional
Di scovery Responses. After the Discoverylnterval elapses, the WP
enters the Joining state and will select one of the ACs that sent a
Di scovery Response and send a Join Request to that AC

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operati on.

5.2.1. AC Address

The AC Address message elenent is used to comunicate the identity of
the AC. The value contains two fields, as shown:

0 1 2 3
01234567890123456789012345678901
T T T A S T
| Reserved | MAC Address |
T T S S S e T S S S s S A S S ok
| MAC Address |

i T S S O S i o S

Type: 2 for AC Address

Lengt h: 7

Reser ved: MUST be set to zero

MAC Addr ess: The MAC address of the AC
5.2.2. AC Descriptor

The AC Descriptor nmessage elenment is used by the AC to communi cate
its current state. The value contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Reserved | Hardware Version ... |
el i I e i it T e e e e i i T o S e e S e T R R
| HW Ver | Software Version ... |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| SW Ver | Stations | Limt |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Limt | Radi os | Max Radi o |
el i I e i it T e e e e i i T o S e e S e T R R
| Max Radi o | Security |

R T i T i e s ik T e R T
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5.

2.

Type: 6 for AC Descriptor
Lengt h: 17
Reser ved: MJST be set to zero

Har dwar e Ver si on: A 32-bit integer representing the AC s hardware
ver si on nunber.

Sof t war e Ver si on: A 32-bit integer representing the AC s Firnmnare
ver si on number.

St ations: A 16-bit integer representing the nunber of nobile
stations currently associated with the AC

Limt: A 16-bit integer representing the maxi mum nunber of stations
supported by the AC.

Radi os: A 16-bit integer representing the number of WIPs currently
attached to the AC

Max Radi o: A 16-bit integer representing the maxi num nunber of WPs
supported by the AC.

Security: An 8-bit bitmask specifying the security schenes
supported by the AC. The follow ng val ues are supported (see
Section 10):

1 - X 509 Certificate-Based
2 - Pre-Shared Secret
3. AC Nane
The AC Nane nessage el ement contains an ASCI| representation of the
AC s identity. The value is a variable-length byte string. The
string is NOT zero term nated.
0
01234567
R i i i
| Nanme ...
R e i i i

Type: 31 for AC Nane

Lengt h: >0
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Name: A variable-length ASCI1 string containing the AC s nane.
5.2.4. WP Manager Control |Pv4 Address

The WIP Manager Control |Pv4 Address nessage elenent is sent by the
AC to the WIP during the discovery process and is used by the ACto
provide the interfaces available on the AC, and their current | oad.

Thi s message el ement is useful for the WIP to perform | oad bal anci ng
across multiple interfaces.

0 1 2 3
01234567890123456789012345678901
T S D S T O T o S
| | P Addr ess |
B i s T T i i o S o T Ji I
| WP Count |
T g S ST S Sy S &

Type: 99 for WIP Manager Control |Pv4 Address

Lengt h: 6
| P Address: The | P address of an interface.
WP Count : The nunber of WIPs currently connected to the interface.

5.2.5. WP Mnager Control |Pv6 Address

The WIP Manager Control |Pv6 Address nessage elenent is sent by the
AC to the WIP during the discovery process and is used by the ACto
provide the interfaces available on the AC, and their current | oad.

Thi s message el ement is useful for the WIP to perform | oad bal anci ng
across multiple interfaces.

0 1 2 3
012345678901234567890123456789°01
T S D S T O T o S
| | P Addr ess |
B i s T T i i o S o T Ji I
| | P Address |
A g S S S g S g S
| | P Address |
i S D S T O T A T
| | P Addr ess |
B i s T T i i o S o T Ji I
| WP Count |
T g S ST S Sy S &
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Type: 137 for WP Manager Control |Pv6 Address

Lengt h: 6
| P Address: The | P address of an interface.
WP Count : The nunber of WIPs currently connected to the interface.

5.3. Primary Discovery Request

The Primary Discovery Request is sent by the WIP in order to
determne whether its preferred (or primary) AC is avail able.

Primary Di scovery Requests are sent by a WIP when it has a primary AC
configured, and is connected to another AC. This generally occurs as
aresult of a failover, and is used by the WIP as a neans to discover
when its primary AC becones available. As a consequence, this
message is only sent by a WIP when it is in the Run state.

The frequency of the Primary Di scovery Requests should be no nore
often than the sending of the Echo Request nessage.

Upon receiving a Discovery Request, the ACwll respond with a
Primary Di scovery Response sent to the address in the source address
of the received Primary Discovery Request.

The foll owi ng subsections define the nmessage el enents that MJST be
included in this LWAPP operation

5.3.1. Discovery Type

The Di scovery Type nessage elenent is defined in Section 5.1.1
5.3.2. WP Descriptor

The WIP Descriptor nessage elenent is defined in Section 5.1.2.
5.3.3. WP Radio Information

A WIP Radi o I nformati on nessage el ement nust be present for every
radio in the WIP. This nessage elenent is defined in Section 5.1.3.

5.4. Primary Di scovery Response
The Primary Di scovery Response is a mechani sm by which an AC

advertises its availability and services to requesting WIPs that are
configured to have the AC as its primary AC
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Primary Di scovery Responses are sent by an AC after receiving a
Primary Di scovery Request.

When a WIP receives a Primary Discovery Response, it nay opt to
establish an LWAPP connection to its primary AC, based on the
configuration of the WIP Fal | back Status nessage el ement on the WIP.

The foll owi ng subsections define the message el enents that MJST be
included in this LWAPP operation

5.4.1. AC Descriptor
The Di scovery Type nessage el enent is defined in Section 5.2.2.

5.4.2. AC Nane
The AC Nane nessage elenent is defined in Section 5.2.3.

5.4.3. WP Manager Control |Pv4 Address
A WP Radi o I nformati on nessage el ement MAY be present for every
radio in the WIP that is reachable via IPv4. This nessage elenent is
defined in Section 5.2.4.

5.4.4. WP Manager Control |Pv6 Address
A WP Radi o I nformati on nessage el ement nust be present for every
radio in the WIP that is reachable via IPv6. This nessage elenent is
defined in Section 5.2.5.

6. Control Channel Managenent
The Control Channel Managenent nessages are used by the WIP and AC to
create and maintain a channel of communi cati on on which various other
commands nay be transmitted, such as configuration, firmwvare update,
etc.

6.1. Join Request

The Join Request is used by a WIP to informan ACthat it wishes to
provi de services through it

Joi n Requests are sent by a WIP in the Joining state after receiving
one or more Discovery Responses. The Join Request is also used as an
MIU di scovery mechani sm by the WIP. The WP i ssues a Joi n Request
with a Test nessage el enent, bringing the total size of the nessage
to exceed MIU.
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If the transport used does not provide MIU path di scovery, the
initial Join Request is padded with the Test message el enent to 1596
bytes. If a Join Response is received, the WIP can forward franes
wi thout requiring any fragnentation. |If no Join Response is
received, it issues a second Join Request padded with the Test

payl oad to a total of 1500 bytes. The WP continues to cycle from
large (1596) to snmall (1500) packets until a Join Response has been
received, or until both packets’ sizes have been retransmtted 3
times. If the Join Response is not received after the maxi mum nunber
of retransm ssions, the WIP MUST abandon the AC and restart the

di scovery phase.

When an AC receives a Join Request, it will respond with a Join
Response. If the certificate-based security mechanismis used, the
AC validates the certificate found in the request. |If valid, the AC
generates a session key that will be used to secure the contro

franes it exchanges with the WIP. Wen the AC issues the Join
Response, the AC creates a context for the session with the WIP.

If the pre-shared session key security nechanismis used, the AC
saves the WIP's nonce, found in the WNonce nessage el ement, and
creates its own nonce, which it includes in the ANonce nessage
element. Finally, the AC creates the PSK-M C, which is conputed
using a key that is derived fromthe PSK

A Join Request that includes both a WNonce and a Certificate nessage
el ement MJST be considered invalid.

Details on the key generation are found in Section 10.

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operation

6.1.1. WP Descriptor

The WIP Descriptor nessage elenent is defined in Section 5.1.2.
6.1.2. AC Address

The AC Address nessage elenent is defined in Section 5.2.1
6.1.3. WP Nane

The WP Name nessage el enent value is a variable-length byte string.
The string is NOT zero term nated.
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0
01234567
i ok ST S R TR
| Nane ...
R i i i

Type: 5 for WIP Nane

Lengt h: >0

Nane: A non-zero-term nated string containing the WIP' s nane.
6.1.4. Location Data

The Location Data message elenent is a variable-length byte string
containing user-defined location information (e.g., "Next to
Fridge"). The string is NOT zero term nated.

0
01234567
i ok ST S R TR

| Location ...
R o I T N TS

Type: 35 for Location Data
Lengt h: >0

Locati on: A non-zero-termnated string containing the WIP's
| ocati on.

6.1.5. WP Radio Information

A WIP Radi o I nformati on nessage el ement nust be present for every
radio in the WIP. This nessage elenent is defined in Section 5.1.3.

6.1.6. Certificate

The Certificate message elenent value is a byte string containing a
DER- encoded x.509v3 certificate. This nessage elenent is only
included if the LWAPP security type used between the WIP and the AC
makes use of certificates (see Section 10 for nore information).

0
01234567
i ok It S S R R

| Certificate..
R e s i T
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Type: 44 for Certificate
Lengt h: >0

Certificate: A non-zero-ternmnated string containing the device's
certificate.

6.1.7. Session ID

The Session |ID nmessage el enent val ue contains a randomy generated
[4] unsigned 32-bit integer.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Session ID |
A g S S S g S g S

Type: 45 for Session ID

Lengt h: 4

Session | D: 32-bit random session identifier

6.1.8. Test

The Test nessage element is used as padding to perform MU di scovery,
and it MAY contain any val ue, of any |ength.

0
01234567
s S I S S
| Padding ...
i ok It S S R R
Type: 18 for Test
Lengt h: >0
Paddi ng: A vari abl e-1 engt h pad.
6.1.9. XNonce

The XNonce is used by the WIP to conmunicate its random nonce during
the join or rekey phase. See Section 10 for nore information
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0 1 2 3
01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Nonce |
T e i i o i e e Tk
| Nonce |
T R s S S R e i T i s St e S R S e
| Nonce |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Nonce |
T e i i o i e e Tk

Type: 111 for XNonce

Lengt h: 16

Nonce: 1 16-octet random nonce.
6.2. Join Response

The Join Response is sent by the ACto indicate to a WIP whether it
is capable and willing to provide service to it.

Join Responses are sent by the AC after receiving a Join Request.
Once the Join Response has been sent, the Heartbeat tiner is
initiated for the session to Echolnterval. Expiration of the timer
will result in deletion of the AC WP session. The timer is
refreshed upon recei pt of the Echo Request.

If the security method used is certificate-based, when a WIP receives
a Join Response, it enters the Joined state and initiates either a
Configure Request or Image Data to the ACto which it is now joined.
Upon entering the Joined state, the WIP begins timng an interval
equal to NeighborDeadlnterval. Expiration of the timer will result
in the transm ssion of the Echo Request.

If the security method used is pre-shared-secret-based, when a WP
receives a Join Response that includes a valid PSK-M C nessage
element, it responds with a Join ACK that also MJST include a locally
conmput ed PSK-M C nessage el enent.

The foll owi ng subsections define the nessage el ements that MJST be
included in this LWAPP operati on.
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6.2.1. Result Code

The Result Code nessage el enent value is a 32-bit integer val ue,
indicating the result of the request operation corresponding to the
sequence nunber in the nessage. The Result Code is included in a
successful Join Response.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Resul t Code |
I S i o T s S S S e s s T
Type: 2 for Result Code
Lengt h: 4
Resul t Code: The foll owi ng val ues are defi ned:
0 Success
1 Failure (AC List nessage el enent MUST be present)
6.2.2. Status
The Status nessage elenent is sent by the ACto the WIP in a non-
successful Join Response nessage. This nessage elenent is used to
indicate the reason for the failure and should only be acconpani ed
with a Result Code nessage el enment that indicates a failure.
0
01234567
i ok ST S R TR
| St at us |
R i i i
Type: 60 for Status
Lengt h: 1

St at us: The Status field indicates the reason for an LWAPP fail ure.
The foll owi ng val ues are support ed:
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1 - Reserved - do not use
2 - Resource Depletion
3 - Unknown Source
4 - Incorrect Data
6.2.3. Certificate

The Certificate nessage elenent is defined in Section 6.1.6. Note
this nessage element is only included if the WIP and the AC make use
of certificate-based security as defined in Section 10

6.2.4. WP Manager Data | Pv4 Address

The WIP Manager Data | Pv4 Address nessage elenent is optionally sent
by the ACto the WIP during the join phase. |f present, the IP
Address contained in this nessage el enent is the address the WIP is
to use when sending any of its LWAPP data franes.

Note that this nessage elenent is only valid when LWAPP uses the
| P/ UDP Layer 3 transport.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| | P Addr ess |
i i i T i I S i e s o o i i

Type: 138 for WP Manager Data | Pv4 Address

Lengt h: 4

| P Addr ess: The | P address of an interface.

6.2.5. WP Manager Data | Pv6 Address

The WP Manager Data | Pv6 Address nessage elenent is optionally sent
by the ACto the WIP during the join phase. |If present, the IP
Address contained in this nessage el enent is the address the WIP is
to use when sending any of its LWAPP data franes.

Note that this nessage elenent is only valid when LWAPP uses the
| P/ UDP Layer 3 transport.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| | P Address |
A g S S S g S g S
| | P Addr ess |
i S D S T O T A T
| | P Addr ess |
B i s T T i i o S o T Ji I
| | P Address |
A g S S S g S g S

Type: 139 for WP Manager Data | Pv6 Address

Lengt h: 4

| P Addr ess: The I P address of an interface.
6.2.6. AC IPv4 List

The AC List message element is used to configure a WIP with the
|atest list of ACs in a cluster. This nessage el enent MJST be
included if the Join Response returns a failure indicating that the
AC cannot handle the WIP at this tinme, allowing the WIP to find an
alternate AC to which to connect.

0 1 2 3

01234567890123456789012345678901
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm o bm bm o o o o o o o o o o
| AC | P Address][] |
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm b bm bm b b b e e b b e e e e e e o

Type: 59 for AC List
Lengt h: >= 4

AC | P Address: An array of 32-bit integers containing an AC s | Pv4
Addr ess.

6.2.7. AC |Pv6 List

The AC List nmessage elenment is used to configure a WIP with the
latest list of ACs in a cluster. This nmessage el ement MJST be
included if the Join Response returns a failure indicating that the
AC cannot handle the WIP at this time, allowing the WIP to find an
alternate AC to which to connect.
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0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| AC | P Address[] |
i o S S T R SR o e
| AC | P Address][] |
R T A A A S s
| AC | P Address|] |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| AC | P Address[] |
i o S S T R SR o e

Type: 141 for AC Li st
Lengt h: >= 4

AC | P Addr ess: An array of 32-bit integers containing an AC s | Pv6
Addr ess.

6.2.8. ANonce

The ANonce nessage el enent is sent by an AC during the join or rekey
phase. The contents of the ANonce are encrypted as described in
Section 10 for nore infornmation.

0 1 2 3

01234567890123456789012345678901
T S e T o T S L T SR S S S S S
| Nonce |
T T S S e e i S S U S S AR Tk ok e
| Nonce |
T S i T o S T i S SEp S A S

| Nonce |
B T S i T s i i e e SEI S
| Nonce |
i e R i e i i i e i i St S N e S
Type: 108 for ANonce
Lengt h: 16

Nonce: An encrypted, 16-octet random nonce.
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6.2.9. PSK-MC

The PSK-M C nessage el ement includes a nessage integrity check, whose
purpose is to provide confirnmation to the peer that the sender has
the proper session key. This nmessage elenent is only included if the
security nethod used between the WIP and the AC is the pre-shared
secret mechanism See Section 10 for nore infornmation.

VWhen present, the PSK-M C nessage el enent MJUST be the | ast nessage
element in the message. The M C is conputed over the conplete LWAPP
packet, fromthe LWAPP control header as defined in Section 4.2.1 to
the end of the packet (which MJUST be this PSK-M C message el enent).
The MC field in this nessage el ement and the Sequence Nunber field
in the LWAPP control header MJST be set to zeroes prior to conputing
the MC. The length field in the LWAPP control header nust already
i nclude this nmessage el enent prior to conmputing the MC

0 1 2 3
01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o

| SPI | MC ...
i S S T i S S e I S AT S i S S

Type: 109 for PSK-MC
Lengt h: > 1
SPI : The Security Paraneter Index (SPl) field specifies the
cryptographic algorithmused to create the nessage integrity
check. The follow ng values are supported:
0 - Unused
1 - HVAC SHA-1 (RFC 2104 [15])
M C. A 20-octet Message Integrity Check
6.3. Join ACK
The Join ACK nessage is sent by the WIP upon receiving a Join
Response, which has a valid PSK-M C nessage el enent, as a neans of
providing key confirmation to the AC. The Join ACKis only used in
the case where the WIP makes use of the pre-shared key LWAPP node
(see Section 10 for nore information).
Note that the AC should never receive this nmessage unl ess the

security nethod used between the WIP and the AC is pre-shared-secret-
based.
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The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operation

6.3.1. Session ID
The Session ID nmessage elenent is defined in Section 6.1.7.
6.3.2. W\once

The WNonce nessage el enent is sent by a WIP during the join or rekey
phase. The contents of the ANonce are encrypted as described in
Section 10 for nore infornmation.

0 1 2 3
01234567890123456789012345678901
I i S T i i S e e S i e o
| Nonce |
O e i o R i i I R S e o
| Nonce |
T i i I T T o s S O o o il S S S
| Nonce |
I i S T i i S e e S i e o
| Nonce |
O e i o R i i I R S e o

Type: 107 for WNonce
Lengt h: 16
Nonce: An encrypted, 16-octet random nonce.

6.3.3. PSK-MC
The PSK-M C nessage elenent is defined in Section 6.2.9.

6.4. Join Confirm
The Join Confirm nessage is sent by the AC upon receiving a Join ACK,
whi ch has a valid PSK-M C nessage el enent, as a neans of providing
key confirmation to the WIP. The Join Confirmis only used in the
case where the WIP nakes use of the pre-shared key LWAPP node (see
Section 10 for nore information).
If the security nmethod used is pre-shared-key-based, when a WP

receives a Join Confirm it enters the Joined state and initiates
either a Configure Request or Inmage Data to the ACto which it is now
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joined. Upon entering the Joined state, the WIP begins timing an
interval equal to Nei ghborDeadlnterval. Expiration of the timer wll
result in the transm ssion of the Echo Request.

This nmessage is never received, or sent, when the security type used
bet ween the WIP and the AC is certificated-based.

The foll owi ng subsections define the message el enents that MJST be
included in this LWAPP operation

6.4.1. Session ID

The Session ID nmessage elenent is defined in Section 6.1.7.
6.4.2. PSK-MC

The PSK-M C nessage elenent is defined in Section 6.2.9.

6.5. Echo Request

The Echo Request nessage is a keepalive nechanismfor the LWAPP
control nessage

Echo Requests are sent periodically by a WIP in the Run state (see
Figure 2) to deternine the state of the connection between the WP
and the AC. The Echo Request is sent by the WIP when the Heart beat
timer expires, and it MJST start its Nei ghborDeadl nterval timer

The Echo Request carries no nessage el enents.

When an AC receives an Echo Request, it responds with an Echo
Response.

6.6. Echo Response

The Echo Response acknow edges the Echo Request, and is only accepted
while in the Run state (see Figure 2).

Echo Responses are sent by an AC after receiving an Echo Request.
After transmitting the Echo Response, the AC should reset its
Heartbeat timer to expire in the value configured for Echolnterval
I f another Echo request is not received by the AC when the tiner
expires, the AC SHOULD consider the WIP to no | onger be reachabl e.

The Echo Response carries no nessage el enents.
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When a WIP receives an Echo Response it stops the
Nei ghbor Deadl nterval tiner, and starts the Heartbeat tinmer to
Echol nt erval .

If the NeighborDeadlnterval timer expires prior to receiving an Echo
Response, the WIP enters the Idle state.

6.7. Key Update Request
The Key Update Request is used by the WIP to initiate the rekeying
phase. This nmessage is sent by a WIP when in the Run state and MJUST
i nclude a new uni que Session ldentifier. This nessage MJST al so
i nclude a uni que nonce in the XNonce nessage el ement, which is used
to protect against replay attacks (see Section 10).

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operati on.

6.7.1. Session ID
The Session |ID message elenent is defined in Section 6.1.7.

6.7.2. XNonce
The XNonce nessage el enent is defined in Section 6.1.9.

6.8. Key Update Response
The Key Update Response is sent by the ACin response to the request
message, and includes an encrypted ANonce, which is used to derive
new session keys. This message MJST include a Session Identifier
message el ement, whose value MJST be identical to the one found in

the Key Update Request.

The AC MUST include a PSK-M C nessage el enent, which provides nessage
integrity over the whol e nessage.

The foll owi ng subsections define the message el enents that MJST be
included in this LWAPP operati on.

6.8.1. Session ID
The Session ID nmessage elenent is defined in Section 6.1.7.
6.8.2. ANonce

The ANonce nessage el enent is defined in Section 6.2.8.
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6.8.3. PSK-MC
The PSK-M C nessage element is defined in Section 6.2.9.

6.9. Key Update ACK
The Key Update ACK is sent by the WIP and i ncl udes an encrypted
versi on of the WIP’s nonce, which is used in the key derivation
process. The session keys derived are then used as new LWAPP contr ol
message encryption keys (see Section 10).

The WIP MUST include a PSK-M C nessage el ement, which provides
message integrity over the whol e nessage.

The foll owi ng subsections define the nmessage el enents that MJST be
included in this LWAPP operati on.

6.9.1. WNonce
The WNonce nessage el enent is defined in Section 6.3.2.

6.9.2. PSK-MC
The PSK-M C nessage elenent is defined in Section 6.2.9.

6.10. Key Update Confirm
The Key Update Confirmcl oses the rekeying |oop, and allows the WIP
to recogni ze that the AC has received and processed the Key Update
messages. At this point, the WIP updates its session key inits
crypto engine, and the associated Initialization Vector, ensuring
that all future LWAPP control frames are encrypted with the newy

derived encryption key.

The WIP MUST include a PSK-M C nessage el ement, which provides
message integrity over the whol e nessage.

The foll owi ng subsections define the message el enents that MJST be
included in this LWAPP operati on.

6.10.1. PSK-MC
The PSK-M C nessage elenment is defined in Section 6.2.9.
6.11. Key Update Trigger

The Key Update Trigger is used by the ACto request that a Key Update
Request be initiated by the WP
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Key Update Triggers are sent by an ACin the Run state to informthe
WP to initiate a Key Update Request nessage.

When a WIP receives a Key Update Trigger, it generates a Key Update
Request .

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operation

6.11.1. Session ID
The Session ID nmessage elenent is defined in Section 6.1.7.
7. WP Configurati on Managenent

The Wreless Term nation Point Configuration nessages are used to
exchange configuration between the AC and the WP

7.1. Configuration Consistency

The LWAPP protocol provides flexibility in how WIP configuration is
managed. To put it sinply, a WIP has one of two options:

1. The WIP retains no configuration and sinply abides by the
configuration provided by the AC

2. The WIP retains the configuration of paranmeters provided by the AC
that are non-default val ues.

If the WIP opts to save configuration locally, the LWAPP protoco
state nmachine defines the "Configure" state, which is used during the
initial binding W'P- AC phase, which allows for configuration
exchange. During this period, the WIP sends its current
configuration overrides to the AC via the Configure Request nessage.
A configuration override is a paraneter that is non-default. One
exanple is that in the LWAPP protocol, the default antenna
configuration is an internal-omi antenna. However, a WP that
either has no internal antennas, or has been explicitely configured
by the AC to use external antennas would send its antenna
configuration during the configure phase, allowing the AC to becone
aware of the WIP's current configuration.

Once the WIP has provided its configuration to the AC, the AC sends

down its own configuration. This allows the WIP to inherit the
configuration and policies on the AC
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An LWAPP AC nmi ntai ns a copy of each active WIP's configuration
There is no need for versioning or other means to identify
configuration changes. |[|f a WP becones inactive, the AC MAY del ete
the configuration associated with it. If a WIP were to fail, and
connect to a new AC, it would provide its overridden configuration
paraneters, allowi ng the new ACto be aware of the WIP's
configuration.

As a consequence, this nodel allows for resiliency, whereby in |ight

of an AC failure, another AC could provide service to the WIP. In
this scenario, the new AC woul d be automatically updated on any
possi bl e WIP configuration changes -- elininating the need for Inter-

AC communi cation or the need for all ACs to be aware of the
configuration of all WIPs in the network.

Once the LWAPP protocol enters the Run state, the WIPs begin to
provi de service. However, it is quite conmon for administrators to
require that configuration changes be nmade while the network is
operational. Therefore, the Configuration Update Request is sent by
the ACto the WIP in order to make these changes at run-tine.

7.2. Configure Request

The Configure Request nessage is sent by a WIP to send its current
configuration to its AC

Configure Requests are sent by a WIP after receiving a Join Response,
while in the Configure state.

The Configure Request carries binding-specific nmessage el enents.
Refer to the appropriate binding for the definition of this
structure.

When an AC receives a Configure Request, it will act upon the content
of the packet and respond to the WIP with a Configure Response.

The Configure Request includes nmultiple Adm nistrative State nessage
el ements. There is one such nmessage el enent for the WIP, and then
one per radio in the WIP.

The foll owi ng subsections define the nessage el enents that MJST be
included in this LWAPP operation

7.2.1. Administrative State
The Adm nistrative Event nessage elenment is used to conmmunicate the

state of a particular radio. The value contains the follow ng
fields.
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0 1

0123456789012345
B il s S S S S I S i
| Radio ID | Admin State |
R T i i e R e e e s i i

Type: 27 for Adnministrative State

Lengt h: 2

Radi o | D: An 8-bit value representing the radio to configure. The
Radio ID field may al so include the value of Oxff, which is used
to identify the WIP itself. Therefore, if an AC wi shes to change
the adnministrative state of a WIP, it would include Oxff in the
Radio ID field.

Adm n State: An 8-bit value representing the adm nistrative state
of the radio. The follow ng values are support ed:

1 - Enabled
2 - Disabled
7.2.2. AC Nane
The AC Nane nessage element is defined in Section 5.2.3.
7.2.3. AC Nanme with | ndex
The AC Nane with I ndex nmessage elenent is sent by the ACto the WIP
to configure preferred ACs. The nunber of instances where this
message el ement woul d be present is equal to the nunber of ACs
configured on the WIP.
0 1
0123456789012345
i I S S S s o i e
| I ndex | AC Nane. ..
B il s S S S S I S i
Type: 90 for AC Nane with I ndex
Lengt h: 5

I ndex: The index of the preferred server (e.g., l=primary,
2=secondary).

AC Nane: A variable-length ASCI| string containing the AC s nane.
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7.2.4. WP Board Dat a

The WP Board Data nessage el enent is sent by the WIP to the AC and
contains information about the hardware present.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Card 1D | Card Revi sion |
el i I e i it T e e e e i i T o S e e S e T R R
| WP Model |
R o o e e el i S S S S i S i ol S S e e e s
| WP Model |
B T I e R i i i T S S e e I e ik oI I S S e S S
| WP Serial Number ... |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved |
R o o e e el i S S S S i S i ol S S e e e s
| Et hernet MAC Address |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Et her net MAC Address |

B el I T R S il il ol siE I R SR S

Type: 50 for WIP Board Data

Lengt h: 26

Card I D: A hardware identifier.

Card Revi si on: 4-byte Revision of the card.

WP Model : 8-byte WP Mbdel Nunber.

WIP Serial Nunber: 24-byte WIP Serial Nunber.

Reserved: A 4-byte reserved field that MIST be set to zero (0).

Et her net MAC Addr ess: MAC address of the WIP's Ethernet interface.
7.2.5. Statistics Timer

The Statistics Tiner nessage el enent value is used by the ACto

informthe WIP of the frequency that it expects to receive updated
statistics.
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0 1
0123456789012345
B il s S S S S I S i
| Statistics Tinmer |
R T i i e R e e e s i i

Type: 37 for Statistics Timer
Lengt h: 2

Statistics Timner: A 16-bit unsigned integer indicating the tine, in
seconds.

7.2.6. WP Static |P Address Infornmmation

The WIP Static I P Address Information nmessage el enent is used by an
AC to configure or clear a previously configured static |IP address on
a WP.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| | P Addr ess |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Net mask |
i T s i o S i i S R I S I S S S M
| Gat eway |
B T S i T s i i e e SEI S
| Static |
R e s i T

Type: 82 for WIP Static I P Address Information

Lengt h: 13

| P Address: The I P address to assign to the WIP.

Net mask: The | P Net mask

Gat eway: The | P address of the gateway.

Net mask: The | P Net nmask.

Static: An 8-bit Bool ean stating whether or not the WIP shoul d use

a static | P address. A value of zero disables the static IP
address, while a value of one enables it.
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7.2.7. WP Reboot Statistics

The WP Reboot Statistics nessage elenment is sent by the WIP to the
AC to communi cate informati on about reasons why reboots have
occurr ed.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Crash Count | LWAPP | nitiated Count |
i i i T i I S i e s o o i i
| Li nk Fail ure Count | Failure Type

T T S S S T S S S S

Type: 67 for WIP Reboot Statistics

Lengt h: 7

Crash Count: The nunber of reboots that have occurred due to a WIP
crash.

LWAPP I nitiated Count: The nunber of reboots that have occurred at

the request of some LWAPP nessage, such as a change in
configuration that required a reboot or an explicit LWAPP reset
request.

Li nk Fail ure Count: The nunber of tines that an LWAPP connecti on
with an AC has fail ed.

Fail ure Type: The last WIP failure. The follow ng values are
support ed:

0 - Link Failure
1 - LWAPP Initiated
2 - WP Crash

7.3. Configure Response

The Configure Response nessage is sent by an AC and provi des an
opportunity for the ACto override a WIP's requested configuration

Confi gure Responses are sent by an AC after receiving a Configure
Request .
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The Configure Response carries binding-specific nessage el enents.
Refer to the appropriate binding for the definition of this
structure.

When a WIP receives a Configure Response, it acts upon the content of
the packet, as appropriate. |If the Configure Response nmessage

i ncludes a Change State Event nessage el enent that causes a change in
the operational state of one of the Radios, the WIP will transmit a
Change State Event to the AC as an acknow edgenent of the change in
state.

The foll owi ng subsections define the nessage el enments that MJST be
included in this LWAPP operati on.

7.3.1. Decryption Error Report Period

The Decryption Error Report Period nessage el enment value is used by
the ACto informthe WIP of how frequently it should send decryption
error report nessages.

0 1 2

012345678901234567890123
e
| Radio I D | Report Interval |
T T S S S T e S S S

Type: 38 for Decryption Error Report Period
Lengt h: 3

Radi o 1 D: The Radio ldentifier: typically refers to sonme interface
i ndex on the WIP.

Report Interval: A 16-bit, unsigned integer indicating the tine, in
seconds.

7.3.2. Change State Event

The WP Radi o Informati on nmessage el enent is used to comunicate the
operational state of a radio. The value contains two fields, as
shown.

0 1
0123456789012345

i T S S O S i o S
| Radio I D | State | Cause

R e s T o e T e I e i o T i NI S e R S
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Type: 26 for Change State Event
Lengt h: 3

Radi o | D: The Radio ldentifier: typically refers to sone interface
i ndex on the WIP.

St at e: An 8-bit Bool ean val ue representing the state of the radio.
A val ue of one disables the radio, while a value of two enabl es
it.

Cause: In the event of a radio being inoperable, the Cause field
woul d contain the reason the radio is out of service. The
foll owi ng val ues are support ed:

0 - Nor nal
1 - Radio Failure
2 - Software Failure

7.3.3. LWAPP Tiners

The LWAPP Ti ners nessage el enment is used by an AC to configure LWAPP
timers on a WIP.

0 1
0123456789012345
R T i i e R e e e s i i
| Di scovery | Echo Request
s T i T s sl T S i R S R T
Type: 68 for LWAPP Tiners
Lengt h: 2

Di scovery: The nunber of seconds between LWAPP Di scovery packets
when the WIP is in the discovery node.

Echo Request: The nunber of seconds between WIP Echo Request LWAPP
nessages.

7.3.4. AC |Pv4 List

The AC List nmessage element is defined in Section 6.2.6.
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7.3

7. 3.

7.3.

Cal

.5.  AC I Pv6 List
The AC List nmessage element is defined in Section 6.2.7.
6. WP Fall back

The WIP Fal | back nessage element is sent by the ACto the WIP to
enabl e or disable automatic LWAPP fall back in the event that a WIP
detects its preferred AC, and is not currently connected to it.

0
01234567
R e R h
| Mbde |
Tl i I S S

Type: 91 for WIP Fal | back
Lengt h: 1

Mode: The 8-bit Bool ean val ue indicates the status of automatic
LWAPP fal |l back on the WIP. A value of zero disables the fallback
feature, while a value of one enables it. Wen enabled, if the
WP detects that its prinmary ACis available, and it is not
connected to it, it SHOULD automatically di sconnect fromits
current AC and reconnect to its primary. |f disabled, the WP
will only reconnect to its primary through manual intervention
(e.g., through the Reset Request comand).

7. |dle Tinmeout

The 1dle Tineout nessage element is sent by the ACto the WIP to
provide it with the idle timeout that it should enforce on its active
nobil e station entries.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Ti meout |
el i I e i it T e e e e i i T o S e e S e T R R

Type: 97 for Idle Tineout

Lengt h: 4
Ti meout : The current idle tineout to be enforced by the WIP
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7.4. Configuration Update Request
Configure Update Requests are sent by the AC to provision the WP
while in the Run state. This is used to nodify the configuration of
the WIP while it is operational.
When an AC receives a Configuration Update Request it will respond
with a Configuration Update Response, with the appropriate Result
Code.

The foll owi ng subsections define the nessage el enents introduced by
thi s LWAPP operati on.

7.4.1. WP Nane

The WIP Nane nessage elenent is defined in Section 6.1.3.
7.4.2. Change State Event

The Change State Event nessage element is defined in Section 7.3.2.
7.4.3. Admnistrative State

The Admi nistrative State nessage elenment is defined in Section 7.2.1.
7.4.4. Statistics Timer

The Statistics Tiner nessage elenent is defined in Section 7.2.5.
7.4.5. Location Data

The Location Data nessage elenment is defined in Section 6.1.4.
7.4.6. Decryption Error Report Period

The Decryption Error Report Period nessage el enent is defined in
Section 7.3.1.

7.4.7. AC |Pv4 List
The AC List nmessage elenent is defined in Section 6.2.6.
7.4.8. AC | Pv6 List

The AC List nmessage element is defined in Section 6.2.7.

Cal houn, et al. Historic [ Page 62]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

7.4.9. Add Blacklist Entry

The Add Bl acklist Entry nessage el enent is used by an ACto add a

bl acklist entry on a WIP, ensuring that the WIP no | onger provides
any service to the MAC addresses provided in the message. The MAC
addresses provided in this nessage el enent are not expected to be

saved in non-vol ative nenory on the WP.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Num of Entries| MAC Address|[] |
i e e R e o o e i b i i S N S T
| MAC Address|] |

i T S S O S i o S

Type: 65 for Add Bl acklist Entry
Lengt h: >= 7
Num of Entri es: The nunber of MAC addresses in the array.

MAC Addr ess: An array of MAC addresses to add to the blacklist
entry.

7.4.10. Delete Blacklist Entry

The Del ete Bl acklist Entry nessage elenment is used by an AC to delete
a previously added bl acklist entry on a WIP, ensuring that the WP
provi des service to the MAC addresses provided in the nessage.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Num of Entries]| MAC Address|] |
I S i o T s S S S e s s T
| MAC Address|] |

i T S S i St S S S e

Type: 66 for Delete Blacklist Entry
Lengt h: >= 7
Num of Entri es: The nunber of MAC addresses in the array.

MAC Addr ess: An array of MAC addresses to delete fromthe bl ackli st
entry.
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7.4.11. Add Static Blacklist Entry

The Add Static Blacklist Entry message elenent is used by an ACto
add a pernanent Blacklist Entry on a WIP, ensuring that the WIP no
| onger provides any service to the MAC addresses provided in the
message. The MAC addresses provided in this nessage el enent are
expected to be saved in non-volative menory on the WIP.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Num of Entries| MAC Address|[] |
i e e R e o o e i b i i S N S T
| MAC Address|] |

i T S S O S i o S

Type: 70 for Delete Blacklist Entry
Lengt h: >= 7
Num of Entri es: The nunber of MAC addresses in the array.

MAC Addr ess: An array of MAC addresses to add to the pernanent
bl acklist entry.

7.4.12. Delete Static Blacklist Entry

The Delete Static Blacklist Entry nmessage elenent is used by an ACto
del ete a previously added static blacklist entry on a WIP, ensuring
that the WIP provi des service to the MAC addresses provided in the
nessage.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Num of Entries| MAC Address|[] |
i e e R e o o e i b i i S N S T
| MAC Address|] |

i T S S O S i o S

Type: 71 for Delete Blacklist Entry
Lengt h: >= 7
Num of Entri es: The nunber of MAC addresses in the array.

MAC Addr ess: An array of MAC addresses to delete fromthe static
bl acklist entry.
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7.4.13. LWAPP Tiners

The LWAPP Ti mers nessage element is defined in Section 7.3.3.
7.4.14. AC Nane with I ndex

The AC Nane with I ndex nmessage elenment is defined in Section 7.2.3.
7.4.15. WP Fall back

The WIP Fal | back nessage elenment is defined in Section 7.3.6.
7.4.16. ldle Timeout

The 1dl e Tineout nessage element is defined in Section 7.3.7.
7.5. Configuration Update Response

The Configuration Update Response is the acknow edgenment message for
the Configuration Update Request.

Configuration Update Responses are sent by a WIP after receiving a
Configuration Update Request.

When an AC receives a Configure Update Response, the result code
indicates if the WIP successfully accepted the configuration.

The foll owi ng subsections define the nessage el enents that nust be
present in this LWAPP operati on.

7.5.1. Result Code
The Result Code nessage elenent is defined in Section 6.2.1.
7.6. Change State Event Request

The Change State Event is used by the WIP to informthe AC of a
change in the operational state.

The Change State Event nessage is sent by the WIP when it receives a
Configuration Response that includes a Change State Event nessage
element. It is also sent in the event that the WIP detects an
operational failure with a radio. The Change State Event may be sent
in either the Configure or Run state (see Figure 2).

When an AC receives a Change State Event it will respond with a

Change State Event Response and make any necessary nodifications to
internal WIP data structures.
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The foll owi ng subsections define the nessage el enents that mnust be
present in this LWAPP operati on.

7.6.1. Change State Event
The Change State Event nessage elenment is defined in Section 7.3.2.

7.7. Change State Event Response
The Change State Event Response acknow edges the Change State Event.

Change State Event Responses are sent by a WIP after receiving a
Change State Event.

The Change State Event Response carries no nessage el enents. |Its
purpose is to acknow edge the recei pt of the Change State Event.

The WIP does not need to perform any special processing of the Change
State Event Response nessage.

7.8. Cear Config Indication
The Clear Config Indication is used to reset a WIP's configuration.
The Clear Config Indication is sent by an AC to request that a WIP
reset its configuration to manufacturing defaults. The Oear Config
I ndi cation message is sent while in the Run LWAPP st ate.

The Reset Request carries no nessage el enents.

When a WIP receives a Clear Config Indication, it will reset its
configuration to manufacturing defaults.

8. Device Managenent Operations

This section defines LWAPP operations responsi bl e for debuggi ng,
gathering statistics, logging, and firmvare nmanagenent.

8.1. |Image Data Request
The I mage Data Request is used to update firmvare on the WIP. This
message and its conpani on response are used by the AC to ensure that
the i mage being run on each WIP i s appropri ate.

I mmge Data Requests are exchanged between the WIP and the AC to
downl oad a new programimge to a WIP.

When a WIP or AC receives an Inmage Data Request, it will respond with
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an | mage Data Response.

The format of the Image Data and | mage Downl oad nessage el enents are
described in the foll owi ng subsections.

8.1.1. | mage Downl oad
The | mage Downl oad nessage el enent is sent by the WIP to the AC and
contains the image filenane. The value is a variable-length byte
string. The string is NOT zero term nated.

8.1.2. Inmage Data

The I mage Data message el enment is present when sent by the AC and
contains the follow ng fields.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Opcode | Checksum | Image Data |
B i s T T i i o S o T Ji I
| I mage Data ... |

i i i T i I S i e s o o i i
Type: 33 for Image Data
Lengt h: >= 5

Opcode: An 8-bit value representing the transfer opcode. The
foll owi ng val ues are support ed:

3 - Inmage Data is included.
5 - An error occurred. Transfer is aborted.

Checksum A 16-bit value containing a checksum of the I nage Data
that foll ows.

| mage Dat a: The Image Data field contains 1024 characters, unless
the payl oad being sent is the |l ast one (end of file).
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8.2. Image Data Response
The 1 mage Data Response acknow edges the | mage Data Request.
An I mage Data Responses is sent in response to an | nage Data Request.
Its purpose is to acknow edge the receipt of the Inmage Data Request
packet .
The 1 mage Data Response carries no nessage el enents.
No action is necessary on receipt.

8.3. Reset Request

The Reset Request is used to cause a WIP to reboot.

Reset Requests are sent by an ACto cause a WIP to reinitialize its
operati on.

The Reset Request carries no nessage el enents.

When a WIP receives a Reset Request it will respond with a Reset
Response and then reinitialize itself.

8.4. Reset Response
The Reset Response acknow edges the Reset Request.
Reset Responses are sent by a WIP after receiving a Reset Request.

The Reset Response carries no nessage elements. |Its purpose is to
acknow edge the recei pt of the Reset Request.

When an AC receives a Reset Response, it is notified that the WIP
will nowreinitialize its operation.

8.5. WP Event Request
The WP Event Request is used by a WIP to send information to its AC
These types of events nay be periodical, or some asynchronous event
on the WIP. For instance, a WIP collects statistics and uses the WP
Event Request to transnit this information to the AC

VWhen an AC receives a WIP Event Request, it will respond with a WIP
Event Request.
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The WP Event Request nessage MJST contain one of the follow ng
message el ement described in the next subsections, or a nessage
element that is defined for a specific technol ogy.

8.5.1. Decryption Error Report

The Decryption Error Report nessage el ement value is used by the WP
to informthe AC of decryption errors that have occurred since the
| ast report.

1 2
12345678901234567890123
T e L o o o e i i s it NN R SR S B S
| Radio 1D | Num O Entries | Mobi | e MAC Address |
B i s T T i i o S o T Ji I
I
+-

0
0

Mobi | e MAC Address]] |
e b T S i i S S S S e e s S i T T i S S

Type: 39 for Decryption Error Report
Lengt h: >= 8

Radi o | D: The Radio ldentifier, typically refers to sone interface
i ndex on the WIP.

Num Of Entries: An 8-bit unsigned integer indicating the number of
nmobi | e MAC addr esses.

Mobi | e MAC Addr ess: An array of nobile station MAC addresses that
have caused decryption errors.

8.5.2. Duplicate | Pv4 Address

The Duplicate | Pv4 Address nessage el enent is used by a WIP to inform
an AC that it has detected another host using the sane |P address it
is currently using.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| | P Address |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| MAC Addr ess |
i T s i o S i i S R I S I S S S M
| MAC Addr ess |
B i S S ik s S N S S

Type: 77 for Duplicate |Pv4d Address
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Lengt h: 10

I P

Addr ess: The I P address currently used by the WP.

MAC Addr ess: The MAC address of the of fendi ng device.

8.5. 3.

Duplicate | Pv6 Address

The Duplicate | Pv6 Address nessage el enent is used by a WIP to inform

an
is

AC that it has detected another host using the sane |P address it
currently using.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| | P Address |
A g S S S g S g S
| | P Address |
i S D S T O T A T
| | P Addr ess |
B i s T T i i o S o T Ji I
| | P Address |
A g S S S g S g S
| MAC Address |
i S D S T O T A T
| MAC Addr ess |

B il s S S S S I S i

Type: 77 for Duplicate |Pv6 Address

Lengt h: 10

I P

Addr ess: The I P address currently used by the WP.

MAC Addr ess: The MAC address of the of fendi ng devi ce.

8. 6.

WP Event Response

The WP Event Response acknow edges the WIP Event Request.

WP Event Responses are sent by an AC after receiving a WIP Event
Request .

The WP Event Response carries no nessage el enents.
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8.7. Data Transfer Request

The Data Transfer Request is used to upload debug information from
the WIP to the AC.

Data Transfer Requests are sent by the WIP to the AC when it
determines that it has inportant information to send to the AC. For
instance, if the WIP detects that its previous reboot was caused by a
systemcrash, it wuld want to send the crash file to the AC. The
renot e debugger function in the WIP al so uses the Data Transfer
Request in order to send console output to the AC for debuggi ng

pur poses.
When an AC receives a Data Transfer Request, it will respond with a
Data Transfer Response. The AC may log the information received as
it sees fit.

The Data Transfer Request nessage MJUST contain ONE of the follow ng
message el ement described in the next subsection.

8.7.1. Dat a Transfer Nbde

The Data Transfer Mdde nessage el ement is used by the AC to request
informati on fromthe WIP for debuggi ng purposes.

0

01234567

i ok It S S R R

| Data Type |

i e R S s
Type: 52 for Data Transfer Mode
Lengt h: 1

Data Type: An 8-bit value describing the type of information being
requested. The follow ng val ues are supported:

1 - WP Crash Data
2 - WP Menory Dunp
8.7.2. Data Transfer Data

The Data Transfer Data message elenent is used by the WIP to provide
information to the AC for debuggi ng purposes.
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0 1 2 3
01234567890123456789012345678901
i T S S O S i o S
| Data Type | Data Length | Data ....
R e s T o e T e I e i o T i NI S e R S

Type: 53 for Data Transfer Data

Lengt h: >= 3

Data Type: An 8-bit val ue describing the type of information being
sent. The follow ng val ues are support ed:

1 - WP Crash Data

2 - WP Menory Dunp
Dat a Lengt h: Length of data field.
Dat a: Debug i nformati on.

8.8. Data Transfer Response

The Data Transfer Response acknow edges the Data Transfer Request.
A Data Transfer Response is sent in response to a Data Transfer
Request. Its purpose is to acknow edge the receipt of the Data
Transfer Request packet.

The Data Transfer Response carries no nessage el enents.

Upon recei pt of a Data Transfer Response, the WIP transnits nore
information, if any is avail able.

9. Mbbil e Session Managenent

Messages in this section are used by the ACto create, nodify, or
del ete nmobile station session state on the WIPs.

9.1. Mohile Config Request
The Mobile Config Request nessage is used to create, nodify, or

del ete nmobil e session state on a WIP. The message is sent by the AC
to the WIP, and nmay contain one or nore nessage el ements. The
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message el enents for this LWAPP control message include information
that is generally highly technol ogy-specific. Therefore, please
refer to the appropriate binding section or docunent for the
definitions of the nessages elenents that may be used in this control
nessage.

This section defines the format of the Del ete Mbile nessage el enent,
since it does not contain any technol ogy-specific information.

9.1.1. Delete Mbile

The Del ete Mbil e nessage elenent is used by the ACto informa WP
that it should no longer provide service to a particular nobile
station. The WIP nust term nate service i medi ately upon receiving
this message el enent.

The transm ssion of a Del ete Mbile nessage el enment could occur for
various reasons, including adm nistrative reasons, as a result of the
fact that the nobile has roanmed to another WP, etc.

Once access has been terminated for a given station, any future
packets received fromthe nobile nmust result in a deauthenticate
nmessage, as specified in [6].

0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Radio ID | MAC Addr ess |
i i i T i I S i e s o o i i
| MAC Address |
s T e e S i ot ST S R S S S S e i ot ST NI S R

Type: 30 for Delete Mbile

Lengt h: 7

Radi o | Dt An 8-bit value representing the radio

MAC Addr ess: The nobile station’s MAC address

9.2. Mohile Config Response

The Mobil e Configuration Response is used to acknow edge a previously
recei ved Mbil e Configurati on Request, and includes a Result Code
message el ement that indicates whether an error occurred on the WP.

Thi s nmessage requires no special processing and is only used to
acknow edge the Mbile Configuration Request.
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The Data Transfer Request nmessage MJST contain the nessage el ements
described in the next subsection.

9.2.1. Result Code
The Result Code nessage elenent is defined in Section 6.2.1
10. LWAPP Security

Note: This version only defines a certificate and a shared-secret-
based nmechanismto secure control LWAPP traffic exchanged between the
WP and the AC

10.1. Securing WP- AC Comuni cati ons

Wiile it is generally straightforward to produce network
installations in which the comunications nedi um between the WP and
AC is not accessible to the casual user (e.g., these LAN segnents are
i sol ated, and no RJ45 or other access ports exist between the WP and
the AC), this will not always be the case. Furthernore, a deternined
attacker may resort to various, nore sophisticated nonitoring and/or
access techni ques, thereby conpromsing the integrity of this
connecti on.

In general, a certain level of threat on the local (wired) LANis
expected and accepted in npbst conputing environments. That is, it is
expected that in order to provide users with an acceptable |evel of
service and maintain reasonable productivity levels, a certain anount
of risk nmust be tolerated. It is generally believed that a certain
perineter is maintained around such LANs, that an attacker nust have
access to the building(s) in which such LANs exist, and that they
must be able to "plug in'" to the LAN in order to access the network.

Wth these things in mnd, we can begin to assess the genera
security requirenents for AC-WP conmunications. Wile an in-depth
security analysis of threats and risks to these comunications is
beyond the scope of this docunment, sone discussion of the notivation

for various security-related design choices is useful. The
assunptions driving the security design thus far include the
fol | owi ng:

0 WIP-AC communi cati ons take place over a wired connection that may
be accessible to a sophisticated attacker

0 access to this connection is not trivial for an outsider (i.e.,
sonmeone who does not "belong"” in the building) to access.
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o if authentication and/or privacy of end-to-end traffic for which
the WIP and AC are internediaries is required, this may be
provi ded via | Psec [14].

0 privacy and authentication for at |east some WIP-AC contro
traffic is required (e.g., Wred Equivalent Privacy (WEP) keys for
user sessions, passed fromthe ACto the WIP)

o the AC can be trusted to generate strong cryptographi c keys.

The AC-WIP traffic can be considered to consist of two types: data
traffic (e.g., to or froman end user), and control traffic, which is
strictly between the AC and WIP. Since data traffic nay be secured
using | Psec (or some other end-to-end security mechanism, we confine
our solution to control traffic. The resulting security consists of
two conponents: an authenticated key exchange and control traffic
security encapsul ation. The security encapsulation is acconplished
usi ng AES-CCM described in [3]. This encapsul ation provides for
strong AES-based authentication and encryption [2]. The exchange of
crypt ographi ¢ keys used for CCMis described bel ow.

10.2. LWAPP Frane Encryption

Wil e the LWAPP protocol uses AES-CCMto encrypt control traffic, it
is inportant to note that not all control frames are encrypted. The
LWAPP di scovery and join phase are not encrypted. The Discovery
messages are sent in the clear since there does not exist a security
associ ation between the WIP and the AC during the discovery phase.
The join phase is an authenticated exchange used to negotiate
symmetric session keys (see Section 10. 3).

Once the join phase has been successfully conpl eted, the LWAPP state
machine Figure 2 will nove to the Configure state, at which tine al
LWAPP control frames are encrypted using AES- CCM

Encryption of a control message begins at the Message El enent fiel d:
meani ng the Msg Type, Seq Num Msg El enent Length, and Session ID
fields are left intact (see Section 4.2.1).

The AES-CCM 12-byte authentication data is appended to the end of the
message. The authentication data is calculated fromthe start of the
LWAPP packet and includes the conplete LWAPP control header (see
Section 4.2.1).
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10.

10.

The AES- CCM bl ock ci pher protocol requires an initialization vector
The LWAPP protocol requires that the WIP and the AC nmaintain two
separate IVs, one for transm ssion and one for reception. The IV
derived during the key exchange phase by both the WIP and the ACis
used as the base for all encrypted packets with a new key.

3. Authenticated Key Exchange

This section describes the key managenent conponent of the LWAPP
protocol. There are two nodes supported by LWAPP: certificate and
pre-shared key.

3.1. Term nol ogy

This section details the key managenent protocol that nmakes use of
pre-shared secrets.

The foll owi ng notations are used throughout this section:

0 PSK - the pre-shared key shared between the WIP and t he AC.
0 Kpriv - the private key of a public-private key pair.

0 Kpub - the public key of the pair.

0 SessionlD - a randomy generated LWAPP session identifier,
provided by the WIP in the Join Request.

0 E-x{Kpub, M - RSA encryption of Musing X s public key.

0 Dx{Kpriv, C - RSA decryption of Cusing X s private key.

0 AES-CVAC(key, packet) - A nessage integrity check, using AES-CVAC
and key, of the conplete LWAPP packet, with the Sequence Nunber

field and the payl oad of the PSK-M C nessage el enent set to zero.

0 AES-E(key, plaintext) - Plaintext is encrypted with key, using
AES.

0 AES-D(key, ciphertext) - ciphertext is decrypted with key, using
AES.

0o Certificate-AC - AC s Certificate.
o Certificate-WP - WIPs Certificate.

o WP-MAC - The WIP"s MAC address.
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10.

o AC-MAC - The AC s MAC address.

0o RKO - the root key, which is created through a Key Derivation
Function (KDF) function

0 RKOE - the root Encryption key, derived from RKO.

0 RKOM- the root M C key, derived from RKO.

0 SK1 - the session key.

0 SKI1C - the session confirmation key, derived from SK
0 SKI1E - the session encryption key, derived from SK

0 SKIW- the session keywap key, derived from SK (see RFC 3394
[9]).

0 WNonce - The WIP's random y generated nonce.
0 ANonce - The AC s random y generated nonce.

0 EWNonce - The payl oad of the WNonce nessage el enent, which
i ncl udes the WNonce.

0 EANonce - The payl oad of the ANonce nessage el enent, which
i ncludes the ANonce.

3.2. Initial Key Generation

The AC and WIP acconplish rmutual authentication and a cryptographic
key exchange in a dual round trip using the Join Request, Join
Response, Join ACK, and Join Confirm (see Section 6.1).

The foll owi ng text describes the exchange between the WIP and the AC
that creates a session key, which is used to secure LWAPP contro
nessages.

0o The WP creates a Join Request using the follow ng process:

o |If certificate-based security is used, the WP adds the
Certificate nessage el enent (see Section 6.1.6) with its
contents set to Certificate-WP

o The WP adds the Session |ID nmessage el enent (see Section 6.1.7)
with the contents set to a randonly generated session
identifier (see RFC 1750 [4]). The WP MJUST save the Session
IDin order to validate the Join Response
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The WIP creates a random nonce, included in the XNonce nessage
el ement (see Section 6.1.9). The WIP MJUST save the XNonce to
val i date the Joi n Response

The WIP transnmits the Join Request to the AC

0 Upon receiving the Join Request, the AC uses the foll ow ng
process:

o]

The AC creates the Join Response, and ensures that the Session
I D message el enent mat ches the value found in the Join Request.

If certificate-based security is used, the AC
0 adds the Certificate-AC to the Certificate nmessage el ement.

0 creates a random’AC Nonce’ and encrypts it using the
follow ng al gorithm E-wt p(Kpub, XNonce XOR ' AC Nonce’). The
encrypted contents are added to the ANonce’ s nessage el enent
payl oad.

If a pre-shared-key-based security is used, the AC

0 creates RKO through the following algorithm RKO = KDF-
256{ PSK, "LWAPP PSK Top KO0" || Session ID || WIP-MAC || AC
MAC}, where WIP-MAC is the WIPs MAC address in the form
"XXIXXD XX XX xx:xx".  Simlarly, the ACMAC is an ASCI |
encodi ng of the AC s MAC address, of the form "xx:xx: xXX: XX:
xx: xx". The resulting KO is split into the foll ow ng:

0o The first 16 octets are known as RKOE, and are used as an
encryption key.

0o The second 16 octets are known as RKOM and are used for
M C i ng purposes.

0 The AC creates a random’ AC Nonce’ and encrypts it using the
followi ng algorithm AES-E(RKOE, XNonce XCOR ' AC Nonce’).
The encrypted contents are added to the ANonce’' s message
el ement payl oad.

0 The AC adds a MC to the contents of the Join Response using
AES- CMAC( RKOM Joi n Response) and adds the resulting hash to
the PSK-M C (Section 6.2.9) nmessage el enent.

o Upon receiving the Join Response, the WIP uses the foll ow ng
process:
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If a pre-shared key is used, the WIP aut henticates the Join
Response’s PSK-M C message elenment. |If authentication fails,
the packet is dropped.

The WIP decrypts the ANonce nessage el ement and XOR s the val ue
with XNonce to retrieve the ' AC Nonce’. The ANonce payload is
referred to as ci phertext bel ow

o If a pre-shared key is used, use AES-D(RKOE, ciphertext).
The ' AC Nonce’ is then recovered using XNonce XOR pl ai nt ext.

o If certificates are used, use d-wtp(Kpriv, ciphertext). The
"AC Nonce’ is then recovered using XNonce XOR pl ai nt ext.

The WIP creates a random ' WP Nonce’

The WIP uses the KDF function to create a 64-octet session key

(SK). The KDF function used is as follows: KDF-512{" WIP Nonce’
|| "AC Nonce', "LWAPP Key Generation", WP-MAC || AC-MAC}. The
KDF function is defined in [7].

SK is then broken down into three separate session keys with
di fferent purposes:

o The first 16 octets are known as SKIC, and are used as a
confirmation key.

o The second 16 octets are known as SKI1E, and are as the
encryption key.

o The third 16 octets are known as SK1D, and are used as the
keyw ap key.

o The fourth 16 octets are known as |1V, and are used as the
Initialization Vector during encryption.

The WIP creates the Join ACK nessage.

If certificate-based security is used, the AC

0 encrypts the 'WIP Nonce' using the following algorithm E-
ac(Kpub, 'WP Nonce’). The encrypted contents are added to

the WNonce’ s nessage el enent payl oad.

If a pre-shared-key-based security is used, the AC
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o0 encrypts the WP Nonce' using the follow ng al gorithm
AES- E(RKOE, ' WIP Nonce’). The encrypted contents are added
to the WNonce’ s nessage el enent payl oad.

The WIP adds a M C to the contents of the Join ACK using
AES- CMAC( SK1IM Join ACK) and adds the resulting hash to the
PSK-M C (Section 6.2.9) nmessage el ement.

The WIP then transmts the Join ACK to the AC

o Upon receiving the Join ACK, the AC uses the follow ng process:

(0]

(0]

The AC aut henticates the Join ACK through the PSK-M C nessage
element. |If authentic, the AC decrypts the WNonce nessage
element to retrieve the WP Nonce’. If the Join ACK cannot be
aut henti cated, the packet is dropped.

The AC decrypts the WNonce nessage elenent to retrieve the 'WP
Nonce’. The WNonce payload is referred to as ciphertext bel ow

o If a pre-shared key is used, use AES-D(RKOE, ciphertext).
The plaintext is then considered the ' WP Nonce’.

o If certificates are used, use d-ac(Kpriv, ciphertext). The
plaintext is then considered the 'WP Nonce’.

The AC then uses the KDF function to create a 64-octet session
key (SK). The KDF function used is as follows: KDF-512{' WIP
Nonce’ || 'AC Nonce’', "LWAPP Key Ceneration", WP-NMAC ||
AC-MAC}. The KDF function is defined in [7]. The SKis split
into SK1C, SK1E, SK1D, and |V, as previously noted.

The AC creates the Join Confirm

The AC adds a M C to the contents of the Join Confirm using
AES- CMAC( SKIM Join Confirm and adds the resulting hash to the
M C (Section 6.2.9) nmessage el enent.

The AC then transmits the Join Confirmto the WIP.

0 Upon receiving the Join Confirm the WP uses the follow ng
process:

0

Cal houn,

The WIP aut henticates the Join Confirmthrough the PSK-M C
message elenment. If the Join Confirmcannot be authenticated,
the packet is dropped.
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0 SKI1E is now plunbed into the AC and WIP's crypto engi ne as the
AES- CCM LWAPP control encryption session key. Furthernore, the
random |V is used as the base Initialization Vector. Fromthis
point on, all control protocol payl oads between the WIP and AC are
encrypted and aut henticated using the new session key.

10. 3. 3. Refreshing Cryptographic Keys

Since AC- WP associations will tend to be relatively long-lived, it
is sensible to periodically refresh the encryption and aut hentication
keys; this is referred to as "rekeying". Wen the key lifetine
reaches 95% of the configured value, identified in the KeyLifetime
timer (see Section 12), the rekeying will proceed as foll ows:

o0 The WP creates RKO through the previously defined KDF al gorithm
RKO = KDF-256{ SK1D, "LWAPP PSK Top KO" || Session ID || WP-MAC ||
AC-MAC}. Note that the difference in this specific instance is
that SK1D that was previously generated is used instead of the
PSK. Note this is used in both the certificate and pre-shared key
modes. The resulting RKO creates RKOE, RKOM

0 The renmaining steps used are identical to the join process, with
the exception that the rekey nessages are used instead of join
messages, and the fact that the nessages are encrypted using the
previously created SKIE. This neans the Join Request is replaced
with the Rekey Request, the Join Response is replaced with the
Rekey Response, etc. The two differences between the rekey and
the join process are:

o0 The Certificate-WP and Certificate-AC are not included in the
Rekey- Request and Rekey- Response, respectively.

0 Regardl ess of whether certificates or pre-shared keys were used
inthe initial key derivation, the process now uses the pre-
shared key node only, using SK1D as the "PSK".

0 The Key Update Request is sent to the AC

o The newly created SKI1E is now plunbed into the AC and WIP's crypto
engi ne as the AES-CCM LWAPP control encryption session key.
Furthernmore, the new random |V is used as the base Initialization
Vector. Fromthis point on, all control protocol payl oads between
the WIP and AC are encrypted and aut henticated using the new
sessi on key.
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10.

11.

11.

If either the WIP or the AC do not receive an expected response by
the tinme the ResponseTi meout tinmer expires (see Section 12), the
WP MUST del ete the new and ol d session information, and reset the
state machine to the Idle state.

Foll owi ng a rekey process, both the WIP and the AC keep the
previous encryption for 5-10 seconds in order to be able to
process packets that arrive out of order.

4. Certificate Usage

Validation of the certificates by the AC and WIP is required so that
only an AC may performthe functions of an AC and that only a WIP nay
performthe functions of a WIP. This restriction of functions to the
AC or WIP requires that the certificates used by the AC MIST be

di stinguishable fromthe certificate used by the WIP. To acconplish
this differentiation, the x.509v3 certificates MJIST include the
Extensions field [10] and MJST include the NetscapeComent [ 11]

ext ensi on.

For an AC, the value of the NetscapeComment extension MJST be the
string "CAPWAP AC Device Certificate". For a WIP, the value of the
Net scapeComrent extensi on MUST be the string "CAPWAP WIP Devi ce
Certificate".

Part of the LWAPP certificate validation process includes ensuring
that the proper string is included in the NetscapeComent extension,
and only allow ng the LWAPP session to be established if the

ext ensi on does not represent the sane role as the device validating
the certificate. For instance, a WIP MJUST NOT accept a certificate
whose NetscapeComrent field is set to "CAPWAP WIP Devi ce
Certificate".

| EEE 802. 11 Bi ndi ng

This section defines the extensions required for the LWAPP protoco
to be used with the | EEE 802. 11 prot ocol

1. Division of Labor

The LWAPP protocol, when used with | EEE 802.11 devices, requires a
specific behavior fromthe WIP and the AC, specifically in terns of
whi ch 802. 11 protocol functions are handl ed.

For both the Split and Local MAC approaches, the CAPWAP functions, as
defined in the taxonony specification, reside in the AC
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11.1.1. Split MAC

This section shows the division of | abor between the WIP and the AC
ina Split MAC architecture. Figure 3 shows the clear separation of
functionality anong LWAPP conponents.

Functi on Locati on
Di stribution Service AC
I ntegration Service AC
Beacon Ceneration WI'P
Pr obe Response WP
Power Mgnt/ Packet Buffering WI'P
Fragment ati on/ Def ragment ati on WI'P
Assoc/ Di sassoc/ Reassoc AC
802. 11e
Cl assifying AC
Schedul i ng WP/ AC
Queui ng WI'P
802. 11i
802. 1X/ EAP AC
Key Managenent AC
802. 11 Encryption/Decryption WP or AC

Figure 3: Mpping of 802.11 Functions for Split MAC Architecture

The Distribution and Integration services reside on the AC, and
therefore all user data is tunneled between the WIP and the AC. As
not ed above, all real-time 802.11 services, including the contro
protocol and the beacon and Probe Response franes, are handl ed on the
WIP.

Al'l remaining 802.11 MAC nanagenent franmes are supported on the AC

i ncluding the Associati on Request, which allows the ACto be involved
in the access policy enforcenment portion of the 802.11 protocol. The
802. 1X and 802. 11i key managenent function are also |ocated on the
AC

Wil e the admi ssion control conponent of 802.11le resides on the AC
the real-tine scheduling and queui ng functions are on the WIP. Note
that this does not exclude the AC from providing additional policing
and scheduling functionality.

Note that in the followng figure, the use of "( - )’ indicates that
processing of the frames is done on the WIP.
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dient WI'P AC
Beacon
Koo e e e e e e e e e e e e e e e e e e e e - =
Pr obe Request
---------------------------- (- )mmmmm e e >
Pr obe Response
Lo e e e e e e e e e e e e — e — - - -
802. 11 AUTH Associ ati on
Qo m ot o o o o e e e o e e e e e e e e e e e e e e e e e e e e mo oo >
Add Mobile (O ear Text, 802.1X Only)
o m oo >
802. 1X Aut hentication & 802.11i Key Exchange
o m o e e e e e e >
Add Mobil e (AES-CCMP, PTK=x)
Qo e e e e e e e e e oo >
802. 11 Action Franes
o oo o e oo >
802. 11 DATA (1)
o m e R >
Figure 4: Split MAC Message Fl ow
Figure 4 provides an illustration of the division of labor in a Split
MAC architecture. |In this exanple, a W.AN has been created that is

configured for 802.11i, using AES-CCMP for privacy. The follow ng
process occurs:

(o]

The WIP generates the 802.11 beacon franes, using information
provided to it through the Add WLAN (see Section 11.8.1.1) nessage
el enent .

The WIP processes the Probe Request and responds with a
correspondi ng Probe Response. The problemrequest is then
forwarded to the AC for optional processing.

The WIP forwards the 802.11 Authenticati on and Association franes
to the AC, which is responsible for responding to the client.

Once the association is conplete, the AC transmts an LWAPP Add
Mobi | e Request to the WIP (see Section 11.7.1.1). |In the above
exanmpl e, the WLAN is configured for 802.1X, and therefore the
"802.1X only’ policy bit is enabled.

If the WIP is providing encryption/decryption services, once the
client has conpleted the 802.11i key exchange, the AC transnits
anot her Add Mobile Request to the WIP, stating the security policy
to enforce for the client (in this case AES-CCWP), as well as the
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encryption key to use. |If encryption/decryption is handled in the
AC, the Add Mobil e Request woul d have the encryption policy set to
"Clear Text".

0o The WP forwards any 802.11 Action frames received to the AC

o Al client data franes are tunnel ed between the WIP and the AC.
Note that the WIP is responsi ble for encrypting and decrypting
franmes, if it was indicated in the Add Mbil e Request.

11.1.2. Local MAC
Thi s section shows the division of | abor between the WIP and the AC

in a Local MAC architecture. Figure 5 shows the clear separation of
functionality anmong LWAPP conponents.

Functi on Locati on

Distribution Service WI'P
I ntegration Service WI'P
Beacon Generation WP
Pr obe Response WP
Power Mgnt/ Packet Buffering WP
Fragnent ati on/ Def ragnment ati on WP
Assoc/ Di sassoc/ Reassoc WI'P

802. 11e
Cl assifying WP
Schedul i ng WP
Queui ng WP

802. 11i
802. 1X/ EAP AC
Key Managenent AC
802. 11 Encryption/ Decryption WP

Fi gure 5: Mapping of 802.11 Functions for Local AP Architecture

G ven that Distribution and Integration Services exist on the WP,
client data frames are not forwarded to the AC, with the exception
listed in the follow ng paragraphs.

While the MACis ternminated on the WIP, it is necessary for the ACto
be aware of mobility events within the WIPs. As a consequence, the
WP MUST forward the 802.11 Association Requests to the AC, and the
AC MAY reply with a failed Association Response if it deens it
necessary.

Cal houn, et al. Historic [ Page 85]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

The 802.1X and 802. 11i Key Managenent function resides in the AC
Therefore, the WIP MUST forward all 802. 1X/ Key Managenent franes to
the AC and forward the associ ated responses to the station

Note that in the following figure, the use of "( - )’ indicates that
processing of the frames is done on the WIP.

Cient WP AC
Beacon
Lo e e e e e e e e e e e e e e e e m e m e — ==
Pr obe
Qomm e e e e e e e oo >
802. 11 AUTH
K e e e e e e e e e e e e e e e m e m— - —— - - -
802. 11 Associ ation
Qe mm e e e eemeemeemeeeeaaaaaa- (- )mmmmm e >
Add Mobile (O ear Text, 802.1X Only)
Comm e e e e e oo >
802. 1X Aut hentication & 802.11i Key Exchange
oo m o e o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o >
802. 11 Action Franes
Qo m m e e e e e e e e e e e e e e e e e e e e e e e e e eee e >
Add Mobile (AES-CCMP, PTK=x)
Comm e e e e e oo >
802. 11 DATA
Lo m e e e e e e oo - >

Fi gure 6: Local MAC Message Fl ow

Figure 6 provides an illustration of the division of |abor in a Loca
MAC architecture. 1In this exanple, a W.AN has been created that is
configured for 802.11i, using AES-CCMP for privacy. The follow ng
process occurs:

0 The WP generates the 802.11 beacon franes, using information
provided to it through the Add WLAN (see Section 11.8.1.1) nessage
el ement .

o0 The WP processes the Probe Request and responds with a
correspondi ng Probe Response.

0o The WIP forwards the 802.11 Authentication and Associ ati on franes
to the AC, which is responsible for responding to the client.
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0 Once the association is conplete, the AC transnmts an LWAPP Add
Mobi | e Request to the WIP (see Section 11.7.1.1. 1In the above
exanple, the WLAN is configured for 802.1X, and therefore the
"802.1X only’ policy bit is enabled.

o The WP forwards all 802.1X and 802.11i key exchange nessages to
the AC for processing.

o The AC transmts another Add Mbile Request to the WIP, stating
the security policy to enforce for the client (in this case, AES-
CCwP), as well as the encryption key to use. The Add Mbile
Request MAY include a VLAN name, which when present is used by the
WP to identify the VLAN on which the user’s data franes are to be
bri dged.

0o The WP forwards any 802.11 Action frames received to the AC

0o The WIP locally bridges all client data franmes, and provides the
necessary encryption and decryption services.

11.2. Roam ng Behavi or and 802. 11 Security

It is inportant that LWAPP inplenentations react properly to nobile

devi ces associating to the networks in how they generate Add Mbile

and Del ete Mobil e nessages. This section expands upon the exanpl es

provided in the previous section, and describes how the LWAPP contro
protocol is used in order to provide secure roani ng

Once a client has successfully associated with the network in a
secure fashion, it is likely to attenpt to roamto anot her access
point. Figure 7 shows an exanple of a currently associ ated station
moving fromits "Od WIP" to a new "WIP'. The figure is useful for
multiple different security policies, including standard 802.1X and
dynam ¢ VEP keys, WPA or even WPA2 both with key caching (where the
802. 1x exchange woul d be bypassed) and without.
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11.

11.

dient ad WP WIrp AC
Associ ati on Request/ Response
Lo m e o e e e e e e e e e e e a oo o - [E [ >
Add Mobile (O ear Text, 802.1X Only)
Cem e e e >
802. 1X Authentication (if no key cache entry exists)
TS D R >
802. 11i 4-way Key Exchange
Qo m ot e e i e e e e e e e e e e m e e — o E e >
Del ete Mbile
Qo m e e e e e e e e e e eee oo n >
Add Mdbil e (AES-CCWP, PTK=x)
e e e >

Figure 7: dient Roam ng Exanple
3. Transport-Specific Bindings

Al LWAPP transports have the foll owi ng | EEE 802. 11 specific
bi ndi ngs:

3.1. Status and WLANS Field

The interpretation of this 16-bit field depends on the direction of
transm ssion of the packet. Refer to the figure in Section 3.1.

St at us

When an LWAPP packet is transmtted froma WIP to an AC, this field
is called the Status field and indicates radi o resource information
associated with the frame. Wen the message is an LWAPP contr ol
message this field is transmtted as zero.

The Status field is divided into the signal strength and signal-to-
noise ratio with which an | EEE 802. 11 frane was received, encoded in
the foll owi ng manner:

0 1
0123456789012345
R i S S S S
| RSSI | SNR |
i S S S i e

RSSI : RSSI is a signed, 8-bit value. It is the received signa
strength indication, in dBm
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SNR: SNR is a signed, 8-bit value. It is the signal-to-noise ratio
of the received | EEE 802. 11 franme, in dB.

WLANs fiel d: When an LWAPP data nessage is transmtted froman AC
to a WIP, this 16-bit field indicates on which W.ANs t he
encapsul ated | EEE 802. 11 franme is to be transnmitted. For unicast
packets, this field is not used by the WIP. For broadcast or
mul ti cast packets, the WIP might require this information if it
provi des encryption services.

G ven that a single broadcast or nulticast packet m ght need to be
sent to multiple wireless LANs (presumably each with a different
broadcast key), this field is defined as a bit field. A bit set
indicates a WAAN I D (see Section 11.8.1.1), which will be sent the
data. The WLANS field is encoded in the foll owi ng manner:

0 1

0123456789012345
i I S S S s o i e
| WLAN | D(s) |
I S S S o

11.4. BSSID to WLAN | D Mappi ng

The LWAPP protocol nakes assunptions regarding the BSSIDs used on the
WP. It is arequirenent for the WIP to use a conti guous bl ock of
BSSI Ds. The WAN Identifier field, which is managed by the AC, is
used as an offset into the BSSID |i st.

For instance, if a WIP had a base BSSI D address of 00:01: 02: 00: 00: 00,
and the AC sent an Add W.AN nessage with a WLAN Identifier of 2 (see
Section 11.8.1.1), the BSSID for the specific W.AN on the WP woul d
be 00: 01: 02: 00: 00: 02.

The WIP communi cat es the maxi mum nunber of BSSIDs that it supports
during the Config Request within the | EEE 802. 11 WIP W.AN Radi o
Configuration nmessage el enent (see Section 11.9.1).

11.5. Quality of Service

It is recomended that 802.11 MAC nanagenent be sent by both the AC
and the WIP with appropriate Quality-of-Service (QS) val ues,
ensuring that congestion in the network nininizes occurrences of
packet |oss. Therefore, a QoS-enabled LWAPP devi ce shoul d use:

802. 1P: The precedence value of 6 SHOULD be used for all 802.11 MAC

managenment nessages, except for Probe Requests, which SHOULD use
4.
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DSCP: The DSCP tag val ue of 46 SHOULD be used for all 802.11 MAC
managenment nessages, except for Probe Requests, which SHOULD use
34.

11.6. Data Message Bindings
There are no LWAPP data nessage bi ndi ngs for | EEE 802. 11.
11.7. Control Message Bi ndi ngs

The | EEE 802. 11 bi nding has the followi ng control nessage
definitions.

11.7.1. Mobile Config Request

This section contains the 802. 11-specific nessage el enents that are
used with the Mbile Config Request.

11.7.1.1. Add Mbile

The Add Mbbile Request is used by the ACto informa WP that it

should forward traffic froma particular nobile station. The Add
Mobi | e Request may al so include security paranmeters that nust be

enforced by the WIP for the particul ar nobile.

When the AC sends an Add Mobil e Request, it includes any security
paraneters that may be required. An AC that w shes to update a
mobile’s policy on a WIP nmay do so by sinply sending a new Add Mobil e
nmessage el enent.

When a WIP recei ves an Add Mobil e nessage el enent, it nust first
override any existing state it may have for the nobile station in
question. The |atest Add Mobile overrides any previously received
messages. |If the Add Mobil e nessage elenent’s EAP-Only bit is set,
the WIP MUST drop all 802.11 packets that do not contain EAP packets.
Note that when EAP Only is set, the Encryption Policy field MAY have
addi tional values, and therefore it is possible to informa WP to
only accept encrypted EAP packets. Once the nobile station has
successfully compl eted EAP aut hentication, the AC nust send a new Add
Mobi | e nmessage el enent to push the session key down to the WIP as
well as to renove the EAP Only restriction.

If the QoS field is set, the WIP MJUST observe and provi de policing of

the 802.11e priority tag to ensure that it does not exceed the val ue
provi ded by the AC
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Association ID | MAC Address |
e L o i T e o i R S
MAC Address |
B s o T o i R R S i ik i Sh SRR N S
MAC Address | ElC Encryption Policy |
B S S e i S S T A S S S S S S i S S
Encrypt Policy | Sessi on Key. .. |
B S i i i e e b ik i i SR
Pairwi se TSC. .. |
B s o T o i R R S i ik i Sh SRR N S
Pai rwi se RSC. .. |
B S S e i S S T A S S S S S S i S S
Capabilities | W.AN | D | WVE Mode |
R Lt e e s o i S ki e
02.11e Mode | Qos | Supported Rates |
i e i T S S S el b i o SR R
Supported Rates |
B S S e i S S T A S S S S S S i S S

VLAN Nane. ..
T S i i S e

+ @ +

+— e+t b b+

Type: 29 for Add Mobile
Lengt h: 36
Radi o | D: An 8-bit value representing the radio.

Associ ation I D A 16-bit value specifying the 802.11 Associ ation
Identifier.

MAC Addr ess: The nobile station’s MAC address.

E: The 1-bit field is set by the ACto informthe WIP that it MJST
NOT accept any 802.11 data frames, other than 802.1X franmes. This
is the equivalent of the WIP's 802.1X port for the nobile station
to be in the closed state. Wen set, the WIP MJUST drop any
non- 802. 1X packets it receives fromthe nohile station.

C The 1-bit field is set by the ACto informthe WP that
encryption services will be provided by the AC. Wen set, the WIP
SHOULD police franmes received fromstations to ensure that they
comply to the stated encryption policy, but does not need to take
specific cryptographic action on the frane. Simlarly, for
transmtted frames, the WIP only needs to forward al ready
encrypted franes.
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Encryption Policy: The policy field inforns the WIP how to handl e
packets fromto the nobile station. The follow ng values are
support ed:

0 - Encrypt WEP 104: Al packets to/fromthe nobile station nust
be encrypted using a standard 104-bit WEP

1 - dear Text: Al packets to/fromthe nobile station do not
require any additional crypto processing by the WIP

2 - Encrypt WEP 40: Al packets to/fromthe nobile station nust
be encrypted using a standard 40-bit WEP

3 - Encrypt WEP 128: All packets to/fromthe nobile station nust
be encrypted using a standard 128-bit WEP

4 - Encrypt AES-CCWP 128: Al packets to/fromthe nobile station
must be encrypted using a 128-bit AES-CCWP [7].

5 - Encrypt TKIP-MC:. Al packets to/fromthe nmobile station nust
be encrypted using Tenporal Key Integrity Protocol (TKIP) and
aut henti cated using Mchael [16].

Sessi on Key: A 32-octet session key the WIP is to use when
encrypting traffic to or decrypting traffic fromthe nobile
station. The type of key is determ ned based on the Encryption
Policy field.

Pai rwi se TSC: The TKI P Sequence Counter (TSC) to use for unicast
packets transmitted to the nobile.

Pai rwi se RSC: The Recei ve Sequence Counter (RSC) to use for unicast
packets received fromthe nobile.

Capabi lities: A 16-bit field containing the 802.11 capabilities to
use with the nobile.

WLAN | D An 8-bit value specifying the WLAN Identifier.

WVE Mode: An 8-bit Bool ean used to identify whether the station is
WVE capable. A value of zero is used to indicate that the station
is not Wreless Miltinmedi a Extension (WWE) capable, while a val ue
of one nmeans that the station is WVE capabl e.

802. 11e Mbde: An 8-bit Bool ean used to identify whether the station
is 802.11le-capable. A value of zero is used to indicate that the
station is not 802. 1le-capable, while a value of one neans that
the station is 802.1le-capabl e.
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QS: An 8-bit value specifying the QS policy to enforce for the
station. The follow ng values are supported: PRC. TO CHECK

0 - Silver (Best Effort)
1 - G&old (Video)

2 - Platinum (Voice)

3 - Bronze (Background)

Supported Rates: The supported rates to be used with the nobile
station.

VLAN Narre: An optional variable string containing the VLAN Nane on
which the WIP is to locally bridge user data. Note that this
field is only valid with Local MAC WIPs.

11.7.1.2. |1 EEE 802.11 Mbile Session Key

The Mobil e Session Key Payl oad message el enment is sent when the AC
determ nes that encryption of a nobile station nmust be perforned in
the WIP. This nessage el enent MJUST NOT be present without the Add
Mobi | e message el enent, and MJUST NOT be sent if the WIP had not
specifically advertised support for the requested encrypti on scheme
(see Section 11.7.1.1).

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| MAC Addr ess |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| MAC Address | Encryption Policy |
B T S i T s i i e e SEI S
| Encryption Policy | Sessi on Key. .. |
I S i o T s S S S e s s T

Type: 105 for | EEE 802.11 Mbil e Session Key

Lengt h: >= 11

MAC Address: The nobile station’s MAC address.

Encryption Policy: The policy field informs the WIP how to handl e

packets fromto the nobile station. The follow ng values are
support ed:

Cal houn, et al. Historic [ Page 93]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

0 - Encrypt WEP 104: All packets to/fromthe nobile station nust
be encrypted using a standard 104-bit WEP.

1 - dear Text: Al packets to/fromthe nobile station do not
require any additional crypto processing by the WIP.

2 - Encrypt WEP 40: Al packets to/fromthe nobile station nust
be encrypted using a standard 40-bit WEP.

3 - Encrypt WEP 128: Al packets to/fromthe nobile station nust
be encrypted using a standard 128-bit WEP.

4 - Encrypt AES-CCWMP 128: All packets to/fromthe nobile station
must be encrypted using a 128-bit AES-CCWP [7].

5 - Encrypt TKIP-MC. Al packets to/fromthe nobile station nust
be encrypted using TKIP and authenticated using M chael [16].

Session Key: The session key the WIP is to use when encrypting
traffic to/fromthe nobile station.

11.7.1.3. Station QS Profile

The Station QS Profile Payl oad nessage el enent contains the naxi mum
802. 11e priority tag that may be used by the station. Any packets
recei ved that exceed the val ue encoded in this nmessage el ement nust
ei ther be dropped or tagged using the maxi mum value pernmitted to the
user. The priority tag nust be between zero (0) and seven (7).

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| MAC Address |
B T S i T s i i e e SEI S
| MAC Address | 802. 1P Precedence Tag |

i e i I e S i i S S S S
Type: 140 for I EEE 802.11 Station QoS Profile

Lengt h: 12

MAC Addr ess: The nobile station’s MAC address.

802. 1P Precedence Tag: The maxi mum 802. 1P precedence val ue that the

WP will allowin the Traffic ldentifier (TID) field in the
ext ended 802.11e QoS Data header.
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11.7.1.4. | EEE 802.11 Update Mbile QS

The Update Mbile QS nessage element is used to change the Quality-
of -Service policy on the WIP for a given nobile station.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Radio 1D | Associ ation ID | MAC Address
B T S i T s i i e e SEI S
| MAC Address |
i e i I e S S i i IR S S S S
| MAC Address | QS Profile | VIl an ldentifier |
i T s i o S i i S R I S I S S S M
|  DSCP Tag | 802.1P Tag |

I S i it HIE RIE R TR e

Type: 106 for | EEE 802.11 Update Mobile QS
Lengt h: 14

Radi o | D: The Radio ldentifier, typically refers to sone interface
i ndex on the WIP.

Associ ation | D: The 802. 11 Association ldentifier.
MAC Addr ess: The nmobile station's MAC address.

QS Profile: An 8-bit val ue specifying the QS policy to enforce
for the station. The follow ng values are support ed:

0 Silver (Best Effort)

1 - Gold (Video)

2 Pl ati num (Voi ce)

3

Bronze (Background)
VLAN I dentifier: PRC.
DSCP Tag: The DSCP | abel to use if packets are to be DSCP tagged.

802. 1P Tag: The 802. 1P precedence value to use if packets are to be
802. 1P-t agged.
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11.7.2. WP Event Request
This section contains the 802. 11-specific nmessage el enents that are
used with the WIP Event Request nessage.
11.7.2.1. |1EEE 802.11 Statistics
The Statistics message elenment is sent by the WIP to transmt its
current statistics. The value contains the follow ng fields:
0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Radio ID | Tx Fragnment Count |
B i s T T i i o S o T Ji I
| Tx Fragnent Cnt| Mul ticast Tx Count |
e s i i e T S e h ik i SH SR S S

| Mcast Tx Cnt | Fai | ed Count |
i e e R e o o e e b i ol S R B S
| Failed Count | Retry Count |

B i s T T i i o S o T Ji I
Retry Count | Multiple Retry Count |
i I S e i e s i ol S S S S e S S S e S e et i S e
i Retry Cnt| Frame Duplicate Count |
i I T e e o ol ol T i e S S S el T S R S S

3 |

34
mw'wm
+

>
+
9+

=+ 2
o+ T+

n

1
4+ T+

C

i el Sl Sl el el Sl Sl Sl Sl S
+

+Q+
+2 +

t
+

rame Dup Cnt
+

x+8+

+- +- +
Success Cnt|
A
Failure Cnt|
e
Fai | ur
+

e Cnt|

_‘
QJ+

gment Cnt |

Rx Cnt |
+
.

rr|+'-*+

+
rror Cnt|
S N
FarreCnt |
+
tlonErrs|
N SR

y

+T + 7+

RTS Success Count
RTS Fai | ure Count
ACK Fai |l ure Count
Rx Fragnment Count
Mul ticast RX Count

FCS Error Count

Tx Frane Count

Decryption Errors

T S S i S S S i i S S S e R e 2

S e S S

i I i i I i i S S

T T i i S S S i o S S S S S 3

B T T S S

B T S S S Tk ot S S S S

T S S S S i S S S i S S S S e

S i S S

Type: 38 for Statistics
Lengt h: 57
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11.

Radi o | Dt An 8-bit value representing the radio.

Tx Fragnment Count: A 32-bit value representing the nunber of
fragnmented frames transmtted.

Mul ticast Tx Count: A 32-bit value representing the nunber of
mul ticast frames transnitted

Fai | ed Count: A 32-bit value representing the transnmt excessive
retries.

Retry Count: A 32-bit value representing the nunber of transmt
retries.

Multiple Retry Count: A 32-bit value representing the nunber of

transmits that required nore than one retry.

Frame Duplicate Count: A 32-bit value representing the duplicate
franes received

RTS Success Count: A 32-bit value representing the nunber of
successfully transmtted Ready To Send (RTS)

RTS Fai |l ure Count: A 32-bit value representing the failed
transmtted RTS

ACK Fai |l ure Count: A 32-bit value representing the nunber of failed
acknow edgenent s.

Rx Fragnent Count: A 32-bit val ue representing the nunber of
fragmented frames received

Mul ticast RX Count: A 32-bit value representing the nunber of
mul ti cast franmes received.

FCS Error Count: A 32-bit value representing the nunber of Frane
Check Sequence (FCS) failures

Decryption Errors: A 32-bit value representing the nunber of
Decryption errors that occurred on the WIP. Note that this field
is only valid in cases where the WIP provi des encryption/
decryption services

8. 802.11 Control Messages

This section will define LWAPP control nessages that are specific to
the | EEE 802. 11 bi ndi ng.
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11.

11.

8.1. | EEE 802.11 WAN Config Request

The | EEE 802.11 W.AN Configurati on Request is sent by the ACto the
WIP in order to change services provided by the WIP. This contro
message is used to either create, update, or delete a W.AN on the
WI'P.

The | EEE 802.11 W.AN Configurati on Request is sent as a result of

ei ther sone manual administrative process (e.g., deleting a W.AN), or
automatically to create a W.AN on a WIP. Wen sent automatically to
create a WLAN, this control nmessage is sent after the LWAPP
Configuration Request nessage has been received by the WP

Upon receiving this control nessage, the WIP will nodify the
necessary services, and transmt an | EEE 802.11 WAN Confi guration
Response.

An WIP MAY provide service for nore than one WLAN: therefore, every
WLAN is identified through a nunerical index. For instance, a WP
that is capable of supporting up to 16 SSIDs coul d accept up to 16

| EEE 802.11 W.AN Confi gurati on Request nessages that include the Add
WLAN nessage el enent.

Since the index is the primary identifier for a WAN, an AC SHOULD
attenpt to ensure that the same WAAN is identified through the same
i ndex number on all of its WIPs. An AC that does not follow this
approach MJST find sonme ot her neans of maintaining a W.AN Identifier
to SSID mappi ng table.

The foll owi ng subsections define the nessage elenments that are of
value for this LWAPP operation. Only one nessage MJST be present.

8.1.1. |EEE 802.11 Add W.AN

The Add WLAN nessage elenent is used by the ACto define a wirel ess
LAN on the WIP. The value contains the follow ng fornat:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | WLAN Capability | W.AN | D |
e L i i T e h ok I R S S
| Encryption Policy |
i e e R e s o i R R e e R i i i ol S N B S
| Key ... |
B i s T T i i o S o T Ji I

| Key | ndex | Shared Key | WPA Data Len |WPA |IE Data ...
e L i i T i i EE T ok e m
| RSN Data Len |RSN IE Data ...| Reserved . ... |
i e e i e o o e i i i o SR SR B T
| WVWE Data Len |WWE IE Data ...| 1le Data Len |1lle |IE Data ...
B i s T T i i o S o T Ji I
| QS | Aut h Type | Broadcast SSID | Reserved... |
e s i i T e i s b it NI R SR S
| SSID ... |

i T e

Type: 7 for | EEE 802.11 Add W.AN
Lengt h: >= 298
Radi o | Dt An 8-bit value representing the radio.

WLAN Capability: A 16-bit value containing the capabilities to be
advertised by the WIP within the Probe and Beacon nessages.

WLAN | D A 16-bit value specifying the WLAN | dentifier.

Encryption Policy: A 32-bit value specifying the encryption schene
to apply to traffic to and fromthe nobile station.

The foll owi ng val ues are support ed:

0 - Encrypt WEP 104: All packets to/fromthe nobile station nust
be encrypted using a standard 104-bit WEP.

1 - dear Text: Al packets to/fromthe nobile station do not
require any additional crypto processing by the WIP.

2 - Encrypt WEP 40: Al packets to/fromthe nobile station nust
be encrypted using a standard 40-bit WEP.

3 - Encrypt WEP 128: Al packets to/fromthe nobile station nust
be encrypted using a standard 128-bit WEP.
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4 - Encrypt AES-CCWMP 128: All packets to/fromthe nobile station
must be encrypted using a 128-bit AES-CCWP [7].

5 - Encrypt TKIP-MC. Al packets to/fromthe nobile station nust
be encrypted using TKIP and authenticated using M chael [16].

6 - Encrypt CKIP: Al packets to/fromthe nobile station nust be
encrypted using G sco TKIP.

Key: A 32-byte session key to use with the encryption policy.

Key- | ndex: The Key I ndex associated with the key.

Shar ed Key: A 1-byte Bool ean that specifies whether the key
included in the Key field is a shared WEP key. A value of zero is
used to state that the key is not a shared WEP key, while a val ue
of one is used to state that the key is a shared WEP key.

WPA Dat a Len: Length of the WPA Information El ement (IE).

WPA | E: A 32-byte field containing the WPA I nformati on El enent.

RSN Data Len: Length of the Robust Security Network (RSN) |E.

RSN | E: A 64-byte field containing the RSN I nformati on El ement.

Reserved: A 49-byte reserved field, which MIST be set to zero (0).

WVE Dat a Len: Length of the WVE | E.

WVE | E A 32-byte field containing the WVE | nfornmati on El ement.

DOT11E Data Len: Length of the 802.1l1le IE

DOT11E | E: A 32-byte field containing the 802.11e Information
El enent .

QCs: An 8-bit value specifying the QS policy to enforce for the
station.

The foll owi ng val ues are support ed:
0 - Silver (Best Effort)
1 - Gold (Video)

2 - Platinum (Voice)
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3 - Bronze (Background)

Aut h Type: An 8-bit value specifying the station’s authentication
type.

The foll owi ng val ues are support ed:
0 - Open System
1 - WEP Shared Key
2 - WPA/ WPA2 802. 1X
3 - WPA/WPA2 PSK
Br oadcast SSI D A Bool ean indicating whether the SSIDis to be
broadcast by the WIP. A val ue of zero di sables SSID broadcast,
whil e a value of one enables it.

Reserved: A 40-byte reserved field.

SSI D The SSID attribute is the service set identifier that will be
advertised by the WIP for this W.AN.

11.8.1.2. | EEE 802.11 Del ete W.AN
The Del ete WLAN nessage elenent is used to informthe WIP that a
previously created WLAN is to be deleted. The value contains the
followi ng fields:
0 1 2
012345678901234567890123
i T S S O S i o S
| Radio ID | W.AN | D |
R e s T o e T e I e i o T i NI S e R S
Type: 28 for | EEE 802. 11 Del ete W.AN
Lengt h: 3
Radi o | D: An 8-bit value representing the radio
W.AN | D A 16-bit val ue specifying the WLAN I dentifier
11.8.1.3. | EEE 802.11 Update W.AN

The Update W.AN nessage el enent is used by the AC to define a
wirel ess LAN on the WIP. The val ue contains the follow ng fornat:

Cal houn, et al. Historic [ Page 101]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | W.AN | D | Encrypt Policy |
I i i S
| Encryption Policy | Key. .. |
i I i i I i i IR R i it S
| Key ... |
B i s T T i i o S o T Ji I
| Key | ndex | Shared Key | WLAN Capability |
S S

Type: 34 for | EEE 802.11 Update W.AN

Lengt h: 43

Radi o | D: An 8-bit value representing the radio.

W.AN | D A 16-bit val ue specifying the WLAN Identifier.

Encryption Policy: A 32-bit value specifying the encryption schene
to apply to traffic to and fromthe nobile station.

The foll owi ng val ues are support ed:

0 - Encrypt WEP 104: Al packets to/fromthe nobile station nust
be encrypted using a standard 104-bit WEP.

1 - dear Text: Al packets to/fromthe nobile station do not
require any additional crypto processing by the WIP.

2 - Encrypt WEP 40: All packets to/fromthe nobile station nust
be encrypted using a standard 40-bit WEP.

3 - Encrypt WEP 128: Al packets to/fromthe nobile station nust
be encrypted using a standard 128-bit WEP.

4 - Encrypt AES-CCWP 128: Al packets to/fromthe nobile station
must be encrypted using a 128-bit AES-CCWP [7].

5 - Encrypt TKIP-MC. Al packets to/fromthe nobile station nust
be encrypted using TKIP and authenticated using M chael [16].

6 - Encrypt CKIP: Al packets to/fromthe nobile station nust be
encrypted using G sco TKIP.

Key: A 32-byte session key to use with the encryption policy.
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11.

11.

11.

Key- | ndex: The Key | ndex associated with the key.

Shar ed Key: A 1-byte Bool ean that specifies whether the key
included in the Key field is a shared WEP key. A value of zero
means that the key is not a shared WEP key, while a value of one
is used to state that the key is a shared WEP key.

WLAN Capability: A 16-bit value containing the capabilities to be
advertised by the WIP within the Probe and Beacon nessages.

8.2. | EEE 802.11 W.AN Confi g Response

The | EEE 802.11 W.AN Configuration Response is sent by the WIP to the
AC as an acknow edgenent of the receipt of an | EEE 802. 11 W.AN
Confi guration Request.

This LWAPP control nessage does not include any nessage el enents.
8.3. | EEE 802.11 WIP Event

The | EEE 802.11 WIP Event LWAPP nessage is used by the WIP in order
to report asynchronous events to the AC. There is no reply nessage
expected fromthe AC, except that the message is acknow edged via the
reliable transport.

When the AC receives the | EEE 802.11 WIP Event, it will take whatever
action is necessary, depending upon the nessage el ements present in
t he nessage.

The | EEE 802. 11 WIP Event nessage MUST contain one of the follow ng
message el ements described in the next subsections.

8.3.1. | EEE 802. 11 M C Count er neasur es

The M C Count er measures nessage el enent is sent by the WIP to the AC
to indicate the occurrence of a MC failure.

0 1 2 3
01234567890123456789012345678901
T S e T o T S L T SR S S S S S
| Radio I D | W.AN | D | MAC Address |
T S e i i S S e e T S i e S
| MAC Addr ess |
S O A S A S T S S A S S g S S

Type: 61 for | EEE 802.11 M C Count er neasures

Lengt h: 8
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11.

Radi o 1 D: The Radio ldentifier, typically refers to sonme interface
i ndex on the WIP.

WLAN | D This 8-bit unsigned integer includes the WLAN Identifier,
on which the MC failure occurred.

MAC Addr ess: The MAC address of the nobile station that caused the
M C failure.

8.3.2. | EEE 802.11 WIP Radio Fail Al arm I ndication

The WIP Radio Fail Al arm I ndication nmessage elenent is sent by the
WP to the AC when it detects a radio failure.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| Radio I D | Type | St at us | Pad |
R et e s i o e s i i

Type: 95 for WIP Radio Fail Al arm Indication
Lengt h: 4

Radi o 1 D: The Radio ldentifier, typically refers to sonme interface
i ndex on the WIP.

Type: The type of radio failure detected. The follow ng values are
support ed:
1 - Receiver
2 - Transmtter

St at us: An 8-bit Bool ean indicating whether the radio failure is

being reported or cleared. A value of zero is used to clear the
event, while a value of one is used to report the event.

Pad: Reserved field MJST be set to zero (0)
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11.

9. Message El enent Bindi ngs

February 2010

The | EEE 802.11 Message El enent binding has the follow ng

definitions:

Conf
Req

| EEE 802.11 WIP WLAN Radi o Confi gurati on X
| EEE 802. 11 Rate Set

| EEE 802.11 Multi-domain Capability

| EEE 802.11 MAC Qperation

| EEE 802. 11 Tx Power

| EEE 802.11 Tx Power Level

| EEE 802.11 Direct Sequence Control

| EEE 802. 11 OFDM Contr ol

| EEE 802. 11 Supported Rates

| EEE 802. 11 Antenna

| EEE 802. 11 CFP Status

| EEE 802.11 Broadcast Probe Mde

| EEE 802.11 WIP Mbde and Type

| EEE 802.11 WIP Quality of Service

| EEE 802.11 M C Error Report From Mobile
| EEE 802. 11 Update Mdbile QS

| EEE 802.11 Mbbile Sessi on Key

XXX XXX XXX

35

9.1. |EEE 802.11 WIP W.AN Radi o Configuration

Conf  Conf
Resp Upd
X X
X X
X X
X X
X X
X X
X X

X

X X
X

X X
X

X X
X

Add
Mobi | e

The WIP WLAN radi o configuration is used by the ACto configure a
Radi o on the WIP. The nmessage el ement val ue contains the follow ng

Fi el ds:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Radio ID | Reserved | Qccupancy Limt |
I i I S R T i e A S ik i
| CFP Per | CFP Maxi mum Dur ati on | BSS I D |
B i s T T i i o S o T Ji I
| BSS I D |
i I i S e S it SN DU DU SRS
| BSS I D | Beacon Peri od DTI M Per |
I i I S R i S i e S ek ok T e
| Country String |
B i s T T i i o S o T Ji I
| Num O BSSIDs |
e N SRR SR
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Type: 8 for | EEE 802.11 WIP W.AN Radi o Configuration

Lengt h: 20

Radi o | D: An 8-bit value representing the radio to configure.
Reserved: MJST be set to zero

Qccupancy Limt: This attribute indicates the maxi num anount of
time, in Tine Units (TUs), that a point coordinator MAY contro
the usage of the wirel ess nediumw thout relinquishing control for
I ong enough to allow at |east one instance of Distributed
Coordi nati on Function (DCF) access to the medium The default
val ue of this attribute SHOULD be 100, and the maxi mum val ue
SHOULD be 1000.

CFP Peri od: The attribute describes the nunber of DTIMintervals
between the start of Contention-Free Periods (CFPs).

CFP Maxi mum Dur ati on: The attri bute describes the maxi mum durati on
of the CFP in TU that MAY be generated by the Point Coordination
Function (PCF).

BSSI D: The WLAN Radi 0’ s base MAC address. For WIPs that support
more than a single WAN, the value of the W.AN Identifier is added
to the last octet of the BSSID. Therefore, a WIP that supports 16
WLANs MUST have 16 MAC addresses reserved for it, and the |ast
nibble is used to represent the W.AN | D.

Beacon Peri od: This attribute specifies the nunber of TUs that a
station uses for scheduling Beacon transm ssions. This value is
transmitted i n Beacon and Probe Response franes.

DTI M Peri od: This attribute specifies the nunber of Beacon
interval s that el apses between transni ssion of Beacons franes
containing a TIMelenment whose DTIM Count field is 0. This value
is transmitted in the DTIMPeriod field of Beacon franes.

Country Code: This attribute identifies the country in which the
station is operating. The first two octets of this string is the
two-character country code as described in docunent |SQO|EC 3166-
1. The third octet MJST be one of the foll ow ng:

1. an ASCI| space character, if the regul ati ons under which the
station is operating enconpass all environments in the country,

2. an ASCIl 'O character, if the regulations under which the station
is operating are for an outdoor environnent only, or
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3. an ASCIl 'I' character, if the regulations under which the station
is operating are for an indoor environnent only.

Nunber of BSSI Ds: This attribute contains the maxi mum nunber of
BSSI Ds supported by the WIP. This value restricts the nunber of
| ogi cal networks supported by the WIP.

11.9.2. | EEE 802.11 Rate Set

The Rate Set nessage el enent value is sent by the AC and contains the
supported operational rates. It contains the followi ng fields:

1
+or

3
89 123456 9 1234567890
+-+ S N it SN T S S S

%)+OI\)

8
+-
t

&2%*

e t
B i i i i

1
-+
I
+
Type: 16 for | EEE 802.11 Rate Set
Lengt h: 4
Radi o | D: An 8-bit value representing the radio to configure.

Rate Set: The AC generates the Rate Set that the WIP is to include
in its Beacon and Probe nessages.

11.9.3. |1 EEE 802.11 Multi-Domain Capability
The Multi-Domain Capability nmessage elenment is used by the ACto

informthe WIP of regulatory limts. The value contains the
followi ng fields:

+OO

1 2 3

1 4567890 789012 6 7890

- +- e i SH +- - - -+
i

U+U1

7
+-
I

cn+|—\

345
+- - +- -
Fi rst Channel #
B i e e e o e i o T e o el sl SRR T S S
Nunber of Channel s Max Tx Power Level |
Bl o T R ik st T o e b i T o S S e S it eI

1
—+ P

—

23 123
+- +- B
Radi o Reserved
+- + +- +-

- 4=

5

+

I
+- +-
|

+T T+
+

Type: 10 for | EEE 802.11 Multi-Donmain Capability
Lengt h: 8
Radi o | D: An 8-bit value representing the radio to configure.

Reser ved: MJST be set to zero

Cal houn, et al. Historic [ Page 107]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

11.

Fi rst Channel #: This attribute indicates the value of the |owest
channel number in the subband for the associated domain country
string.

Nurber of Channel s: This attribute indicates the value of the total

nunber of channels allowed in the subband for the associ ated
domain country string.

Max Tx Power Level: This attribute indicates the maxi numtransmt
power, in dBm allowed in the subband for the associ ated domain
country string.

9.4. | EEE 802.11 MAC Operation

The MAC Operation nessage elenment is sent by the ACto set the 802.11
MAC paraneters on the WIP. The val ue contains the follow ng fields:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Radio ID | Reserved | RTS Threshol d |
B T S i T s i i e e SEI S
Short Retry | Long Retry | Fragnment ati on Threshol d |

I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tx MBDU Lifetine |
i T s i o S i i S R I S I S S S M
| Rx MsSDU Lifetinme |
B T S i T s i i e e SEI S

Type: 11 for | EEE 802.11 MAC Operation

Lengt h: 16

Radi o | D: An 8-bit value representing the radio to configure.
Reserved: MJST be set to zero

RTS Thr eshol d: This attribute indicates the nunmber of octets in a
Management Protocol Data Unit (MPDU), bel ow which an RTS/ CTS
(clear to send) handshake MJUST NOT be perforned. An RTS/CTS
handshake MUST be performed at the begi nning of any frame exchange
sequence where the MPDU is of type Data or Managenent, the MPDU
has an individual address in the Addressl field, and the | ength of
the MPDU is greater than this threshold. Setting this attribute
to be larger than the maxi mum MAC Service Data Unit (MSDU) size
MUST have the effect of turning off the RTS/ CTS handshake for
franes of Data or Managenent type transmitted by this Station
(STA). Setting this attribute to zero MIUST have the effect of
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turning on the RTS/ CTS handshake for all franes of Data or
Management type transmitted by this STA. The default val ue of
this attribute MIUST be 2347

Short Retry: This attribute indicates the maxi num nunber of
transm ssion attenpts of a frame, the length of which is |less than
or equal to RTSThreshold, that MJST be nmade before a failure
condition is indicated. The default value of this attribute MJST
be 7.

Long Retry: This attribute indicates the maxi num nunber of
transm ssion attenpts of a frame, the I ength of which is greater
than dot 11RTSThreshol d, that MJST be nade before a failure
condition is indicated. The default value of this attribute MJST
be 4.

Fragrment ati on Threshol d: This attribute specifies the current
maxi mum si ze, in octets, of the MPDU that MAY be delivered to the
PHY. An MSDU MJST be broken into fragments if its size exceeds
the value of this attribute after adding MAC headers and trail ers.
An MsDU or MAC Managenent Protocol Data Unit (MWPDU) MJST be
fragnmented when the resulting frane has an individual address in
the Addressl field, and the length of the frame is larger than
this threshold. The default value for this attribute MJUST be the
| esser of 2346 or the aMPDUvaxLength of the attached PHY and MUST
never exceed the | esser of 2346 or the aMPDUMaxLength of the
attached PHY. The value of this attribute MJUST never be | ess than
256.

Tx MsDU Lifetine: This attribute specifies the elapsed tinme in TU,
after the initial transmi ssion of an MsSDU, after which, further
attenpts to transnit the MSDU MUST be term nated. The default
value of this attribute MJUST be 512

Rx MsSDU Lifetine: This attribute specifies the elapsed tine, in Ty,
after the initial reception of a fragnented MVWDU or MsDU, after
whi ch, further attenpts to reassenble the MWDU or MSDU MJST be
term nated. The default val ue MJST be 512

9.5. | EEE 802. 11 Tx Power

The Tx Power nessage el enent value is bi-directional. Wen sent by
the WIP, it contains the current power level of the radio in
question. When sent by the AC, it contains the power |evel to which
the WIP MUST adher e:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Reserved | Current Tx Power |
i i i T i I S i e s o o i i

Type: 12 for | EEE 802.11 Tx Power
Lengt h: 4

Radi o | D: An 8-bit value representing the radio to configure.

Reserved: MUST be set to zero
Current Tx Power: This attribute contains the transmt output power
in my

9. 6. | EEE 802. 11 Tx Power Leve

The Tx Power Level nessage elenent is sent by the WIP and cont ai ns
the different power |evels supported. The value contains the
followi ng fields:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Radio ID | Num Level s | Power Level [n] |
B T S i T s i i e e SEI S
Type: 13 for | EEE 802.11 Tx Power Leve
Lengt h: >= 4

Radi o | D: An 8-bit value representing the radio to configure.

Num Level s: The nunber of power |evel attributes.
Power Level : Each power |evel fields contains a supported power
level, in mV

9.7. |EEE 802.11 Direct Sequence Contro

The Direct Sequence Control nessage elenment is a bi-directiona

el ement. Wen sent by the WIP, it contains the current state. Wen
sent by the AC, the WIP MUST adhere to the values. This elenent is
only used for 802.11b radios. The value has the followi ng fields.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Reserved | Current Chan | Current CCA |
i i i T i I S i e s o o i i
| Ener gy Detect Threshold |
R et e s i o e s i i
Type: 14 for | EEE 802.11 Direct Sequence Control
Lengt h: 8
Radi o 1 D: An 8-bit value representing the radio to configure.
Reserved: MJST be set to zero
Current Channel : This attribute contains the current operating
frequency channel of the Direct Sequence Spread Spectrum ( DSSS)
PHY.
Current CCA: The current Controll ed Channel Access (CCA) method in
operation. Valid val ues are:
1 - energy detect only (edonly)
2 - carrier sense only (csonly)
4 - carrier sense and energy detect (edandcs)
8 - carrier sense with tinmer (cswithtiner)

16 - high-rate carrier sense and energy detect (hrcsanded)

Energy Detect Threshol d: The current Energy Detect Threshol d being
used by the DSSS PHY

11.9.8. | EEE 802.11 OFDM Contr ol

The Orthogonal Frequency Division Miltiplexing (OFDM Control message
elenment is a bi-directional elenent. Wen sent by the WIP, it
contains the current state. When sent by the AC, the WIP MUST adhere
to the values. This elenent is only used for 802.11a radi os. The
val ue contains the followi ng fields:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Reserved | Current Chan | Band Support |
i i i T i I S i e s o o i i
| TI Threshold |
R et e s i o e s i i

Type: 15 for | EEE 802.11 OFDM Contr ol

Lengt h: 8

Radi o 1 D: An 8-bit value representing the radio to configure.
Reser ved: MUST be set to zero

Current Channel : This attribute contains the current operating
frequency channel of the OFDM PHY.

Band Support ed: The capability of the OFDM PHY inplenmentation to
operate in the three U-NIl bands. Coded as an integer value of a
3-bit field as foll ows:

Bit 0 - capable of operating in the lower (5.15-5.25 GHz) U N
band

Bit 1 - capable of operating in the mddle (5.25-5.35 Giz) U N
band

Bit 2 - capable of operating in the upper (5.725-5.825 GHz) U- NI
band

For exanple, for an inplenmentati on capabl e of operating in the
| ower and m d bands, this attribute would take the val ue.

TI Threshol d: The threshol d being used to detect a busy nedi um
(frequency). CCA MJST report a busy medi um upon detecting the
RSSI above this threshol d.

11.9.9. | EEE 802.11 Antenna
The Antenna nessage el enment is conmmuni cated by the WIP to the ACto
provide information on the antennas available. The AC MAY use this

el ement to reconfigure the WIP's antennas. The val ue contains the
followi ng fields:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Di versity | Conbi ner | Antenna Cnt
i i i T i I S i e s o o i i
| Antenna Sel ection [0..N] |
R et e s i o e s i i

Type: 41 for | EEE 802.11 Antenna

Lengt h: >= 8

Radi o 1 D: An 8-bit value representing the radio to configure.

Diversity: An 8-bit val ue specifying whether the antenna is to
provi de receive diversity. The follow ng val ues are supported:

0 - D sabled

1 - Enabled (may only be true if the antenna can be used as a
recei ve antenna)

Conbi ner: An 8-bit val ue specifying the conbiner selection. The
foll owi ng val ues are support ed:

1 - Sectorized (Left)

2 - Sectorized (Right)

3 - Omi
4 - Mno
Ant enna Count: An 8-bit val ue specifying the nunber of Antenna

Sel ection fields.

Ant enna Sel ecti on: One 8-bit antenna configuration val ue per
antenna in the WIP. The foll owi ng val ues are support ed:

1 - Internal Antenna
2 - External Antenna
11.9.10. | EEE 802.11 Supported Rates

The Supported Rates nmessage elenent is sent by the WIP to indicate
the rates that it supports. The value contains the follow ng fields:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Radio ID | Supported Rates |
i i i T i I S i e s o o i i

Type: 16 for | EEE 802.11 Supported Rates
Lengt h: 4
Radi o | D: An 8-bit value representing the radio.

Supported Rates: The WIP includes the Supported Rates that its
har dwar e supports. The format is identical to the Rate Set
message el enment .

11.9.11. | EEE 802.11 CFP Status

The CFP Status message elenment is sent to provide the CF Polling
confi guration.

0 1
0123456789012345
R T i T i e s ik T e R T
| Radio 1D | St at us |
il s ST I S S I S T T S

Type: 48 for | EEE 802.11 CFP Status
Lengt h: 2

Radi o 1 D: The Radio ldentifier, typically refers to sonme interface
i ndex on the WP.

St at us: An 8-bit Bool ean containing the status of the CF Polling
feature. A value of zero disables CFP Status, while a val ue of
one enables it.

11.9.12. | EEE 802.11 WP Mdde and Type

The WIP Mode and Type nessage el enent is used to configure a WIP to
operate in a specific node.

0 1
0123456789012345
B i S S ik s S N S S
| Mode | Type |
R T i T i e s ik T e R T
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Type: 54 for | EEE 802.11 WIP Mbde and Type
Lengt h: 2

Mode: An 8-bit val ue describing the type of information being sent.
The foll owi ng val ues are support ed:

0- Split MAC

2 - Local MAC
Type: The type field is not currently used.
9.13. | EEE 802. 11 Broadcast Probe Mde

The Broadcast Probe Mdde nessage el enment indicates whether a WIP will
respond to NULL SSID Probe requests. Since broadcast NULL Probes are
not sent to a specific BSSID, the WIP cannot know whi ch SSID t he
sending station is querying. Therefore, this behavior rmust be gl obal
to the WIP.

0

01234567
T S I S Y
| St at us |
i S S S S o

Type: 51 for | EEE 802. 11 Broadcast Probe Mde
Lengt h: 1

St at us: An 8-bit Bool ean indicating the status of whether a WP
shall respond to a NULL SSID Probe request. A value of zero
di sabl es the NULL SSID Probe response, while a value of one
enables it.

9.14. | EEE 802.11 WP Quality of Service

The WIP Qual ity of Service nessage elenment value is sent by the ACto
the WIP to comuni cate quality-of-service configuration infornation.

0 1
0123456789012345
B i T R R e i o ik SR e
| Radio 1D | Tag Packets |
B el I T R S il il ol siE I R SR S

Type: 57 for | EEE 802.11 WIP Quality of Service

Cal houn, et al. Historic [ Page 115]



RFC 5412 Li ght wei ght Access Poi nt Prot ocol February 2010

Lengt h: 12

Radi o 1 D: The Radio ldentifier, typically refers to sonme interface
i ndex on the WIP.

Tag Packets: A val ue indicating whether LWAPP packets shoul d be
tagged for QoS purposes. The followi ng values are currently
support ed:

0 - Untagged

1 - 802.1P

2 - DsSCP

I mmedi ately follow ng the above header is the follow ng data
structure. This data structure will be repeated five tines, once
for every QoS profile. The order of the QS profiles is Uranium
Platinum Gold, Silver, and Bronze.

0 1 2 3
01234567890123456789012345678901

R e s T o T S R El ok i R e e S S e o o s
| Queue Depth | CWM n | CWVax |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| CWWVax | Al FS | CBR |
B i s T T i i o S o T Ji I
| Dot 1P Tag | DSCP Tag |

R T i i e R e e e s i i

Queue Dept h: The nunber of packets that can be on the specific QS
transmt queue at any given tine.

CWM n: The Contention Wndow m ni nrum value for the QS transm t
gueue.

CWvVax: The Contention W ndow naxi nrum val ue for the QS transnit
gueue.

Al FS: The Arbitration Inter Franme Spacing to use for the QS
transmt queue.

CBR: The Constant Bit Rate (CBR) value to observe for the QS
transmt queue.

Dot 1P Tag: The 802. 1P precedence value to use if packets are to be
802. 1P t agged.
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DSCP Tag: The DSCP | abel to use if packets are to be DSCP tagged.
9.15. | EEE 802.11 MC Error Report From Modbile

The M C Error Report From Mobile nessage elenment is sent by an ACto
a WIP when it receives a MC failure notification via the Error bit
in the EAP over LAN (EAPQL)-Key frane.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Client MAC Address |
I e I S i S i i S
| Client MAC Address | BSSI D |
B i s T T i i o S o T Ji I
| BSSI D |
i I i S e S it SN DU DU SRS
| Radi o I D | W.AN | D |

i I i i S

Type: 79 for | EEE 802.11 M C Error Report From Modbile
Lengt h: 14

Cient MAC Address: The Cient MAC address of the station reporting
the MC failure.

BSSI D: The BSSID on which the MC failure is being reported.

Radi o | D: The Radio ldentifier, typically refers to sone interface
i ndex on the WIP.

WLAN | D The WLAN I D on which the MC failure is being reported.
10. | EEE 802.11 Message El enent Val ues

This section lists | EEE 802. 11-specific values for any generic LWAPP
message el ements that include fields whose values are technol ogy-
speci fic.

| EEE 802. 11 uses the foll owi ng val ues:

4 - Encrypt AES-CCMP 128: WP supports AES-CCWP, as defined in [7].

5 - Encrypt TKIP-MC: WP supports TKIP and M chael, as defined in
[16].
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12. LWAPP Protocol Tiners

A WIP or AC that inplenments LWAPP di scovery MJST inpl ement the
followi ng tiners.

12.1. ©MaxDi scoveryl nterval
The maxi mumtine all owed between sending Di scovery Requests fromthe
interface, in seconds. Mist be no |less than 2 seconds and no greater
than 180 seconds.
Defaul t: 20 seconds.

12.2. SilentInterval
The minimumtine, in seconds, a WIP MJUST wait after failing to
receive any responses to its Discovery Requests, before it MAY again
send Di scovery Requests.
Default: 30

12. 3. Nei ghbor Deadl nt er val
The minimumtine, in seconds, a WIP MJST wait w thout having received
Echo Responses to its Echo Requests, before the destination for the
Echo Request may be considered dead. Mist be no | ess than
2*Echol nterval seconds and no greater than 240 seconds.
Default: 60

12. 4. Echol nterval

The minimumtine, in seconds, between sending Echo Requests to the AC
with which the WIP has j oi ned.

Defaul t: 30
12.5. Discoverylnterval

The minimumtine, in seconds, that a WIP MJST wait after receiving a
Di scovery Response, before sending a Join Request.

Default: 5
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12.6. Retransmitlnterval

The minimumtine, in seconds, that a non-acknow edged LWAPP packet
will be retransnitted.

Default: 3
12.7. ResponseTi meout

The minimumtine, in seconds, in which an LWAPP Request nessage nust
be responded to.

Default: 1

12.8. KeyLifetine
The nmaximumtine, in seconds, that an LWAPP session key is valid.
Defaul t: 28800

13. LWAPP Protocol Variables
A WIP or AC that inplements LWAPP di scovery MJUST all ow for the
followi ng variables to be configured by system managenent; default
val ues are specified so as to make it unnecessary to configure any of
these variables in many cases.

13.1. W©MaxDi scoveri es

The maxi mum nunber of Discovery Requests that will be sent after a
WP boot s.

Default: 10
13.2. DiscoveryCount

The nunber of discoveries transmitted by a WIP to a single AC. This
is a nmonotonically increasing counter.

13.3. Retransm t Count

The nunber of retransm ssions for a given LWAPP packet. This is a
nmonot oni cal 'y increasing counter.
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13.4. MaxRetransmt

The maxi mum nunber of retransm ssions for a gi ven LWAPP packet before
the link | ayer considers the peer dead.

Default: 5
14. NAT Consi der ati ons

There are two specific situations where a NAT system nay be used in
conjunction with LWAPP. The first consists of a configuration where
the WIP is behind a NAT system G ven that all communication is
initiated by the WIP, and all comunication is performed over |IP
using a single UDP port, the protocol easily traverses NAT systens in
this configuration.

The second configuration is one where the AC sits behind a NAT, and
there are two main issues that exist in this situation. First, an AC
conmuni cates its interfaces and associ ated WIP | oad on these

i nterfaces, through the WIP Manager Control |P Address. This nessage
element is currently mandatory, and if NAT conpliance becane an

issue, it would be possible to either

1. make the WIP Manager Control |P Address optional, allow ng the WP
to sinply use the known | P address. However, note that this
approach would elimnate the ability to perform|oad bal anci ng of
WP across ACs, and therefore is not the reconmrended approach

2. allow an ACto be able to configure a NAT ed address for every
associ ated AC that woul d generally be comruni cated in the WP
Manager Control |P Address message el enment.

3. require that if a WIP deternmines that the AC Li st nessage el enent
consists of a set of IP addresses that are different fromthe AC s
I P address it is currently conmunicating with, then assune that
NAT is being enforced, and require that the WIP comuni cate with
the original ACs IP address (and ignore the WIP Manager Contro
| P Address message el ement (s)).

Anot her issue related to having an AC behind a NAT systemis LWAPP' s
support for the CAPWAP (hjective to allow the control and data pl ane
to be separated. In order to support this requirenent, the LWAPP
protocol defines the WIP Manager Data | P Address nessage el enent,
which allows the ACto informthe WIP that the LWAPP data franes are
to be forwarded to a separate |IP address. This feature MJST be

di sabl ed when an AC is behind a NAT. However, there is no easy way
to provide sone default nechanismthat satisfies both the data/
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control separation and NAT objectives, as they directly conflict with
each other. As a consequence, user intervention will be required to
support such networKks.

LWAPP has a feature that allows for all of the ACs identities
supporting a group of WIPs to be communi cated t hrough the AC Li st
message el enment. This feature nust be di sabl ed when the AC is behind
a NAT and the I P address that is enmbedded woul d be invalid.

The LWAPP protocol has a feature that allows an ACto configure a
static | P address on a WIP. The WIP Static |P Address |nformation
message el ement provides such a function; however, this feature
SHOULD NOT be used in NAT ed environnents, unless the adm nistrator
is famliar with the internal | P addressing scheme within the WIP's
private network, and does not rely on the public address seen by the
AC

When a WIP detects the duplicate address condition, it generates a
message to the AC, which includes the Duplicate | P Address nessage
element. Once again, it is inmportant to note that the |IP address
enbedded within this nmessage el enent would be different fromthe
public | P address seen by the AC

15. Security Considerations

LWAPP uses either an authenticated key exchange or key agreenent
mechanismto ensure peer authenticity and establish fresh session
keys to protect the LWAPP conmuni cati ons.

The LWAPP protocol defines a join phase, which allows a WIP to bind a
session with an AC. During this process, a session key is mutually
derived, and secured either through an X. 509 certificate or a pre-
shared key. The resulting key exchange generates an encryption
session key, which is used to encrypt the LWAPP control packets, and
a key derivation key.

During the established secure comruni cati on, the WIP and AC nay rekey
usi ng the key update process, which is identical to the join phase,
meani ng the session keys are nmutually derived. However, the exchange
described for pre-shared session keys is always used for the key
update, with the pre-shared key set to the derivation key created
either during the join, or the last key update if one has occurred.
The key update results in a new derivation key, which is used in the
next key update, as well as an encryption session key to encrypt the
LWAPP control packets.
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Repl ay protection of the Join Request is handl ed through an exchange
of nonces during the join (or key update) phase. The Join Request

i ncludes an XNonce, which is included in the AC s authenticated Join
Reply’s encrypted ANonce nessage el enent, allowi ng for the two
messages to be bound. Upon receipt of the Join Reply, the WIP
generates the WNonce, and generates a set of session keys using a KDF
function. One of these keys is used to MC the Join ACK. The AC
responds with a Join Confirm which nust also include a MC, and
therefore be capabl e of deriving the sane set of session keys.

In both the X 509 certificate and pre-shared key npdes, an
initialization vector is created through the above nentioned KDF
function. The IV and the KDF created encryption key are used to
encrypt the LWAPP control franes.

G ven that authentication in the Join exchange does not occur until
the WIP transmits the Join ACK nessage, it is crucial that an AC not
delete any state for a WIP it is servicing until an authentication
Join ACK has been received. Oherw se, a potential Denial-of-Service
attack exists, whereby sending a spoofed Join Request for a valid WP
woul d cause the AC to reset the WIP's connecti on

It is inportant to note that Perfect Forward Secrecy is not a
requi renent for the LWAPP prot ocol

Note that the LWAPP protocol does not add any new vulnerabilities to
802. 11 infrastructure that nakes use of WEP for encryption purposes.
However, inplenentors SHOULD di scourage the use of WEP to allow the
mar ket to nove towards technically sound cryptographic sol utions,
such as 802. 11i .

1. Certificate-Based Session Key Establishment

LWAPP uses public key cryptography to ensure trust between the WP
and the AC. One question that periodically arises is why the Join
Request is not signed. Signing this request would not be optinmal for
the foll owi ng reasons

1. The Join Request is replayable, so a signature doesn’t provide
much protection unless the switches keep track of all previous
Join Requests froma given WIP.

2. Replay detection is handl ed during the Join Reply and Join ACK
nessages.

3. A signed Join Request provides a potential Denial-of-Service
attack on the AC, which woul d have to authenticate each
(potentially malicious) nessage.
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The WIP-Certificate that is included in the Join Request MJST be
validated by the AC. It is also good practice that the AC perform
some form of authorization, ensuring that the WIP in question is
allowed to establish an LWAPP session with it.

15.2. PSK-Based Session Key Establishnent

Use of a fixed shared secret of linmted entropy (for exanple, a PSK
that is relatively short, or was chosen by a human and thus may
contain less entropy than its length would inply) may all ow an
attacker to performa brute-force or dictionary attack to recover the
secret.

It is RECOVWENDED t hat inplenentations that allow the adm ni strator
to manually configure the PSK al so provide a functionality for
generating a new random PSK, taking RFC 1750 [4] into account.

Since the key generation does not expose the nonces in plaintext,
there are no practical passive attacks possible.
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