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Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice

Copyright (c) 2009 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abst ract

Thi s docunent specifies a new Miultinedia Internet KEYing (M KEY)
General Extension payload to transport the short-term key nmessage
(STKM and | ong-term key nessage (LTKM payloads as well as the
managenment data LTKM reporting nmessage and parental control nessage
payl oads defined in the Open Mbile Alliance’'s (OVA) Broadcast
(BCAST) group’s Service and Content protection specification.
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1. I nt roduction

The Multinedia Internet KEYing (MKEY) protocol specification (RFC
3830 [ RFC3830]) defines a Ceneral Extension payload to allow possible
extensions to MKEY without having to allocate a new payl oad type.
The General Extension payload can be used in any M KEY nessage and is
part of the authenticated/signed data part. There is an 8-bit type
field in that payl oad. The type code assignnent is | ANA-managed, and
RFC 3830 requires | ETF consensus for assignments fromthe public
range of 0-240.

The Open Mbile Alliance’s (OVA) Broadcast (BCAST) group’s Service
and Content Protection specification [ SPCP] specifies the use of a
short-term key nmessage (STKM, a long-term key nessage (LTKM, an
LTKM reporting nessage, and a parental control nessage that carry
attributes related to Service and Content protection. Note that any
keys associated with the attributes, such as the Parental Control
Pincode if present, are part of the M KEY KEMAC payl oad.

Thi s docunent specifies the use of the General Extension payl oad of
M KEY to carry the nmessages nentioned above, as well as protection of
the credential s using nmechani snms supported by MKEY with

modi fi cations in [ RFC3830].

RFC 3830 [ RFC3830], the M KEY CGeneral Extension payload defined in
RFC 4563 [ RFC4563], and the 3rd Generation Partnership Project
(3GPP)'s Multinmedia Broadcast/ Multicast Service (MBVS) docunent

[ 3GPP. 33. 246] specify the transport of M KEY nessages via unicast or
broadcast; the OVA BCAST specifications use either for transport of
M KEY nessages.
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2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

OVA BCAST M KEY General Extension: We refer to the General Extension
type -- 5 -- as the OVA BCAST M KEY CGeneral Extension.

3. MKEY General Extension for OVA BCAST Usage

The OVA BCAST Type (Type 5) formats the M KEY General Extension
payl oad as foll ows:
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Figure 1. OVA BCAST M KEY General Extension
Next Payl oad and Length are defined in Section 6.15 of [RFC3830].
Type (8 bits): identifies the type of the CGeneral Extension Payl oad
(see Section 6.15 of [RFC3830]). This docunent adds a new type. It

specifies the use of Type 5 for OVA BCAST Service and Content
Protection using the Smartcard Profile.

QOVA BCAST | 5| information on type and identity of messages
Figure 2: Definition of the OVA BCAST M KEY General Extension Payl oad
OVA BCAST Data Subtype (variable length): defines a variable |length
Data field. This field is formed by subtype-payl oads. The contents

of the variable length OVA BCAST Data Subtype field are defined
bel ow.
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Fi gure 3: STKM LTKM LTKM Reporti ng/ Parental Control Subtype Payl oad

Subtype: 8 bits. This field indicates the subtype of the OVA
BCAST payload. 1In this specification, four values are specified:
LTKM (1), STKM (2), LTKM Reporting (3), and Parental Control (4).

Subt ype Specific Data: Variable |ength.

OVA BCAST Data Subtype | Value | Coment

LTKM | 1| Long Term Key Message
STKM | 2 | Short Term Key Message
LTKM Reporti ng | 3 | LTKM Reporting Message
Parental Control | 4 | Parental Control Message

Figure 4: Subtype Definitions for OVA BCAST Messages

The contents of the OVA BCAST Data Subtype payload field are defined
in Section 6 of the OMA BCAST Service and Content Protection
speci fication [ SPCP].

4. Interoperability Considerations

Thi s docunent specifies the use of MKEY General Extension payl oad
Type 5 and four subtype values: 1 and 2 for OVA BCAST Service and
Content protection’s LTKM and STKM payl oads (respectively), 3 for
LTKM Reporting payl oad, and 4 for Parental Control payl oad.
Interoperability considerations span several standards bodies, wth
OVA BCAST 1.0 enabl er conpliance being the key aspect; as such, it is
up to the OVA test planning to verify the interoperability and
compliance of OVA BCAST 1.0 inplenmentations. This payl oad type

assi gnnent does not change M KEY beyond RFC 3830 [ RFC3830] and RFC
4563 [ RFC4563] .

5. Security Considerations

According to RFC 3830 [ RFC3830], the General Extension payload can be
used in any M KEY nessage and is part of the authenticated/signed
data part. The parameters proposed to be included in the OVA BCAST
M KEY General Extension payload (listed in Section 3) need only to be
integrity protected, which is already allowed by the M KEY
specification. The OVA BCAST M KEY General Extension payl oad SHALL
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be integrity protected. Furthernore, keys or any paraneters that
require confidentiality MJUST NOT be included in the General Extension
payl oad. If keys or other confidential data are to be transported
via the General Extension payload, such data MJUST be encrypted and
encapsul at ed i ndependently. Finally, note that M KEY al ready
provides replay protection and that protection also covers the
General Extension payl oad.

6. | ANA Consi derations
| ANA has all ocated an OVA BCAST M KEY Ceneral Extension Type --5--
fromthe "CGeneral Extensions payl oad nane space" for use by OVA BCAST
as requested by RFC 4909 [ RFC4909]. Furthernore, | ANA has created a
nane space for the OVA BCAST payl oad subtype val ues defined in
[ RFC4909] and has assigned the foll owi ng subtype values fromthis
nane space: LTKM (1), STKM (2).

| ANA has all ocated two new subtypes fromthe OVA BCAST payl oad
subt ype name space.

The subtypes are as foll ows:
Subt ype Nane: LTKM Reporting
Val ue: 3
and
Subt ype Nane: Parental Contro
Val ue: 4
7. Changes since RFC 4909
OVA BCAST Service and Content Protection specification [ SPCP]
contai ns nessages that were created since RFC 4909 was witten. This
docunent only adds the necessary assignments to support these new
messages. No nodifications are made on val ues assigned by RFC 4909
[ RFC4909] .
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