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Abst ract

Thi s docunent introduces extensions to Mbile IPv6 and | Pv6 Nei ghbour
Di scovery to allow for local nobility handling. Hierarchical

mobi | ity managenent for Mobile IPv6 is designed to reduce the anount
of signalling between the nobile node, its correspondent nodes, and
its home agent. The Mdbility Anchor Point (MAP) described in this

docunent can al so be used to inprove the performance of Mbile | Pv6
in terms of handover speed.
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1.

I nt roducti on

Thi s specification introduces the concept of a hierarchical Mbile
I Pv6 network, utilising a new node called the Mbility Anchor Point
(MAP) .

Mobile I Pv6 [ RFC3775] all ows nodes to nove within the |nternet

t opol ogy whil e maintaining reachability and ongoi ng connecti ons
bet ween mobil e and correspondent nodes. To do this, a nobile node
sends bi ndi ng updates (BUs) to its honme agent (HA) every tine it
noves.

The nobil e node may send data packets via its hone agent inmrediately
after sending the binding update, but the home agent will not be able
to route traffic back to the nobile node before it receives the

bi nding update. This incurs at least half a round-trip delay before
packets are again forwarded to the right place. There is an
additional delay for sending data packets if the nobile node chooses
to wait for a binding acknow edgenent (BA). The round-trip times can
be relatively long if the nobile node and its home agent are in
different parts of the world.

Additional delay is also incurred if the nobile node enpl oys route
optimisation. Authenticating binding updates requires approxi mately
1.5 round-trip times between the nobil e node and each correspondent
node (for the entire return routability procedure in a best-case
scenario, i.e., no packet loss). This can be done in parallel with
sendi ng bi ndi ng updates to the home agent, and there are further
optinisations that reduce the required 1.5 round-trips [ RFC4449]

[ RFC4651] [ RFCA866] .

Nevert hel ess, the signalling exchanges required to update your

| ocation will always cause some disruption to active connecti ons.
Sone packets will be lost. Together with link |ayer and IP | ayer
connection setup delays, there may be effects to upper-|ayer
protocols. Reducing these delays during the tinme-critical handover
period will inprove the performance of Mbile |Pv6.

Moreover, in the case of wireless links, such a solution reduces the
nunber of nmessages sent over the air interface to all correspondent
nodes and the hone agent. A local anchor point will also allow
Mobile IPv6 to benefit fromreduced nobility signalling with externa
net wor ks.

For these reasons, a new Mobile I Pv6 node, called the Mbility Anchor
Point, is used and can be located at any level in a hierarchica
network of routers, including the Access Router (AR). The MAP will
limt the anmount of Mbile |Pv6 signalling outside the | ocal donain.
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The introduction of the MAP provides a solution to the issues
outlined earlier, in the foll ow ng way:

o0 The nobile node sends binding updates to the | ocal MAP rather than
the hone agent (HA) (which is typically further away) and
correspondent nodes (CNs).

o0 Only one binding update nessage needs to be transmitted by the
mobi |l e node (M\) before traffic fromthe HA and all CNs is
re-routed to its new location. This is independent of the nunber
of CNs with which the MN is conmunicati ng.

A MAP is essentially a local home agent. The aimof introducing the
hi erarchical nobility managenent nodel in Mbile IPv6 is to enhance
the performance of Mbile IPv6 while mnimsing the inpact on Mbile
I Pv6 or other I Pv6 protocols. Furthernore, HM Pv6 all ows nobile
nodes to hide their |ocation fromcorrespondent nodes and hone
agents, while using Mbile IPv6 route optimisation. The security

di fferences between the MAP and the hone agent are described in
Section 12.

It is pertinent to note that the use of the MAP does not rely on, or
assune the presence of, a permanent home agent. |n other words, a
nmobi | e node need not have a pernanent home address or home agent in
order to be HM Pv6-aware or use the features in this specification.
A MAP may be used by a nobile node in a nonadic manner to achi eve
mobi l ity managenent within a | ocal domain. Section 6.5 describes
such a scenari o.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
In addition, the following terns are introduced:

Access Router (AR

The AR is the nobile node’'s default router. The AR aggregates the
out bound traffic of nobile nodes.

Mobi l'ity Anchor Point (MAP)
A Mbility Anchor Point is a router located in a network visited

by the nobile node. The MAP is used by the MN as a local HA. (ne
or nore MAPs can exist within a visited network.
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Regi onal Care-of Address (RCoA)
An RCoA is an address allocated by the MAP to the nobil e node.
HM Pv6- Awar e Mobil e Node

An HM Pv6-aware nmobile node is a nobile node that can receive and
process the MAP option received fromits default router. An

HM Pv6- awar e nobil e node nust al so be able to send | ocal binding
updat es (binding update with the Mflag set).

On-Li nk Care-of Address

The LCoA is the on-link CoA configured on a nmobile node’s
interface based on the prefix advertised by its default router.
In [RFC3775], this is sinply referred to as the care-of address.
However, in this meno LCoA is used to distinguish it fromthe
RCoA.

Local Bi ndi ng Update

The MN sends a | ocal binding update to the MAP in order to
establish a binding between the RCoA and LCoA.

3. Overview of HM Pv6

Thi s hierarchical Mbile IPv6 schenme introduces a new function, the
MAP, and minor extensions to the nobil e node operation. The
correspondent node and hone agent operations will not be affected.

Just |ike Mobile IPv6, this solution is independent of the underlying
access technology, allowing mobility within or between different
types of access networks.

A nobil e node entering a MAP dormain will receive Router
Advertisenments containing information about one or nore | ocal MAPs.
The MN can bind its current |ocation (on-l1ink CoA) with an address on
the MAP's subnet (RCoA). Acting as a local HA, the MAP will receive
al | packets on behalf of the nobile node it is serving and wl|
encapsul ate and forward themdirectly to the nobile node’'s current
address. |If the nobile node changes its current address within a

| ocal MAP domain (LCoA), it only needs to register the new address
with the MAP. Hence, only the Regional CoA (RCoA) needs to be

regi stered with correspondent nodes and the HA. The RCoA does not
change as long as the MN noves within a MAP domain (see bel ow for
definition). This nakes the nohile node’'s nobility transparent to
correspondent nodes it comruni cates with.
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A MAP donai n’s boundaries are defined by the Access Routers (ARs)
advertising the MAP information to the attached nobil e nodes. The
detail ed extensions to Mbile I Pv6 and operations of the different
nodes will be explained later in this docunent.

It should be noted that the HM Pv6 concept is sinply an extension to
the Mobile 1 Pv6 protocol. An HM Pv6-aware nobile node with an

i mpl ement ati on of Mobile | Pv6 SHOULD choose to use the MAP when

di scovering such capability in a visited network. However, in some
cases the nobile node nay prefer to sinply use the standard Mobil e

I Pv6 i nplenentation. For instance, the nobile node nmay be located in
a visited network within its home site. In this case, the HAis

| ocated near the visited network and coul d be used instead of a MAP.
In this scenario, the nobile node woul d only update the HA whenever
it nmoves. The nethod to determ ne whether the HAis in the vicinity
of the MN (e.g., sane site) is outside the scope of this docunent.

3.1. HMPv6 Operations

The network architecture shown in Figure 1 illustrates an exanpl e of
the use of the MAP in a visited network.

In Figure 1, the MAP can help in providing seam ess nobility for the
nmobi |l e node as it noves from Access Router 1 (ARl) to Access Router 2
(AR2), while conmunicating with the correspondent node. A
multi-level hierarchy is not required for a higher handover
performance. Hence, it is sufficient to |ocate one or nore MAPs
(possi bly covering the sane domain) at any position in the operator’s
net wor K.
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Figure 1: Hierarchical Mbile | Pv6 domain

Upon arrival in a visited network, the nobile node will discover the
gl obal address of the MAP. This address is stored in the Access
Routers and conmuni cated to the nobile node via Router Advertisenents
(RAs). A newoption for RAs is defined later in this specification.
This is needed to inform nobile nodes about the presence of the MAP
(MAP Di scovery). The discovery phase will also informthe nobile
node of the distance of the MAP fromthe nobile node. For exanple,
the MAP function could be inplenmented as shown in Figure 1, and, at
the sane tine, also be inplemented in ARL and AR2. In this case, the
mobi | e node can choose the first hop MAP or one further up in the

hi erarchy of routers. The details on how to choose a MAP are
provided in Section 10.

The process of MAP Di scovery continues as the nobile node noves from
one subnet to the next. Every time the nobile node detects novenent,
it will also detect whether it is still in the sane MAP domain. The
Rout er Advertisenment used to detect novenent will also informthe
nmobi | e node, through Nei ghbour Discovery [ RFC4861] and the MAP
option, whether it is still in the same MAP domain. As the nobile
node roans within a MAP domain, it will continue to receive the sane
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MAP option included in Router Advertisenents fromits AR If a
change in the advertised MAP's address is received, the nobile node
MJUST act on the change by sending binding updates to its HA and
correspondent nodes.

If the nobile node is not HM Pv6-aware, then no MAP Di scovery will be
performed, resulting in the nobile node using the Mbile |IPv6

[ RFC3775] protocol for its mobility managenent. On the other hand,

if the nobile node is HM Pv6-aware it SHOULD choose to use its HM Pv6
implementation. If so, the nobile node will first need to register
with a MAP by sending it a BU containing its hone address and on-1link
address (LCoA). The hone address used in the BU is the RCoA, which
the mobil e node acquires via RFC 4877 [RFC4877] Section 9 nechani sns
when it first contacts a given MAP. The MAP MUST store this
information in its binding cache to be able to forward packets to
their final destination when received fromthe different
correspondent nodes or HAs.

The nobile node will always need to know the original sender of any
recei ved packets to determine if route optimsation is required.

This information will be available to the nobil e node because the MAP
does not nodify the contents of the original packet. Nornal
processing of the received packets (as described in [RFC3775]) wll
gi ve the nobile node the necessary information.

To use the network bandwidth in a nore efficient manner, a nobile
node may decide to register with nore than one MAP simul taneously and
to use each MAP address for a specific group of correspondent nodes.
For exanple, in Figure 1, if the correspondent node happens to exi st
on the sanme link as the nobile node, it would be nore efficient to
use the first hop MAP (in this case assunme it is ARl) for

communi cati on between them This will avoid sending all packets via
the "highest” MAP in the hierarchy and thus will result in nore
efficient usage of network bandwi dth. The nobile node can al so use
its current on-link address (LCoA) as a CoA, as specified in

[ RFC3775]. Note that the nobile node MUST NOT present an RCoA from a
MAP' s subnet as an LCoA in a binding update sent to another MAP. The
LCoA included in the binding update MJST be the mobil e node’s
address, derived fromthe prefix advertised on its |ink.
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4. Mobile IPv6 Extension - Local Binding Update

This section outlines the extensions proposed to the binding update
specified in [ RFC3775].

A new flag is added: the Mflag, which indicates MAP registration.
When a nobile node registers with the MAP, the Mand A flags MJST be
set to distinguish this registration froma BU being sent to the HA
or a correspondent node.

0 1 2 3
01234567890123456789012345678901
T S e

| Sequence # |

B i s T T i i o S o T Ji I

| AJH LI KM Reserved | Lifetine |

i i i T i I S i e s o o i i

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 2: Local Binding Update

M

If set to 1, it indicates a MAP registration.
5. Nei ghbour Discovery Extension: The MAP Option

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Dist | Pref |R Reserved |
el i I e i it T e e e e i i T o S e e S e T R R
| Valid Lifetine |
R o o e e el i S S S S i S i ol S S e e e s

d obal I P Address for MAP

I I
+ +
I I
+ +
I I
+ +
I I
+- +

i S T S T o S S e e it Sl S S e S S S

Figure 3: The MAP option
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Type
| Pv6 Nei ghbour Di scovery option. Its value is 23.
Length

8-bit unsigned integer. The length of the option and MJST be set
to 3.

Di st

A 4-bit unsigned integer identifying the distance between MAP and
the receiver of the advertisenent, neasure in the nunmber of hops
and starting from1 if the MAP is on the sane Iink as the nobile
node. A distance value of zero MJUST NOT be used.

Pr ef

The preference field, used as an indicator of operator preference.
A 4-bit unsigned integer. A decimal value of 15 indicates the

hi ghest preference. Wen conparing two potential MAPs, the nobile
node SHOULD inspect this field as a tie-breaker for MAPs that have
equal Dist val ues.

R
Wien set to 1, it indicates that the nobile node is allocated the
RCoA by the MAP based on Section 9 of [RFC4877].

Valid Lifetine

The mini mum val ue (in seconds) of both the valid lifetime of the
prefix used to formthe MAP' s address and that used to formthe
RCoA. This value indicates the validity of the MAP's address and
t he RCoA.

d obal Address
One of the MAP s gl obal addresses.
6. Protocol Qperation
This section describes the HM Pv6 protocol. In HMPv6, the nobile
node has two addresses, an RCoA on the MAP's link and an on-Iink CoA
(LCoA). This RCoAis forned in a statel ess manner by conbi ning the

mobil e node’s interface identifier and the subnet prefix received in
the MAP opti on.
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As illustrated in this section, this protocol requires updating the
mobi | e nodes’ inplenmentation only. The HA and correspondent node are
unchanged. The MAP performnms the function of a "local" HA that binds
the nobile node’s RCoA to an LCoA.

6.1. Mobile Node Operation

When a nobil e node noves into a new MAP domain (i.e., its MAP
changes), it needs to configure two CoAs: an RCoA on the MAP s |ink
and an on-link CoA (LCoA). After enploying [RFC4877] to acquire an
RCoA, the nobile node sends a local BUto the MAP with the A and M
flags set. The local BUis a BU defined in [RFC3775] and incl udes
the mobil e node’s RCoA in the Hone Address option. No alternate-CoA
option is needed in this nessage. The LCoA is used as the source
address of the BU. This BUw II bind the nobile node’s RCoA (simlar
to a hone address) to its LCoA. The MAP (acting as an HA) will then
return a bindi ng acknowl edgenent to the MN. This acknow edgenent
either identifies the binding as successful or contains the
appropriate fault code. No new error codes need to be supported by
the mobil e node for this operation. The nobile node MIST silently

i gnore bi ndi ng acknow edgenments that do not contain a routing header
type 2, which includes the nobile node’s RCoA.

Fol l owi ng a successful registration with the MAP, a bi-directional
tunnel between the nobile node and the MAP is established. All
packets sent by the nobile node are tunnelled to the MAP. The outer
header contains the nobile node’s LCoA in the source address field,
and the MAP's address in the destination address field. The inner
header contains the nobile node’s RCoA in the source address field,
and the peer’s address in the destination address field. Simlarly,
al |l packets addressed to the nobile node’s RCoA are intercepted by
the MAP and tunnelled to the nobile node's LCoA

This specification allows a nobile node to use nore than one RCoA if
it received nore than one MAP option. 1In this case, the nobile node
MAY perform the binding update procedure for each RCoA. In addition,
the mobil e node MUST NOT use one RCoA (e.g., RCoAl) derived froma
MAP' s prefix (e.g., MAPl) as a care-of address in its binding update
to another MAP (e.g., MAP2). This would force packets to be
encapsul ated several tinmes (twice in this exanple) on their path to
the nobile node. This formof multi-level hierarchy will reduce the
protocol's efficiency and perfornmance.

After registering with the MAP, the nobile node MJST register its new
RCoA with its HA by sending a BU that specifies the binding (RCoA,
hone address), as in Mbile IPv6. The nobile node’s hone address is
used in the Honme Address option and the RCoA is used as the care-of
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address in the source address field. The nobile node may al so send a
simlar BU (i.e., that specifies the binding between the hone address
and the RCoA) to its current correspondent nodes.

The nobile node SHOULD wait for the binding acknow edgenent fromthe
MAP before registering the RCoA with other nodes (e.g., CNor HA if
available). It should be noted that when binding the RCoA with the
HA and correspondent nodes, the binding lifetime MJIST NOT be |arger
than the nmobile node’s binding lifetine with the MAP, which is
received in the binding acknow edgenent.

In order to speed up the handover between MAPs and reduce packet

| oss, a nobile node SHOULD send a local BU to its previous NAP,
specifying its new LCoA. Packets in transit that reach the previous
MAP are then forwarded to the new LCoA.

The MAP will receive packets addressed to the nobile node’s RCoA
(fromthe HA or correspondent nodes). Packets will be tunnelled from
the MAP to the nobile node’s LCoA. The nobile node will de-capsul ate
the packets and process themin the normal manner.

When the nobil e node noves within the same MAP domain, it should only
register its new LCOAwith its MAP. |n this case, the RCoA renains
unchanged.

Note that a nobile node may send a BU containing its LCoA (instead of
its RCoA) to correspondent nodes. |If these nodes are connected to
the sane |ink, packets will then be routed directly, w thout going

t hrough the MAP.

6.1.1. Sending Packets to Correspondent Nodes

The nobil e node can conmunicate with a correspondent node through the
HA, or in a route-optin sed manner, as described in [ RFC3775]. Wen
conmmuni cating through the HA, the nessage formats in [ RFC3775] are
used.

If the nobil e node conmunicates directly with the correspondent node
(i.e., the CN has a binding cache entry for the nobile node), the
nmobi | e node MUST use the sane care-of address used to create a

bi ndi ng cache entry in the correspondent node (RCoA) as a source
address. According to [RFC3775], the nobile node MJST al so include a
Honme Address option in outgoing packets. The Home Address option
MJUST contain the nobile node’s hone address.
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6.2. MAP Qperations

The MAP acts like an HA; it intercepts all packets addressed to
regi stered nobil e nodes and tunnels themto the correspondi ng LCoA,
which is stored in its binding cache.

A MAP has no know edge of the nobil e node’s home address. The nobile
node will send a local BUto the MAP with the Mand A flags set. The
aimof this BUis to bind the RCoA (contained in the BU as a hone
address) to the nobile node’s LCoA |If successful, the MAP MUST
return a bindi ng acknowl edgenent to the nobile node, indicating a
successful registration. This is identical to the HA operation in

[ RFC3775]. No new error codes are introduced for HM Pv6. The

bi ndi ng acknow edgenment MJST include a routing header type 2 that
contains the nobile node’ s RCoA.

The MAP MUST be able to accept packets tunnelled fromthe nobile
node, with the nobile node being the tunnel entry point and the MAP
bei ng the tunnel exit point.

The MAP enpl oys [ RFC4877] Section 9 procedures for the allocation of
RCoA, and subsequently acts as an HA for the RCoA. Packets addressed
to the RCoA are intercepted by the MAP, using proxy Nei ghbour
Advertisenment, and then encapsul ated and routed to the nobile node’'s
LCoA. This operation is identical to that of the HA described in

[ RFC3775] .

A MAP MAY be configured with the list of valid on-link prefixes that
nmobi | e nodes can use to derive LCoAs. This is useful for network
operators that need to stop nobile nodes fromcontinuing to use the
MAP after noving to a different adninistrative domain. |If a nobile
node sent a binding update containing an LCoA that is not in the
MAP's "valid on-link prefixes" list, the MAP could reject the binding
updat e using existing error code 129 (adm nistratively prohibited).
6.3. Home Agent Operations
The support of HMPv6 is conpletely transparent to the HA' s
operation. Packets addressed to a nobile node’s honme address will be
forwarded by the HA to its RCoA, as described in [ RFC3775].
6.4. Correspondent Node Operations

HM Pv6 is conpletely transparent to correspondent nodes.
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6.5. Local Mbility Managenment Optinisation within a MAP Donain

In [RFC3775], it is stated that for short-term conmuni cation
particularly conmuni cation that may easily be retried upon failure,
the nobil e node MAY choose to directly use one of its care-of
addresses as the source of the packet, thus not requiring the use of
a Hone Address option in the packet. Such use of the CoA will reduce
the overhead of sending each packet due to the absence of additiona
options. In addition, it will provide an optiml route between the
nmobi | e node and correspondent node.

HM Pv6- awar e nmobi |l e nodes can use their RCoA as the source address

wi t hout using a Home Address option. |In other words, the RCoA can be
used as a source address for upper layers. Using this feature, the
mobil e node will be seen by the correspondent node as a fixed node
while noving within a MAP donmai n.

Thi s usage of the RCoA does not have the cost of Mbile IPv6 (i.e.,
no bi ndi ngs or Hone Address options are sent over the Internet), but
still provides |local nmobility nanagement to the nobile nodes with
near-optimal routing. Although such use of RCoA does not provide

gl obal mobility (i.e., conmmunication is broken when a nobil e node
changes its RCoA), it would be useful for several applications (e.g.,
web browsing). The validity of the RCoA as a source address used by
applications will depend on the size of a MAP donain and the speed of
the mobil e node. Furthernore, because the support for BU processing
in correspondent nodes is not mandated in [RFC3775], this mechani sm
can provide a way of obtaining route optim sation wi thout sending BUs
to the correspondent nodes.

Enabl i ng this mechani sm can be done by presenting the RCoA as a
tenmporary home address for the nobile node. This may require an

i npl ementation to augnment its source address selection algorithmwth
the know edge of the RCoA in order to use it for the appropriate
appl i cations.

6.6. Location Privacy

In HM Pv6, a nobile node hides its LCoA fromits correspondent nodes
and its hone agent by using its RCoA in the source field of the
packets that it sends. As a result, address-based |ocation tracking
of a nobile node by its correspondent nodes or its hone agent is nore
difficult because they only know its RCoA and not its LCoA
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7.

7.

MAP Di scovery

Thi s section describes how a nobil e node obtains the MAP address and
subnet prefix, and how ARs in a donmi n di scover NAPs.

Thi s specification requires network adnministrators to manually
configure the MAP option information in ARs; future nmechani snms may be
defined to all ow MAPs to be di scovered dynam cal ly.

1. Mobile Node QOperation

When an HM Pv6- aware nobil e node receives a Router Advertisenent, it
shoul d search for the MAP option. One or nore options may be found
for different MAP | P addresses. A nobile node SHOULD register with
the MAP having the highest preference value. A MAP with a preference
val ue of zero SHOULD NOT be used for new local BUs (i.e., the nobile
node can refresh existing bindings but cannot create new ones).
However, a nobile node MAY choose to register with one MAP over

anot her, depending on the value received in the distance field,

provi ded that the preference value is above zero.

A MAP option containing a valid lifetinme value of zero neans that
this MAP MJUST NOT be selected by the MN. A wvalid lifetinme of zero
indicates a MAP failure. Wen this option is received, a nobile node
MUST choose anot her MAP and create new bindings. Any existing

bi ndings with this MAP can be assumed to be lost. [If no other MAP is
avai l abl e, the nmobil e node MUST NOT attenpt to use HM Pv6.

If a multi-honed nobile node has access to several ARs sinultaneously
(on different interfaces), it SHOULD use an LCoA on the |ink defined
by the AR that advertises its current MAP.

A nobil e node MIUST store the received option(s) in order to choose at
| east one MAP to register with. Storing the options is essential, as
they will be conpared to other options received |ater for the purpose
of the movement detection algorithm

If the Rflag is set, the nobile node MJST place its RCoA in place of
the hone address in the binding update nessage. This causes the RCoA
to be bound to the LCoA in the MAP's binding cache.

A nobi | e node MAY choose to register with nore than one MAP
si nul t aneously, or use both the RCoA and its LCoA as car e- of
addresses sinultaneously with different correspondent nodes.
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8.

Updati ng Previ ous MAPs

When a nobil e node noves into a new MAP donmain, the nobile node may
send a BU to the previous MAP requesting it to forward packets
addressed to the nobile node’s new CoA. An adm ni strator MAY
restrict the MAP from forwardi ng packets to LCoAs outside the MAP' s
domain. However, it is RECOMMENDED that MAPs be allowed to forward
packets to LCoAs associated with sone of the ARs in neighbouring MAP
domai ns, provided that they are located within the sane

adm ni strative domai n.

For instance, a MAP could be configured to forward packets to LCoAs
associated with ARs that are geographically adjacent to ARs on the
boundary of its domain. This will allow for a snmooth inter-MAP
handover as it allows the nobile node to continue to receive packets
whi | e updating the new MAP, its HA and, potentially, correspondent
nodes.

Note on MAP Sel ection by the Mobil e Node

HM Pv6 provides a flexible mechanismfor |ocal nobility managenent
within a visited network. As explained earlier, a MAP can exi st
anywhere in the operator’s network (including the AR). Several MAPs
can be located within the sanme donmi n i ndependently of each ot her

In addition, overlapping MAP donains are also allowed and
recommended. Both static and dynam c hierarchies are support ed.

When the nobil e node receives a Router Advertisenent including a MAP
option, it should performactions according to the foll owi ng novenent
detection nmechanisns. |n a hierarchical Mbile |IP network, such as
the one described in this docunment, the nobile node shoul d be:

o "Eager" to perform new bindi ngs.
0 "Lazy" in rel easing existing bindings.

The above neans that the nobile node should register with any "new'
MAP advertised by the AR (Eager). The nethod by which the nobile
node deterni nes whether the MAP is a "new' MAP is described in
Section 9.1. The nobile node shoul d not rel ease existing bindings
until it no longer receives the MAP option (or receives it with a
lifetime of zero) or the lifetime of its existing binding expires
(Lazy). This Eager-Lazy approach, described above, will assist in
providing a fallback mechanismin case of the failure of one of the
MAP routers, as it will reduce the tinme it takes for a nobile node to
informits correspondent nodes and HA about its new care-of address.
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9. 1. MAP Sel ection in Distributed MAP Envi ronnent

The nobil e node needs to consider several factors to optimally sel ect
one or nmore MAPs, where several MAPs are available in the sane
domai n.

There are no benefits foreseen in selecting nore than one MAP and
forcing packets to be sent fromthe higher MAP down through a

hi erarchy of MAPs. This approach nmay add forwardi ng del ays and
elimnate the robustness of IP routing between the hi ghest MAP and
the nobile node; therefore, it is prohibited by this specification.
Al'l owi ng nore than one MAP ("above" the AR) within a network should
not inply that the nobile node forces packets to be routed down the
hi erarchy of MAPs. However, placing nore than one MAP "above" the AR
can be used for redundancy and as an optim sation for the different
mobil ity scenarios experienced by nobile nodes. The MAPs are used
i ndependently of each other by the MN (e.g., each MAP is used for
communi cation to a certain set of CNs).

In ternms of the distance-based selection in a network with several
MAPs, a nobile node may choose to register with the furthest MAP to
avoid frequent re-registrations. This is particularly inportant for
fast nobile nodes that will performfrequent handoffs. 1In this
scenario, the choice of a nore distant MAP woul d reduce the
probability of having to change a MAP and inform ng all correspondent
nodes and the HA

In a scenari o where several MAPs are di scovered by the nobile node in
one donmain, the nobile node may need sophisticated algorithns to be
able to select the appropriate MAP. These al gorithns woul d have the
mobi | e node speed as an input (for distance-based sel ection) comnbined
with the preference field in the MAP option. However, this

speci fication proposes that the nobile node use the foll ow ng
algorithmas a default, where other optimsed algorithns are not

avail able. The following algorithmis sinply based on selecting the
MAP that is nost distant, provided that its preference value did not
reach a value of zero. The nobile node operation is shown bel ow

1. Receive and parse all MAP options.

2. Arrange MAPs in a descending order, starting with the furthest
MAP (i.e., MAP option having largest Dist field).

3. Select first MAP in |ist.

4. |If either the preference value or the valid lifetime fields are
set to zero, select the following MAP in the |ist.
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9.

10.

So

5. Repeat step (4) while new MAP options still exist, until a MAP is
found with a non-zero preference value and a non-zero valid
lifetine.

I npl enenting the steps above would result in nobile nodes sel ecting,
by default, the nost distant or furthest available MAP. This will
continue until the preference value reduces to zero. Follow ng this,
mobi |l e nodes will start sel ecting another MAP.

2. MAP Selectionin a Flat Mbility Architecture

Net wor k operators nay choose a flat architecture in sone cases where
a Mobile I Pv6 handover may be considered a rare event. In these
scenari os, operators may choose to include the MAP function in ARs
only. The inclusion of the MAP function in ARs can still be usefu

to reduce the tine required to update all correspondent nodes and the
HA. In this scenario, a nobile node may choose a MAP (in the AR) as
an anchor point when perform ng a handoff. This kind of dynanic

hi erarchy (or anchoring) is only recomrended for cases where inter-AR
movenent is not frequent.

Det ecti on and Recovery from MAP Fail ures

This specification introduces a MAP that can be seen as a | ocal hone
agent in a visited network. A MAP, like a hone agent, is a single
point of failure. |If a MAP fails, its binding cache content will be
lost, resulting in |loss of comunication between nobile and
correspondent nodes. This situation may be avoi ded by using nore
than one MAP on the same link and by utilising a form of context
transfer protocol between them However, MAP redundancy is outside
the scope of this docunent.

In cases where such protocols are not supported, the nobil e node
woul d need to detect MAP failures. The nobile node can detect this
situation when it receives a Router Advertisenent containing a MAP
option with a lifetime of zero. The nobile node should then start
the MAP Di scovery process and attenpt to register with another NAP.
After it has selected and registered with another MAP, it will also
need to i nform correspondent nodes and the honme agent if its RCoA has
changed. Note that in the presence of a protocol that transfers

bi ndi ng cache entries between MAPs for redundancy purposes, a new NVAP
may be able to provide the same RCoA to the nobile node (e.g., if
both MAPs advertise the same prefix in the MAP option). This would
save the nobile node from updating correspondent nodes and the home
agent .
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11.

12.

Access Routers can be triggered to advertise a MAP option with a
lifetime of zero (indicating MAP failure) in different ways:

0 By manual intervention
o |In a dynam c manner.

One way of perform ng dynam c detection of MAP failure can be done by
probing the MAP regularly (e.g., every 10 seconds). |If no response
is received, an AR MAY try to aggressively probe the MAP for a short
period of tine (e.g., once every 5 seconds for 15 seconds); if no
reply is received, a MAP option nmay be sent with a valid lifetine

val ue of zero. The exact nechanisns for probing MAPs is outside the
scope of this docunment. The above text sinply shows one exanple of
detecting failures.

Thi s specification does not mandate a particul ar recovery mechani sm
However, any mechani sm between the MAP and an AR SHOULD be secure to
all ow for message authentication, integrity protection, and
protection agai nst replay attacks.

Not e that the above suggestion for detecting MAP failure nay not
detect MAP failures that mght take place between probes, i.e.,if a
MAP reboots between probes.

Tunel ling I npacts on MIU

This specification requires the nobile node to tunnel outgoing
traffic to the MAP. Simlarly, the MAP tunnels inbound packets to
the nmobile node. |f the nobile node has a hone agent el sewhere on
the Internet, this will result in double encapsul ati ons of inbound
and out bound packets. This may have inpacts on the nmobile node’s
path MIU. Hence, nobile nodes MJST consider the encapsul ation of
traffic between the node and the MAP when cal cul ating the avail able
MIU for upper |ayers.

Security Considerations

Thi s specification introduces a new concept to Mbile IPv6, namely, a
Mobi lity Anchor Point that acts as a | ocal hone agent. It is crucial
that the security relationship between the nobile node and the MAP is
strong; it MJST involve nutual authentication, integrity protection,
and protection against replay attacks. Confidentiality nmay be needed
for payload traffic, such as when the nobile node is unwilling to
reveal any traffic to the access network beyond what is needed for
the nobile node to attach to the network and comunicate with a MAP.
Confidentiality is not required for binding updates to the MAP. The
absence of any of these protections may |ead to nalicious nobile
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12.

nodes inpersonating other legitinmte ones or inpersonating a MAP.
Any of these attacks will undoubtedly cause undesirable inpacts to
the mobil e node’s comunication with all correspondent nodes having
know edge of the nobil e node’s RCoA

Three different relationships (related to securing bindi ng updates)
need to be consi dered:

1. The nobile node - NMAP

2. The nobile node - correspondent node
3. The nobile node - home agent

1. Mobile Node - MAP Security

In order to allow a nobile node to use the MAP's forwardi ng service,
initial authorisation (specifically for the service, not for the
RCoA) MAY be needed. Authorising a nobile node to use the NAP
service can be done based on the identity of the nobile node
exchanged during the security association (SA) negotiation process.
The aut horisation may be granted based on the nobile node's identity
or based on the identity of a Certificate Authority (CA) that the MAP
trusts. For instance, if the nobile node presents a certificate
signed by a trusted entity (e.g., a CA that belongs to the sane

adm ni strative domain, or another trusted roam ng partner), it would
be sufficient for the MAP to authorise the use of its service. Note
that this level of authorisation is independent of authorising the
use of a particular RCoA. Simlarly, the nobile node trusts the MAP
if it presents a certificate signed by the same CA or by another CA
that the nobile node is configured to trust (e.g., a roamng
partner). It is likely that some depl oynments would be satisfied with
the use of self-signed certificates for either the nobile node or the
MAP or both. This guarantees that the nobile node and the MAP are
aut henticated for address allocation and future bindi ng updates

wi thout the need for identity authentication. Hence, the use of
trusted third-party certificates is not required by this

speci fication.

It is inportant to note that in this specification, authentication
and authorisation are effectively the sane thing. Al the MAP needs
in order to allocate the nobile node an RCoA is to authenticate the
mobi | e node and verify that it belongs to a trusted group (based on
its certificate).

| KEv2 MJST be supported by the nobile node and the MAP. | KEv2 all ows
the use of Extensible Authentication Protocol (EAP) as a nmechanismto
bootstrap the security associati on between the conmuni cati ng peers.
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Hence, EAP can be used with I KEv2 to | everage the Authentication,

Aut hori zation, and Accounting (AAA) infrastructure to bootstrap the
SA between the nobile node and the MAP. Such a mechanismis useful
in scenarios where an administrator wi shes to avoid the configuration
and nanagenent of certificates on nobile nodes. A MAP MAY support
the use of EAP over |KEv2.

If EAP is used with | KEv2, the EAP met hod runs between the nobile
node and a AAA server. Follow ng a successful authentication, the
resulting keying material can be used to bootstrap | KEv2 between the
MAP and t he nobil e node. The specification of which EAP net hods
shoul d be used or how keys are transported between the MAP and the
AAA server is outside the scope of this docunent.

HM Pv6 uses an additional registration between the nobile node and
its current MAP. As explained in this docunent, when a nobile node
nmoves into a new dormain (i.e., served by a new MAP), it obtains an
RCoA and an LCoA and regi sters the binding between these two
addresses with the new MAP. The MAP then verifies the BU and creates
a binding cache entry with the RCoA and LCoA. Whenever the nobile
node gets a new LCoA, it needs to send a new BU that specifies the

bi ndi ng between its RCoA and its new LCoA. This BU needs to be

aut henti cated; otherw se, any host could send a BU for the nobile
node’ s RCoA and hijack the nobile node’s packets.

The MAP does not need to have prior know edge of the identity of the
mobil e node or its home address. As a result, the SA between the
nmobi | e node and the MAP can be established using any key

establi shnent protocols such as KEv2. A return routability test is
not necessary.

The MAP needs to set the SA for the RCoA (not the LCoA). This can be
performed with | KEv2 [ RFC4306]. The nobile node uses its LCoA as the
source address, but specifies that the RCoA should be used in the SA

This is achieved by using the RCoA as the identity in the IKE
CHI LD _SA negotiation. This step is identical to the use of the hone
address in | KE CH LD _SA when negotiating with the home agent.

The | Psec Peer Authorization Database (PAD) entries and configuration
payl oads described in [ RFC4877] for allocating dynam ¢ hone addresses
SHOULD be used by the MAP to allocate the RCoA for nobil e nodes.

Bi ndi ng updat es between the MAP and the nobile node MJST be protected
with either Authentication Header (AH) or Encapsul ating Security

Payl oad (ESP) in transport node. Wen ESP is used, a non-null

aut henti cation al gorithm MJUST be used.
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The Security Policy Database (SPD) entries in both the honme agent and
the mobil e node are identical to those set up for the hone agent and
mobi | e node, respectively, as outlined in [ RFC4877].

12.2. Mbbile Node - Correspondent Node Security

Mobile I Pv6 [ RFC3775] defines a return routability procedure that

all ows mobil e and correspondent nodes to authenticate bindi ng updates
and acknow edgements. This specification does not inpact the return
routability test defined in [RFC3775]. However, it is inportant to
note that nobile node inplenmenters need to be careful when selecting
the source address of the HoTl and CoTl messages, defined in

[ RFC3775]. The source address used in HoTl nessages SHOULD be the
mobi | e node’ s honme address unl ess the nobile node wi shes to use the
RCoA for route optimsation. The packet containing the HoTl nessage
is encapsul ated twice. The inner encapsul ati ng header contains the
RCoA in the source address field and the hone agent’s address in the
destination address field. The outer encapsul ating header contains
the nobile node’s LCoA in the source address field and the MAP' s
address in the destination field.

12.3. Mbbile Node - Hone Agent Security

The security relationship between the nobile node and its honme agent,
as discussed in [RFC3775], is not inpacted by this specification

The rel ati onshi p between the MAP and the mobil e node is not inpacted
by the presence of a home agent.

13. | ANA Consi derations

Both the MAP option and Mflag were allocated for RFC 4140 and wi ||
continue to be used by this specification
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Appendi x A. Changes from RFC 4140
o Dynam c MAP Discovery was renoved.
0 Updated the security section to use | KEv2 instead of |KEv1.

o0 The docunent clarified that HM Pv6 can be used wi thout the need
for a hone agent.

0 Several editorials throughout the docunent.

o0 IKEv2 only is now used to allocate the RCoA.

RFC 4140 was inplenented and interop tested by at least two different
organi sations. A test suite including test cases for RFC 4140 was

al so devel oped by Ericsson and run agai nst both inplenentations. No
maj or issues were found. The scalability of Dynam c MAP Di scovery,
defined in RFC 4140, was seen as inappropriate for |arge-scale

depl oynents and prone to loops. It was renoved fromthis

speci fication.

At this time, there is no publicly known depl oynent of this
speci fication.
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