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The Session Initiation Protocol (SIP) Pending Additions Event Package
Status of This Menp
Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
Abst r act
Thi s docunent defines the SIP Pending Additions event package. This

event package is used by SIP relays to informuser agents about the
consent-related status of the entries to be added to a resource |ist.
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1. Introduction

The framework for consent-based comuni cations in SIP [ RFC5360]
identifies the need for users manipulating the translation logic at a
relay (e.g., adding a new recipient) to be inforned about the
consent-related status of the recipients of a given translation

That is, the user manipulating the translation |ogic needs to know
whi ch recipients have given the relay perm ssion to send them SIP
requests.

Thi s docunent defines a SIP event package whereby user agents can
subscribe to the consent-related state of the resources that are
bei ng added to a resource list that defines a translation

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Rel ay: Any SIP server, be it a proxy, B2BUA (Back-to-Back User
Agent), or sone hybrid, that receives a request, translates its
Request-URI into one or nore next-hop URIs (i.e., recipient URS),
and delivers the request to those URIs.

3. Overview of Operation

A user agent subscribes to a relay using the Pending Additions event
package. NOTIFY requests within this event package can carry an XM
docunent in the "application/resource-lists+xm" format [ RFC4826] or
in the "application/resource-lists-diff+xm" format, which is based

on XM. patch operations [ RFC5261].

A docunent in the "application/resource-lists+xm" format provides
the user agent with the whole list of resources being added to a
resource list along with the consent-related status of those
resources. A docunent in the "application/resource-lists-diff+xm"
format provides the user agent with the changes the list of resources
bei ng added has experinented with since the last notification sent to
the user agent.

4. XM Schema Definition
This section defines the <consent-status> el ement, which provides

consent-related informati on about a resource to be added to a relay’s
transl ation |ogic.
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A consent-status docunent is an XML docunent that MJST be well -formnmed
and SHOULD be valid. Consent-status docunents MJST be based on XM
1.0 and MJST be encoded using UTF-8. This specification makes use of
XM. nanespaces for identifying consent-status docunments. The
nanespace URI for elenents defined for this purpose is a URN, using
the nanespace identifier "ietf’'. This URNIs:

urn:ietf:params: xm :ns:consent - st at us

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schemm target Nanmespace="urn:ietf: parans: xn : ns: consent - st at us"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns:tns="urn:ietf:parans: xnm : ns: consent - st at us" >
<xs: el enent nane="consent-status">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="pendi ng"/ >
<xs:enuneration val ue="waiting"/>
<xs:enuneration value="error"/>
<xs:enuneration val ue="deni ed"/ >
<xs: enuneration val ue="granted"/>
</ xs:restriction>
</ xs: si npl eType>
</ xs: el emrent >
</ xs: schema>

The <consent-status> el enent can take on the follow ng val ues:

Pending: the relay has received a request to add a resource to its
translation logic and will ask for permission to do so.

Waiting: the relay has requested perm ssion to add the resource to
its translation |logic but has not gotten any answer fromthe
resource yet.

Error: the relay has requested perm ssion to add the resource to its
translation |l ogic and has received an error response (e.g., a SIP
error response to the MESSAGE request sent to request perm ssion).
That is, the perm ssion docunent requesting perm ssion could not
be delivered to the resource.

Deni ed: the resource has denied the relay permssion to add the
resource to the relay’s translation |ogic.

Granted: the resource has granted the relay permission to add the
resource to the relay' s translation | ogic.
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Section 5.1.11 contains an exanple of an "application/resource-
lists+xm " docunment that carries consent-related state informtion
usi ng <consent -status> el ements.

5. Pending Additions Event Package Definition

This section provides the details for defining a SIP [ RFC3261] event
notification package, as specified by [ RFC3265]. Support for this
section (i.e., Section 5) is REQURED for inplenmentations of this
specification. Support for partial notifications is optional, but if
a subscriber signals support for partial notifications, Section 6
MUST be i npl enent ed.

5.1. Event Package Nane

The nanme of this event package is "consent-pendi ng-additions". This
package nanme is carried in the Event and Al | ow Events header, as
defined in [ RFC3265].

5.1.1. Event Package Parameters
Thi s package does not define any event package paraneters
5.1.2. SUBSCRI BE Bodi es

A SUBSCRI BE for Pending Additions events MAY contain a body. This
body woul d serve the purpose of filtering the subscription. Filter
docunents are not specified in this docunent and, at the tine of
witing, they are expected to be the subject of future
standardi zati on activity.

A SUBSCRI BE for the Pending Additions event package MAY be sent

wi thout a body. This inplies that the default session policy
filtering policy has been requested. The default policy is that
notifications are generated every tine there is any change in the
state of a resource in the list.

5.1.3. Subscription Duration

The default expiration time for a subscription is one hour (3600
seconds).

5.1.4. NOTI FY Bodi es
In this event package, the body of the notifications contains a
resource |list docunment. This docunent describes the resources being

added as recipients to a translation operation. Al subscribers and
notifiers MJUST support the "application/resource-lists+xm" data
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format [ RFC4826] and its extension to carry consent-related state
information, which is specified in Section 4. The SUBSCRI BE request
MAY contain an Accept header field. |If no such header field is
present, it has a default value of "application/resource-lists+xm".
If the header field is present, it MJST include
"application/resource-lists+xm ", and MAY include any other types
capabl e of representing consent-related state.

Additionally, all subscribers and notifiers SHOULD support the
"application/resource-lists-diff+xm" format. Section 6 discusses
the usage of the Pending Additions event package with this fornmat.

5.1.5. Notifier Processing of SUBSCRI BE Requests

The state of the resources to be added to a relay’s translation logic
can reveal sensitive information. Therefore, all subscriptions
SHOULD be aut henticated and then authorized before approval

Aut hori zation policy is at the discretion of the adm nistrator

5.1.6. Notifier Generation of NOTlI FY Requests

A notifier for the Pending Additions event package SHOULD i ncl ude the
<consent-status> el ement, which is defined in Section 4. The
<consent - status> el enent MUST be positioned as an instance of the
<any> elenment within the <entry> el ement.

Notifications SHOULD be generated for the Pendi ng Additions package
whenever there is a change in the consent-related state of a
resource. Wen a resource noves to the error, denied, or granted
states, and once a NOTIFY request is sent, the resource is renoved
fromfurther notifications.

5.1.7. Subscriber Processing of NOTl FY Requests

As stated in Section 3, a docunent in the "application/resource-
lists+xm " format provides the subscriber with the whole |ist of
resources being added to a resource list along with the consent-

rel ated status of those resources. On receiving a NOTIFY request
with such a docunent, the subscriber SHOULD update its |oca

i nformati on about the resources being added to the resource list with
the information in the docunent. NOTIFY requests contain full state
The subscriber does not need to performany type of infornation
aggregation. Section 6 discusses the use of the Pending Additions
event package with partial notifications.
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5.1.8. Handling of Forked Requests

The state of a given resource list is normally handled by a server
and stored in a repository. Therefore, there is usually a single

pl ace where the resource-list state is resident. This inplies that a
subscription for this information is readily handl ed by a single

el ement with access to this repository. There is, therefore, no
compel i ng need for a subscription to pending additions information
to fork. As a result, a subscriber MJST NOT create nultiple dialogs
as a result of a single subscription request. The required
processing to guarantee that only a single dialog is established is
described in Section 4.4.9 of [RFC3265].

5.1.9. Rate of Notifications

For reasons of congestion control, it is inportant that the rate of
notifications not becone excessive. As a result, it is RECOMVENDED
that the server does not generate notifications for a single
subscriber at a rate faster than once every 5 seconds.

5.1.10. State Agents
State agents have no role in the handling of this package.
5.1.11. Exanple
The following is an exanple of an "application/resource-Ilists+xm"
docunent that carries consent-related state infornmation using
<consent - st atus> el ement s:
<?xm version="1.0" encodi ng="UTF-8""?>

<resource-lists xm ns="urn:ietf:parans: xm :ns:resource-|ists"
xm ns: cs="urn:ietf:parans: xn : ns: consent - st at us" >

<list>

<entry uri="sip:bill @xanple.coni>

<di spl ay- nane>Bi | | Doe</ di spl ay- name>

<cs: consent - st at us>pendi ng</ cs: consent - st at us>
</entry>

<entry uri="sip:joe@xanpl e.con >
<di spl ay- nane>Joe Smi t h</di spl ay- nane>
<cs: consent - st at us>pendi ng</ cs: consent - st at us>
</entry>
<entry uri="sip: nancy@xanpl e. cont >
<di spl ay- name>Nancy G oss</di spl ay- name>
<cs: consent - st at us>gr ant ed</ cs: consent - st at us>
</entry>
</list>
</resource-lists>
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6

6

Partial Notifications

The lists of resources reported by this event package may contain
many resources. \Wien the "application/resource-lists+xm" format is
used and there is a change in the consent-related status of a
resource, the server generates a notification with the whole |ist.
Generating large notifications to report small changes does not neet
the efficiency requirements of some bandw dt h-constrai ned
environments. The partial notifications mechanismspecified in this
section is a nore efficient way to report changes in the status of
resources

Subscribers signal support for partial notifications by including the
"application/resource-lists-diff+xm" format in the Accept header
field of the SUBSCRI BE requests they generate. If a client
subscribing to the Pending Additions event package generates an
Accept header field that includes the MM type
"application/resource-lists-diff+xm", the server has the option of
returning documents in this format (instead of in the
"application/resource-lists+xm" format).

1. GCeneration of Partial Notifications

Once a subscription is accepted and installed, the server MJST
deliver full state inits first notification. To report full state,
the server uses the regular format for resource lists. Consequently,
the server MJST set the Content-Type header field to the val ue
"application/resource-lists+xm’.

In order to deliver a partial notification, the server MIST set the
Content - Type header field to the value "application/resource-lists-

diff+xml’. Wen the server generates a partial notification, the
server SHOULD only include the information that has changed since the
previous notification. It is up to the server’s local policy to

determne what is considered as a change to the previous state.

The server MUST construct partial notifications according to the
following logic: all information that has been added to the docunent
is listed inside <add> elements, all information that has been
removed fromthe docunent is listed inside <renove> elenents, and all
i nformati on that has been changed is listed under <replace> el enents.

The server MUST NOT send a new NOTIFY request with a partial
notification until it has received a final response fromthe
subscri ber for the previous one or the previous NOTIFY request has
tinmed out.
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When the server receives a SUBSCRI BE request (refresh or term nation)
within the associ ated subscription, it SHOULD send a NOTI FY request
containing the full document using the ’"application/resource-
lists+xm’ content type

If the server has used a content type other than
"application/resource-lists+xm’ in notifications within the existing
subscription and changes to deliver partial notifications, the server
MUST deliver full state using the ’"application/resource-lists+xn’
content type before generating its first partial notification

6.2. Processing of Partial Notifications

When a subscriber receives the first notification containing ful
state in a ’application/resource-lists+xm’ M ME body, the subscriber
MUST store the received full docunment as its |ocal copy.

When the subscriber receives a subsequent notification, the
subscriber MJST nodify its locally stored information according to
the follow ng | ogic:

o If the notification carries an % application/resource-lists+xn’
docunent, the subscriber MJST replace its |ocal copy of the
docunent with the docunent received in notification

o If the notification carries an "application/resource-Ilists-
di ff+xm ' docunent, the subscriber MJST apply the changes
indicated in the received 'application/resource-lists-diff+xn’
docunent to its local copy of the full docunent.

If a subscriber encounters a processing error while processing an
"application/resource-lists-diff+xm’ encoded document, the

subscri ber SHOULD renew its subscription. A subscriber can fall back
to normal operations by not including the ’application/resource-
lists-diff+xm’ format in a new SUBSCRI BE request.

If the server changes the content type used in notifications wthin
the existing subscription, the subscriber MJST discard all the
previously received informati on and process the new content as
specified for that content type.

6.3. XM Schenm for Partial Notifications
This is the XML schema for the "application/resource-lists-diff+xm"

data format. The "urn:ietf:parans: xm : schema: xm - pat ch- ops” schena
is defined in [ RFC5261].
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<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema
t arget Nanespace="urn:ietf: paramnms: xm : ns:resource-1|ists"
xm ns="urn:ietf:parans: xm :ns:resource-1lists"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el ement For mDef aul t ="qual i fi ed">

<l-- include patch-ops type definitions -->
<xs:incl ude
schemalLocati on="urn:ietf:parans: xnl : schema: pat ch-ops"/ >

<l-- partial updates -->
<xs: el enent name="resource-lists-diff">
<xs:sequence m nCccurs="0" maxCccur s="unbounded" >
<xs: choi ce>
<xs: el enent nane="add">
<xs: conpl exType m xed="true">
<xs: conpl exCont ent >
<xs:extension base="add">
<xs:anyAttribute processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="renove">
<xs: conpl exType>
<xs: conpl exCont ent >
<xs: extensi on base="renove">
<xs:anyAttribute processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="repl ace">
<xs: conpl exType m xed="true">
<xs: conpl exCont ent >
<xs: extensi on base="repl ace">
<xs:anyAttribute processContents="|ax"/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##ot her" processContents="1ax"/>
</ xs: choi ce>
</ xs: sequence>
<xs:anyAttribute processContents="|ax"/>
</ xs: el ement >
</ xs: schema>
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6.4. Exanples

Section 5.1.11 contains an exanple of an ’application/resource-
lists+xm’ docunent, which carries full state. The following is an
"application/resource-lists-diff+xm’' partial update docunent:

<?xm version="1. 0" encodi ng="UTF-8"?>
<resource-lists-diff xmns="urn:ietf:parans: xm :ns:resource-|ists"
xm ns: cs="urn:ietf:parans: xn : ns: consent - st at us" >

<repl ace
="*[list/entry[@ri="sip:bill @xanple.com]/cs:consent-status/text()"
>gr ant ed</r epl ace>

se

</resource-lists-diff>

The following is the resulting "application/resource-lists+xm’
docunent after applying the partial update:

<?xm version="1.0" encodi ng="UTF-8"?>
<resource-lists xm ns="urn:ietf:parans: xm :ns:resource-|ists"
xm ns: cs="urn:ietf:parans: xm : ns: consent - st at us">

<list>

<entry uri="sip:bill @xanmple.coni>

<di spl ay- nane>Bi | | Doe</ di spl ay- name>

<cs: consent - st at us>gr ant ed</ cs: consent - st at us>
</entry>

<entry uri="sip:joe@xanple.cont>
<di spl ay- nane>Joe Smi t h</di spl ay- nane>
<cs: consent - st at us>pendi ng</ cs: consent - st at us>
</entry>
<entry uri="sip: nancy@xanpl e. com' >
<di spl ay- name>Nancy G oss</di spl ay- name>
<cs: consent - st at us>gr ant ed</ cs: consent - st at us>
</entry>
</list>
</resource-lists>

7. | ANA Consi der ations

There are five | ANA consi derations associated with this
speci fication.

7.1. SIP Event Package Registration

This specification registers a SIP event package per the procedures
in [ RFC3265] .
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Package nane: consent-pendi ng-additions
Type: package
Contact: Gonzalo Camarillo <Gonzal o. Canarill o@ricsson. conr
Publ i shed Specification: RFC 5362.
7.2. URN Sub- Nanmespace Regi stration: consent-status

This section registers a new XM. nanespace per the procedures in
[ RFC3688] .

URI: The URI for this nanmespace is
urn:ietf:paramnms: xm : ns:consent - st at us

Regi strant Contact: |ETF SI PPI NG wor ki ng group <sipping@etf.org>,
CGonzal o Camarill o <Gonzal o. Canarill o@ri csson. conr

XM_:

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi ¢10. dt d" >
<htm  xm ns="http://ww. w3. org/ 1999/ xht m " >
<head>
<meta http-equiv="content-type"
content="text/html ; charset=i so-8859-1"/>
<title>Pendi ng Additions Extension Nanespace</title>
</ head>
<body>
<hl>Nanespace for Consent-related Status Information Extension</hl>
<h2>urn:ietf:parans: xm : ns: consent - st at us</ h2>
<p>See <a href="http://wwww. rfc-editor.org/rfc/rfc5362.txt">RFC 5362
</ a>. </ p>
</ body>
</htm >

7.3. XM Schema Registration: consent-status
This section registers an XM. scherma per the procedures in [ RFC3688].
URI: urn:ietf:parans:xn:schema: consent - st at us

Regi strant Contact: |ETF SI PPI NG wor ki ng group <sipping@etf.org>,
Gonzal o Canarill o <Gonzal o. Canaril | o@ricsson. conm>

The XML for this schenman can be found in Section 4.
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7.4. XM Schema Registration: resource-lists

This section registers an XM. scherma per the procedures in [ RFC3688].
This XML schema is an extension to the XM. schema (whose IDis
resource-list) defined in [ RFC4826]. The | ANA has added a row in the
XML schema registry with the follow ng val ues:

ID: resource-lists-diff

URI: urn:ietf:parans: xm:schema:resource-|lists-diff
Fi | enanme: resource-lists-diff

Ref erence [ RFC5362]

Regi strant Contact: |ETF SI PPI NG wor ki ng group <sipping@etf.org>,
Gonzal o Camarill o <Gonzal o. Camaril |l o@ri csson. conp

The XML for this schema can be found in Section 6. 3.
7.5. MME Type Registration: application/resource-Ilists-diff+xn

This section registers the 'application/resource-lists-diff+xm’ MM
type.

M ME nedia type nane: application

M ME subtype nane: resource-lists-diff+xm

Mandat ory paraneters: none
Optional parameters: Same as charset parameter application/xm as
specified in [ RFC3023].

Encodi ng considerations: Sane as encodi ng consi derati ons of
application/xm as specified in [ RFC3023].

Security considerations: See Section 10 of [RFC3023] and Section 7 of
[ RFC4826] .

Interoperability considerations: none

Publ i shed specification: RFC 5362

Applications that use this nedia type: This docunent type has been
defined to support partial notifications in subscriptions to
resource lists.

Addi tional |Information:

Magi ¢ nunber: none

File extension: .rld

Maci ntosh file type code: "TEXT"

Personal and emnil address for further information: Gonzalo
Camarill o <Gonzal o. Camaril |l o@ri csson. conp

I nt ended usage: COMVON

Aut hor/ Change controller: The |ETF
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8.

10.

Security Considerations

"A Franmework for Consent-Based Conmunications in the Session
Initiation Protocol (SIP)" [RFC5360] discusses security-related
issues that are related to this specification

Subscriptions to the Pending Additions event package can revea
sensitive information. For this reason, it is RECOVWENDED t hat

rel ays use strong neans for authentication and information
confidentiality. Additionally, attackers may attenpt to nodify the
contents of the notifications sent by a relay to its subscribers.
Consequently, it is RECOMMENDED that relays use a strong neans for
information integrity protection

It is RECOWENDED that relays authenticate subscribers using the
nornmal SIP authentication mechani sns, such as Digest, as defined in
[ RFC3261] .

The nechani sm used for conveying information to subscribers SHOULD
ensure the integrity and confidentially of the information. In order
to achieve these, an end-to-end SIP encryption nechanism such as
S/M ME, as described in [RFC3261], SHOULD be used.

If strong end-to-end security nmeans (such as above) is not avail abl e,
it is RECOWENDED t hat hop-by-hop security based on TLS and SIPS
URI s, as described in [RFC3261], is used.
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