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Abstract

The One-way Active Measurenent Protocol (OMMP), specified in RFC
4656, provi des a common protocol for neasuring one-way metrics

bet ween network devices. OMM can be used bi-directionally to
measure one-way metrics in both directions between two network

el ements. However, it does not accommodate round-trip or two-way
measurenents. This nenp specifies a Two-Way Active Measurenent
Prot ocol (TWAMP), based on the OMMP, that adds two-way or round-trip
measur enent capabilities. The TWAMP neasurenent architecture is
usual Iy conprised of two hosts with specific roles, and this allows
for some protocol sinplifications, making it an attractive
alternative in sone circunstances.
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1. Introduction

The I nternet Engi neering Task Force (I ETF) has conpleted a Proposed
Standard for the round-trip delay [RFC2681] nmetric. The |IETF has

al so compl eted a protocol for the control and collection of one-way
measur enents, the One-way Active Measurenent Protocol (OMNMP)

[ RFC4656]. However, OMMP does not accommodate round-trip or two-way
measur enent s.

Two-way measurenments are common in | P networks, prinmarily because

synchroni zati on between | ocal and renpte clocks is unnecessary for
round-trip delay, and nmeasurenent support at the renote end nmay be

Hedayat, et al. St andards Track [ Page 2]



RFC 5357 Two- WAy Active Measurenent Protocol Cct ober 2008

limted to a sinple echo function. However, the nost comon facility
for round-trip nmeasurenments is the | CMP Echo Request/Reply (used by
the ping tool), and issues with this nethod are docunented in Section
2.6 of [RFC2681]. This nenp specifies the Two-Way Active Measurenent
Protocol, or TWAMP. TWAMP uses the nethodol ogy and architecture of
OMMP [ RFC4656] to define an open protocol for measurenent of two-way
or round-trip netrics (henceforth in this docunment the termtwo-way
al so signifies round-trip), in addition to the one-way netrics of
OMMP.  TWAMP enpl oys time stanps applied at the echo destination
(reflector) to enable greater accuracy (processing delays can be
accounted for). The TWAMP neasurenent architecture is usually
conprised of only two hosts with specific roles, and this allows for
some protocol sinplifications, making it an attractive alternative to
OMMP i n some circumstances.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.1. Relationship of Test and Control Protocols

Simlar to OMM [ RFC4656], TWAMP consists of two inter-rel ated
protocol s: TWAMP-Control and TWAMP-Test. The rel ationship of these
protocols is as defined in Section 1.1 of OMM [RFC4656]. TWAMP-
Control is used to initiate, start, and stop test sessions, whereas
TWAMP- Test is used to exchange test packets between two TWAMP
entities.

1.2. Logical Model

The role and definition of the logical entities are as defined in
Section 1.2 of OMM [RFC4656] with the foll ow ng exceptions

- The Session-Receiver is called the Session-Reflector in the TWAMP
architecture. The Session-Reflector has the capability to create
and send a neasurenent packet when it receives a nmeasurenent
packet. Unlike the Session-Receiver, the Session-Reflector does
not collect any packet information

- The Server is an end systemthat nmanages one or nore TWAMP
sessions, and is capable of configuring per-session state in the
endpoi nts. However, a Server associated with a Session-Refl ector
woul d not have the capability to return the results of a test
session, and this is a difference from OMM
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- The Fetch-Cient entity does not exist in the TWAMP architecture,
as the Session-Reflector does not collect any packet informtion
to be fetched. Consequently, there is no need for the Fetch-
Cient.

An exampl e of possible relationship scenarios between these roles is
presented below. In this exanple, different logical roles are played
on different hosts. Unlabeled links in the figure are unspecified by
this docunment and may be proprietary protocols.

o a o + o e e o s +
| Session-Sender | <-TWAMP-Test-->| Session-Refl ector
o a o + o e e e oo +
N N
I
I
I
o a o e o o +
oo o - +

As in OMMP [ RFC4656], different |ogical roles can be played by the
same host. For exanple, in the figure above, there could actually be
two hosts: one playing the roles of Control-dient and Session-
Sender, and the other playing the roles of Server and Session-

Refl ector. This exanple is shown bel ow.

| Control-dient |<--TWAMP-Control-->| Server |

I I I I
| Session-Sender |<--TWAMP-Test----- >| Session-Reflector |

1.3. Pronunciation Guide
The acronym OMMP is usually pronounced in two syllables, Ch-wanp.

The acronym TWAMP is al so pronounced in two syllables, Tee-wanp.
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2.

Pr ot ocol Overvi ew

The Two- WAy Active Measurenent Protocol is an open protocol for
measur enent of two-way netrics. It is based on OMM [ RFC4656] and
adheres to OMMP' s overall architecture and design. The TWAMP-
Control and TWAMP- Test protocols acconplish their testing tasks as
outlined bel ow

- The Control-Client initiates a TCP connection on TWAMP' s wel | -
known port, and the Server (its role now established) responds
with its Geeting nmessage, indicating the security/integrity
nmode(s) it is willing to support.

- The Control-Cient responds with the chosen node of communication
and information supporting integrity protection and encryption, if
the node requires them The Server responds to accept the node
and give its start time. This conpletes the control-connection
set up.

- The Control-Cient requests (and describes) a test session with a
uni qgue TWAMP-Control message. The Server responds with its
acceptance and supporting information. Mre than one test session
may be requested with additional nessages.

- The Control-Client initiates all requested testing with a Start-
Sessi ons nessage, and the Server acknow edges.

- The Session-Sender and the Session-Refl ector exchange test packets
according to the TWAMP-Test protocol for each active session.

- \When appropriate, the Control-Client sends a nessage to stop all
test sessions.

There are two recogni zed extensi on nechanisns in the TWAVP Prot ocol .

1) The Modes field is used to establish the conmmunication options
duri ng TWAMP- Control Connection Setup.

2) The TWAMP-Control Conmand Nunber is another intended extension
mechani sm all owi ng additional commands to be defined in the
future.

The TWAMP-Control protocol resolves different capability |evels
between the Control-Cdient and Server.

Al multi-octet quantities defined in this docunent are represented
as unsigned integers in network byte order, unless specified
ot herw se.
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Thr oughout this nmeno, the bits marked MBZ (Must Be Zero) MJST be set
to zero by senders and MJST be ignored by receivers.

3. TWAMP-Contro

TWAMP- Control is a derivative of the OMMP-Control for two-way
measurenents. Al TWAMP-Control nessages are simlar in format and
follow simlar guidelines to those defined in Section 3 of OMM

[ RFC4656] with the exceptions outlined in the follow ng sections.

One such exception is the Fetch-Session conmand, which is not used in
TWAMP

3.1. Connection Setup

Connection establishnent of TWAMP follows the sanme procedure defined
in Section 3.1 of OMMP [RFC4656]. The Mbdes field is a recognized
extension nechanismin TWAMP, and the current node val ues are
identical to those used in OMMP. The only exception is the well -
known port nunber for TWAMP-Control. A Cient opens a TCP connection
to the Server on well-known port 862. The host that initiates the
TCP connection takes the roles of Control-Cient and (in the two-host
i npl ementation) the Session-Sender. The host that acknow edges the
TCP connection accepts the roles of Server and (in the two-host

i npl ement ation) the Session-Refl ector

The Control -Client MAY set a desired code point in the Diffserv Code
Point (DSCP) field in the I P header for ALL packets of a specific
control connection. The Server SHOULD use the DSCP of the Control -
Client’s TCP SYN in ALL subsequent packets on that connection

(avoi ding any anbiguity in case of re-nmarking).

The possibility exists for Control-Client failure after TWAMP-

Control connection establishnent, or the path between the Control -
Client and Server may fail while a connection is in progress. The
Server MAY di scontinue any established control connection when no
packet associated with that connection has been received within
SERWAI T seconds. The Server SHALL suspend nonitoring contro
connection activity after receiving a Start-Sessions comand, and
SHALL resune after receiving a Stop-Sessions command (I F the SERWAIT
option is supported). Note that the REFWAIT tinmeout (described

bel ow) covers failures during test sessions, and if REFWAI T expires
on ALL test sessions initiated by a TWAMP-Control connection, then
the SERWAI T nonitoring SHALL resune (as though a Stop-Sessions
command had been received). An inplenentation that supports the
SERWAI T timeout SHOULD al so inplement the REFWAIT tinmeout. The
default value of SERWAI T SHALL be 900 seconds, and this waiting tine
MAY be configurable. This tineout allows the Server to free up
resources in case of failure
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Both the Server and the Cient use the sane nmappings fromKeylDs to
shared secrets. The Server, being prepared to conduct sessions wth
more than one dient, uses KeylDs to choose the appropriate secret
key; a Cient would typically have different secret keys for
different Servers. The shared secret is a passphrase. To naxim ze
passphrase interoperability, the passphrase character set MJST be
encoded usi ng Appendi x B of [RFC5198] (the ASCI|I Network Virtual
Terminal Definition). It MJST not contain new ines (any comnbination
of Carriage-Return (CR) and/or Line-Feed (LF) characters), and
control characters SHOULD be avoi ded.

3.2. Integrity Protection

Integrity protection of TWAMP foll ows the sane procedure defined in
Section 3.2 of OMM [RFC4656]. As in OMMP, each HMAC (Hashed
Message Authentication Code) sent covers everything sent in a given
direction between the previous HVAC (but not including it) and the
start of the new HVAC. This way, once encryption is set up, each bit
of the TWAMP-Control connection is authenticated by an HVAC exactly
once.

Note that the Server-Start nessage (sent by a Server during the
initial control-connection exchanges) does not terminate with an HVAC
field. Therefore, the HVAC in the first Accept-Session nessage al so
covers the Server-Start nessage and includes the Start-Tinme field in
the HVAC cal cul ati on.

Al so, in authenticated and encrypted nodes, the HVAC i n TWAMP- Contr ol
packets is encrypted.

3.3. Values of the Accept Field

Accept val ues used in TWAMP are the same as the values defined in
Section 3.3 of OMM [ RFC4656] .

3.4. TWAMP- Control Conmands

TWAMP- Control conmands conformto the rules defined in Section 3.4 of
OMMP [ RFC4656] .

The foll owi ng commands are available for the Control-Cient:
Request - TW Sessi on, Start-Sessions, and Stop-Sessions. The Server
can send specific nmessages in response to the conmands it receives
(as described in the sections that follow).

Not e that the OMMP Request - Session comand is replaced by the TWAMP

Request - TW Sessi on conmand, and the Fetch-Sessi on conmand does not
appear in TWAMP.
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3.5. Creating Test Sessions

Test session creation follows the same procedure as defined in
Section 3.5 of OMMP [ RFC4656]. The Request-TW Session command is
based on the OMMP Request - Sessi on command, and uses the nessage
format as described in Section 3.5 of OMM, but wi thout the Schedul e
Sl ot Descriptions field(s) and uses only one HVAC. The description
of the Request-TW Session format foll ows.

In TWAMP, the first octet is referred to as the Command Nunber, and
the Conmand Nunber is a recogni zed extensi on nechanism Readers are
encouraged to consult the TWAMP- Control Command Nunmber registry to
determine if there have been additional values assigned.

The Conmmand Nunber value of 5 indicates a Request-TW Sessi on comrmand,
and the Server MJST interpret this command as a request for a two-way
test session using the TWAMP- Test protocol

If a TWAMP Server receives an unexpected Command Number, it MJST
respond with the Accept field set to 3 (meaning "Sone aspect of
request is not supported”) in the Accept-Session nessage. Command
Nunbers that are Forbidden (and possibly nunbers that are Reserved)
are unexpect ed.

In OMMP, the Conf-Sender field is set to 1 when the Request-Session
message describes a task where the Server will configure a one-way
test packet sender. Likew se, the Conf-Receiver field is set to 1
when t he nmessage describes the configuration for a Session-Receiver
In TWAMP, both endpoints send and receive test packets, with the
Sessi on-Sender first sending and then receiving test packets,
complinmented by the Session-Reflector first receiving and then

sendi ng.

Both the Conf-Sender field and Conf-Receiver field MIST be set to O
since the Session-Reflector will both receive and send packets, and
the roles are established according to which host initiates the TCP
connection for control. The Server MJST interpret any non-zero val ue
as an inproperly formatted command, and MJUST respond with the Accept
field set to 3 (neaning "Some aspect of request is not supported”) in
the Accept-Sessi on nessage

The Session-Reflector in TWAMP does not process incoming test packets
for performance netrics and consequently does not need to know the
nunber of incom ng packets and their timng schedule. Consequently
the Nunmber of Schedul ed Slots and Number of Packets MUST be set to O.

The Sender Port is the UDP port from which TWAMP- Test packets will be
sent and the port to which TWAMP- Test packets will be sent by the
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Sessi on- Refl ector (the Session-Sender will use the same UDP port to
send and receive packets). The Receiver Port is the desired UDP port
to which TWAMP- Test packets will be sent by the Session-Sender (the
port where the Session-Reflector is asked to receive test packets).
The Receiver Port is also the UDP port from which TWAMP- Test packets
will be sent by the Session-Reflector (the Session-Reflector will use
the same UDP port to send and receive packets).

The Sender Address and Recei ver Address fields contain, respectively,
the sender and receiver addresses of the endpoints of the Internet
pat h over which a TWAMP- Test session is requested. They MAY be set
to 0, in which case the | P addresses used for the Control-Client to
Server TWAMP- Control message exchange MUST be used in the test
packets.

The Session ldentifier (SID) is as defined in OMMP [ RFC4656]. Since
the SID is always generated by the receiving side, the Server
determines the SID, and the SID in the Request-TW Sessi on nessage
MUST be set to O.

The Start Time is as defined in OMM [ RFC4656] .

The Tineout is interpreted differently fromthe definition in OMM

[ RFC4656]. In TWAMP, Tineout is the interval that the Session-
Refl ector MUST wait after receiving a Stop-Sessions nessage. |In case
there are test packets still in transit, the Session-Reflector MJST

reflect themif they arrive within the Tineout interval follow ng the
reception of the Stop-Sessions nmessage. The Session-Refl ector MJST
NOT refl ect packets that are received beyond the tineout.

Type-P descriptor is as defined in OMM [ RFC4656]. The only
capability of this field is to set the Differentiated Servi ces Code
Poi nt (DSCP) as defined in [RFC2474]. The same val ue of DSCP MUST be
used in test packets reflected by the Session-Reflector.

Since there are no Schedul e Sl ot Descriptions, the Request-TW Session
message is conpleted by MBZ (Must Be Zero) and HVAC fields. This
compl etes one | ogical nessage, referred to as the Request-TW Sessi on
conmand.

The Session-Refl ector MUST respond to each Request-TW Sessi on conmand
with an Accept- Session nessage as defined in OMM [ RFC4656]. Wen
the Accept field = 0, the Port field confirnms (repeats) the port to
whi ch TWAMP- Test packets are sent by the Session-Sender toward the
Session-Reflector. In other words, the Port field indicates the port
nunber where the Session-Reflector expects to receive packets from

t he Sessi on- Sender.
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When the requested Receiver Port is not available (e.g., port in
use), the Server at the Session-Reflector MAY suggest an alternate
and avail able port for this session in the Port field. The Session-
Sender either accepts the alternate port, or conposes a nhew Sessi on-
Request nessage with suitable paraneters. Oherw se, the Server at
the Control-Cient uses the Accept field to convey other forms of
session rejection or failure and MUST NOT suggest an alternate port;
in this case, the Port field MJST be set to zero.

3.6. Send Schedul es

The send schedul e for test packets defined in Section 3.6 of OMM
[ RFC4656] is not used in TWAMP. The Control -Client and Session-
Sender MAY aut ononously decide the send schedule. The Session-
Refl ector SHOULD return each test packet to the Session-Sender as
qui ckly as possi bl e.

3.7. Starting Test Sessions

The procedure and guidelines for starting test sessions is the same
as defined in Section 3.7 of OMM [ RFC4656] .

3.8. Stop-Sessions

The procedure and gui delines for stopping test sessions is sinlar to
that defined in Section 3.8 of OMM [ RFC4656]. The St op- Sessions
command can only be issued by the Control-dient. The nmessage MJUST
NOT contain any session description records or skip ranges. The
nmessage is termnated with a single block HVAC to conpl ete the Stop-
Sessions command. Since the TWAMP St op- Sessi ons conmmand does not
convey SIDs, it applies to all sessions previously requested and
started with a Start-Sessions command.
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Thus, the TWAMP St op- Sessions command is constructed as foll ows:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| 3 | Accept | vBZ |
i e e R e o o e S R h i i Shl SRR R B T
| Nunber of Sessions |
B i s T T i i o S o T Ji I

MBZ (8 octets)

I I
I I
o g S T S S T S S
I I
| HVAC (16 octets) |
I I
I I
A g S S S g S g S

Above, the Command Nunber in the first octet (3) indicates that this
is the Stop-Sessions conmand.

Non-zero Accept values indicate a failure of sone sort. Zero values
i ndi cate normal (but possibly premature) conpletion. The full Iist
of avail abl e Accept values is described in Section 3.3 of [RFC4656],
"Val ues of the Accept Field".

If Accept has a non-zero value, results of all TWAMP-Test sessions
spawned by this TWAMP- Control session SHOULD be considered invalid.
If the Accept-Session nessage was not transmitted at all (for

what ever reason, including failure of the TCP connection used for
TWAMP- Control ), the results of all TWAMP-Test sessions spawned by
this TWAMP- Control session MAY be consi dered invalid.

Nurmber of Sessions indicates the nunmber of sessions that the
Control-Client intends to stop.

Nunber of Sessions MJST contain the nunber of send sessions started
by the Control -Client that have not been previously term nated by a
St op- Sessi ons command (i.e., the Control-Cient MJST account for each
accepted Request-Session). |If the Stop-Sessions nessage does not
account for exactly the nunber of sessions in progress, then it is to
be considered invalid, the TWAMP-Control connection SHOULD be cl osed,
and any results obtained considered invalid.

Upon recei pt of a TWAMP-Control Stop-Sessions comand, the Session-

Ref |l ector MUST discard any TWAMP- Test packets that arrive at the
current tinme plus the Tinmeout (in the Request-TW Sessi on conmand).
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3.9. Fetch-Session

One purpose of TWAMP i s neasurenent of two-way nmetrics. Two-way
measur enent net hods do not require packet-1level data to be collected
by the Session-Reflector (such as sequence nunber, tinestanp, and
Time to Live (TTL)) because this data is conmmunicated in the
"reflected" test packets. As such, the protocol does not require the
retrieval of packet-level data fromthe Server and the OMM Fetch-
Session command is not used in TWAMP

4, TWAMP- Test

The TWAMP- Test protocol is simlar to the OMMP-test protoco

[ RFC4656] with the exception that the Session-Reflector transmits
test packets to the Session-Sender in response to each test packet it
receives. TWAMP defines two different test packet formats, one for
packets transmtted by the Session-Sender and one for packets
transmtted by the Session-Reflector. As with OMMP-test protoco

[ RFC4656], there are three nodes: unauthenticated, authenticated, and
encrypt ed.

4.1. Sender Behavi or

The sender behavior is deternined by the configuration of the

Sessi on-Sender and is not defined in this standard. Further, the
Sessi on- Refl ector does not need to know the Sessi on-Sender behavi or
to the degree of detail as needed in OMM [ RFC4656]. Additionally,
the Session-Sender collects and records the necessary infornmation
provided fromthe packets transnmtted by the Session-Reflector for
measuring two-way netrics. The information recordi ng based on the
packet (s) received by the Session-Sender is inplenentation dependent.

4.1.1. Packet Tim ngs

Since the send schedule is not communi cated to the Session-Refl ector,
there is no need for a standardi zed conputati on of packet tim ng.

Regardl ess of any schedul i ng del ays, each packet that is actually
sent MJST have the best possible approximtion of its real tine of
departure as its tinmestanp (in the packet).

4.1.2. Packet Format and Content
The Session- Sender packet format and content follow the sane

procedure and guidelines as defined in Section 4.1.2 of OMM
[ RFC4656] (with the exception of the reference to the send schedul e).
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Note that the Reflector test packet formats are larger than the
Sender’s formats. The Session- Sender MAY append sufficient Packet
Padding to allow the sane | P packet payload |engths to be used in
each direction of transmission (this is usually desirable). To
conpensate for the Reflector’s |larger test packet format, the Sender
appends at |east 27 octets of padding in unauthenticated node, and at
| east 56 octets in authenticated and encrypted nodes.

4. 2. Ref | ect or Behavi or

TWAMP requires the Session-Reflector to transmt a packet to the
Sessi on-Sender in response to each packet it receives.

As packets are received, the Session-Reflector will do the follow ng:

- Tinmestanp the received packet. Each packet that is actually
recei ved MUST have the best possibl e approximation of its rea
time of arrival entered as its Received Timestanp (in the packet).

- In authenticated or encrypted node, decrypt the appropriate
sections of the packet body (first block (16 octets) for
aut henticated, 96 octets for encrypted), and then check integrity
of sections covered by the HVAC

- Copy the packet sequence nunber into the corresponding reflected
packet to the Session-Sender.

- Extract the Sender TTL value fromthe TTL/Hop Linmt val ue of
recei ved packets. Session-Reflector inplenmentations SHOULD fetch
the TTL/Hop Linmit value fromthe | P header of the packet,
replacing the value of 255 set by the Session-Sender. |f an
i mpl ement ati on does not fetch the actual TTL value (the only good
reason not to do so is an inability to access the TTL field of
arriving packets), it MJST set the Sender TTL val ue as 255

- In authenticated and encrypted nodes, the HVMAC MUST be cal cul ated
first, then the appropriate portion of the packet body is
encrypt ed.

- Transmit a test packet to the Session-Sender in response to every
recei ved packet. The response MJST be generated as i medi ately as
possible. The format and content of the test packet is defined in
Section 4.2.1. Prior to the transm ssion of the test packet, the
Sessi on- Refl ector MUST enter the best possible approxi mation of
its actual sending time as its Tinestanp (in the packet). This
permts the determ nation of the el apsed tine between the
reception of the packet and its transm ssion
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- Packets not received within the Tineout (follow ng the Stop-
Sessi ons command) MJST be ignored by the Reflector. The Session-
Ref |l ect or MUST NOT generate a test packet to the Session-Sender
for packets that are ignored

The possibility exists for Session-Sender failure during a session,
or the path between the Session-Sender and Session-Reflector may fai
while a test session is in progress. The Session-Reflector MAY

di sconti nue any session that has been started when no packet
associated with that session has been received for REFWAI T seconds.
The default value of REFWAIT SHALL be 900 seconds, and this waiting
time MAY be configurable. This timeout allows a Session-Reflector to
free up resources in case of failure.

4.2.1. TWAWP-Test Packet Format and Content

The Session-Reflector MUST transmt a packet to the Session-Sender in
response to each packet received. The Session-Reflector SHOULD
transmt the packets as imediately as possible. The Session-

Refl ector SHOULD set the TTL in IPv4 (or Hop Limt in IPv6) in the
UDP packet to 255

The test packet will have the necessary information for cal cul ating

two-way netrics by the Session-Sender. The format of the test packet
depends on the nmode being used. The two formats are presented bel ow
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Packet Paddi ng
BT T o e S e i i S T e e i s TTE P S S S

Note that all tinmestanps have the sane format as OMMP [ RFC4656] as
fol | ows:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| I nteger part of seconds |
B i s T T i i o S o T Ji I
| Fractional part of seconds |
e L o i T e e th o i R S

Sequence Nunber is the sequence number of the test packet according
toits transmt order. It starts with zero and is increnented by one
for each subsequent packet. The Sequence Number generated by the
Sessi on-Refl ector is independent fromthe sequence nunber of the
arriving packets.

Ti mestanmp and Error Estinmate are the Session-Reflector’s transnit
timestanp and error estimate for the reflected test packet,
respectively. The format of all timestanp and error estimate fields
follow the definition and formats defined by OMMP, Section 4.1.2 in
[ RFC4656] .

Sender Tinmestanp and Sender Error Estimate are exact copies of the
timestanp and error estimate fromthe Session-Sender test packet that
corresponds to this test packet.

Sender TTL is 255 when transnitted by the Session-Sender. Sender TTL
is set to the Time To Live (or Hop Count) val ue of the received
packet fromthe | P packet header when transmitted by the Session-
Ref | ect or.

Receive Tinestanp is the tinme the test packet was received by the
reflector. The difference between Tinestanp and Receive Tinestanp is
the amobunt of tine the packet was in transition in the Session-

Refl ector. The Error Estinmate associated with the Tinmestanp field

al so applies to the Receive Tinestanp.

Sender Sequence Nunber is a copy of the Sequence Nunber of the packet

transmtted by the Session-Sender that caused the Session-Refl ector
to generate and send this test packet.
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The HVAC field in TWAMP- Test packets covers the same fields as the
Advanced Encryption Standard (AES) encryption. Thus, in

aut henti cated node, HVAC covers the first block (16 octets); in
encrypted node, HWVAC covers the first six blocks (96 octets). In
TWAMP- Test, the HVAC field MUST NOT be encrypted.

Packet Paddi ng in TWAMP- Test SHOULD be pseudo-random (it MJIST be
gener at ed i ndependently of any other pseudo-random nunbers menti oned
in this docunent). However, inplementations MJST provide a
configuration paraneter, an option, or a different neans of naking
Packet Paddi ng consist of all zeros. Packet Paddi ng MJUST NOT be
covered by the HVAC and MJUST NOT be encrypt ed.

The mi ni mum data segnment | ength of TWAMP-Test packets in
unaut henti cated node is 41 octets, and 104 octets in both
aut henti cated node and encrypted nodes.

Note that the Session-Reflector Test packet formats are |arger than
the Sender’'s formats. The Session-Reflector SHOULD reduce the |ength
of the Sender’s Packet Padding to achi eve equal |P packet payl oad

Il engths in each direction of transm ssion, when sufficient padding is
present. The Session-Reflector MAY re-use the Sender’s Packet
Paddi ng (since the requirenents for paddi ng generation are the sane
for each), and in this case the Session-Reflector SHOULD truncate the
paddi ng such that the highest-nunber octets are discarded.

I n unaut henti cated node, encryption or authentication MIUST NOT be
appl i ed.

The TWAMP- Test packet layout is identical in authenticated and
encrypted nodes. The encryption operation for a Session-Sender
packet follows the same rul es of Session-Sender packets as defined in
OMMP section 4.1.2 of [RFC4656].

The main difference between authenticated node and encrypted node is
the portion of the test packets that are covered by HMAC and
encrypted. Authenticated node pernits the tinmestanp to be fetched
after a portion of the packet is encrypted, but in encrypted node all
the sequence nunbers and tinestanps are fetched before encryption to
provi de maxi mum data-integrity protection

In authenticated node, only the sequence nunber in the first block is
encrypted, and the subsequent tinestanps and sequence nunbers are
sent in clear text. Sending the tinestanp in clear text allows one
to reduce the tine between when a tinmestanp is obtained by a
Sessi on- Ref |l ect or and when that packet is sent out. This potentially
i nproves the tinestanp accuracy, because the sequence nunber can be
encrypted before the tinmestanp is fetched.
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In encrypted nmode, the reflector MIUST fetch the tinmestanps, generate
the HVAC, and encrypt the packet, then send it.

ot ai ning the keys and encryption nethods follows the sane procedure
as OMMP as described bel ow. Each TWAMP- Test session has two keys,
an AES Session-key and an HVAC Session-key, and the keys are derived
fromthe TWAMP-Control keys and the SID

The TWAMP- Test AES Session-key is obtained as foll ows: the TWAMP-
Control AES Session-key (the same AES Session-key as used for the
correspondi ng TWAMP-Control session) is encrypted with the 16-octet
session identifier (SID) as the key, using a single-block AES-ECB
encryption. The result is the TWAMP- Test AES Session-key to be used
in encrypting (and decrypting) the packets of the particul ar TWAMP-
Test session. Note that the TWAMP- Test AES Sessi on-key, TWAMP-
Control AES Session-key, and the SID are all conprised of 16 octets.

The TWAMP- Test HVAC Session-key is obtained as follows: the TWAMP-
Control HMVAC Session-key (the same HMAC Sessi on-key as used for the
correspondi ng TWAMP- Control session) is encrypted using AES-CBC

(Gi pher Block Chaining) with the 16-octet session identifier (SID) as
the key. This is a two-block CBC encryption that is always perforned
with I'V=0. Note that the TWAMP- Test HVAC Sessi on-key and TWAMP-
Control HWVAC Session-key are conprised of 32 octets, while the SIDis
16 octets.

In authenticated node, the first block (16 octets) of each TWAMP- Test
packet is encrypted using the AES El ectroni ¢ Codebook (ECB) node.
Thi s node does not involve any chaining, and |ost, duplicated, or
reordered packets do not cause problens with deci phering any packet
in a TWAMP- Test sessi on.

In encrypted node, the first six blocks (96 octets) are encrypted
usi ng AES-CBC node. The AES Session-key to use is obtained in the
same way as the key for authenticated node. Each TWAMP- Test packet
is encrypted as a separate stream with just one chai ning operation;
chai ni ng does not span multiple packets so that |ost, duplicated, or
reordered packets do not cause problenms. The initialization vector
for the CBC encryption is a value with all bits equal to zero

I npl enentation Note: Naturally, the key schedule for each TWAMP- Test
session MJUST be set up at npbst once per session, not once per packet.
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5.

I mpl ementers’ CGuide

This section serves as guidance to inplenenters of TWAMP. The
exanpl e architecture presented here is not a requirenent. Sinilar to
OMMP [ RFC4656], TWAMP is designed with enough flexibility to allow
different architectures that suit multiple systemrequirenents.

In this example, the roles of Control-Cdient and Sessi on- Sender are
i mpl emented in one host referred to as the controller, and the roles
of Server and Session-Reflector are inplenmented in another host
referred to as the responder

controller responder

| Control-dient |<--TWAMP-Control-->| Server |

I I I I
| Session-Sender |<--TWAMP-Test----- >| Session-Reflector |

Thi s exanpl e provides an architecture that supports the full TWAMP
standard. The controller establishes the test session with the
responder through the TWAMP-Control protocol. After the session is
established, the controller transmts test packets to the responder
The responder follows the Session-Reflector behavior of TWAMP as
descri bed in Section 4. 2.

Appendi x | provides an exanple for purely informational purposes. It
suggests an increnental path to adopting TWAMP, by inplenenting the
TWAMP- Test protocol first.

Security Considerations

Fundanental |y, TWAMP and OMMP use the sane protocol for
establ i shnent of Control and Test procedures. The nmain difference
bet ween TWAMP and OMMP i s the Session-Refl ector behavior in TWAMP
vs. the Session-Receiver behavior in OMMP. This difference in
behavi or does not introduce any known security vulnerabilities that
are not al ready addressed by the security features of OMMP. The
entire security considerations of OMM [ RFC4656] applies to TWAMP

The Server-G eeting nmessage (defined in OMMP, Section 3.1 of

[ RFC4656]) includes a Count field to specify the iteration counter
used in PKCS #5 to generate keys from shared secrets. OMM
recomrends a lower limt of 1024 iterations, but no upper limt. The
Count field provides an opportunity for a denial -of-service (DOS)
attack because it is 32 bits long. |If an attacking system set the
maxi mum val ue in Count (2**32), then the systemunder attack woul d
stall for a significant period of tinme while it attenpts to generate
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keys. Therefore, TWAMP-conpliant systens SHOULD have a configuration
control to limt the maxi mum Count value. The default maxi mum Count
val ue SHOULD be 32768. As suggested in OMMP, this value MAY be

i ncreased when greater conputing power becones conmon. |If a
Control-Client receives a Server-Geeting nessage with Count greater
that its maxi num configured value, it SHOULD cl ose the control
connecti on.
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8. | ANA Consi derati ons
| ANA has all ocated a well-known TCP port nunber (861) for the OMNMP-
Control part of the OMM [ RFC4656] protocol.

.CJ\.Aérrp—cont rol 861/tcp OMAMP- Cont r ol
owanp- cont r ol 861/ udp OMNAMP- Cont r ol
# [ RFC4656]

| ANA has al so allocated a well-known TCP/UDP port nunber for the
TWAMP- Cont r ol protocol .

t wanp- cont r ol 862/ tcp Two-way Active Measurenent Protocol
(TWAMP) Contr ol

t wanp- cont r ol 862/ udp Two-way Active Measurenent Protocol
(TWAMP) Control

# [ RFC5357]

# 863- 872 Unassi gned

Si nce TWAMP adds an additional Control conmmand beyond t he OMMP-
Control specification and describes behavior when this control
command is used, | ANA has created a registry for the TWAMP Conmand
Nunber field. The field is not explicitly named in [ RFC4656] but is
called out for each conmand. This field is a recogni zed extension
mechani sm f or TWAMP.
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8.1. Registry Specification

| ANA has created a TWAMP- Control Command Nunber registry. TWAMP-
Control conmmands are specified by the first octet in OMMP-Control
messages as shown in Section 3.5 of [RFC4656], and nodified by this
docunent. Thus, this registry nmay contain sixteen possible val ues.

8.2. Registry Managenent

Because the registry nmay only contain sixteen val ues, and because
OMMP and TWAMP are | ETF protocols, this registry nust only be

updated by "I ETF Consensus" as specified in [ RFC5226] -- an RFC
docunenting the use that is approved by the |ESG W expect that new
values will be assigned as nonotonically increasing integers in the

range [0-15], unless there is a good reason to do otherw se.
8.3. Experinmental Nunbers

[ RFC3692] recommends all ocating an appropriate nunber of val ues for
experinentation and testing. It is not clear to the authors exactly
how many nunbers m ght be useful in this space, or if it would be
useful that they were easily distinguishable or at the "high end" of
the nunber range. Two m ght be useful, say one for session control,
and one for session fetch. On the other hand, a single nunber would
allow for unlimted extension, because the format of the rest of the
message could be tailored, with allocation of other nunbers done once
useful ness has been proven. Thus, this docunment all ocates one numnber
(6) as designated for experinentation and testing.

8.4. Initial Registry Contents

TWAMP- Cont r ol Command Number Regi stry

Val ue Description Semantics Definition

0 Reserved

1 For bi dden

2 St art - Sessi ons RFC 4656, Section 3.7

3 St op- Sessi ons RFC 4656, Section 3.8

4 Reserved

5 Request - TW Sessi on this docunment, Section 3.5

6 Experinmentation undefined, see Section 8.3
9. Internationalization Considerations

The protocol does not carry any information in a natural |anguage,
with the possible exception of the KeylD in TWAMP-Control, which is
encoded in UTF-8 [ RFC3629, RFC5198].
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Appendi x | - TWAMP Light (Informative)

In this example, the roles of Control-dient, Server, and Session-
Sender are inplenented in one host referred to as the controller, and
the role of Session-Reflector is inplenented in another host referred
to as the responder.

controller responder
o e e e oo + o e e e o +
Server R >|
| Control-Cient | | Session-Refl ector
| Session-Sender |<--TWAMP-Test----- >| |
oo mmeeemeeaaaas + I IR +

Thi s exanple provides a sinple architecture for responders where
their role will be to sinply act as light test points in the network.
The controller establishes the test session with the Server through
non- st andard nmeans. After the session is established, the controller
transmts test packets to the responder. The responder follows the
Sessi on- Refl ect or behavi or of TWAMP as described in section 4.2 with
the foll owi ng exceptions.

In the case of TWAMP Light, the Session-Refl ector does not
necessarily have know edge of the session state. |F the Session-
Ref | ect or does not have know edge of the session state, THEN the
Sessi on- Ref | ect or MUST copy the Sequence Number of the received
packet to the Sequence Nunber field of the refl ected packet. The
controller receives the reflected test packets and collects two-way
metrics. This architecture allows for collection of two-way netrics.

This exanple elininates the need for the TWAMP-Control protocol, and
assunes that the Session-Reflector is configured and comunicates its
configuration with the Server through non-standard nmeans. The
Session-Refl ector sinply reflects the incom ng packets back to the
controller while copying the necessary information and generating
sequence nunber and tinestanp val ues per Section 4.2.1. TWAMP Li ght

i ntroduces some additional security considerations. The non-standard
means to control the responder and establish test sessions SHOULD
offer the features |isted bel ow

The non-standard responder control protocol SHOULD have an
aut henti cated node of operation. The responder SHOULD be
configurable to accept only authenticated control sessions.

The non-standard responder control protocol SHOULD have a neans to

activate the authenticated and encrypted nodes of the TWAMP- Test
pr ot ocol
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When the TWAMP Light test sessions operate in authenticated or
encrypted node, the Session-Reflector MJUST have some nechani sm for
generati ng keys (because the TWAMP-Control protocol normally plays a
role in this process, but is not present here). The specification of
the key generation nmechanismis beyond the scope of this neno.
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