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Rel i abl e Server Pooling Policies
Status of This Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this meno is unlimted.

Abstract
Thi s docunent describes server pool policies for Reliable Server
Pool i ng (RSerPool) including considerations for inplenmenting them at
Endpoi nt Handl espace Redundancy Protocol (ENRP) servers and poo
users.
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1. Introduction

The protocols defined in [ RFC5353], [RFC5352], and [ RFC5354] support
a variety of server policies. Some of the policies use dynamc |oad
informati on of the pool elenents and others do not. Therefore, we
classify them as adaptive and non-adaptive. The selection of the
pool element is perforned by two different entities, the ENRP server
and the pool user. Sone of the consequences for policies that are
not stateless are described in [ICN2005] and [LCN2005].

Therefore, this docunment describes not only packet formats but al so
gives a detailed description of the procedures to be followed at the
ENRP servers and the pool users to inplenment each server policy.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Termnol ogy and Definitions
3.1. Load

The termload is a val ue specifying how nuch a pool elenent’s
resources are currently utilized. 0x00000000 states that the poo
element is not utilized (0% ; Oxffffffff states that it is fully
utilized (100% . Defining what utilization neans is application-
dependent and out of the scope of RSerPool. However, it is required
that all pool elements of the sane pool using |oad information have
the same definition of | oad.

For exanple, load may define the current amount of users out of a
maxi mum on an FTP server, the CPU usage of a database server, or the
menory utilization of a conpute service.

3.2. Wi ght

Wei ght defines a pool element’s service capacity relative to other
pool elenents of the sane pool. Theoretically, there is no upper
limt for weight values (although linmted by datatype size).
Defi ni ng what val ue wei ghts conpare is application-dependent and out
of the scope of RSerPool. However, it is required that all poo

el ements of the same pool using weight information have the same
definition of weight.
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A wei ght of 0 denotes that the pool elerment is not capabl e of
provi di ng any service; a higher weight denotes that the pool el enent
is capable of providing better service than a pool elenent having a
| ower wei ght.

For exanple, weight may define a conpute service' s conmputation
capacity. That is, a pool elenent of weight 100 will conplete a work
package in half the time conpared to a pool element of weight 50

4. Non-Adaptive Policies
4.1. Round Robin Policy
4.1.1. Description

The Round Robin (RR) policy is a very sinple and efficient policy
that requires state. This policy is denoted as the default policy
and MJST be supported by all RSerPool conponents.

4.1.2. ENRP Server Consi derations

The ENRP server SHOULD hol d the pool elenents of each server pool in
a circular list and SHOULD store a pointer to one of the el enents,
called the head. On reception of a handle resolution request, the
ENRP server SHOULD return the pool elements fromthe circular |ist,
starting with head. Then the head SHOULD be advanced by one el enent.

Using this algorithmensures that not all lists presented to the poo
users start with the sane el ement.

4.1.3. Pool User Considerations

A pool user SHOULD use the list of pool elenments returned by the ENRP
server in a round robin fashion, starting with the first. If all

el ements of the list have been used, it should start fromthe

begi nning again until the information is out of date.

4.1.4. Pool Menmber Sel ection Policy Parameter

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Param Type = 0x8 | Length = 0x8 |
i T s i o S i i S R I S I S S S M
| Policy Type = 0x00000001 |
B T S i T s i i e e SEI S
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4.2. Weighted Round Robin Policy
4.2.1. Description

The Wei ghted Round Robin (WRR) policy is a generalization of the RR
policy. If all weights are 1, then WRR is just RR

4.2.2. ENRP Server Consi derations

The ENRP server SHOULD follow the same rules as RR but initialize and
nmodi fy the circular list differently. The ENRP server puts each pool
el ement, possibly, nultiple tines into the list such that:

o The ratio of the nunber of occurrences of a pool elenment to the
list length is the same as the ratio of the weight of that pool
el ement to the sum of weights.

o The multiple entries of each pool elenent should be as evenly
distributed as possible in the circular list.

4.2.3. Pool User Considerations
The pool user SHOULD follow the sanme rules as RR
4.2.4. Pool Menmber Sel ection Policy Paraneter

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Param Type = 0x8 | Length = Oxc |
I i I S i i S i sk i SHE S SRR SRR S
| Policy Type = 0x00000002 |
B i s T T i i o S o T Ji I
| Wi ght |
i I e S s S S s SN R SR

o Weight (32 bits, unsigned integer): Wight constant for the WRR
process.

4.3. Random Policy
4.3.1. Description

The Random (RAND) policy is a very sinple statel ess policy.

Dr ei bhol z & Tuexen Experi ment al [ Page 5]



RFC 5356 RSer Pool Policies Sept enber 2008

4.3.2. ENRP Server Considerations

The ENRP server selects, at npost, the requested nunmber of pool
elements fromthe list of pool elenents. Each el ement MJUST NOT be
reported nore than once to the pool user.

4.3.3. Pool User Considerations

Each time the pool user nust select one pool element, it does this by
random y selecting one element fromthe |list of pool elenents
received fromthe ENRP server.

4.3.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Param Type = 0x8 | Length = 0x8 |
I i I S i i S i sk i SHE S SRR SRR S
| Policy Type = 0x00000003 |
B i s T T i i o S o T Ji I

4. 4. Wi ghted Random Pol i cy

4.4.1. Description
The Wei ght ed Random (WRAND) policy is a generalization of the RAND
policy, adding a weight for each pool elenent entry. RAND is equal
to WRAND having all weights set to 1.

4.4.2. ENRP Server Considerations
The ENRP server SHOULD sel ect, at nost, the requested nunber of pool
el ements randomy fromthe |ist of pool elenents. Each element MJST
NOT be reported nore than once to the pool user. The probability of
sel ecting a pool elenent should be the ratio of the weight of that
pool element to the sum of weights.

4.4.3. Pool User Considerations

Each tinme the pool user nust select one pool elenent, it does this by
random y selecting one element fromthe |list of pool elenents
received fromthe ENRP server.
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4.4.4. Pool Menmber Sel ection Policy Paraneter

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Param Type = 0x8 | Length = Oxc |
I i I S i i S i sk i SHE S SRR SRR S
| Policy Type = 0x00000004 |
B i s T T i i o S o T Ji I
| Wi ght |
i I e S s S S s SN R SR

o Weight (32 bits, unsigned integer): Wight constant for the WRAND
process.

4.5. Priority Policy
4.5.1. Description

The Priority (PRIO policy can be used to select always a pool
el ement with the highest priority.

4.5.2. ENRP Server Considerations

The ENRP server MJST sel ect the pool elenents with the highest

priorities. They MJST be reported in decreasing order. |If multiple
pool elements have the sane priority, they may be listed in any
order.

4.5.3. Pool Elenent Considerations

The pool user MUIST select the active pool element with the highest
priority.

4.5.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Param Type = 0x8 | Length = Oxc |
T T i s T b I S S S e o
| Policy Type = 0x00000005 |
e Rt T i i e o o s NI SN TR I S
| Priority |
B i s T T i i o S o T Ji I
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o Priority (32 bits, unsigned integer): Larger numbers nean hi gher
priorities.

5. Adaptive Policies
5.1. Least Used Policy
5.1.1. Description

The Least Used (LU) policy uses load information provided by the pool
el ements to select the | owest-loaded pool elenents within the pool.

5.1.2. ENRP Server Considerations

The ENRP server SHOULD sel ect, at nost, the requested nunber of pool
el ements. Their | oad val ues SHOULD be the | owest possible ones
within the pool. Each el enent MJUST NOT be reported nore than once to
the pool user. |If there is a choice of equal-1oaded pool elenents,
round robin selection SHOULD be rmade anong these el ements. The
returned list of pool elenents MIST be sorted in ascendi ng order by

| oad val ue.

5.1.3. Pool User Considerations

The pool user should try to use the pool elements returned fromthe
list in the order returned by the ENRP server. A subsequent call for
handl e resolution may result in the same list. Therefore, it is
RECOMMVENDED for a pool user to request nultiple entries in order to
have a sufficient amount of feasible backup entries avail able.

5.1.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Param Type = 0x8 | Length = Oxc |
i T e R e o o e T b i ol S N S T
| Policy Type = 0x40000001 |
B i s T T i i o S o T Ji I
| Load |
e L o i e S  th o i R S

0 Load (32 bits, unsigned integer): Current |oad of the pool
el enment .
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5.

5

5

5

5.

2. Least Used with Degradation Policy
2.1. Description

The Least Used with Degradation (LUD) policy extends the LU policy by
a | oad degradati on val ue describing the pool elenent’s |oad increnent
when a new service association is accepted.

2. 2. ENRP Server Consi derations

For every pool elenent entry, a degradati on counter MJST be stored.
When a pool elenent entry is added or updated by registration or re-
registration, this counter MIST be set to 0. When an entry is

sel ected for being returned to a pool user, the internal degradation
counter MJST be increnmented by 1. The selection of pool elenent
entries is handled like for LU, except that the sel ected pool el enent
entries SHOULD have the | owest possible sumof |oad value +
degradation counter * | oad degradation val ue.

2.3. Pool User Considerations
See LU policy.
2.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Param Type = 0x8 | Length = 0x10 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Policy Type = 0x40000002 |
i T s i o S i i S R I S I S S S M
| Load |
B T S i T s i i e e SEI S
| Load Degradati on |
R i T I e T S S e S TR S T e i I S e S e e e e o o

0 Load (32 bits, unsigned integer): Current |oad of the poo
el ement .

0 Load Degradation (32 bits, unsigned integer): Load Degradation
constant of the pool elenent.
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5.3. Priority Least Used Policy
5.3.1. Description

The Priority Least Used (PLU) policy uses load information provided
by the pool elenents to select the | owest-1oaded pool el enents within
the pool under the assunption that a new application request is
accepted by the pool elenents. Therefore, the pool elenments also
have to specify | oad degradation information.

Exanmpl e: Pool elenments A and B are | oaded by 50% but the |oad of A
will increase due to a new application request only by 10% while B
will be fully | oaded. PLU allows the specification of this |oad
degradation in the policy information; the selection is nade on the
| owest sum of | oad and degradation value. That is, Awll be

sel ected (50+10=60) instead of B (50+50=100).

5.3.2. ENRP Server Considerations

The ENRP server SHOULD sel ect, at nost, the requested nunber of poo
el ements. Their suns of |oad + degradati on SHOULD be the | owest
possi bl e ones within the pool. Each elenent MJUST NOT be reported
nmore than once to the pool user. |If there is a choice of equal -

val ued pool elenment entries, round robin SHOULD be nmade anong these
el ements. The returned list of pool elenents MJST be sorted
ascendi ng by the sum of | oad and degradati on val ue.

5.3.3. Pool User Considerations

The pool user should try to use the pool elenments returned fromthe
list in the order returned by the ENRP server. A subsequent call for
handl e resolution may result in the same list. Therefore, it is
RECOMVENDED for a pool user to request nultiple entries in order to
have a sufficient amount of feasible backup entries avail able.

5.3.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Param Type = 0x8 | Length = 0x10 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Policy Type = 0x40000003 |
i T s i o S i i S R I S I S S S M
| Load |
B T S i T s i i e e SEI S
| Load Degradati on |
R i T I e T S S e S TR S T e i I S e S e e e e o o
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0 Load (32 bits, unsigned integer): Current |oad of the poo
el enment .

0 Load Degradation (32 bits, unsigned integer): Load Degradation
constant of the pool elenent.

5.4. Randomi zed Least Used Policy
5.4.1. Description

The Randoni zed Least Used (RLU) policy conbines LU and WRAND. That
is, the pool elenment entries are selected randomy. The probability
for a pool element entry A wutilized with load_A, to be selected is
(OXFFFFFFFF - load_A) / (sum OXFFFFFFFF-1o0ad _x)), i.e., this PE s
unl oad part related to the whol e pool unload rate.

5.4.2. ENRP Server Considerations

The ENRP server SHOULD behave |i ke WRAND, having every PE s wei ght
set to (Oxffffffff -- |oad value provided by the pool element).

5.4.3. Pool User Considerations
See VRAND policy.
5.4.4. Pool Menber Sel ection Policy Paraneter

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Param Type = 0x8 | Length = Oxc |
i T s i o S i i S R I S I S S S M
| Policy Type = 0x40000004 |
B T S i T s i i e e SEI S
| Load |
R i T I e T S S e S TR S T e i I S e S e e e e o o

0 Load (32 bits, unsigned integer): Current |oad of the poo
el ement .

6. Security Considerations
The security threats regardi ng RSerPool have been anal yzed in

RSer Pool threats [RFC5355]. The server policy descriptions in this
docunent do not add any other threats.
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7.

| ANA Consi der ati ons

Thi s docunent (RFC 5356) is the reference for all registrations
described in this section. Al registrations have been listed on the
RSer Pool Par aneters page.

7.1

A New Tabl e for RSerPool Policy Types

RSer Pool policy types that are 4-byte val ues are maintained by | ANA
The format of the policy type value is defined as foll ows:

(o]

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| X| Al Pol i cy Number |
el i I e i it T e e e e i i T o S e e S e T R R

X: If set to 1, the policy is user defined and not standardi zed.
Al'l standards policies reserved by the | ETF use X=0.

A If set to 1, the policy is adaptive. Oherwise, it is non-
adapti ve.

Policy Number: The actual nunber of the policy.

Nine initial policy types have been assigned and are maintained in a
new tabl e, "RSerPool Policy Types":
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Val ue Pol i cy Ref er ence
0x00000000 (reserved, invalid value) RFC 5356
0x00000001 Round Robi n RFC 5356
0x00000002 Wei ght ed Round Robin RFC 5356
0x00000003 Random RFC 5356
0x00000004 Wi ght ed Random RFC 5356
0x00000005 Priority RFC 5356
0x00000006 (reserved by | ETF) RFC 5356
OX3fFFFfff (reserved by |ETF) RFC 5356
0x40000000 (reserved, invalid value) RFC 5356
0x40000001 Least Used RFC 5356
0x40000002 Least Used with Degradation RFC 5356
0x40000003 Priority Least Used RFC 5356
0x40000004 Randomi zed Least Used RFC 5356
0x40000005 (reserved by | ETF) RFC 5356
OXT7fFfEfFf (reserved by |ETF) RFC 5356
0x80000000 (private use, non-standard policy) RFC 5356
bkffffffff (private use, non-standard policy) RFC 5356

Requests to register an RSerPool policy type in this table should be
sent to | ANA. The nunber nust be uni que and use the appropriate
upper bits. The "Specification Required" policy of [RFC5226] MJST be
appl i ed.

The policy type space from 0x80000000 to Oxffffffff is designated for
private use

8. Reference |Inplenentation
A reference inplenentation of RSerPool and the policies described in
this docunment is avail able at [RSerPool Page] and described in
[ Dre2006] .
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made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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