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An Overview of Reliable Server Pooling Protocols
Status of This Menp

This menmo provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

The Reliable Server Pooling effort (abbreviated "RSerPool") provides

an application-independent set of services and protocols for building
fault-tol erant and highly avail able client/server applications. This
docunent provides an overview of the protocols and nechanisns in the

Rel i abl e Server Pooling suite.

Lei, et al. I nf or mat i onal [ Page 1]



RFC 5351 RSer Pool Overvi ew Sept enber 2008

Tabl e of Contents

1.
2.

©CoOoNo O

Lei,

INtroducti ON .. ... 3
Aggregate Server Access Protocol (ASAP) Overview ................ 6
2.1. Pool Initialization ....... ... e 6
2.2. Pool Entity Registration ............ ... ... 6
2.3. Pool Entity Selection ....... ... ... .. 7
2.4. Endpoint Keep-AliVve .. ... 7
2.5, Failover ServicCes ...... .. 7

2.5.1. Cookie Mechanism ......... ... ... 7

2.5.2. Business Card Mechanism ........... ... ... ... ...... 8
Endpoi nt Handl espace Redundancy Protocol (ENRP) Overview ........ 8
3.1, Initialization ... ... 8
3.2. Server Discovery and Home Server Selection ................. 8
3.3. Failure Detection, Handl espace Audit, and Synchronization ..9
3.4, Server TaKeover ... ... . 9
Exanpl @ SCenari 0S ... ... .. 9
4.1. Exanple Scenario Using RSerPool Resolution Service ......... 9
4.2. Exanple Scenario Using RSerPool Session Services .......... 11
Reference Inmplenmentation ........ .. . .. . . 12
Security Considerati ONS . ... ... 12
IANA Considerati ONs . ... ... e 12
ACKknow edgemBnt S .. ... .. 12
Ref er eNCesS .. .. 13
9.1. Normative References ...... ... .. . . . . . . . . . . 13
9.2. Informative References .......... .. ... ... 13

et al. I nf or mat i onal [ Page 2]



RFC 5351 RSer Pool Overvi ew Sept enber 2008

1.

I nt roducti on

The Reliabl e Server Pooling (RSerPool) protocol suite is designed to
provide client applications ("pool users") with the ability to select
a server (a "pool elenment") fromanong a group of servers providing
equi val ent service (a "pool"). The protocols are currently targeted
for Experimental Track.

The RSer Pool architecture supports high availability and | oad

bal anci ng by enabling a pool user to identify the npost appropriate
server fromthe server pool at a given time. The architecture is
defined to support a set of basic goals:

o application-independent protocol mechani snms

0 separation of server namng from | P addressing

o0 use of the end-to-end principle to avoi d dependenci es on
i nt ermedi at e equi pnent

0 separation of session availability/failover functionality fromthe
application itself

o facilitation of different server selection policies

o facilitation of a set of application-independent failover
capabilities

0 peer-to-peer structure

The basi c conponents of the RSerPool architecture are shown in
Figure 1 bel ow
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A server pool is defined as a set of one or nore servers providing
the sane application functionality. The servers are called Poo

El ements (PEs). Miltiple PEs in a server pool can be used to provide
fault tolerance or load sharing, for exanple. The PEs register into
and de-register out of the pool at an entity called the Endpoint

haNdl espace Redundancy Protocol (ENRP) server, using the Aggregate
Server Access Protocol (ASAP) [RFC5352] (this association is |abeled
ASAP(1) in the figure).

Each server pool is identified by a unique byte string called the
pool handle (PH). The pool handle allows a mapping fromthe pool to
a specific PE |located by its |P address (both IPv4 and | Pv6 PE
addresses are supported) and port number. The pool handle is what is
specified by the Pool User (PU) when it attenpts to access a server
in the pool. To resolve the pool handle to the address necessary to
access a PE, the PU consults an ENRP server using ASAP (this
association is | abeled ASAP(2) in the figure). The space of poo
handl es is assuned to be a flat space with limted operational scope
(see RFC 3237 [RFC3237]). Administration of pool handles is not
addressed by the RSerPool protocol docunments at this time. The
protocol s used between the PU and PE are application-specific. It is
assuned that the PU and PE are configured to support a common set of
protocols for application | ayer communication, independent of the
RSer Pool nechani sns.
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RSer Pool provides a nunber of tools to aid client migration between
servers on server failure: it allows the client to identify
alternative servers, either on initial discovery or inreal time; it
also allows the original server to provide a state cookie to the
client that can be forwarded to an alternative server to provide
application-specific state information. This information is
exchanged between the PE and PU directly, over the association

| abeled PUto PE in the figure.

It is envisioned that ENRP servers provide a fully distributed and
fault-tolerant registry service. They use ENRP [ RFC5353] to mmintain
synchroni zati on of data concerning the pool handl e nappi ng space.

For PUs and PEs, the ENRP servers are functionally equal. Due to the
synchroni zati on provi ded by ENRP, they can contact an arbitrary one
for registration/de-registration (PE) or PH resolution (PU). An
illustration containing 3 ENRP servers is provided in Figure 2 bel ow

C. /' ENRP \ /' ENRP \ C.
PEs/PUs <---->|Server| <----> |Server|<----> PEs/PUs
ASAP \ /I ENRP \ | ASAP

| I ENRP \
+---->| Server|<----+
ENRP \ /| ENRP

Figure 2

The requirements for the Reliable Server Pooling framework are
defined in RFC 3237 [RFC3237]. It is worth noting that the
requi renents on RSerPool in the area of |oad bal anci ng
partially overlap with grid conputing/high-performance
conputing. However, the scope of both areas is conpletely
different: grid and hi gh-performance conputing al so cover
topics like managi ng different administrative domains, data

| ocki ng and synchronization, inter-session comunication, and
resource accounting for powerful conputation services, but the
intention of RSerPool is sinply a |lightweight realization of

| oad distribution and session nanagenent. In particular, these
functionalities are intended to be used on
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systems with small menory and CPU resources only. Any further
functionality is not in the scope of RSerPool and can -- if
necessary -- be provided by the application itself.

Thi s docunent provides an overvi ew of the RSerPool protoco
suite, specifically the Aggregate Server Access Protocol (ASAP)
[ RFC5352] and the Endpoi nt Handl espace Redundancy Protoco
(ENRP) [RFC5353]. |In addition to the protocol specifications,
there is a comon paranmeter format specification [ RFC5354] for
both protocols, a definition of server selection rules (poo
policies) [RFC5356], as well as a security threat analysis

[ RFC5355] .

2. Aggregate Server Access Protocol (ASAP) Overview
ASAP defines a straightforward set of nechani sns necessary to support
the creation and nmmi ntenance of pools of redundant servers. These
mechani sns i ncl ude:
0 registration of a new server into a server pool
0 de-registration of an existing server froma poo
o resolution of a pool handle to a server or list of servers
o liveness detection for servers in a poo
o failover mechanisns for handling a server failure

2.1. Pool Initialization
Pool s cone into existence when a PE registers the first instance of
the pool nane with an ENRP server. They di sappear when the | ast PE
de-registers. In other words, the starting of the first PE on sone
machi ne causes the creation of the pool when the registration reaches
the ENRP server.
It is assuned that informati on needed for RSerPool, such as the
address of an ENRP server to contact, is configured into the PE
bef orehand. Methods of automating this configuration process are not
addressed at this tine.

2.2. Pool Entity Registration
A new server joins an existing pool by sending a Registration nessage
via ASAP to an ENRP server, indicating the pool handl e of the poo

that it wishes to join, a PE identifier for itself (chosen randomniy)
informati on about its lifetine in the pool, and what transport
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protocol s and selection policy it supports. The ENRP server that it
first contacts is called its Home ENRP server, and maintains a |ist
of subscriptions by the PE as well as performs periodic audits to
confirmthat the PE is still responsive.

Sinmlar procedures are applied to de-register itself fromthe server
pool (or, alternatively, the server may sinply let the lifetinme that
it previously registered with expire, after which it is gracefully
renoved fromthe pool).

2.3. Pool Entity Selection

When an endpoint wi shes to be connected to a server in the pool, it
generates an ASAP Handl e Resol uti on message and sends this to its
Honme ENRP server. The ENRP server resolves the handl e based on its
know edge of pool servers and returns a Handl e Resol uti on Response
message via ASAP. The response contains a list of the | P addresses
of one or nore servers in the pool that can be contacted. The
process by which the list of servers is created may invol ve a nunber
of policies for server selection. The RSerPool protocol suite
defines a few basic policies and allows the use of external server
sel ection input for nore conplex policies.

2.4. Endpoint Keep-Alive

ENRP servers nonitor the status of pool elenments using the ASAP
Endpoi nt Keep-Alive nessage. A PE responds to the ASAP Keep-Alive
message with an Endpoi nt Keep-Alive Ack response.

In addition, a PUcan notify its Home ENRP server that the PE it used
has becone unresponsi ve by sendi ng an ASAP Endpoi nt Unreachabl e
message to the ENRP server.

2.5. Failover Services

Whi | e mai ntai ning application-independence, the RSerPool protoco
suite provi des sone sinple hooks for supporting failover of an

i ndi vi dual session with a pool element. GCenerally, nechanisns for
failover that rely on application state or transaction status cannot
be defined without nore specific know edge of the application being
supported. However, sone sinple nmechani snms supported by RSerPoo
all ow sone | evel of failover that any application can use.

2.5.1. Cookie Mechani sm
Cooki es may optionally be generated by the ASAP | ayer and

periodically sent fromthe PEto the PU The PU only stores the | ast
recei ved cookie. |In case of failover, the PU sends this |ast
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received cookie to the new PE. This nmethod provides a sinple way of
state sharing between the PEs. Please note that the old PE should
sign the cookie, and the receiving PE should verify that signature.
For the PU, the cookie has no structure and is only stored and
transmtted to the new PE.

2.5.2. Business Card Mechani sm

A PE can send a business card to its peer (PE or PU) containing its
pool handl e and gui dance concerni ng which other PEs the peer should
use for failover. This gives a PE a neans of telling a PU what it
identifies as the "next best" PE to use in case of failure, which may
be based on pool considerations, such as |oad bal anci ng, or user
consi derations, such as PEs that have the nost up-to-date state

i nformati on.

3. Endpoi nt Handl espace Redundancy Protocol (ENRP) Overview

A set of server pools, which is denoted as a handl espace, is nanaged
by ENRP servers. Pools are not valid in the whole Internet but only
in smaller domains, called the operational scope. The ENRP servers
use the ENRP protocol in order to maintain a distributed, fault-
tolerant, real-time registry service. ENRP servers conmmunicate with
each other for information exchange, such as pool nenbership changes,
handl espace data synchroni zati on, etc.

3. 1. Initialization

Each ENRP server initially generates a 32-bit server IDthat it uses
i n subsequent nessagi ng and renai ns unchanged over the lifetime of
the server. It then attenpts to learn all of the other ENRP servers
within the scope of the server pool, either by using a pre-defined
Ment or server or by sending out Presence nessages on a well -known
mul ti cast channel in order to determ ne other ENRP servers fromthe
responses and sel ect one as Mentor. A Mentor can be any peer ENRP
server. The nost current handl espace data is requested by Handl e
Tabl e Requests fromthe Mentor. The received answer in the form of
Handl e Tabl e Response nessages i s unpacked into the | ocal database.
After that, the ENRP server is ready to provide ENRP services.

3.2. Server Discovery and Hone Server Sel ection
PEs can now register their presence with the newy functioni ng ENRP
server by using ASAP nessages. They discover the new ENRP server

after the server sends out an ASAP Server Announce nessage on the
wel | -known ASAP nmulticast channel. PEs only have to register with

Lei, et al. I nf or mat i onal [ Page 8]



RFC 5351 RSer Pool Overvi ew Sept enber 2008

3.

3.

4.

4.

one ENRP server, as other ENRP servers supporting the pool will
synchroni ze their know edge about pool el enents using the ENRP
pr ot ocol

The PE may have a configured list of ENRP servers to talk to, in the
formof a list of |IP addresses, in which case it will start to set up
associ ations with some nunmber of them and assign the first one that
responds to it as its Home ENRP server.

Alternatively, it can listen on the multicast channel for a set
period, and when it hears an ENRP server, start an association. The
first server it gets up can then becone its Honme ENRP server

3. Failure Detection, Handl espace Audit, and Synchroni zati on

ENRP servers send ENRP Presence nessages to all of their peers in
order to show their liveness. These Presence nessages al so include a
checksum conput ed over all PE identities for which the ENRP server is
in the role of a Home ENRP server. Each ENRP server mmintains an up-
to-date list of its peers and can al so conpute the checksum expected
froma certain peer, according to its |ocal handl espace database. By
conparing the expected sumand the sumreported by a peer (denoted as
handl espace audit), an inconsistency can be detected. 1In such a
case, the handl espace -- restricted to the PEs owned by that peer --
can be requested for synchronization, anal ogously to Section 3.2.

4., Server Takeover

If the unresponsiveness of an ENRP server is detected, the renmining
ENRP servers negotiate which other server takes over the Honme ENRP
role for the PEs of the failed peer. After reaching a consensus on
the takeover, the ENRP server taking over these PEs sends a
notification to its peers (via ENRP) as well as to the PEs taken over
(via ASAP).

Exanpl e Scenari os
1. Exanple Scenario Using RSerPool Resolution Service

RSer Pool can be used in a ’standal one’ nmanner, where the application
uses RSerPool to determine the address of a primary server in the
pool, and then interacts directly with that server wi thout further
use of RSerPool services. |If the initial server fails, the
application uses RSerPool again to find the next server in the pool

For pool user ("client") applications, if an ASAP inplenentation is
avail abl e on the client system there are typically only three
nmodi fi cations required to the application source code:
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1. Instead of specifying the hostnanes of primary, secondary,
tertiary servers, etc., the application user specifies a poo
handl e.

2. Instead of using a DNS-based service (e.g., the Unix library
function getaddrinfo()) to translate froma hostnane to an IP
address, the application will invoke an RSerPool service
primtive provisionally named GETPRI MARYSERVER t hat takes a poo
handl e as input, and returns the I P address of the primary
server. The application then uses that |IP address just as it
woul d have used the | P address returned by the DNS in the
previ ous scenari o.

3. Wthout the use of additional RSerPool services, failure
detection and failover procedures nust be designed into each
application. However, when failure is detected on the primary
server, instead of invoking DNS translation again on the hostnane
of a secondary server, the application invokes a service
primtive provisionally named GETNEXTSERVER, which perfornms two
functions in a single operation

1. First, it indicates to the RSerPool |ayer the failure of the
server returned by a previous GETPRI MARYSERVER or
GETNEXTSERVER cal | .

2. Second, it provides the |IP address of the next server that
shoul d be contacted, according to the best information
avail abl e to the RSerPool |ayer at the present tinme (e.g.,
set of available pool elenments, pool elenent policy in effect
for the pool, etc.).

Note: at the time of this docunent, a full APl for use wi th RSer Poo
protocol s has not yet been defi ned.

For pool elenment ("server") applications where an ASAP i npl enentation
is available, two changes are required to the application source
code:

1. The server should invoke the REGQ STER service prinmitive upon
startup to add itself into the server pool using an appropriate
pool handle. This also includes the address(es) protocol or
mapping id, port (if required by the mapping), and pooling policy
(or policies).

2. The server should invoke the DEREGQ STER service primtive to
renove itself fromthe server pool when shutting down.
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When using these RSerPool services, RSerPool provides benefits that
are limted (as conpared to utilizing all services), but neverthel ess
qui te useful as conpared to not using RSerPool at all. First, the
client user need only supply a single string, i.e., the pool handl e,
rather than a list of servers. Second, the decision as to which
server is to be used can be determ ned dynanically by the server

sel ection mechanism (i.e., a "pool policy" performed by ASAP;, see
ASAP [ RFC5352]). Finally, when failures occur, these are reported to
the pool via signaling present in ASAP [ RFC5352] and ENRP [ RFC5353];
other clients will eventually know (once this failure is confirned by
other el enents of the RSerPool architecture) that this server has
fail ed.

4.2. Exanple Scenario Using RSerPool Session Services

Wien the full suite of RSerPool services is used, all comunication
bet ween the pool user and the pool elenent is nediated by the

RSer Pool framework, including session establishnent and teardown, and
the sending and receiving of data. Accordingly, it is necessary to
modi fy the application to use the service primtives (i.e., the APl)
provi ded by RSerPool, rather than the transport |ayer primtives
provided by TCP, Stream Control Transm ssion Protocol (SCTP), or

what ever transport protocol is being used.

As in the previous case, sessions (rather than connections or

associ ations) are established, and the destination endpoint is
specified as a pool handle rather than as a list of |IP addresses with
a port nunber. However, failover fromone pool elenent to another is
fully automatic, and can be transparent to the application (so |ong
as the application has saved enough state in a state cookie):

The RSer Pool framework control channel provides nai ntenance
functions to keep pool elenment lists, policies, etc. current.

Since the application data (e.g., data channel) is nmanaged by the
RSer Pool framework, unsent data (data not yet submitted by

RSer Pool to the underlying transport protocol) is automatically
redirected to the newy selected pool elenent upon failover. |If
the underlying transport |ayer supports retrieval of unsent data
(as in SCTP), retrieved unsent data can also be automatically
re-sent to the newy sel ected pool el enent.

An application server (pool elenment) can provide a state cookie
(described in Section 2.5.1) that is automatically passed on to
anot her pool elenment (by the ASAP | ayer at the pool user) in the
event of a failover. This state cookie can be used to assist the
application at the new pool elenent in recreating whatever state
is needed to continue a session or transaction that was
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interrupted by a failure in the comunicati on between a pool user
and the original pool elenent.

The application client (pool user) can provide a callback function
that is invoked on the pool user side in the case of a failover
Thi s cal l back function can execute any application-specific

fail over code, such as generating a special nessage (or sequence
of messages) that hel ps the new pool elenent construct any state
needed to continue an in-process session

Suppose in a particul ar peer-to-peer application, PUA s

communi cating with PE B, and it so happens that PU Ais also a PE
in pool X. PUA can pass a "business card" to PE B identifying it
as a menber of pool X. In the event of a failure at A or a
failure in the comrunication |ink between A and B, PE B can use
the information in the business card to contact an equival ent PE
to PU A from pool X

Additionally, if the application at PU A is aware of sone
particul ar PEs of pool X that would be preferred for B to contact
in the event that A becones unreachable fromB, PU A can provide
that list to the ASAP layer, and it will be included in A's

busi ness card (see Section 2.5.2).

5. Reference |nplenentation

A reference inplementation of RSerPool is avail able at [RSerPool Page]
and described in [Dre2006].

6. Security Considerations
Thi s docunent does not identify security requirenents beyond those
al ready docunented in the ENRP and ASAP protocol specifications. A
security threat analysis of RSerPool is provided i n THREATS
[ RFC5355] .

7. 1 ANA Consi derations
Thi s docunent does not require additional |ANA actions beyond those
already identified in the ENRP [ RFC5353] and ASAP [ RFC5352] protoco
speci fications.
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