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Status of This Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

| ESG Not e

The 1 ESG thinks that this work is related to | ETF work done in the
Operations and Management Area related to SNMP, but this does not
prevent publishing. This RFC is not a candidate for any |evel of
Internet Standard. The I ETF disclains any know edge of the fitness
of this RFC for any purpose and notes that the decision to publish is
not based on | ETF review apart fromthe | ETF Last Call on the

all ocation of a URI by I ANA and the IESG review for conflict with

| ETF work. The RFC Editor has chosen to publish this document at its
discretion. See RFC 3932 for nore information.

Abst ract

The Sinple Network Managenent Protocol (SNWP) is widely deployed to
moni tor, control, and (sonetinmes al so) configure network el ements.
Even t hough the SNWP technol ogy is well docunented, it remains
relatively unclear how SNVMP is used in practice and what typical SNWP
usage patterns are.

Thi s docunent describes an approach to carrying out |arge-scale SNW
traffic neasurenments in order to develop a better understandi ng of
how SNMP is used in real-world production networks. |t describes the
nmotivation, the neasurenent approach, and the tools and data formats
needed to carry out such a study.

Thi s docunent was produced within the | RTF s Network Managenent

Research Group (NVRG, and it represents the consensus of all of the
active contributors to this group.
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1.

I nt roducti on

The Sinple Network Managenent Protocol (SNWP) was introduced in the

| ate 1980s [ RFC1052] and has since then evolved to what is known
today as the SNWP version 3 Framework (SNWPv3) [RFC3410]. Wile SNWP
is widely deployed, it is not clear what protocol versions are being
used, which protocol features are being used, how SNWP usage differs
in different types of networks or organi zations, which information is
frequently queried, and what typical SNWP interaction patterns occur
in real-world production networks.

There have been several publications in the recent past dealing with
the performance of SNWMP in general [SMI9][ Ml 02][Pat01], the inpact
of SNMPv3 security [DSRO1][CT04], or the relative performance of SNW
compared to Web Services [ PDMQO4] [ PFG04]. Wiile these papers are
general ly useful to better understand the inpact of various design
deci sions and technol ogi es, sone of these papers |lack a strong
foundati on because authors typically assunme certain SNMP interaction
patterns wi thout having experinental evidence that the assunptions
are correct. In fact, there are many specul ati ons on how SNWP i s
being used in real-world production networks, and perfornmance
conparisons are based on limted test cases, but no systemmtic
nmeasur enent s have been perforned and published so far

Many authors use the ifTable of the IF-M B [ RFC2863] or the
tcpConnTabl e of the TCP-M B [ RFC4022] as a starting point for their
anal ysis and comparison. Despite the fact that there is no evidence
that operations on these tables domnate SNWP traffic, it is even
nmore uncl ear how these tables are read and which optinizations are
done (or not done) by real-world applications. It is also unclear
what the actual traffic trade-off between periodic polling and nore
aperiodic bulk data retrieval is. Furthernore, we do not generally
under stand how nuch traffic is devoted to standardi zed M B objects
and how rmuch traffic deals with proprietary M B objects and whet her
the operation m x between these object classes differs between

di fferent operational environnments (e.g., backbone networks, access
net works, enterprise networks).

Thi s docunent recommends an approach to collecting, codifying, and
handling SNWMP traffic traces in order to find answers to sone of
these questions. It describes the tools that have been devel oped to
al | ow network operators to collect traffic traces and to share them
with research groups interested in analyzing and nodel i ng network
managemnent interactions.

While the SNMP trace collection and analysis effort was initiated by
the research comunity, network operators can benefit fromthe SNW
nmeasurenents too. Several new tools are being devel oped as part of
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this effort that can be used to capture and analyze the traffic
gener ated by managenent stations. This resulting information can
then be used to inprove the efficiency and scalability of managenent
systens.

The measurement approach described in this document is by design
limted to the study of SNMP traffic. Studies of other nanagenent
protocol s or the inpact of managenent protocols such as SNWP on ot her
traffic sharing the same network resources is left to future efforts

This is an Informational docunment, produced within the | RTF s Network
Managenent Research Group (NVMRG, and it represents the consensus of
all of the active contributors to this group

2. Measurenent Approach

This section outlines the process of doing SNWP traffic neasurenents
and anal ysis. The process consists of the followi ng five basic
st eps:

1. Capture raw SNVP traffic traces in pcap packet capture files [1].

2. Convert the raw traffic traces into a structured nmachine and
human-readabl e fornmat. A suitable XM. schema has been devel oped
for this purpose that captures all SNWP nessage details. Another
nmor e conpact conme-separated val ues (CSV) format has been
devel oped that only keeps key information about SNVP nessages.

3. Filter the converted traffic traces to hide or anonym ze
sensitive information. While the filtering is conceptually a
separate step, filtering may actually be inplenented as part of
the previous data conversion step for efficiency reasons.

4. Submt the filtered traffic traces to a repository from which
they can be retrieved and anal yzed. Such a repository may be
public, under the control of a research group, or under the
control of a network operator who commits to run analysis scripts
on the repository on behalf of researchers.

5. Analyze the traces by creating and executing analysis scripts
that extract and aggregate infornation.

Several of the steps listed above require the involverent of network
operators supporting the SNVP neasurement projects. |In nmany cases,
the filtered XML and CSV representation of the SNWP traces will be
the interface between the researchers witing analysis scripts and
the operators involved in the nmeasurenent activity. It is therefore
important to have a well-defined specification of these interfaces.
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This section provides sonme advice and concrete hints on how the steps
listed above can be carried out efficiently. Some special tools have
been devel oped to assist network operators and researchers so that
the tinme spent on supporting SNWP traffic neasurenent projects is
limted. The follow ng sections describe the five steps and sone
tools in nore detail.

2.1. Capturing Traffic Traces

Capturing SNWP traffic traces can be done using packet sniffers such
as tcpdump [2], wireshark [3], or simlar applications. Sone care
must be taken to specify pcap filter expressions that natch the SNWP
transport endpoints used to carry SNWP traffic (typically ’"udp and
(port 161 or port 162)'). Furthermore, it is necessary to ensure
that full packets are captured, that is packets are not truncated
(tcpdunmp option -s 0). Finally, it is necessary to carefully select
the placenment of the capturing probe within the network. Especially
on bridged LANs, it is inportant to ensure that all managenent
traffic is captured and that the probe has access to all virtual LANs
carrying managenment traffic. This usually requires placing the
probe(s) close to the managenent systen{(s) and configuring dedicated
moni toring ports on bridged networks. Sone bridges have restrictions
concerning their nonitoring capabilities, and this should be

i nvestigated and docunment ed where necessary.

It is recomrended to capture at least a full week of data to capture
diurnal patterns and one cycle of weekly behavior. Operators are
strongly encouraged to capture traces over even |onger periods of
time. Tools such as tcpdunp and tcpslice [2] or nergecap and
editcap [3] can be used to split or nmerge pcap trace files as needed.

Several operating systens can offload some of the TCP/IP processing
such as the cal culation of transport |ayer checksumto network
interface cards. Traces that include traffic to/froma capturing
interface that supports TCP/IP of fl oading can include incorrect
transport |ayer checksums. The sinplest solution is of course to
turn checksum of fl oading off while capturing traces (if that is
feasible without | osing too many packets). The other solution is to
correct or ignore checksuns during the subsequent conversion of the
raw pcap files.

It is inportant to note that the raw pcap files should ideally be
kept in permanent storage (e.g., conpressed and encrypted on a CD ROM
or DVD). To verify measurenents, it mght be necessary to go back to
the original pcap files if, for exanple, bugs in the tools described
bel ow have been detected and fi xed.
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For each captured trace, sonme nmeta data shoul d be recorded and made
avail able. The meta data should include information such as where
the trace was collected (nanme of the network and name of the

organi zati on owni ng the network, description of the neasurenment point
in the network topol ogy where the trace was collected), when it was
coll ected, contact information, the size of the trace, any known
speci al events, equiprment failures, or major infrastructure changes
during the data collection period and so on. It is also extrenely
useful to provide a unique identification. There are special online
services such as DatCat [4] where neta data can be stored and which
provi de uni que identifiers.

2.2. Converting Traffic Traces

Raw traces in pcap format nust be converted into a format that is
human readabl e whil e al so remai ni ng machi ne readabl e for efficient
post - processing. Hunan readability nakes it easy for an operator to
verify that no sensitive data is left in a trace while nmachine
readability is needed to efficiently extract rel evant infornation.

The natural choice here is to use an XML format since XM is human as
wel | as machi ne readabl e and there are many tools and hi gh-Ieve
scripting | anguage application programrng interfaces (APIs) that can
be used to process XM. docunents and to extract neani ngful
informati on. However, XM. is also pretty verbose, which increases
processing overhead. |In particular, the usage of XM. stream ng APl s
is strongly suggested since APIs that require an in-nenory
representation of XML docunments do not handle |arge traces well

Section 4.1 of this docunment defines a RELAX NG schema [ OASI SRNG for
representing SNWP traffic traces in XM.. The scherma captures al

rel evant details of an SNVMP nessage in the XML format. Note that the
XML format retains sone information about the original ASN 1/BER
encodi ng to support nessage size anal ysis.

A lightweight alternative to the full-blown XM representation based
on coma- separated values (CSV) is defined in Section 4.2. The CSV
format only captures selected parts of SNMP nmessages and is thus nore
compact and faster to process.

As explained in the previous sections, analysis prograns that process
raw pcap files should have an option to ignore incorrect checksumns
caused by TCP/IP offloading. In addition, analysis prograns that
process raw pcap files should be able to performI|P reassenbly for
SNVP nmessages that were fragnented at the IP | ayer
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The snnpdunp [5] package has been devel oped to convert raw pcap files
into XML and CSV format. The snnpdunp programreads pcap, XM, or
CSV files as input and produces XML files or CSV files as output.

Specific elenents can be filtered as required to protect sensitive
dat a.

2.3. Filtering Traffic Traces

Filtering sensitive data (e.g., access control lists or community
strings) can be achieved by mani pul ating the XM. representation of an
SNWP trace. Standard XSLT processors (e.g., xsltproc [6]) can be
used for this purpose. People fanmiliar with the scripting | anguage
Perl m ght be interested in choosing a suitable Perl mpodule to
mani pul ate XML docunents [7].

The snnpdunp program for exanple, can filter out sensitive
information, e.g., by deleting or clearing all XM el ements whose
nane matches a regul ar expression. Data type specific anonym zation
transformations that maintain | exicographic ordering for val ues that
appear in instance identifiers [HSO6] can be applied. Note that
anonym zation transformations are often bound to an initialization
key and depend on the data bei ng anonym zed in an anonyni zation run
As a consequence, users nust be careful when they nerge data from

i ndependently anonym zed traces. Mre information about network
traffic trace anonyni zation techni ques can be found in [ XFAO2],

[ FXAMD4], [ PAPLO6], and [ RW7].

2.4. Storing Traffic Traces

The raw pcap traces as well as the XML / CSV formatted traces should
be stored in a stable archive or repository. Such an archive or
repository mght be maintained by research groups (e.g., the NVRG,
network operators, or both. It is of key inportance that captured
traces are not lost or nodified as they nay formthe basis of future
research projects and may al so be needed to verify published research
results. Access to the archive might be restricted to those who have
si gned sone sort of a non-disclosure agreenent.

Wil e this docunent reconmmends that raw traces shoul d be kept, it
must be noted that there are situations where this nmay not be
feasible. The reconmendation to keep raw traces nmay be ignored, for
exanple, to conply with data-protection |laws or to protect a network
operator frombeing forced to provide the data to other

organi zati ons.
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Lossl ess conpression al gorithns enbodi ed in progranms such as gzip or
bzi p2 can be used to conpress even large trace files down to a size
where they can be burned on DVDs for cheap | ong-term storage.

It must be stressed again that it is inportant to keep the origina
pcap traces in addition to the XM./CSV formatted traces since the
pcap traces are the nost authentic source of information.

I mprovenments in the tool chain may require going back to the origina
pcap traces and rebuilding all internediate formats fromthem

2.5. Analyzing Traffic Traces

Scripts that analyze traffic traces nust be verified for correctness.
Ideally, all scripts used to analyze traffic traces will be
publically accessible so that third parties can verify them
Furthernore, sharing scripts will enable other parties to repeat an
anal ysis on other traffic traces and to extend such anal ysis scripts.
It mght be useful to establish a common, versioning repository for
anal ysis scripts.

Due to the availability of XML parsers and the sinplicity of the CSV
format, trace files can be processed with tools witten in al nost any
programm ng | anguage. However, in order to facilitate a common
vocabulary and to allow operators to easily read scripts they execute
on trace files, it is suggested that analysis scripts be witten in
scripting | anguages such as Perl using suitable Perl nodules to
mani pul ate XML docunents <http://perl-xm . sourceforge. net/faq/>

Using a scripting | anguage such as Perl instead of system progranm ng
| anguages such as C or C++ has the advantage of reduci ng devel opnent
time and maki ng scripts nore accessible to operators who may want to
verify scripts before running themon trace files that nmay contain
sensitive data.

The snnpdunp tool provides an APl to process SNVP nessages in C/ C++.
Wil e the coding of trace analysis programs in C C++ should in
general be avoided for code readability, verifiability, and
portability reasons, using C/ C++ mght be the only option in dealing
with very large traces efficiently.

Any results produced by analyzing a trace nust be interpreted in the
context of the trace. The nature of the network, the attachment
point used to collect the trace, the nature of the applications
generating SNW traffic, or the events that happened while the trace
was collected clearly influence the result. It is therefore
important to be careful when draw ng general concl usions based on a
potentially (too) Iimted data set.
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3.

3.

3.

Anal ysis of Traffic Traces
Thi s section discusses several questions that can be answered by
anal yzing SNWP traffic traces. The questions raised in the follow ng
subsections are neant to be illustrative and no attenpt has been nade
to provide a conplete |ist.
1. Basic Statistics
Basi c statistics cover things such as:
0 protocol version used,
0 protocol operations used,
0 nessage size distribution,
o error nessage type frequency, or
0 usage of authentication and encryption mechani sms.
The Ohject Identifier (OD) nanes of the objects mani pul ated can be
categorized into QD subtrees, for exanple, to identify
"standardi zed', 'proprietary’, and 'experinmental’ objects.
2. Periodic versus Aperiodic Traffic
SNWP is used to periodically poll devices as well as to retrieve

informati on at the request of an operator or application. The
periodic polling leads to periodic traffic patterns while on-dermand

information retrieval causes nore aperiodic traffic patterns. It is
wort hwhil e to understand what the relationship is between the anount
of periodic and aperiodic traffic. It will be interesting to

under stand whether there are nultiple levels of periodicity at
different time scal es.

Peri odi ¢ polling behavior nay be dependent on the application and
polling engine it uses. For exanple, some managenent platfornms allow
applications to specify how |l ong polled values may be kept in a cache
before they are polled again. Such optim zations need to be

consi dered when anal yzing traces for periodic and aperiodic traffic.

3.3. Message Size and Latency Distributions

SNVP nmessages are size constrained by the transport mappi ngs used and
the buffers provided by the SNMP engines. For the further evolution
of the SNWP framework, it would be useful to know what the actua
message size distributions are. It would be useful to understand the
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| atency distributions, especially the distribution of the processing
times by SNMP command responders. Sone SNWP i nmpl enent ati ons
appr oxi mat e networ ki ng del ays by neasuring request-response tines,
and it would be useful to understand to what extent this is a viable
appr oach.

Some SNMP i npl enentations update their counters fromthe underlying
instrumentation follow ng adaptive algorithnms, not necessarily
periodically, and not necessarily on-demand. The granularity of
internal counter updates may inpact |atency nmeasurenents and shoul d
be taken into account.

3.4. Concurrency Levels

SNWP al | ows nmanagenent stations to retrieve information frommultiple
agents concurrently. It will be interesting to identify what the
typical concurrency level is that can be observed on production

net wor ks or whet her nanagenent applications prefer nore sequentia
ways of retrieving data.

Furthernore, it will be interesting to anal yze how many redundant
requests comng fromapplications are processed al nost sinultaneously
by a device. The concurrency |evel and the anount of redundant
requests has inplications on caching strategies enployed by SNWP
agents.

3.5. Table Retrieval Approaches

Tabl es can be read in several different ways. The sinplest and nost
inefficient approach is to retrieve tabl es object-by-object in

col umm-by-col um order. Myre advanced approaches try to read tables
row by-row or even multiple-rows-by-nultiple-rows. The retrieval of
i ndex el enents can be suppressed in nost cases or only a subset of
colums of a table are retrieved. It will be useful to know which of
t hese approaches are used on production networks since this has a
direct inplication on agent inplenentation techniques and cachi ng
strat egi es.

3.6. Trap-Directed Polling - Myths or Reality?

SNVP is built around a concept called trap-directed polling.
Managenent applications are responsible to periodically poll SNW
agents to determine their status. |In addition, SNWP agents can send
traps to notify SNWMP managers about events so that SNMP managers can
adapt their polling strategy and basically react faster than nornal
pol ling would all ow.
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Anal ysis of SNWP traffic traces can identify whether trap-directed

polling is actually deployed. 1In particular, the question that
shoul d be addressed is whether SNMP notifications |ead to changes in
the short-termpolling behavior of managenent stations. In

particular, it should be investigated to what extent SNMP rmanagers
use automated procedures to track down the neaning of the event
conveyed by an SNWMP notification

3.7. Popular MB Definitions

An anal ysis of object identifier prefixes can identify the nost
popul ar M B nodul es and the npbst inportant object types or
notification types defined by these nmodules. Such information would
be very valuable for the further naintenance and devel opnent of these
and rel ated M B nodul es.

3.8. Usage of (bsolete bjects

Several objects fromthe early days have been obsol eted because they
cannot properly represent today' s networks. A typical exanple is the
i pRout eTabl e that was obsol eted because it was not able to represent
cl assless routing, introduced and depl oyed on the Internet in 1993.

Sone of these obsolete objects are still nentioned in popul ar
publications as well as research papers. It will be interesting to
find out whether they are also still used by managenment applications

or whet her managenent applications have been updated to use the
repl acenent obj ects.

Dependi ng on the data recorded in a trace, it mght be possible to
determne the age of devices by |ooking at the values of objects such
as sysObjectl D and sysDecr [ RFC3418]. The age of a device can then
be taken into consideration when anal yzi ng the use of obsolete and
deprecat ed obj ects.

3.9. Encoding Length Distributions

It will be useful to understand the encoding | ength distributions for
various data types. Assunptions about encoding | ength distributions
are sonetimes used to estinmate SNVP nmessage sizes in order to neet
transport and buffer size constraints.

3.10. Counters and Discontinuities

Counters can experience discontinuities [RFC2578]. A widely used

di scontinuity indicator is the sysUpTine scalar of the SNVMPv2-M B

[ RFC3418], which can be reset through a warmstart to indicate
counter discontinuities. Some M B nodul es introduce nore specific
discontinuity indicators, e.g., the ifCounterDi scontinuityTime of the
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3.

3.

4.

4.

IF-M B [RFC2863]. It will be interesting to study to what extent
these objects are actually used by managenent applications to handl e
di scontinuity events.

11. Spin Locks

Cooperati ng command generators can use advisory |locks to coordinate
their usage of SNMP wite operations. The snnpSet Serial No scal ar of
the SNWPv2-M B [ RFC3418] is the default coarse-grain coordination
object. It will be interesting to find out whether there are conmand
generators that coordi nate thensel ves using these spin | ocks.

12. Row Creation

Row creation is an operation not natively supported by the protoco
operations. |Instead, conceptual tables supporting row creation
typically provide a control colunmm that uses the RowStatus textua
convention defined in the SNMPv2-TC [ RFC2579] nodul e. The RowSt at us
itself supports different row creation nodes, namely createAndWait
(dribbl e-node) and creat eAndGo (one-shot node). Different approaches
can be used to derive the instance identifier if it does not have
special semantics associated with it. It will be useful to study

whi ch of the various row creati on approaches are actually used by
managenent applications on producti on networks.

Trace Exchange Formats

1. XM Representation

The XML format has been designed to keep all information associated
with SNMP nmessages. The format is specified in RELAX NG conpact
notation [OASISRNC]. Freely available tools such as trang [8] can be

used to convert RELAX NG conpact syntax to other XM schema
not at i ons.

The XML format can represent SNWPv1l, SNWPv2c, and SNMPv3 nessages.

In case a new version of SNMP is introduced in the future or existing
SNWVP versions are extended in ways that require changes to the XM
format, a new XML format with a different namespace needs to be
defined (e.g., by increnenting the version nunber included in the
nanespace URl).

# Rel ax NG grammar for the XML SNMP trace fornmat.

#

# Publ i shed as part of RFC 5345
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default namespace = "urn:ietf:paranms: xn:ns:snnp-trace-1.0"

start =
el ement snnptrace {
packet . el ent

}

packet. el em =
el ement packet {

el ement tinme-sec { xsd:unsignedint },
el enment tinme-usec { xsd:unsignedint },
el ement src-ip { ipaddress.type },
el ement src-port { xsd:unsignedint },
el ement dst-ip { ipaddress.type },
el ement dst-port { xsd:unsignedint },

snnp. el em

}

snnp. el em =
el ement snmp {
I ength.attrs?,
message. el em

}

message. el em =
el ement version { length.attrs, xsd:int },
el ement community { length.attrs, xsd:hexBinary },
pdu. el em

nmessage. el em | =
el ement version { length.attrs, xsd:int },
el ement message {
I ength.attrs,

el enent nsg-id { length.attrs, xsd:unsignedlint },
el enent max-size { length.attrs, xsd:unsignedlnt },
el ement flags { length.attrs, xsd:hexBinary },
el ement security-nodel { length.attrs, xsd:unsignedint }
} i)
usm el en?,

el ement scoped- pdu {
| ength.attrs,
el ement context-engine-id { length.attrs, xsd:hexBinary },
el ement cont ext - nane { length.attrs, xsd:string },
pdu. el em

}

usmelem =
el ement usm {
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| ength.attrs,
el ement aut h-engi ne-id { length.attrs, xsd:hexBinary },
el ement aut h-engi ne-boots { length.attrs, xsd:unsignedint },
el ement auth-engine-tine { length.attrs, xsd:unsignedlint },
el ement user { length.attrs, xsd:hexBinary },
el ement aut h- parans { length.attrs, xsd:hexBinary },

{

el ement priv-parans I ength.attrs, xsd:hexBinary }

pdu. el em =

el ement trap {
| ength.attrs,
el ement enterprise { length.attrs, oid.type },
el ement agent - addr { length.attrs, ipv4address.type },
el ement generic-trap { length.attrs, xsd:int },
el ement specific-trap { length.attrs, xsd:int },
el enment tine-stanp { length.attrs, xsd:int },
el ement variable-bindings { length.attrs, varbind.elenr }

}
pdu.elem | =
el ement (get-request | get-next-request | get-bul k-request |
set-request | informrequest | snnmpV2-trap
response | report) {
| ength.attrs,
el ement request-id { length.attrs, xsd:int },
el ement error-status { length.attrs, xsd:int },
el ement error-index { length.attrs, xsd:int },
el ement variable-bindings { length.attrs, varbind.elent }

}

var bi nd. el em =
el ement varbind { length.attrs, nane.elem value.elem}

nane. el em =
el ement name { length.attrs, oid.type }

val ue. el em =
el emrent nul
el enent integer32
el ement unsi gned32
el ement count er 32
el ement counter64
el ement tineticks
el ement i paddress
el enent octet-string
el ement object-identifier
el ement opaque

length.attrs, enpty } |
length.attrs, xsd:int } |

I ength.attrs, xsd:unsignedint } |
I ength.attrs, xsd:unsignedint } |
I ength.attrs, xsd:unsignedLong } |
I ength.attrs, xsd:unsignedint } |
Il ength.attrs, ipv4address.type } |
I ength.attrs, xsd:hexBinary } |

|l ength.attrs, oid.type } |

I ength.attrs, xsd:hexBinary } |

latn Yot Yt Vet X Vo W W Mo Wet )
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el ement no- such- obj ect { length.attrs, enmpty } |
el ement no-such-instance { length.attrs, enpty } |
el ement end-of-mb-view { length.attrs, enpty }

# The blen attribute indicates the nunber of octets used by the BER
# encoded tag / length / value triple. The vlien attribute indicates
# the nunber of octets used by the BER encoded val ue al one.

length.attrs =
( attribute blen { xsd:unsignedShort },
attribute vlien { xsd:unsignedShort } )?

oid.type =
xsd:string {
pattern =
“(([0-1] (V. [1-3]?[0-9])) [ (2. (O ([1-9]\d*))))" ~
} "(\.(0] ([2-9]\Vd*))) {0, 126}"

# The types below are for I P addresses. Note that SNMP' s buildin
# | pAddress type only supports | Pv4 addresses; |Pv6 addresses are only
# introduced to cover SNWP over |Pv6 endpoints.

i pvdaddress. type =
xsd: string {
pattern =
“((0] (1[0-9]{0, 2})" ~
"] (2(([0-4][0-9]?)|(5[0-5]?)[([6-9]1?)))I([3-9][0-9]?))\.){3}" ~
"(0] (1[0-9]{0,2})" ~
"1 (2(([0-4][0-91?)|(5[0-5]?)[([6-9]?)))|([3-9][0-9]7?))"

i pv6address. type =
xsd: string {
pattern =
"(([0-9a-fA-F]+:){7}[0-9a-fA-F]l+)|" ~
"(([0-9a-fA-F]+:)*[0-9a-fA-F]+)?:: (([0-9a-fA-F] +:)*[0-9a-fA-F] +) ?"
}

i paddress. type = ipv4address.type | ipv6address.type

The foll owi ng exanpl e shows an SNWMP trace file in XM fornat

contai ning an SNWMPv1l get-next-request nessage for the QD
1.3.6.1.2.1.1.3 (sysUpTinme) and the response message returned by the
agent .
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<snnptrace xm ns="urn:ietf:parans: xm:ns:snnp-trace-1.0">
<packet >
<time-sec>1147212206</ti me-sec>
<ti me-usec>739609</ti me-usec>
<src-ip>192.0. 2. 1</src-ip>
<src-port>60371</src-port>
<dst-ip>192.0. 2. 2</dst-i p>
<dst - port >12345</ dst - port >
<snnmp bl en="42" vl en="40">
<version blen="3" vlen="1">1</version>
<community bl en="8" vl en="6">7075626c6963</ comuni ty>
<get - next -request bl en="29" vlen="27">
<request-id blen="6" vlen="4">1804289383</request-id>
<error-status blen="3" vlen="1">0</error-status>
<error-index blen="3" vlen="1">0</error-index>
<vari abl e- bi ndi ngs bl en="15" vl en="13">
<varbind bl en="13" vl en="11">
<nanme bl en="9" vlen="7">1.3.6.1.2.1.1. 3</nane>
<null blen="2" vlen="0"/>
</ var bi nd>
</ vari abl e- bi ndi ngs>
</ get - next - r equest >
</ snnp>
</ packet >
<packet >
<tinme-sec>1147212206</ti nme-sec>
<time-usec>762891</ti me-usec>
<src-ip>192.0. 2. 2</src-ip>
<src-port>12345</src-port>
<dst-ip>192.0. 2. 1</ dst-i p>
<dst - port >60371</ dst-port >
<snnmp bl en="47" vl en="45">
<version blen="3" vlen="1">1</versi on>
<community bl en="8" vl en="6">7075626c6963</ conmuni ty>
<response bl en="34" vlen="32">
<request-id blen="6" vlen="4">1804289383</request-id>
<error-status blen="3" vlen="1">0</error-status>
<error-index blen="3" vlen="1">0</error-index>
<vari abl e- bi ndi ngs bl en="20" vl en="18">
<varbi nd bl en="18" vl en="16">
<nane bl en="10" vlen="8">1.3.6.1.2.1.1.3.0</nane>
<unsi gned32 bl en="6" vl en="4">26842224</ unsi gned32>
</ var bi nd>
</ vari abl e- bi ndi ngs>
</ response>
</ snnp>
</ packet >
</ snnptrace>
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4.2. CSV Representation

The comma-separated val ues (CSV) format has been designed to capture
only the nost relevant information about an SNMP nessage. In
situations where all information about an SNVP nessage nust be
captured, the XM. format defined above nust be used. The CSV format
uses the followi ng fields:

1. Timestanmp in the format seconds. m croseconds since 1970, for
exanpl e, "1137764769. 425484"

2. Source | P address in dotted quad notation (IPv4), for exanple,
"192.0.2.1", or conpact hexadecimal notation (I1Pv6), for
exanpl e, "2001:DB8::1".

3. Source port nunber represented as a decimal nunber, for exanple,
"4242" .

4. Destination | P address in dotted quad notation (1Pv4), for
exanple, "192.0.2.1", or conpact hexadeci mal notation (IPv6),
for exanple, "2001:DBS8::1".

5. Destination port nunber represented as a deci mal nunber, for
exanple, "161".

6. Si ze of the SNWP nessage (a decimal nunber) counted in octets,
for exanple, "123". The size excludes all transport, network,
and |ink-layer headers.

7. SNVP nmessage version represented as a deci mal nunmber. The
version 0 stands for SNMPv1l, 1 for SNWMPv2c, and 3 for SNWPv3,
for exanple, "3".

8. SNWVP protocol operation indicated by one of the keywords get-
request, get-next-request, get-bul k-request, set-request, trap,
snmpV2-trap, informrequest, response, report.

9. SNWP request-id in decimal notation, for example, "1511411010"

10. SNWP error-status in deciml notation, for exanple, "0"

11. SNWP error-index in decinal notation, for exanple, "O"

12. Nunber of variabl e-bindings contained in the varbind-list in
deci mal notation, for exanple, "5".

13. For each varbind in the varbind list, three output elenents are
gener at ed:
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1. Object name given as object identifier in dotted decim
notation, for exanple, "1.3.6.1.2.1.1.3.0".

2. (Object base type nane or exception nane, that is one of the
followi ng: null, integer32, unsigned32, counter32,
counter64, tinmeticks, ipaddress, octet-string, object-

i dentifier, opaque, no-such-object, no-such-instance, and
end- of - m b-vi ew.

3. Ohject value is printed as a nunber if the underlying base
type is numeric. An IPv4 addresses is rendered in the
dotted quad notation and an | Pv6 address is rendered in the
usual hexadeci mal notation. An octet string value is
printed in hexadecimal format while an object identifier
value is printed in dotted decimal notation. |In case of an
exception, the object value is enpty.

Note that the format does not preserve the information needed to
understand SNMPv1 traps. It is therefore reconmended that

i mpl ement ati ons be able to convert the SNMPvl trap format into the
trap format used by SNMPv2c and SNMPv3, according to the rules
defined in [ RFC3584]. The activation of trap format conversion
shoul d be the user’s choi ce.

The foll owi ng exanpl e shows an SNWP trace file in CSV fornat

contai ning an SNWMPv1l get-next-request nessage for the QD
1.3.6.1.2.1.1.3 (sysUpTinme) and the response message returned by the
agent. (Note that the exanpl e uses backslash |ine continuation narks
in order to fit the exanple into the RFC format. Backslash |ine
continuations are not part of the CSV format.)

1147212206. 739609, 192. 0. 2. 1, 60371, 192
get - next -request, 1804289383, 0,0, 1,1
1147212206. 762891, 192. 0. 2. 2, 12345, 192
response, 1804289383,0,0,1,1.3.6. 1. 2.

2,12345,42,1,\
1.2.1.1.3,null,
1,60371, 47, 1,\
3.0, tineticks, 26842224

3

0. 2.
3. 6.
0. 2.
1.1.3.

5. Security Considerations

SNWP traffic traces usually contain sensitive information. It is
therefore necessary to (a) renopve unwanted i nformation and (b) to
anonymi ze the remmi ning necessary information before traces are nade
avai l abl e for analysis. It is recommended to encrypt traces when
they are archived.

I mpl enent ati ons that generate CSV or XM traces fromraw pcap files
shoul d have an option to suppress or anonym ze val ues. Note that
instance identifiers of tables also include values, and it m ght
therefore be necessary to suppress or anonymi ze (parts of) the
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instance identifiers. Simlarly, the packet and nessage headers
typically contain sensitive information about the source and
destination of SNMP nmessages as well as authentication information
(comunity strings or user nanes).

Anonymi zation techniques can be applied to keep information in traces
that coul d otherwi se reveal sensitive information. Wen using
anonym zation, values should only be kept when the underlying data
type is known and an appropriate anonym zation transformation is
available (filter-in principle). For values appearing in instance
identifiers, it is usually desirable to maintain the |exicographic
order. Special anonym zation transfornations that preserve this
property have been devel oped, although their anonymi zation strength
is usually reduced conpared to transformations that do not preserve

| exi cographi c ordering [HS06].

The neta data associated with traces and in particular information
about the organi zation owning a network and the description of the
measur enent point in the network topol ogy where a trace was coll ected
may be m sused to deci de/ pi npoi nt where and how to attack a networKk.
Meta data therefore needs to be properly protected.

6. | ANA Consi derations

Per this docunent, |ANA has registered a URI for the SNMP XM trace
format namespace in the |ETF XM registry [ RFC3688]. Follow ng the
format in RFC 3688, the followi ng registration has been made:

URI: "urn:ietf:paranms:xm:ns:snnp-trace-1.0"
Regi strant Contact: The NVRG of the | RTF.
XM.: NNA, the URI is an XM. nanespace
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