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Si npl e Net work Management Protocol (SNWMP) Context Engi nel D Di scovery
Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Sinpl e Network Managenent Protocol (SNWP) version three ( SNVPv3)
requires that an application know the identifier (snnpEnginelD) of
the renote SNMP protocol engine in order to retrieve or manipul ate
obj ects nmaintained on the renote SNWP entity.

Thi s docunent introduces a well-known | ocal Engi nel D and a di scovery
mechani smthat can be used to | earn the snnpEngi nel D of a renmpte SNWP
protocol engine. The proposed nmechani smis independent of the
features provided by SNWP security nodels and nmay al so be used by
other protocol interfaces providing access to nmanaged objects.

Thi s docunent updates RFC 3411.
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1. Introduction

To retrieve or mani pul ate managenent information using the third
versi on of the Sinple Network Managenent Protocol (SNWPv3) [RFC3410],
it is necessary to know the identifier of the rembte SNMP protoco
engi ne, the so-called snnpEngi nel D [ RFC3411]. While an appropriate
snnpEngi nel D can in principle be configured on each managenent
application for each SNMP agent, it is often desirable to discover
the snnpEngi nel D automatical ly.

Thi s docunent introduces a discovery nechanismthat can be used to

| earn the snnpEngi nel D of a renote SNMP protocol engine. The
proposed nmechanismis independent of the features provided by SNW
security nodels. The nechani sm has been designed to coexist with

di scovery mechani sns that may exist in SNMP security nodels, such as
the authoritative engine identifier discovery of the User-based
Security Mddel (USM of SNWP [ RFC3414].

Thi s docunent updates RFC 3411 [RFC3411] by clarifying the | ANA rul es
for the mai ntenance of the SnnpEnginel D format registry.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background

Wthin an administrative domain, an SNMP engi ne i s uniquely

i dentified by an snnpEngi nel D val ue [ RFC3411]. An SNWP entity, which
consi sts of an SNVP engi ne and several SNMP applications, nay provide
access to multiple contexts.

An SNWVP context is a collection of managenent information accessible
by an SNMP entity. An item of managenent information nmay exist in
nore than one context and an SNVP entity potentially has access to
many contexts [RFC3411]. A context is identified by the snnpEngi nel D
val ue of the entity hosting the nmanagenment information (also called a
cont ext Engi nel D) and a context nanme that identifies the specific
context (also called a contextNane).

To identify an individual item of managenent information within an
adm ni strative domain, a four tuple is used consisting of

1. a contextEnginel D,

2. a cont ext Nane,
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3. an object type, and
4. its instance identification.

The last two el enments are encoded in an object identifier (O D)
value. The contextNane is a character string (follow ng the
SnnpAdmi nString textual convention of the SNMP- FRAVEWORK- M B

[ RFC3411]) while the contextEnginelD is an octet string constructed
according to the rules defined as part of the SnnpEnginel D t extua
convention of the SNMP- FRAVEWORK-M B [ RFC3411] .

The SNMP protocol operations and the protocol data units (PDUs)
operate on O Ds and thus deal with object types and instances

[ RFC3416]. The SNWP architecture [ RFC3411] introduces the concept of
a scopedPDU as a data structure containing a contextEnginelD, a
context Nane, and a PDU. The SNWP version 3 (SNWv3) nessage format
uses ScopedPDUs to exchange nanagenent information [ RFC3412].

Wthin the SNWP franmework, contextEnginelDs serve as end-to-end
identifiers. This becones inportant in situations where SNVP proxies
are deployed to translate between protocol versions or to cross

m ddl eboxes such as network address translators. [In addition,
snnpEngi nel Ds separate the identification of an SNWP engine fromthe
transport addresses used to communicate with an SNVMP engine. This
property can be used to correl ate managenent information easily, even
in situations where nultiple different transports were used to
retrieve the informati on or where transport addresses can change
dynanmi cal | y.

To retrieve data froman SNWPv3 agent, it is necessary to know the
appropri ate context Engi nelD. The User-based Security Mdel (USM of
SNWPv3 provi des a nmechanismto di scover the snnpEngi nel D of the
renote SNVP engine, since this is needed for security processing
reasons. The discovered snnpEngi nel D can subsequently be used as a
context Engi nel D in a ScopedPDU to access managenent information |oca
to the rembte SNWP engine. Oher security nodels, such as the
Transport Security Mdel (TSM [TSM, |ack such a procedure and may
use the di scovery nmechani smdefined in this neno.

3. Procedure

The proposed di scovery mechani smconsists of two parts, nanely (i)
the definition of a special well-known snnpEngi nel D val ue, called the
| ocal Engi nel D, which always refers to a local default context, and
(ii) the definition of a procedure to acquire the snmpEngi nel D scal ar
of the SNWP- FRAMEWORK- M B [ RFC3411] using the special well-known

| ocal | ocal Engi nel D val ue.
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3.1. Local EnginelD

An SNVP command responder inplenenting this specification MJST

regi ster their pduTypes using the | ocal Engi nel D snnpEngi nel D val ue
(defined below) by invoking the registerContextEnginel () Abstract
Service Interface (ASlI) defined in RFC 3412 [ RFC3412]. This
registration is done in addition to the normal registration under the
SNVP engi ne’ s snnpEnginel D. This is consistent with the SNWPv3
specifications since they explicitly allow registration of nultiple
engi nel Ds and nmultiple pduTypes [ RFC3412].

The SnnpEngi nel D textual convention [RFC3411] defines that an
snnpEngi nel D val ue MJUST be between 5 and 32 octets long. This

speci fication proposes to use the variable length format 3) of the
SnnpEngi nel D textual convention and to allocate the reserved, unused
format value 6, using the enterprise ID O for the |ocal EnginelD. An
ASN. 1 definition for |ocal Engi nelD would | ook |ike this:

| ocal Engi nel D OCTET STRING ::= '8000000006" H

The | ocal Engi nel D val ue al ways provi des access to the default context
of an SNWP engine. Note that the |local EnginelD value is intended to
be used as a special value for the contextEnginelD field in the
ScopedPDU. It MJUST NOT be used as a value to identify an SNWP
engine; that is, this value MUST NOT be used in the snnpEngi nelD. 0
scal ar [ RFC3418] or in the nsgAuthoritati veEnginelD field in the
securityParanmeters of the User-based Security Mdel (USM [RFC3414].

3.2. EnginelD Discovery

Di scovery of the snnpEnginelD is done by sending a Read d ass
protocol operation (see Section 2.8 of [RFC3411]) to retrieve the
snnpEngi nel D scal ar using the | ocal Engi nel D defi ned above as a

cont ext Engi nel D val ue. | nplenentations SHOULD only performthis

di scovery step when it is needed. In particular, if security nodels
are used that already discover the renote snnpEngi nel D (such as USM,
then no further discovery is necessary. The sane is true in
situations where the application already knows a suitable
snmpEngi nel D val ue.

The procedure to di scover the snnpEngi nel D of a renpte SNMP engi ne
can be described as foll ows:

1. Check whether a suitable contextEnginelD value is already known.

If yes, use the provided context Engi nel D val ue and stop the
di scovery procedure.
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2. Check whether the selected security nodel supports discovery of
the renote snnpEnginelD (e.g., USMwith its discovery mechani sm.
If yes, let the security nodel performthe discovery. |If the
renot e snnpEngi nel D val ue has been successful ly deternm ned,
assign it to the contextEnginelD and stop the di scovery
procedur e.

3. Send a Read Cl ass operation to the renmote SNVMP engi ne using the
| ocal Engi nel D val ue as the contextEnginelD in order to retrieve
the scal ar snnpEngi nel D. 0 of the SNMP- FRAVEWORK-M B [ RFC3411] .
I f successful, set the contextEnginelD to the retrieved val ue and
stop the di scovery procedure.

4. Return an error indication that a suitable contextEnginelD could
not be di scovered.

The procedure outlined above is an exanple and can be nodified to
retrieve nore variables in step 3, such as the sysjectID. 0 scal ar
or the snnpSet Seri al No. 0 scal ar of the SNMPv2-M B [ RFC3418] .

4, | ANA Consi der ations

RFC 3411 requested that | ANA create a registry for SnnpEngi nel D
formats. However, RFC 3411 did not ask IANA to record the initial
assi gnnents nmade by RFC 3411 nor did RFC 3411 spell out the precise
all ocation rules. To address this issue, the following rules are
her eby establ i shed.

I ANA naintains a registry for SnnpEnginel D formats. The first four
octets of an SnnpEnginel D carry an enterprise nunber, while the fifth
octet in a variable | ength SnnmpEngi nel D val ue, called the fornat
octet, indicates how the following octets are formed. The foll ow ng
format val ues were allocated in [ RFC3411]:

For mat Description Ref er ences
0 reserved, unused [ RFC3411]

1 | Pv4 address [ RFC3411]

2 | Pv6 address [ RFC3411]

3 MAC addr ess [ RFC3411]

4 adm ni stratively assigned text [ RFC3411]

5 adm ni stratively assigned octets [ RFC3411]

6- 127 reserved, unused [ RFC3411]
128- 255 enterprise specific [ RFC3411]

I ANA can assign new format val ues out of the originally assigned and
reserved nunber space 1-127. For new assignnents in this nunber
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space, a specification is required as per [RFC5226]. The numnber
space 128-255 is enterprise specific and is not controlled by | ANA

Per this docunent, |ANA has nmade the foll ow ng assignnent:

For mat Descri ption Ref er ences

6 | ocal engine [ RFC5343]
5. Security Considerations

SNWVP version 3 (SNMPv3) provides cryptographic security to protect
devi ces from unaut horized access. This specification recomends use
of the security services provided by SNMPv3. In particular, it is
RECOMVENDED to protect the discovery exchange.

An snnpEngi nel D can contain information such as a device's MAC
address, |Pv4 address, |Pv6 address, or administratively assigned
text. An attacker |ocated behind a router / firewall / network
address translator nmay not be able to obtain this informtion
directly, and he therefore m ght di scover snnmpEngi nel D val ues in
order to obtain this kind of device infornmation

In many environments, maki ng snnpEngi nel D val ues accessible via a
security level of noAuthNoPriv will benefit legitimte tools that try
to algorithm cally determ ne sonme basic information about a device.
For this reason, the default View based Access Control Mdel (VACM
configuration in Appendi x A of RFC 3415 [ RFC3415] gi ves noAut hNoPri v
read access to the snnpEnginelD. Furthernore, the USM di scovery
mechani sm defined in RFC 3414 [ RFC3414] uses unprotected nessages and
reveal s snnpEngi nel D val ues.

In highly secure environments, snnpEngi nel D val ues can be protected
by using the discovery mechani sm described in this docunent together
with a security nodel that does not exchange cl eartext SNVP nessages,
such as the Transport Security Mdel (TSM [TSM.

The i sAccessAl | owed() abstract service primtive of the SNMP access
control subsystem does not take the contextEnginelD into account when
checking access rights [RFC3411]. As a consequence, it is not

possi ble to define a special view for context enginelD discovery. A
request with a localEnginelD is thus treated like a request with the
correct snnmpEngi nel D by the access control subsystem This is inline
with the SNMPv3 design where the authenticated identity is the
securityName (together with the securityMddel and securityleve
information), and transport addresses or know edge of contextEngi nel D
val ues do not inpact the access-control decision
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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