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Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst ract

Thi s docunent provides an eval uation of CGeneralized Miltiprotocol
Label Switching (GWLS) protocols and nmechani sns agai nst the
requirenents for Milti-Layer Networks (M.Ns) and Ml ti-Region
Networks (MRNs). In addition, this docunent identifies areas where
addi ti onal protocol extensions or procedures are needed to satisfy
these requirenents, and provides guidelines for potential extensions.
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1.

I nt roducti on

Generalized MPLS (GWLS) extends MPLS to handle nultiple swtching
technol ogi es: packet switching, layer-2 switching, TDM (Time Division
Mul tipl exi ng) switching, wavel ength switching, and fiber swtching
(see [RFC3945]). The Interface Switching Capability (I1SC) concept is
i ntroduced for these switching technol ogies and is designhated as

foll ows: PSC (Packet Switch Capable), L2SC (Layer-2 Switch Capabl e),
TDM capabl e, LSC (Lanbda Switch Capable), and FSC (Fi ber Switch
Capabl e). The representation, in a GWLS control plane, of a

swi tching technology donmain is referred to as a region [ RFC4206]. A
switching type describes the ability of a node to forward data of a
particul ar data plane technol ogy, and uniquely identifies a network
regi on.

A data plane switching | ayer describes a data plane switching
granularity level. For exanple, LSC, TDM VC-11 and TDM VC- 4- 64c are
three different |ayers. [RFC5212] defines a Multi-Layer Network
(MLN) to be a Traffic Engineering (TE) domain conprising nmultiple
data plane switching layers either of the same I1SC (e.g., TDM or
different 1SC (e.g., TDM and PSC) and controlled by a single GWLS
control plane instance. [RFC5212] further defines a particular case
of MLNs. A Multi-Region Network (MRN) is defined as a TE donai n
supporting at least two different switching types (e.g., PSC and
TDM), either hosted on the sane device or on different ones, and
under the control of a single GWLS control plane instance.

The objectives of this docunent are to eval uate existing GWLS
mechani snms and protocols ([ RFC3945], [RFC4202], [RFC3471], [RFC3473])
agai nst the requirements for McNs and MRNs, defined in [ RFC5212].
Fromthis evaluation, we identify several areas where additiona

prot ocol extensions and nodifications are required in order to neet
these requirenents, and we provide guidelines for potenti al

ext ensi ons.

A summary of MLN MRN requirenments is provided in Section 2. Then
Section 3 eval uates whet her current GWLS protocol s and nechani sns
meet each of these requirements. Wen the requirenents are not net
by existing protocols, the docunment identifies whether the required
mechani sns could rely on GWLS protocol s and procedure extensions, or
whether it is entirely out of the scope of GWLS protocols.

Note that this document specifically addresses GWLS control pl ane
functionality for MNMRN in the context of a single adm nistrative
control plane partition. Partitions of the control plane where
separate | ayers are under distinct adm nistrative control are for
future study.
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Thi s docunent uses term nol ogi es defined in [RFC3945], [RFC4206], and
[ RFC5212] .

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. MN MRN Requirenents Overvi ew
Section 5 of [RFC5212] lists a set of functional requirenents for
Mul ti-Layer/ Regi on Networks (MLNMRN). These requirenments are
summari zed bel ow, and a mapping with sub-sections of [RFC5212] is
provi ded.

Here is the list of requirenments that apply to MLN (and thus to MRN):

- Support for robust Virtual Network Topol ogy (VNT) reconfiguration.
This inplies the foll owing requirenents:

- Optimal control of Forwardi ng Adj acency Label Switched Path
(FA-LSP) setup and rel ease (Section 5.8.1 of [RFC5212]);

- Support for virtual TE links (Section 5.8.2 of [RFC5212]);

- Mnimzation of traffic disruption during FA-LSP rel ease
(Section 5.5 of [RFC5212]);

- Stability (Section 5.4 of [RFC5212]);

- Support for FA-LSP attribute inheritance (Section 5.6 of
[ RFC5212]);

- Support for FA-LSP data plane connectivity verification (Section
5.9 of [RFC5212]);

- M.N Scal ability (Section 5.3 of [RFC5212]);

- MLN Operations and Managenent (OAM (Section 5.10 of [RFC5212]);
Here is the list of requirements that apply to MRN only:

- Support for Milti-Region signaling (Section 5.7 of [RFC5212]);

- Advertisenent of the adjustment capacity (Section 5.2 of
[ RFC5212]);
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3. Analysis
3.1. Aspects of Milti-Layer Networks
3.1.1. Support for Virtual Network Topol ogy Reconfiguration

A set of |ower-layer FA-LSPs provides a Virtual Network Topol ogy
(VNT) to the upper-layer [RFC5212]. By reconfiguring the VNT (FA-LSP
setup/rel ease) according to traffic demands between source and
destination node pairs within a | ayer, network perfornmance factors
(such as maximumlink utilization and residual capacity of the

networ k) can be optim zed. Such optinmal VNT reconfiguration inplies
several mnechanisns that are analyzed in the foll owing sections.

Note that the VNT approach is just one possible approach to
performng inter-layer Traffic Engineering.

3.1.1.1. Control of FA-LSPs Setup/Rel ease

In a Milti-Layer Network, FA-LSPs are created, nodified, and rel eased
periodically according to the change of incomng traffic demands from
t he upper | ayer.

This inplies a TE nechanismthat takes into account the denmands
matri x, the TE topol ogy, and potentially the current VNT, in order to
comput e and setup a new VNT.

Several functional building blocks are required to support such a TE
mechani sm

Di scovery of TE topol ogy and avail abl e resources.
- Collection of upper-layer traffic demands.

- Policing and scheduling of VNT resources with regard to traffic
demands and usage (that is, decision to setup/rel ease FA-LSPs).
The functional conponent in charge of this function is called a VNT
Manager (VNTM [ PCE-INTER].

- VNT Path Computation according to TE topol ogy, potentially taking
into account the old (existing) VNT in order to mninize changes.
The functional conponent in charge of VNT conputation nmay be
distributed on network el ements or nay be perforned on an external
el ement (such as a Path Conputation El ement (PCE), [RFC4655]).

- FA-LSP setup/rel ease.
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GWPLS routing protocols provide TE topol ogy di scovery. GWLS
signaling protocols allow setting up/rel easi ng FA-LSPs.

VNTM functions (resources policing/scheduling, decision to

setup/rel ease FA-LSPs, FA-LSP configuration) are out of the scope of
GWLS protocols. Such functionalities can be achieved directly on

| ayer-border Label Switching Routers (LSRs), or through one or nore
external tools. Wen an external tool is used, an interface is
required between the VNTM and the network el enments so as to

setup/rel ease FA-LSPs. This could use standard nanagenent interfaces
such as [ RFC4802].

The set of traffic demands of the upper layer is required for the VNT
Manager to take decisions to setup/release FA-LSPs. Such traffic
demands incl ude satisfied demands, for which one or nore upper-|ayer
LSP have been successfully setup, as well as unsatisfied demands and
future demands, for which no upper |ayer LSP has been setup yet. The
coll ection of such information is beyond the scope of GWLS
protocols. Note that it nmay be partially inferred from paraneters
carried in GWLS signaling or advertised in GVWLS routi ng.

Finally, the conputation of FA-LSPs that formthe VNT can be
performed directly on | ayer-border LSRs or on an external el enent
(such as a Path Conmputation El ement (PCE), [RFC4655]), and this is
i ndependent of the location of the VNTM

Hence, to summarize, no GWLS protocol extensions are required to
control FA-LSP setup/rel ease

3.1.1.2. Virtual TE Links

Avirtual TElink is a TE link between two upper |ayer nodes that is
not actually associated with a fully provisioned FA-LSP in a | ower
layer. Avirtual TE link represents the potentiality to setup an
FA-LSP in the |l ower layer to support the TE |ink that has been
advertised. A virtual TE link is advertised as any TE link,
following the rules in [ RFC4206] defined for fully provisioned TE
links. In particular, the flooding scope of a virtual TE link is
within an |GP area, as is the case for any TE |ink.

If an upper-layer LSP attenpts (through a signaling nessage) to nake
use of a virtual TE link, the underlying FA-LSP is inmediately
signal ed and provisioned (provided there are avail able resources in
the lower layer) in the process known as triggered signaling.
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The use of virtual TE |inks has two main advant ages:

- Flexibility: allows the computation of an LSP path using TE |inks
wi thout needing to take into account the actual provisioning status
of the corresponding FA-LSP in the | ower |ayer;

- Stability: allows stability of TE links in the upper layer, while
avoi di ng wast age of bandwidth in the | ower layer, as data pl ane
connections are not established until they are actually needed.

Virtual TE |inks are setup/del eted/ nodified dynanically, according to
the change of the (forecast) traffic demand, operator’s policies for
capacity utilization, and the available resources in the | ower |ayer

The support of virtual TE links requires two main building bl ocks:

- A TE mechani sm for dynanic nodification of virtual TE |ink
t opol ogy;

- A signaling nechanismfor the dynam c setup and deletion of virtua
TE links. Setting up a virtual TE link requires a signaling
mechani smthat allows an end-to-end associati on between virtual TE
link end points with the purpose of exchanging link identifiers as
wel | as sone TE paraneters

The TE mechani smresponsi ble for triggering/policing dynamc
nmodi fication of virtual TE links is out of the scope of GWLS
pr ot ocol s.

Current GWPLS signaling does not allow setting up and rel easing
virtual TE links. Hence, GWLS signaling nust be extended to support
virtual TE |inks.

We can distinguish two options for setting up virtual TE links:

- The Soft FA approach consists of setting up the FA-LSP in the
control plane without actually activating cross connections in the
data plane. On the one hand, this requires state maintenance on
all transit LSRs (N square issue), but on the other hand, this may
al l ow for sonme admission control. |ndeed, when a Soft FA is
activated, the resources may no | onger be avail able for use by
ot her Soft FAs that have common |inks. These Soft FA will be
dynanically rel eased, and corresponding virtual TE links will be
del eted. The Soft FA LSPs may be setup using procedures sinilar to
those described in [ RFC4872] for setting up secondary LSPs.
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- The renote association approach sinply consists of exchanging
virtual TE link IDs and paraneters directly between TE |ink end
points. This does not require state mai ntenance on transit LSRs,
but reduces admi ssion control capabilities. Such an association
between virtual TE link end points may rely on extensions to the

Resource Reservation Protocol - Traffic Engineering (RSVP-TE)
Automatically Switched Optical Network (ASON) call procedure
[ RFC4974] .

Not e that the support of virtual TE |inks does not require any GWLS
routing extension.

3.1.1.3. Traffic Disruption Mninization during FA Rel ease

Before deleting a given FA-LSP, all nested LSPs have to be rerouted
and renoved fromthe FA-LSP to avoid traffic disruption. The
mechani snms required here are simlar to those required for gracefu
deletion of a TElink. A Gaceful TE Iink del etion nmechanism all ows
for the deletion of a TE link without disrupting traffic of TE-LSPs
that were using the TE |ink.

Hence, QGVPLS routing and/or signaling extensions are required to
support graceful deletion of TE links. This may utilize the
procedures described in [GRSHUT]: a transit LSR notifies a head-end
LSR that a TE link along the path of an LSP is going to be torn down,
and al so withdraws the bandwidth on the TE link so that it is not
used for new LSPs.

3.1.1.4. Stability

The stability of upper-layer LSP may be inpaired if the VNT undergoes
frequent changes. In this context, robustness of the VNT is defined
as the capability to snooth the inpact of these changes and avoid
their subsequent propagation

Guaranteeing VNT stability is out of the scope of GWLS protocols and
relies entirely on the capability of the TE and VNT managenent
algorithms to minimze routing perturbations. This requires that the
al gorithnms take into account the old VNT when conputing a new VNT

and try to minimze the perturbation.

Note that a full nmesh of |lower-layer LSPs may be created between
every pair of border nodes between the upper and | ower |ayers. The
merit of a full mesh of lower-layer LSPs is that it provides
stability to the upper-layer routing. That is, the forwarding table
used in the upper layer is not inpacted if the VNT undergoes changes.
Further, there is always full reachability and i medi ate access to
bandwi dth to support LSPs in the upper layer. But it also has
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significant drawbacks, since it requires the nmaintenance of n”2
RSVP- TE sessions (where n is the nunber of border nodes), which may
be quite CPU- and nmenory-consum ng (scalability inpact). Al so, this
may | ead to significant bandwi dth wastage. Note that the use of
virtual TE |links solves the bandw dth wastage i ssue, and may reduce
the control plane overl oad.

3.1.2. Support for FA-LSP Attribute Inheritance

When an FA TE Link is advertised, its paraneters are inherited from
the paraneters of the FA-LSP, and specific inheritance rules are
appl i ed.

This relies on | ocal procedures and policies and is out of the scope
of GWPLS protocols. Note that this requires that both head-end and
tail-end of the FA-LSP are driven by sane policies.

3.1.3. FA-LSP Connectivity Verification

Once fully provisioned, FA-LSP liveliness may be achi eved by
verifying its data plane connectivity.

FA-LSP connectivity verification relies on technol ogy-specific
mechani snms (e.g., for SDH using G 707 and G 783; for MPLS using

Bi drecti onal Forwardi ng Detection (BFD); etc.) as for any other LSP
Hence, this requirement is out of the scope of GWLS protocols.

The GWPLS protocols shoul d provi de nechani sns for the coordination of
data link verification in the upper-layer network where data |inks
are | ower-Ilayer LSPs.

0 GWLS signaling allows an LSP to be put into 'test’ node
[ RFC3473] .

o The Link Managenent Protocol [RFC4204] is a targeted protoco
and can be run end-to-end across | ower-layer LSPs.

0 Coordination of testing procedures in different layers is an
operational nmatter.

3.1.4. Scalability

As discussed in [ RFC5212]), MRN M-N routing nmechani sms nust be
designed to scale well with an increase of any of the follow ng:

- Nunber of nodes

- Nunber of TE links (including FA-LSPs)

- Nunber of LSPs

- Nunber of regions and | ayers

- Nunber of Interface Switching Capability Descriptors (I1SCDs) per

TE |i nk.
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GWPLS routing provides the necessary advertisenent functions and is
based on | ETF-designed 1 GPs. These are known to scale relatively
well with the nunber of nodes and |links. Were there are nultiple
regions or layers, there are two possibilities.

1. |If a single routing instance distributes information about
mul ti ple network layers, the effect is no nore than to increase
the nunber of nodes and |inks in the network.

2. If the MLNis fully integrated (i.e., constructed from hybrid
nodes), there is an increase in the nunber of nodes and |inks
(as just nentioned), and also a potential increase in the
anmount of |SCD information advertised per link. This is a
relatively small amount of information (e.g., 36 bytes in OSPF
[ RFC4203]) per switching type, and each interface is unlikely
to have nore than two or three switching types

The nunber of LSPs in a |lower layer that are advertised as TE |inks
may inpact the scaling of the routing protocol. A full nesh of FA-
LSPs in the lower |ayer would lead to n*2 TE links, where n is the
nunber of |ayer-border LSRs. This nust be taken into consideration
in the VNT managenent process. This is an operational matter beyond
the scope of GWPLS protocol s.

Since it requires the nmai ntenance of n"2 RSVP-TE sessions (which may
be quite CPU- and menory-consum ng), a full mesh of LSPs in the | ower
| ayer may inpact the scalability of GWLS signaling. The use of
virtual TE links may reduce the control plane overload (see Section
3.1.1.2).

3.1.5. (Qperations and Managenent of the M.N MRN

[ RFC5212] identifies various requirenents for effective managenent
and operation of the MLN. Sone features already exist within the
GWPLS protocol set, sone nore are under devel opnent, and sone
requirenents are not currently addressed and will need new

devel opment work in order to support them

3.1.5.1. MB Mdules

M B nodul es have been devel oped to nodel and control GWPLS switches

[ RFC4803] and to control and report on the operation of the signaling
protocol [RFC4802]. These may be successfully used to manage the
operation of a single instance of the control plane protocols that
operate across multiple |ayers.
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[ RFC4220] provides a M B nodul e for managi ng TE |inks, and this may
be particularly useful in the context of the MN because LSPs in the
| ower |ayers are nmade avail able as TE links in the higher |ayer

The traffic engineering database provides a repository for al

i nformati on about the existence and current status of TE links within
a network. This information is typically flooded by the routing
protocol operating within the network, and is used when LSP routes
are conputed. [TED-MB] provides a way to inspect the TED to vi ew
the TE links at the different |ayers of the MN

As observed in [RFC5212], although it would be possible to manage the
M.N using only the existing MB nodules, a further M B nodul e could
be produced to coordinate the managenent of separate network |ayers
in order to construct a single MLN entity. Such a MB nodul e woul d
effectively link together entries in the M B nodul es al ready

ref erenced.

3.1.5.2. OAM

At the time of witing, the devel opment of OAMtools for GWPLS
networks is at an early stage. GWLS OAM requirenents are addressed
in [ GWLS- CAM .

In general, the | ower layer network technol ogi es contain their own
technol ogy-specific OAM processes (for exanple, SDH SONET, Ethernet,
and MPLS). 1In these cases, it is not necessary to devel op additiona
OAM processes, but GWPLS procedures nay be desirable to coordinate
the operation and configuration of these OAM processes.

[ ETH-OAM descri bes sone early ideas for this function, but nore work
is required to generalize the technique to be applicable to all
technologies and to MLN. In particular, an OAM function operating
within a server |ayer nmust be controllable fromthe client |ayer, and
client |ayer control plane nechanisns nust nap and enable OAMin the
server | ayer.

VWhere a GWLS-control |l ed technol ogy does not contain its own OAM
procedures, this is usually because the technol ogy cannot support

i n-band OAM (for exanple, Wavel ength Division Miltiplexing (VDM
networks). In these cases, there is very little that a control plane
can add to the OAM function since the presence of a control plane
cannot make any difference to the physical characteristics of the
data plane. However, the existing GWLS protocol suite does provide
a set of tools that can help to verify the data pl ane through the
control plane. These tools are equally applicable to network
technol ogi es that do contain their own OAM

Le Roux & Papadinmitriou I nf or mat i onal [ Page 11]



RFC 5339 Eval uati on of GWPLS agai nst MLN MRN Reqs Sept enber 2008

3.

3.

2

2

1.

Route recording is avail able through the GWLS signaling protocol

[ RFC3473], making it possible to check the route reported by the
control plane against the expected route. This nechani sm al so
includes the ability to record and report the interfaces and | abels
used for the LSP at each hop of its path.

The status of TE links is flooded by the GWLS routing protocols
[ RFC4203] and [ RFC4205] meking it possible to detect changes in the
avail abl e resources in the network as an LSP is set up

The GWPLS signaling protocol [RFC3473] provides a technique to
place an LSP into a "test" node so that end-to-end characteristics
(such as power |evels) may be sanpl ed and nodifi ed.

The Li nk Management Protocol [RFC4204] provides a nechanismfor
fault isolation on an LSP

GWPLS signaling [ RFC3473] provides a Notify message that can be
used to report faults and issues across the network. The nessage
i ncludes scaling features to all ow one nessage to report the
failure of nultiple LSPs.

Extensi ons to GWPLS signaling [RFC4783] enable alarminformation to
be collected and distributed along the path of an LSP for nore easy
coordi nation and correl ation

Speci fic Aspects of Milti-Regi on Networks

Support for Milti-Region Signaling

There are actually several cases where a transit node coul d choose
between multiple Switching Capabilities (SCs) to be used for a
| ower-regi on FA-LSP

Explicit Route Object (ERO expansion with |oose hops: The transit
node has to expand the path, and nay have to sel ect anong a set of
| ower - regi on SCs.

Multi-SC TE link: When the ERO of an FA LSP, included in the ERO of
an upper-region LSP, conprises a multi-SC TE |ink, the region
border node has to sel ect anpbng these SCs.

Exi sti ng GWLS signaling procedures do not allow solving this
anbi guous choice of the SC that may be used al ong a gi ven path.

Hence, an extension to GWLS signaling has to be defined to indicate
the SC(s) that can be used and the SC(s) that cannot be used al ong
t he path.
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3.2.2. Advertisenent of Adjustnment Capacities

In the MRN context, nodes supporting nmore than one sw tching
capability on at | east one interface are called hybrid nodes

[ RFC5212]. Conceptually, hybrid nodes can be viewed as containing at
| east two distinct switching elenments interconnected by interna
Iinks that provide adjustnent between the supported switching
capabilities. These internal |inks have finite capacities and nust
be taken into account when conputing the path of a nulti-region TE-
LSP. The advertisenent of the adjustnment capacities is required, as
it provides critical information when performng nmulti-region path
comput ati on.

The term "adjustment capacity" refers to the property of a hybrid
node to interconnect different switching capabilities it provides
through its external interfaces [RFC5212]. This information allows
path conputation to select an end-to-end nulti-regi on path that
includes links of different switching capabilities that are joined by
LSRs that can adapt the signal between the |inks.

Fi gure la bel ow shows an exanple of a hybrid node. The hybrid node
has two switching el enents (matrices), which support TDM and PSC
swi tching, respectively. The node has two PSC and TDM ports (Port1l
and Port2, respectively). It also has an internal |ink connecting
the two switching el enents.

The two switching elenments are internally interconnected in such a
way that it is possible to term nate sone of the resources of the TDM
Port2; also, they can provide adjustnent of PSC traffic that is

recei ved/ sent over the internal PSC interface (#b). Two ways are
possible to set up PSC LSPs (Portl or Port2). Avail able resources
adverti senent (e.g., Unreserved and M n/Max LSP Bandw dth) shoul d
cover both ways.

Net wor k el ermrent

PSC | PSC |
Portl------------- <->---|#a |
+--<->--| #b |
I ________
TDM +--<->-|#c TDM |
Port2 ------------ <->--|#d |

Figure la. Hybrid node.
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Port1l and Port2 can be grouped together thanks to internal Dense
Wavel ength Division Miltiplexing (DADM, to result in a single
interface: Linkl. This is illustrated in Figure 1b bel ow

Net wor k el ermrent

| PSC |
I I
--| #a I
| | #b |
| ________
I I

| ..........
Il #e I
[ 1-- I
Li nk1 ::::::::l | | TDM |
| ----1#d |
L

Fi gure 1b. Hybrid node.

Let's assune that all interfaces are STML6 (with VC4-16c capabl e as

Max LSP bandwi dth). After setting up several PSC LSPs via port #a
and setting up and term nating several TDM LSPs via port #d and port
#b, a capacity of only 155 Mo is still available on port #b.
However, a 622 My capacity remains on port #a, and VC4-5c capacity
remai ns on port #d.

When conputing the path for a new VC4-4c TDM LSP, one mnust know t hat
this node cannot terminate this LSP, as there is only a 155 M
capacity still available for TDM PSC adj ustnent. Hence, the TDM PSC
adj ustnent capacity nust be adverti sed.

Wth current GVWPLS routing [ RFC4202], this advertisenment is possible
if link bundling is not used and if two TE links are advertised for
Li nk1.

We woul d have the following TE |link advertisenents:

TE link 1 (Portl):

- I SCD sub-TLV: PSC with Max LSP bandwi dth = 622 M
- Unreserved bandwi dth = 622 Mb.
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TE link 2 (Port2):
- 1SCD #1 sub-TLV: TDM wi th Max LSP bandwi dth
- 1 SCD #2 sub-TLV: PSC with Max LSP bandw dth
- Unreserved bandwi dth (equivalent): 777 M.

VC4- 4c,
155 M,

The 1SCD #2 in TE link 2 actually represents the TDM PSC adj ust nent
capacity.

However, if for obvious scalability reasons, |ink bundling is done,
then the adjustnment capacity information is lost with current GWLS
routing, as we have the following TE |link adverti senent:

TE link 1 (Portl + Port2):
- 1SCD #1 sub-TLV: TDM with Max LSP bandwi dt h
- 1 SCD #2 sub-TLV: PSC with Max LSP bandw dth
- Unreserved bandwi dth (equivalent): 1399 M.

VC4- 4c,
622 Mo,

Wth such a TE link advertisenent, an el enent conputing the path of a
VC4-4c LSP cannot know that this LSP cannot be terminated on the
node.

Thus, current GWPLS routing can support the advertisenent of the
adj ustnent capacities, but this precludes performng |ink bundling
and thus faces significant scalability limtations.

Hence, GWPLS routing nust be extended to neet this requirement. This
could rely on the advertisenent of the adjustment capacities as a new
TE link attribute (that would conplenent the Interface Swi tching
Capability Descriptor TE link attribute).

Note: Multiple | SCDs MAY be associated with a single swtching
capability. This can be performed to provide (e.g., for TDM
interfaces) the Mn/Max LSP Bandw dth associ ated to each | ayer (or
set of layers) for that switching capability. For exanple, an
interface associated to TDM swi tching capability and supporting VC 12
and VC-4 switching can be associated to one | SCD sub-TLV or two | SCD
sub-TLVs. In the first case, the Mn LSP Bandwidth is set to VC 12
and the Max LSP Bandwidth to VC-4. 1In the second case, the Mn LSP
Bandwi dth is set to VC-12 and the Max LSP Bandwi dth to VG-12, in the
first 1SCD sub-TLV; and the Mn LSP Bandwidth is set to VC-4 and the
Max LSP Bandwi dth to VC-4, in the second | SCD sub-TLV. Hence, in the
first case, as long as the Mn LSP Bandwidth is set to VC- 12 (and not
VC-4), and in the second case, as long as the first I SCD sub-TLV is
advertised, there is sufficient capacity across that interface to
setup a VG- 12 LSP.
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4.

4.

Eval uati on Concl usi on

Most of the required MLN MRN functions will rely on nechani sns and
procedures that are out of the scope of the GWLS protocols, and thus
do not require any GWPLS protocol extensions. They will rely on

| ocal procedures and policies, and on specific TE nmechani sns and

al gorithms.

As regards Virtual Network Topol ogy (VNT) conputation and
reconfiguration, specific TE nechani sns need to be defined, but these
mechani sns are out of the scope of GWPLS protocols.

Si x areas for extensions of GWLS protocols and procedures have been
identified:

- QWPLS signaling extension for the setup/deletion of the virtual TE
I'inks;

- QWLS signaling extension for graceful TE link del eti on;

- QGWPLS signaling extension for constrained multi-region signaling
(SC i ncl usi on/ excl usi on);

- GWPLS routing extension for the advertisement of the adjustnent
capacities of hybrid nodes.

- A MB nodule for coordination of other M B nodul es bei ng operated
in separate | ayers

- QWPLS signaling extensions for the control and configuration of
t echnol ogy- speci fi ¢ OAM processes.

1. Traceability of Requirements

This section provides a brief cross-reference to the requirenents set
out in [RFC5212] so that it is possible to verify that all of the
requirenents listed in that docunment have been examined in this
docurnent .

- Pat h conputation nechani sm should be able to conpute paths and
handl e topol ogi es consisting of any conbi nation of (sinplex) nodes
([ RFC5212], Section 5.1).

o Pat h conputation nechanisns are beyond the scope of protoco
speci fications, and out of scope for this docunent.
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A hybrid node should maintain resources on its internal |inks

([ RFC5212], Section 5.2).

o This is an inplementation requirenent and is beyond the scope of
protocol specifications, and it is out of scope for this docunent.

Pat h conputati on nmechani snms shoul d be prepared to use the
availability of term nation/adjustment resources as a constraint in
pat h conputation ([RFC5212], Section 5.2).

o Pat h conputati on nechani sns are beyond the scope of protoco
specifications, and out of scope for this docunent.

The advertisement of a node’'s ability to ternminate | ower-region
LSPs and to forward traffic in the upper-region (adjustnent
capability) is required ([ RFC5212], Section 5.2).

0 See Section 3.2.2 of this docunent.

The path conputation nmechani sm shoul d support the coexistence of
upper-layer links directly connected to upper-|ayer switching

el ements, and upper-layer |inks connected through internal I|inks
bet ween upper-1layer and | ower-|layer sw tching el enents ([RFC5212],
Section 5.2).

o Pat h conputation nechanisns are beyond the scope of protoco
speci fications, and out of scope for this docunent.

MRN/ MLN routing mechani snms nmust be designed to scale well with an
i ncrease of any of the foll ow ng:

- Nunber of nodes

- Nunber of TE links (including FA-LSPs)

- Nunber of LSPs

- Nunber of regions and | ayers

- Nunber of |SCDs per TE link

([ RFC5212], Section 5.3).

0 See Section 3.1.4 of this docunent.

Desi gn of the routing protocols must not prevent TE information
filtering based on | SCDs ([ RFC5212], Section 5.3).

o Al advertised information carries the | SCD, and so a receivVing
node may filter as required.

The path conputation nmechani smand the signaling protocol should be
able to operate on partial TE infornmation, ([RFC5212], Section
5.3).

o Pat h conputation nechanisns are beyond the scope of protoco

speci fications, and out of scope for this docunent.
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- Protocol nechanisns nust be provided to enable creation, deletion,
and nodification of LSPs triggered through operational actions
([ RFC5212], Section 5.4).
0 Such mechani sns are standard in GVPLS signaling [ RFC3473].

- Protocol nechanisns should be provided to enable simlar functions
triggered by adjacent l|ayers ([RFC5212], Section 5.4).
0 Such mechani sms are standard in GVWPLS signaling [ RFC3473].

- Protocol nechanisns nay be provided to enabl e adaptation to changes
such as traffic demand, topol ogy, and network failures. Routing
r obust ness should be traded with adaptability of those changes
([ RFC5212], Section 5.4).
0 See Section 3.1.1 of this docunent.

- Reconfiguration of the VNT nmust be as non-disruptive as possible
and nust be under the control of policy configured by the operator
([ RFC5212], Section 5.5).

0 See Section 3.1.1.3 of this docunent

- Paraneters of a TE link in an upper |ayer should be inherited from
the paraneters of the | ower-layer LSP that provides the TE link,
based on polices configured by the operator ([RFC5212], Section
5.6).

0 See Section 3.1.2 of this docunent.

- The upper-layer signaling request may contain an ERO that includes
only hops in the upper layer ([RFC5212], Section 5.7).
o Standard for GWPLS signaling [RFC3473]. See also Section 3.2.1

- The upper-layer signaling request may contain an ERO specifying the
| ower |ayer FA-LSP route ([RFC5212], Section 5.7).
o Standard for GWLS signaling [RFC3473]. See also Section 3.2.1

- As part of the re-optimzation of the MLN, it nust be possible to
reroute a |lower-layer FA-LSP while keeping interface identifiers of
the correspondi ng TE |i nks unchanged and causing only i ni mal
di sruption to higher-layer traffic ([RFC5212], Section 5.8.1).

0 See Section 3.1.1.3.

- The sol ution nmust include nmeasures to protect agai nst network
destabilization caused by the rapid setup and tear-down of | ower-
| ayer LSPs, as traffic demand varies near a threshold ([RFC5212],
Sections 5.8.1 and 5.8.2).

0 See Section 3.1.1.4.
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Le

Signaling of |ower-layer LSPs should include a mechanismto rapidly
advertise the LSP as a TE link in the upper layer, and to
coordinate into which routing instances the TE |link shoul d be
advertised ([ RFC5212], Section 5.8.1).

o0 This is provided by [ RFC4206] and enhanced by [HHER-BIS]. See

al so Section 3.1.1.2.

If an upper-layer LSP is set up making use of a virtual TE link,
the underlying LSP nust i mediately be signaled in the | ower |ayer
([ RFC5212], Section 5.8.2).

0 See Section 3.1.1.2.

The sol ution should provide operations to facilitate the build-up
of virtual TE links, taking into account the forecast upper-|ayer
traffic demand, and avail able resource in the | ower |ayer

([ RFC5212], Section 5.8.2).

0 See Section 3.1.1.2 of this docunent.

The GWPLS protocol s shoul d provi de nechani sns for the coordination
of data link verification in the upper-layer network where data
links are | ower layer LSPs ([RFC5212], Section 5.9).

0 See Section 3.1.3 of this docunent.

Mul ti-1ayer protocol solutions should be manageabl e through M B
modul es ([ RFC5212], Section 5.10).
0 See Section 3.1.5.1

Choi ces about how to coordinate errors and alarns, and how to
operate OAM across admi nistrative and | ayer boundaries nust be |eft
open for the operator ([RFC5212], Section 5.10).

o0 This is an inplenmentation matter, subject to operationa

polici es.

It nmust be possible to enable end-to-end OAM on an upper-|ayer LSP
This function appears to the ingress LSP as nornmal LSP-based OAM

[ GWLS- OAM, but at layer boundaries, depending on the technique
used to span the |lower layers, client-layer OAM operations nay need
to be mapped to server-layer OAM operations ([RFC5212], Section
5.10).

0 See Section 3.1.5.2.

Client-layer control plane nmechani sms nust map and enable OQAMin
the server layer ([RFC5212], Section 5.10).
0 See Section 3.1.5.2.

OAM operation enabled for an LSP in a client |layer nust operate for
that LSP along its entire length ([ RFC5212], Section 5.10).
0 See Section 3.1.5.2.
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- OAM function operating within a server |ayer must be controllable
fromthe client layer. Such control should be subject to policy at
the | ayer boundary ([RFC5212], Section 5.10).

o This is an inplenentation matter.

- The status of a server layer LSP nust be available to the client
layer. This information should be configurable to be automatically
notified to the client layer at the | ayer boundary, and shoul d be
subject to policy ([RFC5212], Section 5.10).

o This is an inplenentation matter.

- Inplementations may use standardi zed techni ques (such as MB
nmodul es) to convey status information between | ayers.
o This is an inplenmentation matter.

5. Security Considerations

[ RFC5212] sets out the security requirenents for operating a MN or
MRN. These requirenments are, in general, no different fromthe
security requirements for operating any GVWPLS network. As such, the
GWPLS protocol s al ready provide adequate security features. An

eval uation of the security features for GWLS networks may be found
in [ MPLS- SEC], and where issues or further work is identified by that
docunent, new security features or procedures for the GWLS protocol s
will need to be devel oped.

[ RFC5212] also identifies that where the separate |ayers of a MLN MRN
are operated as different adm nistrative donmains, additional security
consi derations may be given to the nechanisns for allowi ng inter-

| ayer LSP setup. However, this docunment is explicitly limted to the
case where all layers under GWLS control are part of the sane

adm ni strative domain.

Lastly, as noted in [ RFC5212], it is expected that solution docunents
will include a full analysis of the security issues that any protoco
ext ensi ons introduce.
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