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Status of This Meno

This meno defines an Experinmental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this meno is unlimted.

Abst ract

Thi s docunent specifies an SMIP extension for transport and delivery
of email nessages with internationalized email addresses or header
informati on. Communication with systens that do not inplenent this
specification is specified in another docunment. This docunent
updat es sone syntaxes and rules defined in RFC 2821 and RFC 2822, and
has some material updati ng RFC 4952.
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1. Introduction

An internationalized email address includes two parts, the |local part
and the dommin part. The ways enmai|l addresses are used by protocols
are different fromthe ways donain nanes are used. The npbst critica
difference is that emnils are delivered through a chain of clients
and servers, while donain nanes are resol ved by nane servers | ooking
up those nanmes in their own tables. |In addition to this, the Sinple
Mai | Transfer Protocol [RFC2821] provides a negotiation mechani sm
about service extension with which clients can di scover server
capabilities and nake decisions for further processing. An extended
overvi ew of the extension nodel for internationalized addresses and
headers appears in [RFC4952], referred to as "the framework docunent™
or just as "Framework" el sewhere in this specification. This
docunent specifies an SMIP extension to permt internationalized
emai | addresses in envel opes, and UNI CODE characters (encoded in
UTF-8) [RFC3629] in headers

1.1. Role of This Specification

The framework docunent specifies the requirements for, and describes
conponents of, full internationalization of electronic mail. A

t horough understanding of the information in that docunent and in the
base Internet enmail specifications [ RFC2821] [RFC2822] is necessary
to understand and inplenment this specification.

Thi s docunent specifies an el enent of the email internationalization
work, specifically the definition of an SMIP extension [ RFC2821] for
internationalized enail address transport delivery.

1.2. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The terns "conventional nmessage" and "internationalized nessage" are
defined in an appendix to this specification. The terms "UTF-8
string"” or "UTF-8 character” are used informally to refer to Unicode
characters encoded in UTF-8 [RFC3629]. Al other specialized terns
used in this specification are defined in the franmework docunent or

in the base Internet email specifications [RFC2821] [RFC2822]. In
particular, the ternms "ASCI| address", "internationalized email
address", "non-ASCI| address", "il1l8nmil address", "UTF8SMIP",

"message”, and "mailing list" are used in this docunent according to
the definitions in the franmework docunent.
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Thi s specification defines only those Augnented BNF (ABNF) [ RFC5234]
syntax rules that are different fromthose of the base emi

speci fications [ RFC2821] [ RFC2822] and, where the earlier rules are
upgraded or extended, gives them new names. Wen the newrule is a
smal |l nodification to the older one, it is typically given a nane
starting with "u". Rules that are undefined here may be found in the
base emmi| specifications under the sane nanes.

2. Overview of Qperation

Thi s specification describes an optional extension to the enail
transport mechanismthat permits non-ASCI|I [ASCII] characters in both
the envel ope and header fields of messages, which are encoded with
UTF-8 [ RFC3629] characters. The extension is identified with the
token "UTF8SMIP'. In order to provide information that may be needed
i n downgradi ng, an optional alternate ASCI| address may be needed if
an SMIP client attenpts to transfer an internationalized nessage and
encounters a server that does not support this extension

The EAl UTF-8 header specification [ RFC5335] provides the details of
how and where non-ASCI| characters are permtted in the header fields
of messages. The context for this specification is described in the
framewor k document .

3. Ml Transport-Level Protoco

3.1. Framework for the Internationalization Extension

The foll owi ng service extension is defined:

1. The nanme of the SMIP service extension is "Emai|l Address
Internationalization".

2. The EHLO keyword val ue associated with this extension is
" UTF8SMTP" .
3. No paraneter values are defined for this EHLO keyword value. 1In

order to permt future (although unanticipated) extensions, the
EHLO response MJST NOT contain any paraneters for that keyword.
Clients MJST ignore any paraneters; that is, clients MJST behave
as if the paraneters do not appear. |f a server includes
UTF8SMIP in its EHLO response, it MJST be fully conpliant with
this version of this specification
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4. One optional paraneter, ALT-ADDRESS, is added to the MAIL and
RCPT commands of SMIP. ALT- ADDRESS specifies an all-ASCl |
address which can be used as a substitute for the correspondi ng
primary (il18mail) address when downgradi ng. More discussion of
the use of this paraneter appears in [ RFC4952] and [ Downgrade].

5. One optional paraneter "UTF8REPLY" is added to the VRFY and EXPN
commands. The paraneter UTF8REPLY has no value. The paraneter
indicates that the SMIP client can accept Unicode characters in
UTF-8 encoding in replies fromthe VRFY and EXPN comands.

6. No additional SMIP verbs are defined by this extension

7. Servers offering this extension MJST provide support for, and
announce, the 8BI TM ME ext ensi on [ RFC1652].

8. The reverse-path and forward-path of the SMIP MAI L and RCPT
commands are extended to all ow Uni code characters encoded in
UTF-8 in mail box nanes (addresses).

9. The mail nessage body is extended as specified in [ RFC5335].

10. The maxi numlength of MAIL and RCPT command lines is increased
by 460 characters by the possible addition of the ALT- ADDRESS
keyword and val ue.

11. The UTF8SMIP extension is valid on the subm ssion port
[ RFC4409] .

3.2. The UTF8SMIP Ext ensi on

An SMIP server that announces this extension MJST be prepared to
accept a UTF-8 string [ RFC3629] in any position in which RFC 2821
specifies that a mail box can appear. That string MJST be parsed only
as specified in RFC 2821, i.e., by separating the nmailbox into source
route, local part, and domain part, using only the characters col on
(W003A), comma (W002C), and at-sign (U+0040) as specified there.
Once isolated by this parsing process, the local part MJST be treated
as opaque unless the SMIP server is the final delivery Ml Transfer
Agent (MIFA). Any donmin names that are to be | ooked up in the DNS
MUST first be processed into the formspecified in
"Internationalizing Donmain Names in Applications (IDNA)" [RFC3490] by
means of the ToASCII () operation unless they are already in that

form Any domain nanmes that are to be conpared to | ocal strings
SHOULD be checked for validity and then MJST be conpared as specified
in Section 3.4 of |DNA
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An SMIP client that receives the UTF8SMIP extensi on keyword in
response to the EHLO command MAY transmt rmail box names within SMIP
commands as internationalized strings in UF-8 form It MAY send a
UTF- 8 header [ RFC5335] (which may al so include nmail box nanes in
UTF-8). It MAY transnit the donmain parts of nmil box names within
SMIP conmands or the nmessage header as either ACE (ASCI| Conpatible
Encodi ng) | abels (as specified in | DNA [ RFC3490]) or UTF-8 strings.
Al labels in domain parts of mail box names which are IDNs (either
UTF-8 or ACE strings) MJST be valid. |If the original client submts
a nmessage to a Message Subm ssion Server ("MSA") [RFC4409], it is the
responsibility of the MBA that all donmmin | abels are valid;

otherwise, it is the original client’s responsibility. The presence
of the UTF8SMIP extension does not change the requirenment of RFC 2821
that servers relaying mail MJST NOT attenpt to parse, evaluate, or
transformthe local part in any way.

If the UTF8SMIP SMIP extension is not offered by the Server, the SMIP
client MUST NOT transmit an internationalized address and MJUST NOT
transmt a mail nessage containing internationalized mail headers as
described in [RFC5335] at any level within its MM structure. (For
this paragraph, the internationalized domain nane in the formof ACE
| abel s as specified in IDNA [ RFC3490] is not considered as
"internationalized".) Instead, if an SMIP client (SMIP sender)
attenpts to transfer an internationalized nmessage and encounters a
server that does not support the extension, it MJST make one of the
foll owi ng four choices:

1. If and only if the SMIP client (sender) is a Message Subni ssion
Server ("MBA") [RFC4409], it MAY, consistent with the genera
provi sions for changes by such servers, rewite the envel ope,
headers, or nessage nmaterial to nake thementirely ASCI| and
consistent with the provisions of RFC 2821 [ RFC2821] and RFC 2822
[ RFC2822] .

2. It may either reject the nessage during the SMIP transaction or
accept the nessage and then generate and transnit a notification
of non-deliverability. Such notification MJST be done as
specified in RFC 2821 [ RFC2821], RFC 3464 [ RFC3464], and the EAI
delivery status notification (DSN) specification [ RFC5337].

3. It may find an alternate route to the destination that pernits
UTF8SMIP. That route nmay be discovered by trying alternate Mai
eXchanger (MX) hosts (using preference rules as specified in RFC
2821) or using other means available to the SMIP-sender.

4. 1f and only if ASCI| addresses are available for all addresses

that appear in the return path and the specific forward paths
being attenpted, it nay downgrade the nessage to an all-ASClI
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formas specified in [Downgrade]. An ASCI| address is considered
to be "available" for a particular address if the origina

address in the envelope is in ASCIlI or if an ALT- ADDRESS
paraneter is specified for a UTF8SMIP addr ess.

The difference between choice 1 and choice 4 is that choice 1 is
constrai ned by Message Submi ssion [ RFC4409], while choice 4 is
constrai ned by [ Downgrade].

3.3. Extended Mil box Address Syntax

RFC 2821, Section 4.1.2, defines the syntax of a mailbox entirely in
terns of ASCI|I characters, using the production for a mail box and
those productions on which it depends.

The key changes made by this specification are, infornmally, to

0 Change the definition of "sub-domain" to pernmit either the
definition above or a UTF-8 string representing a DNS | abel that
is conformant with | DNA [ RFC3490] .

0 Change the definition of "Atonf' to permt either the definition
above or a UTF-8 string. That string MJUST NOT contain any of the
ASCI | characters (either graphics or controls) that are not
permitted in "atext"; it is otherw se unrestricted.

According to the description above, the syntax of an

internationalized email nmail box nanme (address) is defined in ABNF
[ RFC5234] as fol |l ows.
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uMai | box = ulLocal -part "@ uDonain
; Replace Mailbox in RFC 2821, Section 4.1.2
uLocal -part = uDot-string / uQuoted-string
; MAY be case-sensitive

; Replace Local -part in RFC 2821, Section 4.1.2

ubDot-string = uAtom *("." uAton
; Replace Dot-string in RFC 2821, Section 4.1.2

uAt om = 1*uchar act er
; Replace Atomin RFC 2821, Section 4.1.2

ucharacter = atext / UTF8-non-asci i

atext = <See Section 3.2.4 of RFC 2822>

uQuot ed-string = DQUOTE *uqgcont ent DQUOTE
; Replace Quoted-string in RFC 2821, Section 4.1.2

DQUOTE = <See appendi x B.1 of RFC 5234>
ugcontent = qcontent / UTF8-non-ascii
gcontent = <See Section 3.2.5 of RFC 2822>

uDomai n = (sub-udomain 1*("." sub-udomain)) / address-literal
; Replace Domain in RFC 2821, Section 4.1.2

address-literal = <See Section 4.1.2 of RFC 2822>

sub-udomain = ulLet-dig [uLdh-str]
; Replace sub-domain in RFC 2821, Section 4.1.2

uLet-dig = Let-dig / UTF8-non-ascii
Let-dig = <See Section 4.1.3 of RFC 2821>

uLdh-str = *( ALPHA/ DIGAT / "-" | UTF8-non-ascii) uLet-dig
; Replace Ldh-str in RFC 2821, Section 4.1.3

UTF8-non-ascii = UTF8-2 / UTF8-3 / UTF8-4
UTF8-2 = <See Section 4 of RFC 3629>

UTF8- 3 <See Section 4 of RFC 3629>

UTF8-4 = <See Section 4 of RFC 3629>
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The val ue of "uDomai n" SHOULD be verified by applying the tests

specified as part of IDNA [RFC3490]. If that verification fails, the
emai |l address with that uDomain MUST NOT be regarded as a valid email
addr ess.

3.4. The ALT- ADDRESS Par anet er

If the UTFBSMIP extension is offered, the syntax of the SMIP MAIL and
RCPT commands is extended to support the optional esntp-keyword "ALT-
ADDRESS". That keyword specifies an alternate all-ASCI| address that
may be used when downgrading. |If the ALT- ADDRESS esnt p-keyword is
used, it MJST have an associ ated esnt p-val ue (ALT- ADDRESS- esnt p-

val ue, which is defined bel ow).

VWhile it may be tenpting to consider ALT- ADDRESS as a general - pur pose
second-chance address, such behavior is not defined here. |nstead,
in this specification ALT-ADDRESS only has neani ng when t he
associated primary address is non-ASCI| and the nessage is
downgraded. This restriction allows for future extension of the
speci fication even though no such extensions are currently
anti ci pat ed.

Based on the definition of nmail-paraneters in [ RFC2821], the ALT-
ADDRESS par aneter usage in the conmands of MAIL and RCPT is defined
as follows. The followi ng definitions are given in the sane format
as used in RFC 2821.

"MAIL FROM" ("<>" [/ uReverse-path) [ SP Mil -paraneters | CRLF
; Update the MAIL comand in RFC 2821, Section 4.1.1.2.
;A new paraneter defined by the ABNF non-terninal
; <ALT- ADDRESS- paraneter> is added. It conplies
; wWith the syntax specified for <esmtp-parans in RFC 2821.
"RCPT TO" ("<Postnmaster@ uDonain ">" [/ "<Postnmaster>" /
uForv\ard path) [ SP Rept - paraneters ] CRLF
; Update RCPT command in RFC 2821, Section 4.1.1.3.
;A new paraneter defined by the ABNF non-terni nal
; <ALT- ADDRESS- paraneter> is added. It conplies
; wWith the syntax specified for <esntp-paranp.
; uDomain is defined in Section 3.3 of this docunent.

uReverse-path = uPath
; Replace Reverse-path in RFC 2821, Section 4.1.2.

uForward-path = uPath
; Replace Forward-path in RFC 2821, Section 4.1.2.
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uPath = "<" [ A-d-1 ":" ] uMil box ">"
; Replace Path in RFC 2821, Section 4.1.2.
; uMailbox is defined in Section 3.3 of this docunent.

A-d-1 = <See Section 4.1.2 of RFC 2821>
ALT- ADDRESS- par anet er = "ALT- ADDRESS=" ALT- ADDRESS- val ue

ALT- ADDRESS- val ue = xt ext
: The value is a mail box nanme encoded as xtext.

xtext = <See Section 4.2 of RFC 3461>

The ALT- ADDRESS- par aneter MJST NOT appear nore than once in any MAIL
or RCPT command. ALT- ADDRESS- esnt p-val ue MJST be an all-ASCI | emai
address before xtext encoding.

3.5. ALT- ADDRESS Par anet er Usage and Response Codes

An "internationalized nmessage" as defined in the appendix of this
specification MUST NOT be sent to an SMIP server that does not
support UTF8SMIP. Such a nessage MAY be rejected by a server if it
| acks ALT- ADDRESSes as discussed in Section 3.2 of this

speci fication.

The three-digit reply codes used in this section are consistent with
their neanings as defined in RFC 2821

When nessages are rejected because the RCPT conmand requires an ALT-
ADDRESS, the response code 553 is used with the neaning "nmail box nane

not allowed". Wen nessages are rejected for other reasons, such as
the MAIL conmand requiring an ALT- ADDRESS, the response code 550 is
used with the nmeaning "mail box unavail able”. When the server

supports enhanced nmail system status codes [ RFC3463], response code
"X. 6. 7" [RFC5248] is used, neaning that "The ALT-ADDRESS is required
but not specified".

If the response code is issued after the final "." of the DATA
command, the response code "554" is used with the meaning
"Transaction failed". Wen the server supports enhanced nail system

status codes [ RFC3463], response code "X 6.9" [RFC5248] is used,
meani ng that "UTF8SMIP downgrade fail ed".
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3.6. Body Parts and SMIP Extensions

There is no ESMIP paraneter to assert that a nessage is an
internationalized message. An SMIP server that requires accurate
know edge of whether a nessage is internationalized is required to
parse all nessage header fields and M ME header fields in the nessage
body.

VWile this specification requires that servers support the 8BI TM ME
ext ensi on [ RFC1652] to ensure that servers have adequate handling
capability for 8-bit data and to avoid a nunber of conpl ex encoding
probl ems, the use of internationalized addresses obviously does not
require non-ASCI | body parts in the M ME nessage. The UTF8SMIP

ext ensi on MAY be used with the BODY=8BI TM ME paraneter if that is
appropriate given the body content or, with the BODY=BlI NARYM ME
paraneter, if the server advertises Bl NARYM ME [ RFC3030] and that is
appropri at e.

Assumi ng that the server advertises UTF8SMIP and 8Bl TM ME, and
receives at |east one non-ASClI| address, with or w thout ALT- ADDRESS,
the precise interpretation of 'No BODY parameter’, "BODY=8BI TM ME"
and " BODY=BI NARYM ME" in the MAIL comand is

1. If there is no BODY paraneter, the header contains UTF-8
characters, but all the body parts are in ASCI|I (possibly as the
result of a content-transfer-encoding).

2. |f a BODY=8BI TM ME paraneter is present, the header contains
UTF-8 characters, and sonme or all of the body parts contain 8-bit
line-oriented data.

3. |If a BODY=BI NARYM ME paraneter is present, the header contains
UTF-8 characters, and some or all body parts contain binary data
wi thout restriction as to line lengths or delinmters.

3.7. Additional ESMIP Changes and C arifications

The information carried in the mail transport process involves
addresses ("mail boxes") and domain nanmes in various contexts in
addition to the MAIL and RCPT commands and extended alternatives to
them |In general, the rule is that, when RFC 2821 specifies a
mai | box, this specification expects UTF-8 to be used for the entire
string; when RFC 2821 specifies a domain nane, the nane SHOULD be in
the formof ACE |labels if its raw formis non-ASClI.

The foll owi ng subsections list and discuss all of the relevant cases.
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3.7.1. The Initial SMIP Exchange

VWhen an SMIP connection is opened, the server normally sends a
"greeting" response consisting of the 220 response code and sone
information. The client then sends the EHLO conmand. Since the
client cannot know whet her the server supports UTF8SMIP until after
it receives the response fromEHLO, any domai n nanes that appear in
this dial ogue, or in responses to EHLO, MJST be in the hostnane form
i.e., internationalized ones MJST be in the form of ACE | abels.

3.7.2. Ml eXchangers

Organi zations often authorize nultiple servers to accept nai
addressed to them For exanple, the organization may itself operate
nmore than one server, and may al so or instead have an agreenent with
ot her organi zations to accept nmail as a backup. Authorized servers
are generally listed in MX records as described in RFC 2821. Wen
nmore than one server accepts mail for the domain-part of a nmail box,
it is strongly advised that either all or none of them support the
UTF8SMIP ext ension. O herw se, surprising downgrades can happen
during tenporary failures, which users mght perceive as a serious
reliability issue.

3.7.3. Trace Information

VWhen an SMIP server receives a nmessage for delivery or further
processing, it MJST insert trace ("tinme stanp” or "Received")

informati on at the begi nning of the message content. "Time stanmp" or
"Recei ved" appears in the formof "Received:" lines. The nost
i nportant use of Received: lines is for debugging nail faults. Wen

the delivery SMIP server makes the "final delivery" of a nessage, it
inserts a Return-path line at the beginning of the mail data. The
primary purpose of the Return-path is to designate the address to
whi ch nmessages indicating non-delivery or other mail systemfailures
are to be sent. For the trace information, this nmeno updates the
time stanp line and the return path line [RFC2821] formally defined
as follows:

uReturn-path-line = "Return-Path:" FW5 uReverse-path <CRLF>
; Replaces Return-path-line in Section 4.4 of RFC 2821
; UReverse-path is defined in Section 3.3 of this docunent

uTi me-stanp-line = "Received:" FW5 uStanp <CRLF>
; Replaces Tine-stanmp-line in Section 4.4 of RFC 2821

uStanp = Fromdonmai n By-domain uQpt-info ";" FW5 date-tine
; Replaces Stanp in Section 4.4 of RFC 2821
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uOpt-info = [Vial] [Wth] [ID [uFor]
; Replaces Opt-info in Section 4.4 of RFC 2821
; The protocol value for Wth will allow a UTF8SMIP val ue

uFor = "FOR' ( FWS (uPath / uMail box) ) CFWS

Repl aces For in Section 4.4 of RFC 2821

; uPath and uMail box are defined in Sections 2.4 and
; 2.3, respectively, of this docunent

’

Not e: The FOR paraneter has been changed to match the definition in
[ RFC2821bis], permtting only one address in the For clause. The
group working on that docunent reached nmailing list consensus that
the syntax in [ RFC2821] that pernitted nore than one address was
simply a m st ake.

Except in the "uFor’ clause and 'uReverse-path val ue where non-ASCl |
domai n nanes may be used, internationalized domain nanes in Received
fields MJST be transmitted in the formof ACE |abels. The protoco
val ue of the WTH clause when this extension is used is one of the
UTF8SMIP val ues specified in the "I ANA Consi derations" section of
this docunent.

3.7.4. UTF-8 Strings in Replies
3.7.4.1. ML and RCPT Comands

If the client issues a RCPT command cont ai ni ng non-ASCI | characters,
the SMIP server is permtted to use UTF-8 characters in the enail
address associated with 251 and 551 response codes.

If an SMIP client follows this specification and sends any RCPT
commands cont ai ni ng non- ASCI | addresses, it MJST be able to accept
and process 251 or 551 responses containing UTF-8 ennil addresses.

If a given RCPT command does not include a non-ASCI| envel ope
address, the server MJST NOT return a 251 or 551 response containing
a non-ASCI | nmil box. Instead, it MJST transform such responses into
250 or 550 responses that do not contain addresses.

3.7.4.2. VRFY and EXPN Commands and the UTF8REPLY Par aneter

If the VRFY and EXPN commands are transmtted with an optiona
paraneter "UTF8REPLY", it indicates the client can accept UTF-8
strings in replies fromthose commands. This allows the server to
use UTF-8 strings in mailbox nanmes and full nanes that occur in
replies without concern that the client m ght be confused by them
An SMIP client that conforns to this specification MJST accept and
correctly process replies fromthe VRFY and EXPN conmands t hat
contain UTF-8 strings. However, the SMIP server MJST NOT use UTF-8
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strings in replies if the SMIP client does not specifically allow
such replies by transmitting this paraneter. Mst replies do not
require that a mail box nane be included in the returned text, and
therefore UTF-8 is not needed in them Sone replies, notably those
resulting from successful execution of the VRFY and EXPN commands, do
i nclude the nmail box, making the provisions of this section inportant.

VERI FY (VRFY) and EXPAND (EXPN) command synt axes are changed to:

"VRFY" SP (ulLocal -part / uMil box) [SP "UTF8REPLY"] CRLF
; uLocal -part and uMail box are defined in
; Section 3.3 of this docunent.

"EXPN' SP ( uLocal -part / uMailbox ) [ SP "UTFB8REPLY" ] CRLF
; ulLocal -part and uMail box are defined in
; Section 3.3 of this docunent.

The "UTF8REPLY" paraneter does not use a value. |If the reply to a
VERI FY (VRFY) or EXPAND (EXPN) conmand requires UTF-8, but the SMIP
client does not use the "UTF8REPLY" paraneter, then the server MJIST
use either the response code 252 or 550. Response code 252, defined
in [RFC2821], neans "Cannot VRFY user, but will accept the nessage
and attenpt the delivery". Response code 550, also defined in

[ RFC2821], nmeans "Requested action not taken: mail box unavail abl e".
When the server supports enhanced mail system status codes [ RFC3463],
the enhanced response code as specified belowis used. Using the
"UTF8REPLY" paraneter with a VERI FY (VRFY) or EXPAND (EXPN) command
enables UTF-8 replies for that command only.

If a normal success response (i.e., 250) is returned, the response
MAY include the full nane of the user and MJST include the mail box of
the user. 1t MJST be in either of the follow ng forns:

User Nane <uMil box>
; uMailbox is defined in Section 3.3 of this docunent.
: User Nane can contain non-ASClI| characters.

uMai | box
; uMail box is defined in Section 3.3 of this docunent.

If the SMIP reply requires UTF-8 strings, but UTF-8 is not allowed in
the reply, and the server supports enhanced mail system status codes

[ RFC3463], the enhanced response code is either "X 6.8" or "X 6.10"

[ RFC5248], meaning "A reply containing a UTF-8 string is required to

show t he mail box nane, but that form of response is not permtted by

the client".
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If the SMIP client does not support the UTF8SMIP extensi on, but
receives a UTF-8 string in a reply, it may not be able to properly
report the reply to the user, and sone clients mght crash
Internationalized nessages in replies are only allowed in the
commands under the situations described above. Under any other
circunstances, UTF-8 text MJST NOT appear in the reply.

Al t hough UTF-8 is needed to represent email addresses in responses
under the rules specified in this section, this extension does not
permt the use of UTF-8 for any other purposes. SMIP servers MJST
NOT i nclude non-ASCI| characters in replies except inthe linted

cases specifically permtted in this section.

4, | ANA Consi der ati ons
| ANA has added a new val ue "UTF8SMIP" to the SMIP Servi ce Extension

subregistry of the Mail Parameters registry, according to the
fol |l owi ng dat a:

Fomm e e e oo o mm e e e e e e e e e e e meamaoo- o m e e e - +
| Keywords | Description | Reference

N oo e e e e e e e e e oo oo M +
| UTF8SMTP | Internationalized enmanil address | [RFC5336] |
S o m e e e e e e e e e eee oo s Fom e oo +

Thi s docunent adds new val ues to the SMIP Enhanced Status Code
subregistry of the Mail Parameters registry, follow ng the guidance
in Sections 3.5 and 3.7.4.2 of this docunent, and bei ng based on

[ RFC5248]. The registration data is as foll ows:
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Code: X. 6.7

Sanpl e Text: The ALT- ADDRESS is required but not specified
Associ at ed basic status code: 553, 550

Descri ption: This indicates the reception of a MAIL or RCPT

command that required an ALT- ADDRESS par anet er
but such parameter was not present.

Def i ned: RFC 5336 (Experimental track)
Submitter: Ji ankang YAO

Change controller: |ESG

Code: X. 6.8

Sanpl e Text: UTF-8 string reply is required,

but not permitted by the client

Associ at ed basic status code: 553, 550

Descri ption: This indicates that a reply containing a UTF-8
string is required to show the nmil box nane,
but that form of response is not
permitted by the client.

Def i ned: RFC 5336. (Experinmental track)
Submitter: Ji ankang YAO
Change controller: |ESG
Code: X. 6.9
Sanpl e Text: UTF8SMIP downgr ade fail ed
Associ at ed basic status code: 550
Descri ption: This indicates that transaction failed
after the final "." of the DATA conmand.
Def i ned: RFC 5336. (Experinmental track)
Submitter: Ji ankang YAO
Change controller: |ESG
Code: X.6.10
Sanpl e Text: UTF-8 string reply is required,

but not pernmitted by the client

Associ at ed basic status code: 252

Descri pti on: This indicates that a reply containing a UTF-8
string is required to show the nmil box nane,
but that form of response is not
permitted by the client.

Def i ned: RFC 5336. (Experinental track)
Submitter: Ji ankang YAO
Change controller: |ESG
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The "Mai |l Transm ssion Types" registry under the Miil Paraneters
registry is requested to be updated to include the followi ng new

entries:

oo o e e e e e e ee oo s g +

| WTH protocol | Description | Reference |

| types I I I

o m e e e oo - o e e e e e e e o e e e e e e oo +
UTF8SMIP UTF8SMIP wi t h Servi ce [ RFC5336]

| | | |
| | Extensions | |
| UTF8SMTPA | UTF8SMIP with SMIP AUTH | [RFC4954] [RFC5336] |
I I I I
I I I I
I I I I

UTF8SMIPS UTF8SMIP wi th STARTTLS [ RFC3207] [ RFC5336]
UTF8SMTPSA UTF8SMTP wi th bot h [ RFC3207] [ RFC4954]
STARTTLS and SMIP AUTH [ RFC5336]
o g i +

5. Security Considerations

See the extended security considerations discussion in the franmework
docunent [ RFC4952].
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App

A 3.

A 4.

Yao

endix A. Material Updating RFC 4952

RFC 4952, the overview and framework docunent covering this set of
extensions for internationalized enmail, was conpleted before this
specification, which specifies a particular part of the protocol set.
Thi s appendi x, which is normative, contains material that would have
been incorporated into RFC 4952 had it been del ayed until the work
described in the rest of this specification was conpleted. This

mat eri al should be included in any update to RFC 4952

Conventi onal Message and Internationalized Message

o0 A conventional nessage is one that does not use any extension
defined in this docunment or in the UTF-8 header specification
[ RFC5335], and which is strictly conformant to RFC 2822 [ RFC2822] .

0 An internationalized nessage is a nessage utilizing one or nore of
the extensions defined in this specification or in the UTF-8
header specification [RFC5335], so that it is no |onger confornmant
to the RFC 2822 specification of a message.

LMIP

LMIP [ RFC2033] may be used as the final delivery agent. In such
cases, LMIP may be arranged to deliver the nail to the mail store.
The mail store may not have UTF8SMIP capability. LMIP needs to be
updated to deal with these situations.

SMIP Service Extension for DSNs

The existing Draft Standard regardi ng delivery status notifications
(DSNs) [RFC3461] is limted to ASCII text in the nmachi ne readabl e
portions of the protocol. "International Delivery Status and

Di sposition Notifications" [RFC5337] adds a new address type for
international enail addresses so an original recipient address with
non- ASCI | characters can be correctly preserved even after
downgrading. |If an SMIP server advertises both the UTF8SMIP and the
DSN ext ensi on, that server MJST inplenment EAl DSN [ RFC5337] i ncl uding
support for the ORCPT paraneter

| mpl enent ati on Advice

In the absence of this extension, SMIP clients and servers are
constrained to using only those addresses permtted by RFC 2821. The
| ocal parts of those addresses MAY be made up of any ASCI |

characters, although sone of them MUST be quoted as specified there.
It is notable in an internationalization context that there is a |ong
hi story on sone systens of using overstruck ASCI| characters (a
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character, a backspace, and another character) within a quoted string
to approxi mate non-ASClI| characters. This form of
internationalization SHOULD be phased out as this extension becones
wi del y depl oyed, but backward-conpatibility considerations require
that it continue to be supported.

A.5. Applicability of SMIP Extension to Additional Uses

Among ot her protocol changes, the SMIP extension allows an optiona
alternate address to be supplied with the MAIL and RCPT comands.

For the purposes of this set of specifications, this alternate
address only has neani ng when the primry address contains UTF-8
characters and the message is downgraded. Wiile it may be tenpting
to consider the alternate address as a general - purpose second-chance
address to be used whenever the primary address is rejected, such
behavior is not defined here. This restriction allows for future
extensions to be devel oped which create such a general - purpose
second- chance address, although no specific work on such an extension
is currently anticipated. Note that any such extension needs to
consi der the question of what the [RFC0974] sequencing rul es nean
when different possible servers support different sets of ESMIP
options (or, in this case, addresses). The answer to this question
may al so inply updates to [ RFC2821].
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