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Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst r act

RFC 3031 limts the MPLS architecture to downstream assi gned MPLS
| abel s. This docunent introduces the notion of upstream assi gnhed

MPLS | abels. It describes the procedures for upstream MPLS | abel
assi gnnent and introduces the concept of a "Context-Specific Label
Space".
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1.

I nt roducti on

RFC 3031 [RFC3031] limts the MPLS architecture to downstream
assigned MPLS | abels. To quote from RFC 3031:

"In the MPLS architecture, the decision to bind a particular |abel L
to a particular Forwardi ng Equi val ence dass (FEC) F is nmade by the
Label Switching Router (LSR) which is DONMNSTREAM with respect to that
bi nding. The downstream LSR then infornms the upstream LSR of the

bi nding. Thus | abels are "downstreantassi gned", and | abel bindings
are distributed in the "dowstreamto upstreant direction.”

Thi s docunent introduces the notion of upstream assigned MPLS | abel s
to the MPLS architecture. The procedures for upstream assi gnment of
MPLS | abel s are descri bed.

RFC 3031 describes per-platformand per-interface | abel space. This
docunent generalizes the latter to a "Context-Specific Label Space"
and describes a "Nei ghbor Label Space" as an exanple of this.
Upstream assi gned | abel s are always | ooked up in a context-specific
| abel space.

Speci fication of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Cont ext - Speci fi c Label Space

RFC 3031 describes per-platformand per-interface | abel spaces. This
docunent introduces the nore general concept of a "Context-Specific
Label Space"”. An LSR may maintain one or nore context-specific |abe
spaces. In general, |abels MJST be | ooked up in the per-platform

| abel space unl ess sonet hing about the context determines that a

| abel be | ooked up in a particular context-specific |abel space.

One exanpl e of a context-specific |abel space is the per-interface

| abel space discussed in RFC 3031. Wen an MPLS packet is received
over a particular interface, the top |abel of the packet may need to
be |l ooked up in the receiving interface's per-interface | abel space.
In this case, the receiving interface is the context of the packet.
Whet her MPLS packets received over a particular interface need to
have their top |l abels |l ooked up in a per-interface |abel space
depends on sone characteristic or configuration of the interface.

Aggarwal , et al. St andards Track [ Page 2]



RFC 5331 August 2008

Per-interface | abel space [ RFC3031] is an exanple of a context-
specific | abel space used for downstream assi gned | abels. Context-
specific | abel spaces can al so be used for upstream assigned | abels,
as descri bed bel ow.

When MPLS | abel s are upstream assi gned, the context of an MPLS | abe
L is provided by the LSR that assigns the |abel and binds the |abe
to a FEC F for a Label Switched Path (LSP) LSP1. The LSR that
assigns the label distributes the binding and context to an LSR Lr
that then receives MPLS packets on LSP1 with |abel L. Wen Lr
receives an MPLS packet on LSP1, it MJST be able to deternine the
context of this packet.

An exanpl e of such a context is a tunnel over which MPLS packets on
LSP1 may be received. |In this case, the top | abel of the MPLS
packet, after tunnel decapsulation, is |ooked up in a | abel space
that is specific to the root of the tunnel. This does inply that Lr
be able to deternmine the tunnel over which the packet was received.
Therefore, if the tunnel is an MPLS tunnel, penultimate-hop-popping
(PHP) MJST be disabled for the tunnel

Anot her exanpl e of such a context is the nei ghbor from which MPLS
packets on LSP1 nmay be received. 1|In this case, the top |abel of the
MPLS packet, transmtted by the neighbor on LSPl, is | ooked up in a
"Nei ghbor - Speci fi c Label Space".

The above two exanples are further described in Section 7

There may be other sorts of contexts as well. For instance, we
define the notion of an MPLS | abel being used to establish a context,
i.e., identify a | abel space. A "context |abel" is one that

identifies a | abel table in which the |abel imediately bel ow the
context |abel should be | ooked up. A context |abel carried as an
outernost | abel over a particular nulti-access subnet/tunnel MJIST be
uni que within the scope of that subnet/tunnel

4. Upstream Label Assignnent

VWhen two MPLS LSRs are adjacent in an MPLS Label Switched Path (LSP),
one of themcan be terned an "upstream LSR' and the other a
"downstream LSR' [ RFC3031]. Consider two LSRs, Ru and Rd, that have
agreed to bind Label L to a FEC F for packets sent fromRu to Rd.
Then, with respect to this binding, Ru is the "upstreamLSR', and Rd
is the "downstream LSR". "

If the binding between L and F was nade by Rd and advertised to Ru,

then the | abel binding is known as "downstreantassi gned'. RFC 3031
only di scusses downstream assi gned | abel bi ndi ngs.
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If the binding between L and F was made by Ru and advertised to Rd,
then the | abel binding is known as "upstream assi gned"

If the binding between L and F was nade by a third party, say R3, and
then advertised to both Ru and Rd, we also refer to the |abel binding
as "upstream assi gned".

An i mportant observation about upstream assigned |labels is the
following. Wen an upstream assigned label L is at the top of the

| abel stack, it nust be | ooked up by an LSR that is not the LSR that
assigned and distributed the label binding for L. Therefore, an
upstream assi gned | abel MJST al ways be | ooked up in a context-
specific | abel space, as described in Section 7

We do not require any coordination between the upstream | abe

assi gnnents and the downstream | abel assignnents; a particular |abe
val ue may be upstream assi gned to one FEC and downstream assi gned to
a different FEC

The ability to use upstreamassigned |abels is an OPTI ONAL feature.
Upst ream assi gned | abel s MUST NOT be used unless it is known that the
downstream LSR supports them

One use case of upstream assigned |labels is MPLS nulticast, and an
exanple of this is provided in Section 9

4.1. Upstream Assigned and Downstream Assi gned Label s

It is possible that some LSRs on an LSP for FEC F distribute
downstream assi gned | abel bindings for FEC F, while other LSRs

di stribute upstream assigned | abel bindings. It is possible for an
LSR to distribute a downstream assi gned | abel binding for FEC F to
its upstream adjacent LSR AND distribute an upstream assigned | abe
binding for FEC F to its downstream adj acent LSR. Wen two LSRs, Ru
and Rd, are adjacent on an LSP for FEC F (with Ru being the upstream
nei ghbor and Rd the downstream nei ghbor), either Ru distributes an
upstream assi gned | abel binding for Fto Rd, or else Rd distributes a
downst ream assi gned | abel binding to Ru, but NOT both. Whether
upstream assi gned or downstream assigned | abels are to be used for a
particul ar FEC depends on the application using the LSP

Any application that requires the use of upstream assigned |abels
MUST specify that explicitly, or else it is to be assunmed that
downstream assi gned | abel s are used. An application on an LSR uses a
| abel distribution protocol to indicate to its peer LSRs whether a
particul ar |abel binding distributed by the LSR uses upstream

assi gned or downstream assigned | abel. Details of such procedures
are outside the scope of this docunment. |In some cases, the decision
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as to which is used for a particular application may be nade by a
configuration option.

5. Assigning Upstream Assi gned Label s

The only requirenment on an upstream LSR assi ghi ng upstream assi gned
| abel s is that an upstream assigned | abel nust be unanbi guous in the
context-specific | abel space in which the downstream LSR will | ook it
up. An upstream LSR that is the headend of nultiple tunnels SHOULD,
by default, assign the upstream assigned |abels, for all the LSPs
carried over these tunnels, froma single | abel space, which is
common to all those tunnels. Further, an upstreamLSR that is the
head of nultiple tunnels SHOULD use the sanme | P address as the head
identifier of these tunnels, provided that the head identifier of
these tunnels includes an I P address. The LSR could assign the sane
| abel value to both a downstream assi gned and an upstream assi gned

| abel . The downstream LSR al ways | ooks up upstream assi gned MPLS

| abel s in a context-specific |abel space as described in Section 7.

An entry for the upstream assigned |abels is not created in the

I ncom ng Label Map (ILM [RFC3031] at the upstream LSR as these

| abel s are not incomng |labels. Instead, an upstream | abel is an
outgoing label, with respect to the upstream LSR, for MPLS packets
transmtted on the MPLS LSP in which the upstream LSR is adjacent to
the downstream LSR. Hence, an upstream|label is part of a Next Hop
Label Forwarding Entry (NHLFE) at the upstream LSR

When Ru advertises a binding of label L for FEC F to Rd, it creates a
NHLFE entry corresponding to L. This NHLFE entry results in inposing
the label L on the MPLS | abel stack of the packet forwarded using the
NHLFE entry. If Ru is a transit router on the LSP for FEC F, it
binds the ILMfor the LSP to this NHLFE. If Ru is an ingress router
on the LSP for FEC F, it binds the FEC to the NHLFE entry.

6. Distributing Upstream Assi gned Label s

Upst ream assi gned | abel bi ndi ngs MJUST NOT be used unless it is known
that the downstream LSR supports them How this is known is outside
the scope of this docunent.

MPLS upstream | abel assignnent requires a | abel distribution protoco
to distribute the binding fromthe upstream LSR to the downstream
LSR. Considerations that pertain to a | abel distribution protoco
that are described in [RFC3031] apply.

The distribution of the upstreamassigned labels is simlar to either

the ordered LSP control or independent LSP control of the downstream
assigned labels. In the former case, an LSR distributes an upstream
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assigned | abel binding for a FEC F if it is either (a) the ingress
LSR for FEC F, or (b) if it has already received an upstream | abe
binding for that FEC fromits adjacent upstreamLSR for FEC F, or (c)
if it has received a request for a downstream | abel binding fromits
upstream adj acent LSR  |In the latter case, each LSR, upon noting
that it recogni zes a particular FEC, nakes an independent decision to
bi nd an upstream assigned | abel to that FEC and to distribute that
binding to its label distribution peers.

7. Upstream Nei ghbor Label Space

If the top | abel of an MPLS packet being processed by LSR Rd is
upstream assi gned, the label is |looked up in a context-specific |abe
space, not in a per-platformlabel space.

Rd uses a context-specific |abel space that it maintains for Ru to
"reserve" MPLS | abels assigned by Ru. Hence, if Ru distributes an
upstream assi gned | abel binding L for FEC F to Rd, then Rd reserves L
in the separate ILMfor Ru's context-specific | abel space. This is
the ILMthat Rd uses to | ook up an MPLS | abel that is upstream
assigned by Ru. This |abel may be the top | abel on the | abel stack
of a packet received fromRu or it nay be exposed as the top | abel on
the | abel stack, as a result of Rd popping one or nore |abels off the
| abel stack, from such a packet.

This inplies that Rd MUST be able to determ ne whether the top | abe
of an MPLS packet being processed is upstream assigned and, if yes,
the "context" of this packet. How this deternmination is made depends
on the mechanismthat is used by Ru to transnit the MPLS packet with
an upstream assigned top label L to Rd.

If Rutransmts this packet by encapsulating it in an I[P or MPLS
tunnel, then the fact that L is upstream assigned is deternm ned by Rd
by the tunnel on which the packet is received. Wether a given
tunnel can be used for transmitting MPLS packets with either
downst reanmt assi gned or upstream assi gned MPLS | abel s, or both,
depends on the tunnel type and is described in [RFC5332]. Wen Rd
recei ves MPLS packets with a top |abel L on such a tunnel, it

determ nes the "context"” of this packet based on the tunnel on which
the packet is received. There nmust be a nechanismfor Ru to inform
Rd that a particular tunnel fromRu to Rd will be used by Ru for
transmtting MPLS packets with upstream assi gned MPLS | abels. Such a
mechanismwi || be provided by the | abel distribution protocol between
Ru and Rd and will likely require extensions to existing |abe
distribution protocols. The description of such a nechanismis
outside the scope of this docunent.
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Rd mai ntai ns an "Upstream Nei ghbor Label Space" for upstream assigned
| abel s, assigned by Ru. Wen Ru transmts MPLS packets the top | abe
of which is upstream assigned over IP or MPLS tunnels, then Rd MUST
be able to determ ne the root of these I P/MPLS tunnels. Rd MJST then
use a separate | abel space for each unique root.

The root is identified by the head-end | P address of the tunnel. If
the sane upstreamrouter, Ru, uses different head-end | P addresses
for different tunnels, then the downstreamrouter, Rd, MJST maintain
a different Upstream Nei ghbor Label Space for each such head-end IP
addr ess.

Consi der the foll owi ng conditions:
1) Ruis the "root" of two tunnels, call them A and B
2) I P address X is an | P address of Ru.

3) The signaling protocol used to set up tunnel Aidentified A's
root node as | P address X

4) The signaling protocol used to set up tunnel B identified B's
root node as | P address X

5) Packets sent through tunnels A and B may be carrying upstream
assi gned | abel s.

6) Ru is the LSR that assigned the upstream assi gned | abels
mentioned in condition 5.

If and only if these conditions hold, then Ru MUST use the same | abe
space when upstream assigning | abels for packets that travel through
tunnel A that it uses when upstream assigning |abels for packets that
travel through tunnel B

Suppose that Rd is a node that belongs to tunnels A and B, but is not
the root node of either tunnel. Then Rd may assume that the sane
upstream assi gned | abel space is used on both tunnels IF AND ONLY | F
the signaling protocol used to set up tunnel A identified the root
node as | P address X and the signaling protocol used to set up tunne
B identified the root node as the sane |P address X

In addition, the protocol that is used for distributing the upstream
assigned | abel to be used over a particular tunnel MJST identify the
"assigner" using the same | P address that is used by the protoco

that sets up the tunnel to identify the root node of the tunnel

I mpl enentors nust take note of this, even if the tunnel setup
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protocol is different fromthe protocol that is used for distributing
the upstream assi gned | abel to be used over the tunnel

The precise set of procedures for identifying the |P address of the
root of the tunnel depend, of course, on the protocol used to set up
the tunnel. For Point-to-Point (P2P) tunnels, the intention is that
t he headend of the tunnel is the "root". For Point-to-Miltipoint
(P2MP) or Multipoint-to-Miltipoint (MP2MP) tunnels, one can al ways
identify one node as being the "root" of the tunnel

Sone tunnels may be set up by configuration, rather than by
signaling. |In these cases, the |P address of the root of the tunne
nmust be confi gured.

Sone tunnels may not even require configuration, e.g., a Generic
Routi ng Encapsul ation (GRE) tunnel can be "created" just by
encapsul ati ng packets and transmitting them 1In such a case, the IP
address of the root is considered to be the | P source address of the
encapsul at ed packets.

If the tunnel on which Rd receives MPLS packets with a top label L is
an MPLS tunnel, then Rd determines a) that L is upstream assi gned and
b) the context for L, fromthe |abels above L in the |abel stack

Note that one or nore of these | abels may al so be upstream assi gned

| abel s.

If the tunnel on which Rd receives MPLS packets with a top label L is
an | P/GRE tunnel, then Rd deternmines a) that L is upstream assigned

[ RFC5332] and b) the context for L, fromthe source address in the IP
header .

When Ru and Rd are adjacent to each other on a nulti-access data |ink
media, if Ru would transmt the packet, with top |abel L, by
encapsulating it in a data link franme, then whether L is upstream
assi gned or downstream assigned can be deternined by Rd, as described
in [RFC5332]. This is possible because if L is upstream assigned,
then [ RFC5332] uses a different ether type in the data |link frane.
However, this is not sufficient for Rd to deternine the context of
this packet. 1In order for Rd to determ ne the context of this
packet, Ru encapsul ates the packet in a one-hop MPLS tunnel. This
tunnel uses an MPLS context |abel that is assigned by Ru. Section 8
descri bes how the context |abel is assigned. Rd nmintains a separate
"Upst ream Nei ghbor Label Space" for Ru. The "context" of this
packet, i.e., Ru's upstream nei ghbor |abel space, in which L was
reserved, is determned by Rd fromthe top context |abel and the
interface on which the packet is received. The ether type in the
data link frame is set to indicate that the top | abel is upstream
assigned. The second |abel in the stack is L.
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8.

Cont ext Label on LANs

For a | abel ed packet with an ether type of "upstream | abe
assignnent”, the top label is used as the context. The context | abe
val ue is assigned by the upstream LSR and advertised to the
downstream LSRs. Mechanisns for advertising the context |abel wll
be provided by the | abel distribution protocol between the upstream
and downstream LSRs. The description of such a nechanismis outside
the scope of this docunent.

The context | abel assigned by an LSR for use on a particular LAN
interface MJUST be unique across all the context |abels assigned by
other LSRs for use on the same LAN. When a | abel ed packet is
received fromthe LAN, the context |abel MJST be | ooked up in the
context of the LAN interface on which the packet is received.

Thi s docunent provides two nethods that an LSR can use to choose a
context |abel to advertise on a particular LAN

The first method requires that each LSR be provisioned with a 20-bit
context |abel for each LAN interface on which a context |abel is
required. It is then left to the provisioning systemto nake sure
that an assigned context |abel is unique across the correspondi ng
LAN.

The second nethod all ows the context |abels to be auto-generated, but
is only applicable if each LSR on the LAN has an | Pv4 address as its
primary | P address for the corresponding LAN interface. (If the LAN
contains LSRs that have only | Pv6 addresses for the LAN interface,
then the first nmethod is used.)

Suppose that each LAN interface is configured with a primary |Pv4
address that is unique on that LAN. The host part of the IPv4
address, identified by the network nask, is unique. |If the IPv4
network mask is greater than 12 bits, it is possible to map the
remaining 20 bits into a unique context |abel value. This enables
the LSRs on the LAN to automatically generate a unique context | abel
To ensure that auto-generated context |abel values do not fall into
the reserved | abel space range [ RFC3032], the value of the host part
of the IPv4 address is offset with 0x10, if this value is not greater
than OXFFFEF. Val ues of the host part of the | Pv4 address greater

t han OXFFFEF are not allowed to be used as context |abels.

Consi der LSR Rm (downstream) connected to Rul (upstrean) on a LAN
interface and to Ru2 (upstream) on a different LAN interface. Rm
coul d receive a context |abel value derived fromthe LAN interface
fromRul and fromRu2. It is possible that the context |abel values
used by Rul and Ru2 are the sane. This would occur if the LAN
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interfaces of both Rul and Ru2 are configured with a primary |Pv4
address where the lowest 20 bits are equal. However, this does not
create any anbiguity, as it has already been stated that the context
| abel MUST be | ooked up in the context of the LAN interface on which
the packet is received.

9. Usage of Upstream Assi gned Label s

A typical use case of upstream assigned |abels is for MPLS mnulticast
and is described here for illustration. This use case arises when an
upstream LSR Ru i s adjacent to several downstream LSRs <Rd1...Rdn> in
an LSP, LSP1 AND Ru is connected to <Rdl...Rdn> via a nulti-access
media or tunnel, AND Ru wants to transmit a single copy of an MPLS
packet on the LSP to <Rd1...Rdn>. In the case of a tunnel, Ru can
distribute an upstreamassigned |label L that is bound to the FEC for
LSP1, to <Rd1..Rdn> and transmt an MPLS packet, the top | abel of
which is L, on the tunnel. In the case of a nulti-access nmedia, Ru
can distribute an upstream assigned |label L that is bound to the FEC
for LSP1, to <Rdl..Rdn> and transnmit an MPLS packet, the top | abel of
which is the context |abel that identifies Ru, and the | abe

i medi ately belowis L, on the multi-access nmedia. Each of
<Rd1..Rdn> will then interpret this MPLS packet in the context of Ru
and forward it appropriately. This inplies that <Rd1l..Rdn> MJST all
be able to support an Upstream Nei ghbor Label Space for Ru and Ru
MUST be able to deternmine this. The mechanisns for deternmining this
are specific to the application that is using upstream assigned

| abel s and is outside the scope of this docunent.

10. Security Considerations

The security considerations that apply to upstream assi gned | abels
and context labels are no different in kind than those that apply to
downst r eam assi gned | abel s.

Not e that procedures for distributing upstream assigned |abels and/or
context labels are not within the scope of this docunent. Therefore,
the security considerations that may apply to such procedures are not
consi dered here.

Section 8 of this docunent describes a procedure that enables an LSR
to automatically generate a uni que context |abel for a LAN. This
procedure assunmes that the |P addresses of all the LSR interfaces on
the LAN will be unique in their loworder 20 bits. |If two LSRs whose
| P addresses have the same | oworder 20 bits are placed on the LAN,
other LSRs are likely to msroute packets transmitted to the LAN by
either of the two LSRs in question
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More detail ed di scussion of security issues that are relevant in the
context of MPLS and GWLS, including security threats, related
def ensi ve techni ques, and the nechani sns for detection and reporting,
are discussed in "Security Franmework for MPLS and GVPLS Net works
[ MPLS- SEC] .
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