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Status of This Meno

This meno provides information for the Internet community. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst ract

This menmo describes SIV (Synthetic Initialization Vector), a block

ci pher nmode of operation. SIV takes a key, a plaintext, and nultiple
vari abl e-1 ength octet strings that will be authenticated but not
encrypted. It produces a ciphertext having the sanme |length as the

pl ai ntext and a synthetic initialization vector. Depending on howit
is used, SIV achieves either the goal of determnistic authenticated
encryption or the goal of nonce-based, nisuse-resistant authenticated
encrypti on.
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1. Introduction
1.1. Background

Various attacks have been described (e.g., [BADESP]) when data is
merely privacy protected and not additionally authenticated or
integrity protected. Therefore, conbined nodes of encryption and

aut henti cati on have been devel oped ([ RFC5116], [RFC3610], [GCM,
[JUTLA], [OCB]). These provide conventional authenticated encryption
when used with a nonce ("a nunber used once") and typically accept
additional inputs that are authenticated but not encrypted,
hereinafter referred to as "associ ated data" or AD

A determnistic, nonce-less, formof authenticated encryption has
been used to protect the transportation of cryptographic keys (e.qg.,

[ X9F1], [RFC3217], [RFC3394]). This is generally referred to as "Key
W appi ng".

This meno descri bes a new bl ock ci pher node, SIV, that provides both
nonce- based aut henticated encryption as well as determnistic, nonce-
| ess key wapping. It contains a Pseudo-Random Function (PRF)
construction called S2V and an encryption/decryption construction,
called CTR  SIV was specified by Phillip Rogaway and Thonas
Shrimpton in [DAE]. The underlying bl ock cipher used herein for both
S2V and CTR is AES with key lengths of 128 bits, 192 bits, or 256
bits. S2V uses AES in C pher-based Message Authenticati on Code
([CVAC]) npde, CTR uses AES in counter ([MODES]) node.

Associ ated data is data input to an authenti cated-encrypti on node
that will be authenticated but not encrypted. [RFC5116] says that
associ ated data can include "addresses, ports, sequence nunbers,
protocol version nunbers, and other fields that indicate how the

pl ai nt ext or ciphertext should be handl ed, forwarded, or processed".
These are nultiple, distinct inputs and may not be contiguous. C her
aut henti cat ed-encryption ci pher nodes allow only a single associated
data input. Such a limtation may require inplenentation of a
scatter/gather formof data marshalling to conbine the multiple
components of the associated data into a single input or may require
a pre-processing step where the associ ated data inputs are
concatenated together. SIV accepts nmultiple variable-length octet
strings (hereinafter referred to as a "vector of strings") as

associ ated data inputs. This obviates the need for data nmarshalling
or pre-processing of associated data to package it into a single

i nput .

By all owi ng associ ated data to consist of a vector of strings SIV

al so obviates the requirenent to encode the | ength of conponent
fields of the associated data when those fields have variable | ength.
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1. 2. Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Mdtivation
1.3.1. Key Wapping

A key distribution protocol nust protect keys it is distributing.
Thi s has not al ways been done correctly. For exanple, RADI US

[ RFC2865] uses M crosoft Point-to-Point Encryption (MPPE) [ RFC2548]
to encrypt a key prior to transm ssion fromserver to client. It
provides no integrity checking of the encrypted key. [ RADKEY]
specifies the use of [RFC3394] to wap a key in a RADI US request but
because of the inability to pass associated data, a Hashed Message
Aut henti cati on Code (HMAC) [ RFC2104] is necessary to provide

aut hentication of the entire request.

SIV can be used as a drop-in replacenent for any specification that
uses [ RFC3394] or [RFC3217], including the aforenmentioned use. It is
a nore general purpose solution as it allows for associated data to
be specified.

1.3.2. Resi stance to Nonce M suse/ Reuse

The nonce-based aut henticated encryption schenes descri bed above are
susceptible to reuse and/or m suse of the nonce. Depending on the
specific schenme there are subtle and critical requirenents placed on
the nonce (see [SP800-38D]). [GCM states that it provides
"excellent security” if its nonce is guaranteed to be distinct but
provides "no security” otherwi se. Confidentiality guarantees are
voided if a counter in [RFC3610] is reused. In many cases,
guar ant eei ng no reuse of a nonce/counter/IV is not a problem but in
others it will be.

For exanple, nmany applications obtain access to cryptographic
functions via an application programinterface to a cryptographic
library. These libraries are typically not stateful and any nonce,
initialization vector, or counter required by the cipher node is
passed to the cryptographic library by the application. Putting the
construction of a security-critical datumoutside the control of the
encryption engi ne places an onerous burden on the application witer
who may not provide the necessary cryptographic hygi ene. Perhaps his
random nunber generator is not very good or naybe an application
fault causes a counter to be reset. The fragility of the cipher node
may result in its inadvertent msuse. Also, if one’'s environment is
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(knowi ngly or unknowi ngly) a virtual machine, it rmay be possible to
roll back a virtual state machine and cause nonce reuse thereby
gutting the security of the authenticated encryption schenme (see
[VIRT]).

If the nonce is random a requirenment that it never repeat will limt
the amount of data that can be safely protected with a single key to
one bl ock. Myre sensibly, a randomnonce is required to "al nost

al ways" be non-repeating, but that will drastically limt the anount
of data that can be safely protected

SIV provides a |level of resistance to nonce reuse and misuse. |If the
nonce is never reused, then the usual notion of nonce-based security
of an authenticated encryption node is achieved. |I|f, however, the

nonce is reused, authenticity is retained and confidentiality is only
conprom sed to the extent that an attacker can deternmine that the
sanme plaintext (and sane associated data) was protected with the sane
nonce and key. See Security Considerations (Section 7).

1.3.3. Key Derivation

A PRF is frequently used as a key derivation function (e.g., [WAN])
by passing it a key and a single string. Typically, this single
string is the concatenation of a series of smaller strings -- for
exanmpl e, a label and some context to bind into the derived string.

These are usually multiple strings but are mapped to a single string
because of the way PRFs are typically defined -- two inputs: a key
and data. Such a crude mapping is inefficient because additiona
data nmust be included -- the length of variable-length inputs nust be
encoded separately -- and, depending on the PRF, nmenory allocation
and copying may be needed. Also, if only one or two of the inputs
changed when deriving a new key, it may still be necessary to process
all of the other constants that preceded it every tinme the PRF is

i nvoked.

When a PRF is used in this manner its input is a vector of strings
and not a single string and the PRF should handl e the data as such.
The S2V ("string to vector") PRF construction accepts a vector of

i nputs and provides a nore natural mapping of input that does not
require additional |engths encodings and obviates the nenory and
processi ng overhead to marshal inputs and their encoded | engths into
a single string. Constant inputs to the PRF need only be conputed
once.
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1. 3. 4. Robust ness ver sus Perfornance

SI'V cannot performat the sane high throughput rates that other

aut henti cated encryption schenmes can (e.g., [GCM or [OCB]) due to
the requirenent for two passes of the data, but for situations where
performance is not a linmting factor -- e.g., control plane
applications -- it can provide a robust alternative, especially when
considering its resistance to nonce reuse.

1.3.5. Conservation of Cryptographic Primtives

The ci pher node described herein can do authenticated encryption, key
wr appi ng, key derivation, and serve as a generic nessage

aut hentication algorithm It is therefore possible to inplenent al
these functions with a single tool, instead of one tool for each
function. This is extrenely attractive for devices that are nenory
and/ or processor constrained and that cannot afford to inplenent

mul tiple cryptographic primtives to acconplish these functions.

2. Specification of SIV
2.1. Notation
SI'V and S2V use the follow ng notation:

I en(A)
returns the nunber of bits in A

pad(X)
i ndi cates padding of string X, len(X) < 128, out to 128 bits by
the concatenation of a single bit of 1 followed by as many 0 bits
as are necessary.

| ef t nost (A n)
the n nost significant bits of A

ri ght most (A, n)
the n least significant bits of A

All B
means concatenation of string Awith string B

A xor B
is the exclusive OR operation on two equal length strings, A and
B
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A xorend B
where len(A) >= len(B), neans xoring a string B onto the end of
string A-- i.e., leftnost(A len(A-len(B)) || (rightnost(A,

len(B)) xor B).

A bitand B
is the | ogical AND operation on two equal |ength strings, A and B.

dbl ()
is the multiplication of Sand 0...010 in the finite field
represented using the primtive pol ynom al
x"128 + x"7 + x"2 + x + 1. See Doubling (Section 2.3).

a"b

indicates a string that is "b" bits, each having the value "a".
<zer o>

indicates a string that is 128 zero bits.
<one>

indicates a string that is 127 zero bits concatenated with a
single one bit, that is 07127 || 171.

A B
i ndi cates the greatest integer less than or equal to the real -
val ued quotient of A and B.

E( K, X)
i ndi cates AES encryption of string X using key K

2.2. Overview

SI V- AES uses AES in CMAC node (S2V) and in counter node (CTR). SIV-
AES takes either a 256-, 384-, or 512-bit key (which is broken up
into two equal -si zed keys, one for S2V and the other for CIR), a
variable I ength plaintext, and nmultiple variable-length strings
representing associated data. Its output is a ciphertext that
conmprises a synthetic initialization vector concatenated with the
encrypted pl ai ntext.

2.3. Doubling
The doubling operation on a 128-bit input string is performed using a
left-shift of the input followed by a conditional xor operation on

the result with the constant:

00000000 00000000 00000000 00000087
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The conditi on under which the xor operation is perfornmed is when the
bit being shifted off is one.

Note that this is the same operation used to generate sub-keys for
CMAC- AES.

2.4. S2V

The S2V operation consists of the doubling and xoring of the outputs
of a pseudo-random function, CMAC, operating over individual strings
in the input vector: S1, S2, ... , Sn. It is bootstrapped by
performng CMAC on a 128-bit string of zeros. |If the Iength of the
final string in the vector is greater than or equal to 128 bits, the
out put of the double/xor chain is xored onto the end of the final
input string. That result is input to a final CVAC operation to
produce the output V. If the length of the final string is | ess than
128 bits, the output of the doubl e/xor chain is doubl ed once nore and
it is xored with the final string padded using the padding function
pad(X). That result is input to a final CMAC operation to produce
the out put V.

S2V with key K on a vector of n inputs S1, S2, ..., Sn-1, Sn, and
| en(Sn) >= 128:
+o---+ +o---+ S + +o---+
| S1 | | Ss2 1 . . . ] Sn-1| | Sn |
+----+ +----+ S + +----+
<zero> K | | | |
I I I I I \
Vv | \Y, \Y, \Y, /----> xorend
+----- + | +----- + +----- + +----- + | |
| AES-|<----- > AES-| K--> AES-| K---> AES-| | |
| CVAC | CVAC | CVAC | CVAC | |
+----- + +----- + +----- + +----- + | Vv
| | | | oo ot
I I I I | K-->| AES|
I I I I I | CVAC
| | | | oo
\->dbl -> xor -> dbl -> xor -> dbl -> xor---/ |
Y,
+---+
| VI
+-- -+

Figure 2
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S2V with key K on a vector of n inputs S1, S2, ..., Sn-1, Sn, and
I en(Sn) < 128:
+----+ +----+ +o- - - - + - +
| S1 | | S2 1 . . . | Sn-1| | pad(Sn) |
+----+ +----+ ommmm - + e o +
<zero> K | | | |
I I I I I v
\% | \% \% \% [------ > xor
+----- + +----- + +----- + +----- + |
| AES-|<--->| AES-| K-->| AES-| K-->| AES-| | |
| OMAC| | OMAC| | OMAC| | OV | I
+----- + +----- + +----- + +----- + V
| | | | | oot
| | | | | K-> AES|
I I I I I | CVACH
| | | | | hooot
\-> dbl -> xor -> dbl -> xor -> dbl -> xor-> dbl |
\Y
+-- -+
| VI
+---+

Fi gure 3
Al gorithm cally S2V can be described as:

S2V(K, S1, ..., Sn) {
if n =0 then
return V = AES- CMAC( K, <one>)
fi
D = AES- CMVAC( K, <zero>)

for i =1 to n-1 do
D = dbl (D) xor AES-CVMAC(K, Si)
done

if len(Sn) >= 128 then
T = Sn xorend D
el se
T = dbl (D) xor pad(Sn)
fi
return V = AES-CVAC(K, T)
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2.5. CIR

CTR is a counter node of AES. It takes as input a plaintext P of
arbitrary length, a key K of length 128, 192, or 256 bits, and a
counter X that is 128 bits in length, and outputs Z, which represents
a concatenation of a synthetic initialization vector V and the

ci phertext C, which is the sane |length as the plaintext.

The ciphertext is produced by xoring the plaintext with the first
len(P) bits of the follow ng string:

E(K, X) || E(K X+1) || E(K, X+2) ||

Bef ore begi nning counter node, the 31st and 63rd bits (where the
rightnmost bit is the Oth bit) of the counter are cleared. This
enabl es inplenentations that support native 32-bit (64-bit) addition
to increnent the counter nodulo 2732 (27"64) in a manner that cannot
be di stinguished from 128-bit increnents, as long as the nunber of
increment operations is limted by an upper bound that safely avoids
carry to occur out of the respective pre-cleared bit. Mre formlly,
for 32-bit addition, the counter is increnmented as:

SALT=l ef t nost ( X, 96)

n=ri ght nost ( X, 32)

X+i = SALT || (n + i nod 2732).
For 64-bit addition, the counter is incremented as:

SALT=I ef t nost ( X, 64)

n=ri ght nost ( X, 64)

X+i = SALT || (n + i nod 2764).
Performing 32-bit or 64-bit addition on the counter will limt the
anount of plaintext that can be safely protected by SIV-AES to 2739 -
128 bits or 2771 - 128 bits, respectively.

2.6. SIV Encrypt

Sl V-encrypt takes as input a key K of length 256, 384, or 512 bits,
pl ai ntext of arbitrary Iength, and a vector of associated data AD ]
where t he nunmber of conmponents in the vector is not greater than 126
(see Section 7). It produces output, Z, which is the concatenation

of a 128-bit synthetic initialization vector and ci phertext whose
length is equal to the length of the plaintext.
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The key is split into equal halves, KL = leftnost(K, len(K)/2) and K2
= rightnost (K, len(K)/2). Kl is used for S2V and K2 is used for CIR

In the encryption nbde, the associated data and pl ai ntext represent
the vector of inputs to S2V, with the plaintext being the last string
in the vector. The output of S2V is a synthetic IV that represents
the initial counter to CIR

The encryption construction of SIVis as follows:

S SR + Ho-eaaa + S SR + +-- -+
| AD1| | AD2|...|] ADn | | P |
+oemmm - + oo + +oemmm - + +---+
I I I I
| I R |
\ | Il |
\ | | ] Aeeeeeeea + |
\ | [/ | K=Kl |K2 | |
\ | Y + Vv
\ | [ | | +----- +
\ | [ K1 | | K2 |
L N AR AR / | >| CTR |
\ | e >| |
[ I O B I to---- +
VVVV V | |
Fomm e + Fommm e + vV
| sV e-eee- S0V | Ao
R + S SRR + | C |
+---- 4+
I I
_____ \ |
\ I
Voo
vV V
S e +
(A
+o--- - +

where the plaintext is P, the associated data is ADl1 through ADn, V
is the synthetic IV, the ciphertext is C, and Z is the output.

Fi gure 8
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Al gorithmically, SIV Encrypt can be described as:

S| V- ENCRYPT(K, P, AD1, ..., ADn) {
Kl = leftnost (K, len(K)/2)
K2 = rightnost (K, |en(K)/?2)

V = S2V(K1, ADl, ..., ADn, P)
Q=Vbitand (1764 || O0*1 || 21731 || 0”1 || 1731)
m= (len(P) + 127)/128
for i =0to m1l do
Xi = AES(K2, Qi)
done
X =leftmost(X0 || ... || Xm1, len(P))
C = P xor X

return V|| C
}

where the key length used by AES in CTR and S2V is len(K)/2 and wl|l
each be either 128 bits, 192 bits, or 256 bits.

The 31st and 63rd bit (where the rightnost bit is the Oth) of the
counter are zeroed out just prior to being used by CIR for
optinization purposes, see Section 5.

2.7. SIV Decrypt

SI V-decrypt takes as input a key K of length 256, 384, or 512 bits,
Z, which represents a synthetic initialization vector V concatenated
with a ciphertext C, and a vector of associated data AD] ] where the
nunber of conponents in the vector is not greater than 126 (see
Section 7). It produces either the original plaintext or the special
symbol FAI L.

The key is split as specified in Section 2.6

The synthetic initialization vector acts as the initial counter to
CTR to decrypt the ciphertext. The associated data and the output of
CTR represent a vector of strings that is passed to S2V, with the CIR
output being the last string in the vector. The output of S2V is
then conpared agai nst the synthetic |V that acconpani ed the origina
ciphertext. |If they match, the output fromCITR is returned as the
decrypted and authenticated plaintext; otherw se, the special synbol
FAIL is returned.
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The decryption construction of SIVis as follows:
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Fi gure 10
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Al gorithmcally, SIV-Decrypt can be described as:

S| V- DECRYPT(K, Z, AD1, ..., ADn) {
V = leftnost(Z, 128)
C=rightnost(Z, len(2)-128)
K1 | eftmost (K, 1 en(K)/2)
K2 rightnost (K, len(K)/2)
Q= Vbitand (1764 || O*1 || 21731 || 0”1 || 1731)

m= (len(C + 127)/128
for i =0to m1l do
Xi = AES(K2, Qi)

X=leftmost (X0 || ... || Xm1, len(Q))
P = Cxor X
T = S2V(K1, AD1, ..., ADn, P)

if T =Vthen
return P
el se
return FAIL
fi

}

where the key length used by AES in CTR and S2V is len(K)/2 and wil|l
each be either 128 bits, 192 bits, or 256 bits.

The 31st and 63rd bit (where the rightnost bit is the Oth) of the
counter are zeroed out just prior to being used in CIR node for
optimnization purposes, see Section 5.

3. Nonce-Based Aut henticated Encryption with SIV

SIV perforns nonce-based authenticated encryption when a conponent of
the associated data is a nonce. For purposes of interoperability the

final conponent -- i.e., the string inmmediately preceding the
plaintext in the vector input to S2V -- is used for the nonce. O her
associ ated data are optional. It is up to the specific application

of SIV to specify how the rest of the associated data are input.

If the nonce is random it SHOULD be at | east 128 bits in I ength and
be harvested froma pool having at least 128 bits of entropy. A non-
random source MAY al so be used, for instance, a time stanp, or a
counter. The definition of a nonce precludes reuse, but SIVis
resistant to nonce reuse. See Section 1.3.2 for a discussion on the
security inplications of nonce reuse.
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It MAY be necessary to transport this nonce with the output generated
by S2V.

4. Deterministic Authenticated Encryption with SIV

When the plaintext to encrypt and authenticate contains data that is
unpredictable to an adversary -- for exanple, a secret key -- SIV can
be used in a determnistic node to perform"key w appi ng". Because
S2V all ows for associ ated data and i nposes no unnatural size
restrictions on the data it is protecting, it is a nore useful and
general purpose solution than [ RFC3394]. Protocols that use SIV for
determnistic authenticated encryption (i.e., for nore than just

wr appi ng of keys) MAY define associated data inputs to SIV. It is
not necessary to add a nonce conponent to the AD in this case.

5. Optimzations

| mpl enent ati ons that cannot or do not wish to support addition nodulo
27128 can take advantage of the fact that the 31st and 63rd bits
(where the rightnost bit is the Oth bit) in the counter are cleared
bef ore being used by CTR This allows inplenentations that natively
support 32-bit or 64-bit addition to increnment the counter naturally.
O course, in this case, the anpbunt of plaintext that can be safely
protected by SIV is reduced by a comensurate anmount -- addition
modul o 2732 limits plaintext to (27239 - 128) bits, addition nodul o
2764 limts plaintext to (2271 - 128) bits.

It is possible to optinmize an inplenentation of S2V when it is being
used as a key derivation function (KDF), for exanple in [WLAN]. This
i s because S2V operates on a vector of distinct strings and typically
the data passed to a KDF contains constant strings. Depending on the
| ocati on of variant conponents of the input different optim zations
are possible. The CMACed output of intermediate and invari ant
conponents can be conputed once and cached. This can then be doubl ed
and xored with the running sumto produce the output. O an

i ntermedi ate val ue that represents the doubl ed and xored out put of
mul ti pl e conmponents, up to the variant conponent, can be conputed
once and cached.

6. | ANA Consi derations
[ RFC5116] defines a uniforminterface to ci pher nodes that provide
nonce- based Aut henticated Encryption with Associated Data (AEAD). It
does this via a registry of AEAD al gorithmns.
The I nternet Assigned Nunmbers Authority (1ANA) assigned three entries

fromthe AEAD Registry for AES-SIV-CVAC 256 (15), AES-SIV-CVAC- 384
(16), and AES-SIV-CVAC-512 (17) based upon the foll owi ng AEAD
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al gorithmdefinitions. [RFC5116] defines operations in octets, not
bits. Limts inthis section will therefore be specified in octets.
The security analysis for each of these algorithns is in [DAE].

Unfortunately, [RFC5116] restricts AD input to a single conponent and
limts the benefit SIV offers for dealing in a natural fashion with
AD consisting of nultiple distinct conponents. Therefore, when it is
required to access SIV through the interface defined in [ RFC5116], it
is necessary to marshal multiple AD inputs into a single string (see
Section 1.1) prior to invoking SIV. Note that this requirenent is
not unique to SIV. Al cipher nodes using [ RFC5116] MJST sinmilarly
marshal multiple AD inputs into a single string, and any technique
used for any other AEAD node (e.g., a scatter/gather technique) can
be used with SIV.

[ RFC5116] requires AEAD al gorithm specifications to include naxinal
limts to the anpbunt of plaintext, the ampbunt of associated data, and
the size of a nonce that the AEAD al gorithm can accept.

SIV uses AES in counter node and the security guarantees of SIV would
be lost if the counter was allowed to repeat. Since the counter is
128 bits, a limt to the anpbunt of plaintext that can be safely
protected by a single invocation of SIV is 27128 bl ocks.

To prevent the possibility of collisions, [CMAC] recomends that no
more than 2748 invocations be made to CMAC with the sane key. This
is not alimt on the anount of data that can be passed to CMAC,

though. There is no practical limt to the anbunt of data that can
be nmade to a single invocation of CMAC, and |ikew se, there is no
practical Iimt to the anmount of associated data or nonce materia

that can be passed to SIV.

A collision in the output of S2V would nmean the sane counter woul d be
used with different plaintext in counter node. This would void the
security guarantees of SIV. The "Birthday Paradox" (see [APPCRY])
woul d inply that no nore than 2764 distinct invocations to SIV be
made with the same key. It is prudent to follow the exanple of

[CMAC] though, and further linmt the nunber of distinct invocations
of SIV using the sane key to 2748. Note that [RFC5116] does not
provide a variable to describe this Iimt.

The counter-space for SIVis 27128, Each invocation of SIV consunes
a portion of that counter-space and the amount consumed depends on
the amobunt of plaintext being passed to that single invocation.
Multiple invocations of SIV with the sane key can increase the
possibility of distinct invocations overlapping the counter-space.
The total anpunt of plaintext that can be safely protected with a
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single key is, therefore, a function of the nunber of distinct
i nvocations and the amount of plaintext protected with each
i nvocati on.
6.1. AEAD _AES_SIV_CMAC_256
The AES- SI V- CMAC- 256 AEAD al gorithm works as specified in Sections
2.6 and 2.7. The input and output |engths for AES-SIV-CVAC 256 as
defined by [ RFC5116] are:
K LEN is 32 octets.
P_MAX is 27132 octets.
A MAX is unlimnmted.
NMN is 1 octet.
N_MAX is unlinmnted.
C MAX is 27132 + 16 octets.

The security inplications of nonce reuse and/or nisuse are described
in Section 1.3.2.

6.2. AEAD AES SIV_CMAC 384
The AES- SI V- CVAC- 384 AEAD al gorithm works as specified in Sections
2.6 and 2.7. The input and output |engths for AES-SIV-CVAC 384 as
defined by [ RFC5116] are:

K LEN is 48 octets.

P MAX is 27132 octets.

A MAX is unlimted.

NMN is 1 octet.

N MAX is unlimted.

C MAX is 27132 + 16 octets.

The security inplications of nonce reuse and/or nmisuse are described
in Section 1.3.2.
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6.3. AEAD AES SIV_CMAC 512

The AES- SI V- CVAC-512 AEAD al gorithm works as specified in Sections
2.6 and 2.7. The input and output |lengths for AES-SIV-CVAC- 512 as
defined by [ RFC5116] are:

K LEN is 64 octets.

P_MAX is 27132 octets.

A MAX is unlinited.

NMN is 1 octet.

N MAX is unlimted.

C MAX is 27132 + 16 octets.

The security inplications of nonce reuse and/or misuse are described
in Section 1.3.2.

7. Security Considerations

SIV provides confidentiality in the sense that the output of SIV-
Encrypt is indistinguishable froma randomstring of bits. It
provides authenticity in the sense that an attacker is unable to
construct a string of bits that will return other than FAIL when
input to SIV-Decrypt. A proof of the security of SIVwth an "all-

i n-one" notion of security for an authenticated encryption schene is
provi ded in [ DAF].

SIV provides determnistic "key wappi ng" when the plaintext contains
data that is unpredictable to an adversary (for instance, a
cryptographic key). Even when this key is nade available to an
attacker the output of SIV-Encrypt is indistinguishable fromrandom
bits. Sinmilarly, even when this key is made available to an
attacker, she is unable to construct a string of bits that when input
to SIV-Decrypt will return anything other than FAIL.

When the nonce used in the nonce-based authenticated encrypti on node
of SIV-AES is treated with the care afforded a nonce or counter in

ot her conventional nonce-based authenticated encrypti on schenes --
i.e., guarantee that it will never be used with the sane key for two
di stinct invocations -- then SIV achieves the | evel of security
descri bed above. |f, however, the nonce is reused SIV continues to
provide the | evel of authenticity described above but with a slightly
reduced anount of privacy (see Section 1.3.2).
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9.

9.

9.

1.

2.

If S2V is used as a key derivation function, the secret input MJST be
generated uniformy at random S2V is a pseudo-random function and
is not suitable for use as a randomoracle as defined in [ RANDORCL] .

The security bound set by the proof of security of S2V in [ DAE]
depends on the nunber of vector-based queries nade by an adversary
and the total nunber of all conponents in those queries. The
security is only proven when the nunber of conponents in each query
islimted to n-1, where n is the bl ocksize of the underlying pseudo-
random function. The underlying pseudo-random function used here is
based on AES whose bl ocksize is 128 bits. Therefore, S2V nmust not be
passed nore than 127 conponents. Since SIV includes the plaintext as
a conponent to S2V, that linmits the nunber of conponents of

associ ated data that can be safely passed to SIV to 126

Acknowl edgnent s

Thanks to Phil Rogaway for patiently answering numerous questions on
SIV and S2V and for useful critiques of earlier versions of this
paper. Thanks also to David MG ew for numerous hel pful comrents and
suggestions for inproving this paper. Thanks to Jouni Malinen for
review ng this paper and produci ng anot her independent inplenmentation
of SIV, thereby confirm ng the correctness of the test vectors.

Ref er ences
Nor mat i ve Ref erences

[ CVAC Dworkin, M, "Recomrendation for Block C pher Mdes of
Qperation: The CMAC Mbde for Authentication", N ST
Speci al Pulication 800-38B, My 2005.

[ MODES] Dwmor kin, M, "Reconmmrendation for Block C pher Mdes of
Qperation: Methods and Techni ques"”, N ST Speci al
Pul i cation 800-38A, 2001 edition.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC5116] MGew, D., "An Interface and Al gorithns for
Aut henti cated Encryption", RFC 5116, January 2008.

I nformative References
[ APPCRY] Menezes, A., van Oorshot, P., and S. Vanstone, "Handbook

of Applied Cryptography”, CRC Press Series on Discrete
Mat hematics and Its Applications, 1996.

Hawki ns I nf or mat i onal [ Page 19]



RFC 5297

[ BADESP]

[ RFC3610]

[ DAE]

[ &M

[ JUTLA]

[ OCB

[ RADKEY]

[ RANDORCL]

[ RFC2104]

[ RFC2548]

[ RFC2865]

[ RFC3217]

Hawki ns

Sl V- AES Cct ober 2008

Bellovin, S., "Problem Areas for the IP Security
Prot ocol s, Proceedings fromthe 6th Usenix UNI X Security
Synposium July 22-25 1996.

Wiiting, D., Housley, R, and N. Ferguson, "Counter with
CBC-MAC (CCM ", RFC 3610, Septenber 2003.

Rogaway, P. and T. Shrinpton, "Determnistic

Aut henti cated Encryption, A Provabl e-Security Treat nment
of the Key-Wap Probl enf, Advances in Cryptol ogy --
EUROCRYPT '06 St. Petersburg, Russia, 2006.

MG ew, D. and J. Viega, "The Gl oi s/ Counter Mode of
Qperation (GCM".

Jutla, C., "Encryption Modes Wth Al npbst Free Message
Integrity", Proceedings of the International Conference
on the Theory and Application of Cryptographic

Techni ques: Advances in Cryptography.

Krovetz, T. and P. Rogaway, "The OCB Aut henti cated
Encryption Algorithn, Wrk in Progress, March 2005.

Zorn, G, Zhang, T., Walker, J., and J. Sal owey, "RADIUS
Attributes for the Delivery of Keying Material", Wrk in
Progress, April 2007.

Bellare, M and P. Rogaway, "Random Oracles are
Practical: A Paradigmfor Designing Efficient

Prot ocol s", Proceeding of the First ACM Conference on
Conput er and Conmuni cati ons Security, Novenber 1993.

Krawczyk, H., Bellare, M, and R Canetti, "HMAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, February
1997.

Zorn, G, "Mcrosoft Vendor-specific RADIUS Attributes",
RFC 2548, March 1999.

Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renpte Authentication Dial In User Service (RADI US)",
RFC 2865, June 2000.

Housl ey, R, "Triple-DES and RC2 Key W appi ng", RFC 3217,
Decenber 2001.

I nf or mat i onal [ Page 20]



RFC 5297

[ RFC3394]

[ SP800- 38D

[ VI RT]

[ WLAN]

[ XOF1]

Hawki ns

Sl V- AES Cct ober 2008

Schaad, J. and R Housl ey, "Advanced Encryption Standard
(AES) Key Wap Algorithnt, RFC 3394, Septenber 2002.

Dworkin, M, "Recomrendations for Bl ock C pher Mdes of
Qperation: Gl ois Counter Mdde (GCM and GVAC', NI ST
Speci al Pulication 800-38D, June 2007.

Garfinkel, T. and M Rosenblum "Wen Virtual is Harder
than Real : Security Challenges in Virtual Mchi ne Based
Conputing Environnents" In 10th Wrkshop on Hot Topics in
Qperating Systens, May 2005.

"Draft Standard for | EEE802.11: Wrel ess LAN Medi um
Access Control (MAC) and Physical Layer (PHY)
Speci fication", 2007.

Dworkin, M, "Wappi ng of Keys and Associ ated Data",
Request for review of key wap algorithns. Cryptol ogy
ePrint report 2004/340, 2004. Contents are excerpts from
a draft standard of the Accredited Standards Committ ee,
X9, entitled ANS X9.102.

I nf or mat i onal [ Page 21]



RFC 5297 Sl V- AES Cct ober 2008

Appendi x A.  Test Vectors
The follow ng test vectors are for the node defined in Section 6.1

A. 1. Deternministic Authenticated Encrypti on Exanpl e

fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0
fof1f 2f 3 f4f5f6f7 f8f9faf b fcfdfeff

AD:
10111213 14151617 18191alb 1lcldlelf
20212223 24252627

Pl ai nt ext :
11223344 55667788 99aabbcc ddee

S2V- CMAC- AES

CVAC( zero):
0e04df af clef bf 04 01405828 59bf 073a

doubl e():
1c09bf 5f 83df 7e08 0280b050 b37e0e74

CMAC( ad) :
f1f 922b7 f5193ce6 4ff80cb4 7d93f 23b

XOr :
edf 09de8 76c¢c642ee 4d78bced ceedf c4f

doubl e():
dbel3bd0 ed8c85dc 9af 179¢9 9ddbf 819

pad:
11223344 55667788 99aabbcc ddee8000

Xor :
cac30894 b8eaf 254 035bc205 40357819

CMAC(final):
85632d07 c6e8f 37f 950acd32 0Oa2ecc93
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85632d07

E(K, CTR) :
51e218d2

ci phertext:
40c02b96

V]| C
85632007

c6e8f 37f

c5a2ab8c

90c4dc04

c6e8f 37f

Sl V- AES

150acd32 0Oa2ecc93

4345c4a6 23b2f 08f

daef 7f 6a f ebc

950acd32 0Oa2ecc93

40c02b96 90c4dc04 daef 7f 6a f ebc

A. 2. Nonce-Based Aut henticated Encryption Exanpl e

| nput
Key:
7f 7e7d7c
40414243
AD1:
00112233
deaddada
77665544
AD2:
10203040
Nonce:
09f 91102
Pl ai nt ext:
74686973
696e7465
74207573
Hawki ns

7b7a7978
44454647

44556677
deaddada
33221100

50607080

9d74e35b

20697320
78742074
696e6720

77767574 73727170
48494a4b 4c4d4esf

8899%aabb ccddeef f
ffeeddcc bbaa9988

90a0

d84156¢c5 635688c0

736f 6d65 20706c61
6f 20656e 63727970
5349562d 414553
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S2V- CVAC- AES
CVAC( zero):
c8b43b59

doubl e():
916876b2

CMAC( adl)
3c9b689a

XOr :
adf 31e28

doubl e():
5be63c50

CMAC( ad2)
d98c9bob

XOr :
826aa75b

doubl e():
04d54eb6

CVAC( nonce)
128c62al

Xor:
16592c17

xor end:
74686973
696e7465
2d0c6201

CVAC(fi nal)
7bdb6e3b

Hawki ns

74960e7c

e92cl1cf9

b41102e4

5d3dleld

ba7a3c3a

ed42cb2d7

5e568eed

bcadldda

ce3747a8

729a5a72

20697320
78742074
f 3341575

432667eb

Sl V- AES

eb6ab5dd85 231e591a

cd4bbb0a 463ch2b3

80954714 1dd0dl5a

4ddef cle 5bec63e9

9bbdf 83c b7d8c755

aa98478e dlledalb

3125bf b2 66c61d4e

624b7f 64 cd8c3alb

372c1c05 a538b96d

55676361 68b48376

736f 6d65 20706c61
6f 20656e 63727966
342a3745 f5c625

06f 4d14b ff 2f bdOf
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7bdb6e3b

E(K, CTR) :
bf f 8665¢

CTR+1:
7bdb6e3b

E(K, CTR+1):
b2c9088e

CTR+2
7bdb6e3b

E(K, CTR+2):
9e44d827

ci phertext:
cb900f 2f
dba77ceb
ea64ad54

IV || C
7bdb6e3b
cb900f 2f
dba77ceb
eab4ad54

Aut hor’ s Addr ess

Dan Har ki ns
Aruba Net wor ks

432667eb

fdd73363

432667eb

713b8617

432667eb

234949bc

ddbe4043
094f a663
4a272e9c

432667¢eb
ddbe4043
094f a663
4a272e9c

Sl V- AES

06f 4d14b

550f 7400

06f 4d14b

d8839226

06f 4d14b

1b12348e

26601965
b7a3f 748
485b62a3

06f 4d14b
26601965
b7a3f 748
485b62a3

EMai | : dhar ki ns@r ubanet wor ks. com

Hawki ns

7f 2f bdOf

e8f 9d376

7f 2f bd10

dof 88159

7f 2f bd11

bc195ec?7

c889bf 17
ba8af 829
f d5c0d

f f 2f bdOf
c889bf 17
ba8af 829
f d5¢c0d
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http://ww.ietf.org/ipr
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