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AES Gal oi s Counter Mde (GCM Cipher Suites for TLS
Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

This nmeno describes the use of the Advanced Encryption Standard (AES)
in Gl ois/Counter Mode (GCM as a Transport Layer Security (TLS)

aut henti cated encryption operation. GCM provides both
confidentiality and data origin authentication, can be efficiently

i mpl emented in hardware for speeds of 10 gigabits per second and
above, and is also well-suited to software inplenentations. This
meno defines TLS ci pher suites that use AES-GCM with RSA, DSA, and

D ffie-Hell man-based key exchange nechani sns.
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1.

I nt roducti on

Thi s docunent describes the use of AES [AES] in Gal ois Counter Mbde
(&M [GCM (AES-GCM with various key exchange nmechani snms as a

ci pher suite for TLS. AES-GCMis an authenticated encryption with
associ ated data (AEAD) cipher (as defined in TLS 1.2 [ RFC5246])
providing both confidentiality and data origin authentication. The
foll owi ng sections define cipher suites based on RSA, DSA, and
Diffie-Hell man key exchanges; ECC-based (Elliptic Curve Cryptography)
cipher suites are defined in a separate docunment [RFC5289].

AES-GCM is not only efficient and secure, but hardware

i mpl ement ati ons can achi eve high speeds with | ow cost and | ow

| at ency, because the nmode can be pipelined. Applications that
require high data throughput can benefit fromthese high-speed

i npl ementations. AES-GCM has been specified as a node that can be
used with I Psec ESP [ RFC4106] and 802. 1AE Medi a Access Control (MAQ
Security [| EEES8021AF] .

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

AES- GCM Ci pher Suites

The foll owi ng cipher suites use the new authenticated encryption
nodes defined in TLS 1.2 with AES in @Gl ois Counter Mde (GCM [GCM:

G pherSuite TLS_RSA W TH_AES 128 GCM SHA256 = {0x00, 0x9C}
G pherSuite TLS_RSA W TH_AES_256_GCM SHA384 = {0x00, 0x9D}
G pher Suite TLS_DHE_RSA W TH_AES_128_GCM SHA256 = { 0x00, OX9E}
G pher Suite TLS_DHE_RSA_W TH_AES_256_GCM SHA384 = { 0x00, OX9F}

Ci pherSuite TLS DH RSA WTH AES 128 GCM SHA256 = {0x00, OxA0}
Ci pherSuite TLS DH RSA WTH AES 256 GCM SHA384 = {0x00, OxA1}
Ci pherSuite TLS DHE DSS W TH AES 128 GCM SHA256 = {0x00, OxA2}
Ci pherSuite TLS DHE DSS W TH AES 256 GCM SHA384 = {0x00, OxA3}
Ci pherSuite TLS DH DSS W TH _AES 128 GCM SHA256 = {0x00, OxA4}
Ci pherSuite TLS DH DSS W TH_AES 256 _GCM SHA384 = {0x00, OxA5}

Ci pherSuite TLS DH anon W TH_AES 128 GCM SHA256 = {0x00, OxA6}
Ci pherSuite TLS DH anon_ W TH_AES 256 GCM SHA384 = {0x00, OxA7}

These ci pher suites use the AES-GCM aut henticated encryption with
associ ated data (AEAD) al gorithnms AEAD AES 128 GCM and
AEAD AES 256 GCM described in [RFC5116]. Note that each of these
AEAD al gorithns uses a 128-bit authentication tag with GCM (in
particul ar, as described in Section 3.5 of [ RFC4366], the
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"truncat ed_hmac" extensi on does not have an effect on cipher suites
that do not use HVAC). The "nonce" SHALL be 12 bytes |ong consisting
of two parts as follows: (this is an exanple of a "partially
explicit" nonce; see Section 3.2.1 in [RFC5116]).

struct {

opaque salt[4];

opaque nonce_explicit[8];
} GCMNonce;

The salt is the "inplicit" part of the nonce and is not sent in the
packet. |Instead, the salt is generated as part of the handshake
process: it is either the client_wite_ IV (when the client is

sendi ng) or the server_wite_ |V (when the server is sending). The
salt length (SecurityParameters.fixed_iv_length) is 4 octets.

The nonce_explicit is the "explicit" part of the nonce. It is chosen
by the sender and is carried in each TLS record in the

Gener i cAEADGC pher. nonce_explicit field. The nonce_explicit |ength
(SecurityParameters.record_iv_length) is 8 octets

Each val ue of the nonce_explicit MJST be distinct for each distinct

i nvocation of the GCM encrypt function for any fixed key. Failure to
meet this uni queness requirement can significantly degrade security.
The nonce_explicit MAY be the 64-bit sequence numnber.

The RSA, DHE_RSA, DH RSA, DHE DSS, DH DSS, and DH anon key exchanges
are perfornmed as defined in [ RFC5246].

The Pseudo Random Function (PRF) algorithnms SHALL be as foll ows:

For cipher suites ending with _SHA256, the PRF is the TLS PRF
[ RFC5246] with SHA-256 as the hash function

For cipher suites ending with SHA384, the PRF is the TLS PRF
[ RFC5246] with SHA-384 as the hash function

I mpl enent ati ons MUST send TLS Alert bad_record_nac for all types of
failures encountered in processing the AES-GCM al gorithm

4. TLS Versions

These ci pher suites make use of the authenticated encryption with
additional data defined in TLS 1.2 [RFC5246]. They MJST NOT be
negotiated in older versions of TLS. dients MJST NOT offer these
ci pher suites if they do not offer TLS 1.2 or later. Servers that
sel ect an earlier version of TLS MJUST NOT sel ect one of these cipher
suites. Because TLS has no way for the client to indicate that it
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supports TLS 1.2 but not earlier, a non-conpliant server m ght
potentially negotiate TLS 1.1 or earlier and sel ect one of the cipher
suites in this docunent. Cdients MIST check the TLS version and
generate a fatal "illegal paraneter"” alert if they detect an

i ncorrect version.

5. | ANA Consi derati ons

I ANA has assigned the follow ng values for the cipher suites defined
in this docunent:

Ci pherSuite TLS_RSA W TH AES 128 GCM SHA256 = {0x00, 0x9C}

Ci pherSuite TLS RSA W TH _AES 256_GCM SHA384 = {0x00, 0x9D}

Ci pherSuite TLS DHE RSA W TH AES 128 GCM SHA256 = {0x00, Ox9E}
Ci pherSuite TLS DHE RSA W TH _AES 256 _GCM SHA384 = {0x00, Ox9F}
Ci pherSuite TLS DH RSA W TH_AES 128 GCM SHA256 = {0x00, OxA0}
Ci pherSuite TLS DH RSA W TH AES 256 GCM SHA384 = {0x00, OxA1}
Ci pherSuite TLS DHE DSS W TH _AES 128 GCM SHA256 = {0x00, OxA2}
Ci pherSuite TLS DHE DSS W TH AES 256_GCM SHA384 = {0x00, O0xA3}
Ci pherSuite TLS DH DSS W TH AES 128 GCM SHA256 = {0x00, OxA4}
Ci pherSuite TLS DH DSS W TH _AES 256 _GCM SHA384 = {0x00, OxA5}

Ci pherSuite TLS DH anon_W TH_AES 128 GCM SHA256
Ci pherSuite TLS DH anon_W TH_AES 256 GCM SHA384

{0x00, 0xA6}
{0x00, OxA7}

6. Security Considerations

The security considerations in [RFC5246] apply to this document as

well. The remainder of this section describes security
consi derations specific to the cipher suites described in this
docunent .

6. 1. Count er Reuse

AES- GCM security requires that the counter is never reused. The IV
construction in Section 3 is designed to prevent counter reuse.

I mpl ementers shoul d al so understand the practical considerations of
IV handling outlined in Section 9 of [GCM.

6.2. Recommendations for Multiple Encryption Processors
If multiple cryptographic processors are in use by the sender, then
the sender MUST ensure that, for a particular key, each value of the
nonce_explicit used with that key is distinct. |In this case, each
encryption processor SHOULD include, in the nonce_explicit, a fixed
value that is distinct for each processor. The recomended format is

nonce_explicit = FixedDistinct || Variable
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where the FixedDistinct field is distinct for each encryption
processor, but is fixed for a given processor, and the Variable field
is distinct for each distinct nonce used by a particul ar encryption
processor. Wien this nethod is used, the FixedD stinct fields used
by the different processors MJST have the sanme | ength.

In the terms of Figure 2 in [RFC5116], the Salt is the Fixed-Comon
part of the nonce (it is fixed, and it is comon across al
encryption processors), the FixedDi stinct field exactly corresponds
to the Fixed-Distinct field, the Variable field corresponds to the
Counter field, and the explicit part exactly corresponds to the
nonce_explicit.

For clarity, we provide an exanple for TLS in which there are two
di stinct encryption processors, each of which uses a one-byte
Fi xedDi stinct field:

Sal t = eedc68dc
Fi xedDi stinct = 01 (for the first encryption processor)
Fi xedDi stinct = 02 (for the second encryption processor)
The GCWhonces generated by the first encryption processor, and their
correspondi ng nonce_explicit, are:
GCwWNonce nonce_explicit
eedc68dc0100000000000000 0100000000000000
eedc68dc0100000000000001 0100000000000001
eedc68dc0100000000000002 0100000000000002
The GCWhonces generated by the second encryption processor, and their

correspondi ng nonce_explicit, are

GCwNonce nonce_explicit

eedc68dc0200000000000000 0200000000000000
eedc68dc0200000000000001 0200000000000001
eedc68dc0200000000000002 0200000000000002
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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