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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

Thi s docunent registers the Enunservice naned "vnsg", which is used
to facilitate the real-tinme routing of voice, video, and unified
conmmuni cations to a nmessaging system This vmsg Enunservice

regi sters three Enunservice types: "voicensg", "videonsg", and

"uni frsg". Each type also registers the subtypes "sip", "sips",
"http", and "https", as well as the subtype "tel"” for the "voi censg"

t ype.
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1.

I nt roducti on

ENUM (E. 164 Number Mapping, RFC 3761 [1]) is a technol ogy that
transforns E. 164 nunbers (the International Public Tel ecomunication
Nunbering Plan, I TU T Recommendation E. 164 [2]) into donain nanes and
then uses DNS (Domai n Nane System RFC 1034 [3]) del egation through
NS records and Naming Authority Pointer (NAPTR) records (Dynanmic

Del egati on Di scovery System (DDDS) Part Three: The Domai n Nane System
(DNS) Dat abase, RFC 3403 [4]) to | ook up what services are avail able
for a specific domain nane.

Thi s docunent registers Enunservices according to the guidelines
given in RFC 3761 [1] to be used for provisioning in the services
field of a NAPTR [4] resource record to indicate the types of
functionality associated with an end point and/or tel ephone nunber.
The registration is defined within the DDDS (Dynami c Del egati on

Di scovery System [4][5][6][7][8]) hierarchy, for use with the "E2U'
DDDS Application defined in RFC 3761

Voi ce nessagi ng systens are used widely with tel ephony and voi ce
comuni cati on services. The need for a voice nessaging service type
has becone clear in order to provide certain applications with direct
access to various voice nessaging services (for exanple, voicenmail),
nmost typically via the use of SIP

The authors considered the use of Voice Profile for Internet Mai
(VPIM [14] but found that VPIMwas best suited to the non-real-tine
and non-sessi on-based routing of a voice nmessage once it had been
deposited into a voice nessagi ng system Thus, VPIMwas a good
solution for the non-real -time and non-sessi on-based routing of voice
messages between and within domains, but it did not enable real-tine
interaction with a voi ce nessagi ng system

Thus, a need has been identified for this voi ce nessagi ng service
type that woul d enable, for exanple, sonme of the use cases listed in
this section.

Vi deo nessagi ng systens, sonetinmes called visual voice nessaging
systens, are beginning to be used with real-time conmmuni cation
services. The need for a video nessagi ng service type has becone
clear in order to provide certain applications with direct access to
various vi deo nessagi ng services, nost typically via the use of SIP
Thus, a need has been identified for this video nessagi ng service
type that woul d enable, for exanple, some of the use cases listed in
this section.
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Finally, several service providers and software devel opers have
indicated that their system for voice nessagi ng and vi deo nmessagi ng
ei ther have been or soon will be unified into a single system As
such, they desired to have the option of using an Enunservice type
that represents a subscriber’s mailbox as being a so-called unified
messagi ng repository. Thus, a need has been identified for this

uni fied voice and vi deo nessagi ng service type that woul d enable, for
exanpl e, sone of the use cases listed in this section

1.1. Selected Use Cases for Illustrative Purposes

The following is a partial, non-exclusive |list of use cases that the
vnsg Enunservice coul d address:

* Acalled party is busy or does not answer a call. A client or
server then deternines that a nessagi ng service should be used and
sends the calling party's session to such a service. The client or
server needs to be able to determ ne which server to direct this
real -tine session to, whether that is within or outside of the
called party’s domain.

* Simlar to the above use case, a real-tinme session is attenpted to
a nmessagi ng system but that systemis currently unavail abl e.
Since multiple service type records nay be returned by the origina
ENUM query, the client or server could then attenpt to initiate a
session with one or nore backup nmessaging servers in a manner that
is transparent to the calling party and that supports better
overall availability of a nessaging service.

* Similar to the above use case, this service type could be used to
bal ance | oad across nultiple nmessagi ng servers, whether those are
in the same or in different physical |ocations.

* A user with an account on a nessagi ng service needs to connect to
the nmessaging service in order to retrieve nessages. They initiate
a real-tine session, and an ENUM query is perforned to discover the
messagi ng server that holds its mail box.

* In the process of invoking and supporting a real-tine, automated
and interactive session with a user, whether for nessage deposit or
retrieval, VoiceXM. files are referenced and utilized, via either
HTTP or HTTPS. Miltiple VoiceXM. servers could be associated with
a user and returned via ENUM query, for the purposes of | oad
bal anci ng, for exanpl e.
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1.2. Consideration of OGther Existing Enunservices

The aut hors consi dered whether this service type could sinply use the
SI P Enunservice type [19], but found that it does not satisfy their
voi ce nessagi ng requirenents, particularly given the non-SIP URl sub-
types specified herein. Even with sub-types for SIP URI's, however,
there are challenges to using the SIP Enunservice type. For exanple,
a request for access to such a service could be extended to the
requesting SIP client, or User Agent Cient (UAC), rather than
relying upon the local policy of a SIP server, or User Agent Server
(UAS), which nmeans that special routing logic within a UAS cannot be
relied upon to solve this problem Mre inportantly, however, the
aut hors have found that w thout this service type, a UAC or UAS w ||
be presented with multiple SIP URIs, with no ability other than in
non- st andar ds- based routing rules or application logic to recognize
which one is related to a voi ce nessagi ng, video nessagi ng, or

uni fied voice and vi deo nessagi ng service.

2. Distribution of Data

The authors believe that it is nore likely that these records will be
distributed on a purely private basis, but they may al so be
distributed in public ENUMtrees. Distribution of this NAPTR data
could be either (a) on a private basis within a service provider’s
internal network, (b) on a private basis between one or nore parties
using a variety of security nmechanisns to prohibit general public
access, or (c) openly avail able.

3. Security Considerations

DNS, as used by ENUM is a global, distributed database. Should

i npl ementers of this specification use el64.arpa or any other
publicly avail able domain as the tree for maintaining voi censg
Enunservice data, this informati on would be visible to anyone
anonynously. Wile this is not qualitatively different from
publication in a Tel ephone Directory, it does open or ease access to
such data w thout any indication that such data has been accessed or
by whom it has been accessed.

Such data harvesting by third parties is often used to generate lists
of targets for unsolicited information. Thus, a third party could
use this to generate a list that it can use to nmake unsolicited

tel emar keti ng phone calls, or so-called SPAM over Internet Tel ephony
(SPIT). Many countries have do-not-call registries or other |egal or
regul atory mechani snms in place to deal with such abuses
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4.

4.

As noted earlier, carriers, service providers, and other users nay
simply choose not to publish such information in the public el64. arpa
tree, but may instead sinply publish this in their internal ENUM
routing database that is only able to be queried by trusted el enents
of their network and/or partner networks, such as softsw tches and
SIP proxy servers. They nmay al so choose to publish such infornmation
in acarrier-only branch of the el64.arpa tree, should one be

creat ed.

Al t hough an E. 164 tel ephone nunber does not appear to reveal as nuch
identity informati on about a user as a nane in the fornat

si p: user nanme@ost nane or enmil : usernane@ost nane, the information is
still publicly available; thus, there is still the risk of unwanted
communi cat i on.

An analysis of threats specific to the dependence of ENUM on the DNS
and the applicability of DNSSEC [16] to this is provided in RFC 3761
[1]. A thorough analysis of threats to the DNS itself is covered in
RFC 3833 [17].

ENUM Servi ce Registration for voi censg
1. Registration for "voicensg" with Subtype "sip"
Enunservi ce Nanme: "voi censg"

Enunservi ce Type: "voi censg”

Enunservi ce Subtypes: "sip
URI Schenes: ' sip:

Functi onal Specification
This Enunservice indicates that the renote resource identified can be
addressed by t he associated URI schene !n order to initiate a voice
comruni cati on session to a voice nmessagi ng system

Security Considerations: See Section 3.

I nt ended Usage: COVMON

Aut hor s:

Jason Livingood (jason_livingood@abl e.contast.com
Don Troshynski (dtroshynski @cnepacket. con
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Any other information the author deens interesting:

I mpl enenters should review a non-excl usive |ist of exanples belowin
Section 7.

4.2. Registration for "voicensg" with Subtype "sips

Enunservi ce Nane: "voi censg'

Enunservi ce Type: "voicensg
Enunservi ce Subtypes: "sips"

URI Schenes: ’sips:

Functional Specification

Thi s Enunmservice indicates that the remdte resource identified can be
addressed by the associated URI schene in order to initiate a voice
communi cation session to a voice nmessagi ng system

Security Considerations: See Section 3.

I nt ended Usage: COVMON

Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.comn
Don Troshynski (dtroshynski @cnepacket. con

Any other information the author deens interesting:

I mpl enenters should review a non-excl usive |ist of exanples belowin
Section 7.

4.3. Registration for "voicenmsg" with Subtype "tel"
Enunservi ce Nanme: "voi censg"

Enunservi ce Type: "voicensg"

Enunservi ce Subtype: "tel

URI Schenes: ’'tel:
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Functi onal Specification

Thi s Enunservice indicates that the remote resource identified can be
addressed by the associated URI scheme in order to initiate a voice
conmuni cati on session to a voi ce nmessagi ng system

Security Considerations: See Section 3.

I nt ended Usage: COVMON

Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @crepacket. con

Any ot her information the author deens interesting:

I mpl ementers shoul d review a non-exclusive |list of exanples belowin
Section 7.

4.4. Registration for "voicensg" with Subtype "http"
Enunservi ce Nane: "voi censg"
Enunservi ce Type: "voi censg"
Enunservi ce Subtype: "http"
URI Schenes: 'http:
Functi onal Specification

Thi s Enunservice indicates that the renmote resource identified by the
associ ated URI schene is capable of being a source of infornmation

Note that the kind of information retrieved can be nmanifold. Usually,
contacting a resource by an 'http:’ [11] UR provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even voice nessage files. Thus, one cannot be
nmore specific about the kind of information expected when contacting
t he resource.

Security Considerations: See Section 3.

I nt ended Usage: COVMON
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Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @cnepacket. con

Any other information the author deens interesting:

I mpl enenters should review a non-excl usive |ist of exanples belowin
Section 7.

4.5. Registration for "voicensg" with Subtype "https"
Enunservi ce Nanme: "voi censg"
Enunservi ce Type: "voi censg”
Enunservi ce Subtype: "https"
URI Schenes: ' https:’
Functi onal Specification
Thi s Enunmservice indicates that the renmote resource identified by the
associ ated URI schene is capabl e of being a source of information,
whi ch can be contacted using TLS or the Secure Socket Layer protocol
Note that the kind of information retrieved can be manifold. Usually,
contacting a resource by an 'https:’ [12] URI provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even voice nessage files. Thus, one cannot be
more specific about the kind of information expected when contacting
the resource.
Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_|ivingood@abl e. contast. comn
Don Troshynski (dtroshynski @cnepacket. con

Any ot her information the author deens interesting:

I mpl enenters should review a non-exclusive |list of exanples belowin
Section 7.
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5. ENUM Service Registration for videonsg

5.1. Registration for "videonmsg" with Subtype "sip

Enunservi ce Nane: "vi deonsg"

Enunservi ce Type: "vi deonsg"

Enunservi ce Subtypes: "sip
URI Schenes: 'sip:

Functi onal Specification
Thi s Enunservice indicates that the renote resource identified can be
addressed by the associated URI scheme in order to initiate a video
conmuni cati on session to a video nmessagi ng system

Security Considerations: See Section 3.

I nt ended Usage: COVMON

Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @crepacket. con

Any other information the author deens interesting:

I mpl ementers shoul d review a non-exclusive |list of exanples belowin
Section 7.

5.2. Registration for "videonsg" w th Subtype "sips"

Enunservi ce Nane: "vi deonsg

Enunservi ce Type: "videonsg
Enunservi ce Subtypes: "sips"

URI Schenes: ’sips:

Functi onal Specification

Thi s Enunservice indicates that the renote resource identified can be

addressed by the associated URI scheme in order to initiate a video
conmuni cati on session to a video nmessagi ng system
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Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @crepacket. con

Any ot her information the author deens interesting:

I mpl ementers shoul d review a non-exclusive |list of exanples belowin
Section 7.

5.3. Registration for "videonmsg" wth Subtype "http"
Enunservi ce Nane: "vi deonsg"
Enunservi ce Type: "vi deonsg"
Enunservi ce Subtype: "http"
URI Schenes: 'http:
Functi onal Specification

Thi s Enunservice indicates that the renmote resource identified by the
associ ated URI schene is capable of being a source of information

Note that the kind of information retrieved can be nmanifold. Usually,
contacting a resource by an 'http:’ [11] UR provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even video nessage files. Thus, one cannot be
nmore specific about the kind of information expected when contacting
t he resource.

Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @cnepacket. comnm
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Any other information the author deens interesting:

I mpl enenters should review a non-excl usive |ist of exanples belowin
Section 7.

5.4. Registration for "videonsg" with Subtype "https"
Enunservi ce Nanme: "vi deomsg"
Enunservi ce Type: "videonsg"
Enunservi ce Subtype: "https"
URI Schenes: 'https:’
Functional Specification
Thi s Enunmservice indicates that the rembte resource identified by the
associ ated URI schene is capabl e of being a source of information,
whi ch can be contacted using TLS or the Secure Socket Layer protocol
Note that the kind of information retrieved can be mani fold. Usually,
contacting a resource by an 'https:’ [12] URI provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even video nmessage files. Thus, one cannot be
nmore specific about the kind of information expected when contacting
t he resource.
Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e.contast.com
Don Troshynski (dtroshynski @crmepacket. con

Any ot her information the author deens interesting:

I mpl enenters should review a non-exclusive |ist of exanples belowin
Section 7.
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6. ENUM Service Registration for unifnsg

6.1. Registration for "unifnsg" with Subtype "sip
Enunservi ce Nane: "unifnsg"

Enunservi ce Type: "unifnsg"

Enunservi ce Subtypes: "sip"

URI Schenes: 'sip:

Functi onal Specification

Thi s Enunservice indicates that the renote resource identified can be
addressed by the associated URI schene in order to initiate a unified
conmuni cati on session to a unified nessagi ng system

Security Considerations: See Section 3.

I nt ended Usage: COVMON

Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @crepacket. con

Any other information the author deens interesting:

I mpl ementers shoul d review a non-exclusive |list of exanples belowin
Section 7.

6.2. Registration for "unifnsg" wi th Subtype "sips"
Enunservi ce Nane: "unifnsg"
Enunservi ce Type: "unifnsg"
Enunservi ce Subtypes: "sips"
URI Schenes: ’sips:
Functi onal Specification
Thi s Enunservice indicates that the renote resource identified can be

addressed by the associated URI schene in order to initiate a unified
conmuni cati on session to a unified nessagi ng system

Li vi ngood & Troshynski St andards Track [ Page 13]



RFC 5278 VMSG Enunservi ce July 2008

Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @crepacket. con

Any ot her information the author deens interesting:

I mpl ementers shoul d review a non-exclusive |list of exanples belowin
Section 7.

6.3. Registration for "unifnsg" with Subtype "http"
Enunservi ce Nane: "unifnsg"
Enunservi ce Type: "unifnsg"
Enunservi ce Subtype: "http"
URI Schenes: 'http:
Functi onal Specification

Thi s Enunservice indicates that the renmote resource identified by the
associ ated URI schene is capable of being a source of information

Note that the kind of information retrieved can be nmanifold. Usually,
contacting a resource by an 'http:’ [11] UR provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even video nessage files. Thus, one cannot be
nmore specific about the kind of information expected when contacting
t he resource.

Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e. contast.com
Don Troshynski (dtroshynski @cnepacket. comnm
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Any other information the author deens interesting:

I mpl enenters should review a non-excl usive |ist of exanples belowin
Section 7.

6.4. Registration for "unifnsg" with Subtype "https"
Enunservi ce Nane: "unifnsg"
Enunservi ce Type: "unifnsg"
Enunservi ce Subtype: "https"
URI Schenes: 'https:’
Functional Specification
Thi s Enunmservice indicates that the rembte resource identified by the
associ ated URI schene is capabl e of being a source of information,
whi ch can be contacted using TLS or the Secure Socket Layer protocol
Note that the kind of information retrieved can be mani fold. Usually,
contacting a resource by an 'https:’ [12] URI provides a docunent.
Thi s docunent can contain references that will trigger the downl oad
of many different kinds of information, such as text, audio, video,
execut abl e code, or even video nmessage files. Thus, one cannot be
nmore specific about the kind of information expected when contacting
t he resource.
Security Considerations: See Section 3.
I nt ended Usage: COVMON
Aut hor s:

Jason Livingood (jason_livingood@abl e.contast.com
Don Troshynski (dtroshynski @crmepacket. con

Any ot her information the author deens interesting:

I mpl enenters should review a non-exclusive |ist of exanples belowin
Section 7.
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7. Selected Exanples for Illustrative Purposes

The foll owi ng sub-sections docunment several exanples that
implementers may find informative. These exanples shall in no way
limt the various forns that this Enunservice nay take.

7.1. Exanple Using a 'sip’ UR

$ORIG N 3.2.1.0.5.5.5.5.1.2.1.el64. arpa
NAPTR 10 100 "u" "E2U+voi censg: si p"
"IAC*$ sip: 12155550123@w. exanpl e. coml .

In this exanple, a calling party has attenpted a session that has
gone unanswered after a certain period of time. The calling party’s
session is sent to the appropriate voice messagi ng server, a
personal i zed greeting is played to the calling party, after which it
records a voice nessage to the called party.

7.2. Exanple Using a 'tel’ UR

$ORIG N 3.2.1.0.5.5.5.5.1.2.1. el64. arpa
NAPTR 10 100 "u" "E2U+voicemnsg:tel ™
"IA xgltel r 1-215-555-0123! ",

In this exanple, a calling party has attenpted a session that has
gone unanswered after a certain period of time. The calling party’s
session is sent to the appropriate voi ce messagi ng server, a
personal i zed greeting is played to the calling party, after which it
records a voice nessage to the called party.

7.3. Exanple Using a Backreference

$ORIG N 3.2.1.0.5.5.5.5.1.2.1.el64. arpa
NAPTR 10 100 "u" "E2U+voi censg: si p"
"IN *) S sip:\1@xanpl e. net! .

In this exanple, a backreference is used to reduce the size of the

NAPTR record. The sip URI uses "\1", which would dynam cally repl ace
the expression with the TN, in this case +12155550123.
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7

7

8.

8.

4.

5.

1.

Exanpl e Using a 'sip’ UR w thout a Tel ephone Nunber

$ORIG N 3.2.1.0.5.5.5.5.1.2.1.el64. arpa
NAPTR 10 100 "u" "E2U+voi censg: si p"
"IA *$l sip:j ohndoe@w. exanpl e. coml .

In this exanmple, a calling party has attenpted a session that has
gone unanswered after a certain period of time. The calling party’s
session is sent to the appropriate voice messagi ng server, a
personal i zed greeting is played to the calling party, after which it
records a voice nessage to the called party. The URl that this
session is directed to does not include a tel ephone nunber, as this
user has nmultiple service that are not particularly tied to tel ephone
nunbers whereby text, audio, video and other multinmedi a nessages can
be received and accessed.

Exanmpl e of Fail over Using E2U+vi deonsg: si p

$ORIG N 3.2.1.0.5.5.5.5.1.2.1. el64. arpa
NAPTR 10 100 "u" "E2U+vi deonsg: si p"
"IA*$lsip: 12155550123@wl. exanpl e. com .

$ORIG N 3.2.1.0.5.5.5.5.1.2.1. el64. arpa
NAPTR 10 200 "u" "E2U+vi deonsg: si p"
"IA *$lsip: 12155550123@w2. exanpl e. com .

In this example, the preference indicates that gwl.exanple.comis
used first (100), and if this is unreachabl e, then the next higher
preference (200) is used and gw2. exanple.comis contacted. Wile out
of scope for this docunent, a service provider could thus nmirror or
cluster a nessage store and fail fromthe prinmary to secondary using
the DNS in an active-standby node.

I mpl enent ati on Recommendat i ons
Cal | Processing Wen Miultiple Records Are Returned

It is likely that both E2U+si p and E2U+voi censg, E2U+vi deomsg, and/ or
E2U+uni f nsg Enunservi ce type records will be returned for a given
query. In this case, this could result in what is essentially
E2U+sip records for real-tinme comrmunications with an end user, while,
for exanple, the E2Ut+voi censg records will be used for real-tinme
communi cations with a voi ce nmessagi ng service, when the called party
is not available or does not wish to be disturbed. Therefore, the
network el ement that receives the results of this ENUM query will
need to know enough information in order to select the voicensg
service type, rather than the sip service type
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In addition, it is likely that nultiple E2U+voi censg, E2U+vi deonsg,
and/ or E2U+uni f msg Enunservice type records will be returned for a
given query. In this case, multiple records may include order and
preference to allow recursion or |oad balancing. Oder could be used
to designate a primary and a backup voice, video, or unified voice
and vi deo nessaging service. Preference could be used to |oad

bal ance across nultiple voice, video, and/or unified voice and video
messagi ng servers by weight, for exanple.

Finally, as with multiple records resulting froma typical ENUM query
of the el64.arpa tree, it is up to the application using an ENUM
resol ver to determ ne which record(s) to use and which record(s) to
ignore. |Inplenmenters should take this into consideration and build
logic into their applications that can sel ect appropriately from
multiple records based on business, network, or other rules.

8.2. NAPTR Configuration |ssues

I mpl enenters nmay wi sh to consider using regul ar expressions in order
to reduce the size of individual NAPTRs. This will have a
significant effect on the overall size of the database invol ved.

9. | ANA Consi derations

Thi s docunent registers the 'voicenmsg’ Enunmservice type and the
subtype "tel", "sip", "sips", "http", and "https" under the
Enunservice registry described in the | ANA considerations in RFC
3761. Details of this registration are provided in Section 4 of this
docunent .

Thi s docunent registers the ’'videonmsg’ Enunservice type and the
subtype "sip", "sips", "http", and "https" under the Enunservice
registry described in the 1 ANA considerations in RFC 3761. Details
of this registration are provided in Section 5 of this docunent.

Thi s docunent registers the "unifnmsg Enunservice type and the
subtype "sip", "sips", "http", and "https" under the Enunservice
registry described in the 1 ANA considerations in RFC 3761. Details
of this registration are provided in Section 6 of this docunent.
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