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NETCONF Event Notifications
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

Thi s docunent defines nechani sns that provide an asynchronous nessage
notification delivery service for the Network Configuration protoco
(NETCONF). This is an optional capability built on top of the base
NETCONF definition. This docunent defines the capabilities and
operations necessary to support this service.
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1. Introduction

[ NETCONF] can be conceptually partitioned into four |ayers:

Layer Exanpl e
S + o m e e e e e e e e e e e e e e e eeee e +
| Cont ent | Confi guration data
o m e e e oo - + o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| |
S + oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Operations | | <get-config> <edit-config> <notification>
S + o m e e e e e e e e e e e e e e e eeee e +
I I I
o e e e e oo o + o + |
RPC | <rpc>, <rpc-reply> |
S + oo e e e e e e e e oo - - + |
I I I
S + o m e e e e e e e e e e e e e e e eeee e +
| Transport | | BEEP, SSH, SSL, console |
| Protocol | | |
S + o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
Figure 1

Thi s docunent defines nechani sns that provide an asynchronous nessage
notification delivery service for the [ NETCONF] protocol. This is an
optional capability built on top of the base NETCONF definition

This nmeno defines the capabilities and operations necessary to
support this service.

1.1. Definition of Terns

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

El ement: An [ XM.] El enent.

Subscription: An agreenent and nmethod to receive event notifications
over a NETCONF session. A concept related to the delivery of
notifications (if there are any to send) involving destination and
sel ection of notifications. It is bound to the lifetinme of a
sessi on.
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1.

2

Qperation: This termis used to refer to NETCONF protocol operations
[ NETCONF]. Wthin this docunment, operation refers to NETCONF
prot ocol operations defined in support of NETCONF notifications.

Event: An event is sonething that happens that nmay be of interest -
a configuration change, a fault, a change in status, crossing a
threshol d, or an external input to the system for exanple.

O'ten, this results in an asynchronous message, somnetines referred
to as a notification or event notification, being sent to
interested parties to notify themthat this event has occurred.

Replay: The ability to send/re-send previously | ogged notifications
upon request. These notifications are sent asynchronously. This
feature is inplenented by the NETCONF server and invoked by the
NETCONF client.

Stream An event streamis a set of event notifications natching
some forwarding criteria and available to NETCONF clients for
subscri pti on.

Filter: A paraneter that indicates which subset of all possible
events are of interest. A filter is defined as one or nore filter
el ements [ NETCONF], each of which identifies a portion of the
overall filter.

Mot i vation

The notivation for this work is to enable the sendi ng of asynchronous
nmessages that are consistent with the data nodel (content) and
security nodel used within a NETCONF i npl enentation

The scope of the work ainms at neeting the foll ow ng operationa
needs:

o Initial release should ensure it supports notifications in support
of configuration operations.

o It should be possible to use the sane data nodel for notifications
as for configuration operations.

0 The solution should support a reasonabl e nessage size limt (i.e.,
not too short).

o The notifications should be carried over a connection-oriented
del i very nechani sm
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0 A subscription nechanismfor notifications should be provided.
This takes into account that a NETCONF server does not send
notifications before being asked to do so, and that it is the
NETCONF client who initiates the flow of notifications.

o Afiltering mechanismfor sending notifications should be put in
pl ace within the NETCONF server

o The information contained in a notification should be sufficient
so that it can be anal yzed i ndependent of the transport nechani sm
In other words, the data content fully describes a notification;
protocol information is not needed to understand a notification

o The server should have the capability to replay locally I ogged
notifications.

1.3. Event Notifications in NETCONF

2

2

This meno defines a mechani sm whereby the NETCONF client indicates
interest in receiving event notifications froma NETCONF server by
creating a subscription to receive event notifications. The NETCONF
server replies to indicate whether the subscription request was
successful and, if it was successful, begins sending the event
notifications to the NETCONF client as the events occur within the
system These event notifications will continue to be sent unti
either the NETCONF session is ternminated or the subscription

term nates for some other reason. The event notification
subscription allows a nunber of options to enable the NETCONF client
to specify which events are of interest. These are specified when
the subscription is created. Note that a subscription cannot be
nmodi fi ed once creat ed.

The NETCONF server MJUST accept and process the <cl ose-session>
operation, even while the notification subscription is active. The
NETCONF server MAY accept and process ot her comands; ot herw se, they
will be rejected and the server MJUST send a 'resource-denied error.
A NETCONF server advertises support of the ability to process other
commands via the :interleave capability.

Notification-Rel ated Operations
1. Subscribing to Receive Event Notifications

The event notification subscription is initiated by the NETCONF
client and responded to by the NETCONF server. A subscription is
bound to a single streamfor the |ifetime of the subscription. Wen
the event notification subscription is created, the events of
interest are specified.
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Content for an event notification subscription can be sel ected by
appl ying user-specified filters.
2.1.1. <create-subscription>
Descri pti on:
This operation initiates an event notification subscription that
wi || send asynchronous event notifications to the initiator of the
command until the subscription term nates.

Par anmet er s:

St ream

An optional paraneter, <streant, that indicates which stream of
events is of interest. |If not present, events in the default
NETCONF streamwi || be sent.

Filter:

An optional paraneter, <filter>, that indicates which subset of
all possible events is of interest. The format of this
paraneter is the sanme as that of the filter paraneter in the
NETCONF protocol operations. |f not present, all events not
precl uded by other paraneters will be sent. See section 3.6
for more information on filters.

Start Tine:

A paraneter, <startTine> wused to trigger the replay feature
and indicate that the replay should start at the tine

specified. |If <startTime> is not present, this is not a replay
subscription. It is not valid to specify start tines that are
|ater than the current tine. |If the <startTinme> specifiedis

earlier than the log can support, the replay will begin with
the earliest available notification. This paraneter is of type
dateTine and compliant to [RFC3339]. | npl enentations nust
support time zones.

Chi shol m & Trevino St andards Track [ Page 6]



RFC 5277 NETCONF Event Notifications July 2008

Stop Tine:

An optional paraneter, <stopTime> used with the optiona
replay feature to indicate the newest notifications of
interest. |f <stopTinme> is not present, the notifications wll
continue until the subscription is term nated. Mist be used
with and be later than <startTime>  Values of <stopTinme> in
the future are valid. This paraneter is of type dateTine and
compliant to [RFC3339]. Inplenentations must support tine
zones.

Positi ve Response

If the NETCONF server can satisfy the request, the server sends an
<ok> el ement .

Negati ve Response
An <rpc-error> element is included within the <rpc-reply> if the
request cannot be conpleted for any reason. Subscription requests
will fail if a filter with invalid syntax is provided or if the
nane of a non-existent streamis provided.

If a <stopTime> is specified in a request w thout having specified
a <startTime>, the following error is returned:

Tag: m ssing-el enent

Error-type: protoco

Severity: error

Error-info: <bad-el ement>: startTine
Description: An expected elenent is m ssing.

If the optional replay feature is requested but it is not
supported by the NETCONF server, the following error is returned:

Tag: operation-failed
Error-type: protoco
Severity: error

Error-info: none
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Description: Request could not be conpleted because the
requested operation failed for sone reason not covered by any
other error condition.

a <stopTine> is requested that is earlier than the specified

<startTinme> the following error is returned:

| f

Tag: bad-el enent

Error-type: protoco

Severity: error

Error-info: <bad-el ement>: stopTinme

Description: An element value is not correct; e.g., wong type,
out of range, pattern m snatch.

a <startTime> is requested that is later than the current tine,

the following error is returned:

2.1.1.1.

Tag: bad-el enent

Error-type: protoco

Severity: error

Error-info: <bad-elenent>: startTine

Description: An element value is not correct; e.g., wong type,
out of range, pattern m snmatch.

Usage Exanpl e

The foll owi ng denpnstrates creating a sinple subscription. Mre
conpl ex exanpl es can be found in section 5.

<net conf:rpc message-i d="101"

xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >

<creat e-subscription

xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">

</ creat e-subscripti on>
</ netconf:rpc>
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2.2. Sending Event Notifications

Once the subscription has been set up, the NETCONF server sends the
event notifications asynchronously over the connection

2.2.1. <notification>
Descri pti on:

An event notification is sent to the client who initiated a

<creat e-subscri pti on> command asynchronously when an event of
interest (i.e., nmeeting the specified filtering criteria) has
occurred. An event notification is a conplete and well-formed XM
docunent. Note that <notification>is not a Renbote Procedure Call
(RPC) nethod but rather the top-level elenent identifying the one-
way nessage as a notification.

Par anet ers:
event Ti ne

The tinme the event was generated by the event source. This
paraneter is of type dateTinme and conpliant to [ RFC3339].
| mpl enent ati ons must support tine zones.

Al so contains notification-specific tagged content, if any. Wth
the exception of <eventTime> the content of the notification is
beyond the scope of this docunent.

Response:
No response. Not applicable.
2.3. Termnating the Subscription

Cl osing of the event notification subscription can be done by using
the <cl ose-session> operation fromthe subscriptions session or

term nating the NETCONF session ( <kill-session> ) or the underlying
transport session from another session. |If a stop tine is provided
when the subscription is created, the subscription will termnate
after the stop tine is reached. 1In this case, the NETCONF session
will still be an active session.
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3. Supporting Concepts
3.1. Capabilities Exchange

The ability to process and send event notifications is advertised
during the capability exchange between the NETCONF client and server

3.1.1. Capability Identifier
"urn:ietf:parans: netconf:capability:notification:1.0"
3.1.2. Capability Exanple

<hell o xm ns="urn:ietf:parans: xnl : ns: net conf : base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: xm:ns:netconf:base: 1.0
</ capability>
<capability>
urn:ietf:paranms: netconf:capability:startup:1.0
</ capability>
<capability>
urn:ietf:parans: netconf:capability:notification:1.0
</ capability>
</ capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | o>

3. 2. Event Streans

An event streamis defined as a set of event notifications matching
some forwarding criteria.

Figure 2 illustrates the notification flow and concepts identified in
this docunment. It does not nmandate and/or preclude an

i npl ementation. The following is observed fromthe di agram bel ow
Syst em conponents (cl..cn) generate event notifications that are
passed to a central conponent for classification and distribution.
The central conponent inspects each event notification and matches
the event notification against the set of streamdefinitions. Wen a
mat ch occurs, the event notification is considered to be a nenber of
that event stream (stream l..streamn). An event notification nmay be
part of multiple event streans.
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At sonme point after the NETCONF server receives the internal event
froma stream it is converted to an appropriate XM. encodi ng by the
server, and a <notification> elenent is ready to send to all NETCONF
sessions subscribed to that stream

After generation of the <notification> elenent, access control is
applied by the server. |If a session does not have perm ssion to
receive the <notification> then it is discarded for that session,
and processing of the internal event is conpleted for that session.

When a NETCONF client subscribes to a given event stream user-
defined filter elenents, if applicable, are applied to the event
stream and matchi ng event notifications are forwarded to the NETCONF
server for distribution to subscribed NETCONF clients. A filter is
transferred fromthe client to the server during the <create-
subscription> operation and applied agai nst each <notification>

el ement generated by the stream For nore information on filtering,
see Section 3.6.

A notification-logging service may al so be available, in which case,
the central conmponent | ogs notifications. The NETCONF server may
|later retrieve logged notifications via the optional replay feature.
For nore information on replay, see section 3.3.

+o---+
| ¢l |----+ avai |l abl e streans
+--- -+ | TS +
+-o---+ | | central |-> stream1
| c2 | +--->| event | -> stream 2 filter +------- +
+----+ | | processor|-> NETCONF stream ----- >| NETCONF|
.. | | | -> streamn | server |
System | e + Fo-em- - +
Conponent s| | /\
I I |
bk | (-mmmeme- ) ||
| en |----+ | (notification) |
Fom et Homo o > ( logging ) [
( service ) |
(-mmmmmmee ) ||
|
|
\/
S +
| NETCONF|
| client |
AR, +
Figure 2
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3.2. 1. Event Stream Definition

Event streams are predefined on the managed device. The
configuration of event streans is outside the scope of this docunent.
However, it is envisioned that event streans are either pre-
established by the vendor (pre-configured), user configurable (e.qg.,
part of the device's configuration), or both. Device vendors nay

al | ow event stream configuration via the NETCONF protocol (i.e.,

<edi t-confi g> operation).

3.2.2. Event Stream Content For nat

The contents of all event streans nade available to a NETCONF client
(i.e., the notification sent by the NETCONF server) MJST be encoded
in XM.

3.2.3. Default Event Stream

A NETCONF server inplementation supporting the notification
capability MJUST support the "NETCONF" notification event stream

This stream contains all NETCONF XML event notifications supported by
the NETCONF server. The exact string "NETCONF' is used during the
adverti senent of stream support during the <get> operation on
<streanms> and during the <create-subscription> operation. Definition
of the event notifications and their contents, beyond the inclusion
of <eventTine>, for this event streamis outside the scope of this
docunent .

3.2.4. Event Stream Sources

Wth the exception of the default event stream (NETCONF),

speci fication of additional event stream sources (e.g., Sinple

Net wor k Management Protocol (SNMP), syslog) is outside the scope of
this docunment. NETCONF server inplenentations may | everage any
desired event stream source in the creation of supported event
streans.

3.2.5. Event Stream Di scovery

A NETCONF client retrieves the list of supported event streans froma
NETCONF server using the <get> operation

3.2.5.1. Nane Retrieval Using <get> Operation
The list of available event streanms is retrieved by requesting the
<streams> subtree via a <get> operation. Available event streans for

the requesting session are returned in the reply containing the
<nane> and <description> el ements, where the <name> elenent is
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mandatory, and its value is unique within the scope of a NETCONF
server. An enpty reply is returned if there are no avail abl e event
streans, due to user-specified filters on the <get> operation

Addi tional information avail able about a streamincludes whet her
notification replay is available and, if so, the tinestanp of the
earliest possible notification to replay.

The foll owi ng exanpl e shows retrieving the |list of available event
stream|ist using the <get> operation

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<get >
<filter type="subtree">
<net conf xm ns="urn:ietf:parans: xm :ns:netnod: notification">
<streans/ >
</ net conf >
</filter>
</ get>
</rpc>
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The NETCONF server returns a list of event streans available for
subscription: NETCONF, SNWP, and syslog-critical in this exanple.

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<dat a>
<netconf xm ns="urn:ietf:params:xm :ns:netnod: notification">
<streans>
<streanp
<nanme>NETCONF</ nanme>
<descri ption>default NETCONF event stream
</ description>
<repl aySupport >t rue</ r epl aySupport >
<repl ayLogCreati onTi ne>
2007-07-08T00: 00: 00z
</ repl ayLogCreationTi ne>
</ streane
<streanp
<name>SNMP</ nanme>
<descripti on>SNWP notifications</description>
<r epl aySupport >f al se</repl aySupport >
</ streanp
<streanp
<name>sysl og-critical </ nane>
<description>Critical and hi gher severity
</ descri ption>
<r epl aySupport >t rue</ r epl aySupport >
<repl ayLogCreati onTi ne>
2007-07-01T00: 00: 00z
</ repl ayLogCreationTi ne>
</ streane
</ streans>
</ net conf >
</ dat a>
</rpc-reply>

3.2.5.2. Event Stream Subscription

A NETCONF client may request fromthe NETCONF server the list of
event streans available to this session and then issue a <create-
subscription> request with the desired event streamnane. Qmitting
the event streamnane fromthe <create-subscription> request results
in subscription to the default NETCONF event stream
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3.2.5.2.1. Filtering Event Stream Contents

The set of event notifications delivered in an event stream nmay be
further refined by applying a user-specified filter supplied at
subscription creation tinme ( <create-subscription>). This is a
transient filter associated with the event notification subscription
and does not nodify the event stream configuration. The filter
element is applied against the contents of the <notification> w apper
and not the wapper itself. See section 5 for exanples. Either
subtree or XPATH filtering can be used.

XPATH support for the Notification capability is advertised as part
of the normal XPATH capability advertisenent. |f XPATH support is
advertised via the XPATH capability, then XPATH is supported for
notification filtering. |If this capability is not advertised, XPATH
is not supported for notification filtering.

3. 3. Notification Replay
3.3.1. Overview

Replay is the ability to create an event subscription that will
resend recently generated notifications, or in sone cases send them
for the first tine to a particular NETCONF client. These
notifications are sent the same way as normal notifications.

A replay of notifications is specified by including the optiona
<startTi me> paraneter to the subscription command, which indicates
the start tinme of the replay. The end tine is specified using the
optional <stopTinme> paraneter. |If not present, notifications wll
continue to be sent until the subscription is term nated.

A notification streamthat supports replay is not expected to have an
unlimted supply of saved notifications avail able to accommpdat e any

replay request. dients can query <replayLogCreationTi ne> and

<repl ayLogAgedTi ne> to | earn about the availability of notifications

for replay.

The actual nunber of stored notifications available for retrieval at
any given tinme is a NETCONF server inplenentation-specific natter.
Control paraneters for this aspect of the feature are outside the
scope of this docunent.

Repl ay is dependent on a notification stream supporting sonme form of
notification | ogging, although it puts no restrictions on the size or
formof the log, or where it resides within the device. \Wether or
not a stream supports replay can be di scovered by doing a <get>
operation on the <streams> el enent of the Notificati on Managenent
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Schema and | ooking at the val ue of the <replaySupport> object. This
schema al so provides the <replayLogCreationTi me> el ement to indicate
the earliest avail able | ogged notification

3.3.2. Creating a Subscription with Replay

This feature uses optional paraneters to the <create-subscription>
command cal l ed <startTi me> and <stopTinme>. <startTime> identifies the
earliest date and time of interest for event notifications being

repl ayed and al so indicates that a subscription will be providing
replay of notifications. Events generated before this time are not
mat ched. <stopTinme> specifies the latest date and tinme of interest
for event notifications being replayed. |If it is not present, then
notifications will continue to be sent until the subscription is

term nated

Note that <startTine> and <stopTinme> are associated with the tinme an
event was generated by the event source.

A <replayConpl ete> notification is sent to indicate that all of the
replay notifications have been sent and nust not be sent for any
other reason. |If this subscription has a stop tinme, then this
session becones a norrmal NETCONF session again. The NETCONF server
will then accept <rpc> operations even if the server did not
previously accept such operations due to | ack of interleave support.
In the case of a subscription without a stop tine, after the

<repl ayConpl ete> notificati on has been sent, it can be expected that
any notifications generated since the start of the subscription
creation will be sent, followed by notifications as they arise
naturally within the system

The <repl ayConpl ete> and <notificati onConpl ete> notifications cannot
be filtered out. They will always be sent on a replay subscription
that specified a <startTi ne> and <stopTi ne>, respectively.

3.4. Notification Managenent Schena

This Schema is used to | earn about the event streans supported on the
system It also contains the definition of the <replayConpl ete> and
<notificationConplete> notifications, which are sent to indicate that
an event replay has sent all applicable notifications and that the
subscription has term nated, respectively.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0"
xm ns: ncEvent ="urn:ietf: parans: xm :ns:netconf:notification:1.0"
xm ns: manageEvent ="urn:i etf: parans: xm : ns: net nod: notification”
t arget Nanespace="urn: i etf: parans: xm : ns: net nod: noti fi cati on"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed"
xm : 1 ang="en" version="1.0">
<xs:annot ati on>
<xs: docunentation xm:|lang="en">
A schema that can be used to | earn about current
event streans. It also contains the replayConplete
and notificationConplete notification.
</ xs: docunent ati on>
</ xs: annot ati on>

<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >
<xs:inport namespace="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
schemalLocat i on="net conf. xsd"/ >
<XSs:inport namespace=
"urn:ietf:parans: xn :ns:netconf:notification:1.0"
schemalLocati on="notification. xsd"/>

<xs: el enent name="netconf" type="nmanageEvent: Netconf"/>

<xs: conpl exType name="Net conf" >
<XS:sequence>
<xs: el enent nane="streans" >
<xs:annot ati on>
<xs: docurent ati on>
The list of event streans supported by the
system Wen a query is issued, the returned
set of streans is determ ned based on user
privil eges.
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: sequence m nCccurs="1" maxQOccur s="unbounded" >
<xs: el enent nanme="streani >
<xs: annot ati on>
<xs: document ati on>
Stream nane, description, and other information
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>

Chi shol m & Trevino St andards Track [ Page 17]



RFC 5277

Chi shol m & Trevi no

NETCONF Event Notifications July 2008

<xs: el enent nanme="nane"
type="ncEvent: streamnNaneType" >
<xs:annot ati on>
<xs: docunent ati on>
The nane of the event stream |If this is
the default NETCONF stream this nust have
the val ue "NETCONF".
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="descri ption"
type="xs:string">
<xs:annot ati on>
<xs: docurent ati on>
A description of the event stream i ncluding
such information as the type of events that
are sent over this stream
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el emrent >
<xs: el enent nane="r epl aySupport™
type="xs: bool ean" >
<Xxs: annot ati on>
<xs: docunent ati on>
An indication of whether or not event replay
is available on this stream
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="repl ayLogCreati onTi ne"
type="xs: dateTi me" ni nQccurs="0">
<xs:annot ati on>
<xs: docurent ati on>
The tinestanp of the creation of the |og
used to support the replay function on
this stream
Note that this might be earlier then
the earliest avail able
notification in the log. This object
is updated if the log resets
for sone reason. This
obj ect MJST be present if replay is
support ed.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="r epl ayLogAgedTi ne"
type="xs: dat eTi re" nmi nQccurs="0">
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<xs:annot ati on>
<xs: docurent ati on>
The tinestanp of the last notification
aged out of the log. This
obj ect MJST be present if replay is
supported and any notifications
have been aged out of the |og.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="Repl ayConpl et eNoti fi cati onType" >
<xs: conpl exCont ent >
<xs: extensi on base="ncEvent: Notificati onContent Type"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent name="repl ayConpl et e"
type="manageEvent : Repl ayConpl et eNoti fi cati onType"
substituti onG oup="ncEvent: notificati onContent">
<xs:annot ati on>
<xs: document ati on>
This notification is sent to signal the end of a replay
portion of a subscription.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >

<xs: conpl exType nanme="Noti fi cati onConpl eteNotificati onType">
<xs: conpl exCont ent >
<xs: extension base="ncEvent: Notificati onContentType"/>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: el enent name="notificati onConpl ete"
type="nmanageEvent : Noti fi cati onConpl eteNotificati onType"
substituti onG oup="ncEvent: nnotificati onContent">
<xs:annot ati on>
<xs: document ati on>
This notification is sent to signal the end of a
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notification subscription. It is sent in the case
that stopTine was specified during the creation of
the subscription.
</ xs: document ati on>
</ xs:annot ati on>
</ xs: el ement >

</ xs: schena>
3.5. Subscriptions Data

Subscriptions are non-persistent state information, and their
lifetime is defined by their session or by the <stopTi ne> paraneter.

3. 6. Filter Mechanics

If afilter elenent is specified to |ook for data of a particul ar
value, and the data itemis not present within a particul ar event
notification for its value to be checked against, the notification
will be filtered out. For example, if one were to check for
"severity=critical’ in a configuration event notification where this
field was not supported, then the notification would be filtered out.

For subtree filtering, a non-enpty node set neans that the filter
mat ches. For XPath filtering, the nechanisns defined in [ XPATH
shoul d be used to convert the returned val ue to bool ean

3.6.1. Filtering

Filtering is explicitly stated when the event notification
subscription is created. This is specified via the "filter’
paraneter. A Filter only exists as a paraneter to the subscription

3.7. Message Fl ow

The following figure depicts nmessage fl ow between a NETCONF cli ent
(C) and NETCONF server (S) in order to create a subscription and
begin the flow of notifications. This subscription specifies a
<startTime> so the server starts by replaying | ogged notifications.
It is possible that many rpc/rpc-reply sequences occur before the
subscription is created, but this is not depicted in the figure.
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Fi gure 3

The followi ng figure depicts nmessage fl ow between a NETCONF client

(C and NETCONF server (S) in order to create a subscription and
begin the flow of notifications. This subscription specified a
<startTime> and <stopTinme> so it starts by replaying | ogged
notifications and then returns to be a normal comrand-response
NETCONF session after the <replayConpl ete> and <notificati onConpl et e>
notifications are sent and it is available to process <rpc> requests.
It is possible that many rpc/rpc-reply sequences occur before the
subscription is created, but this is not depicted in the figure.
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4. XM Schema for Event Notifications
The foll owi ng [ XM_.Schena] defines NETCONF Event Notifications.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0"
xm ns: netconf ="urn:ietf: parans: xm : ns: net conf: base: 1. 0"
t ar get Namespace=
"urn:ietf:parans: xm :ns:netconf:notification:1.0"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed"
xm : 1 ang="en" >
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<l-- inmport standard XML definitions -->

<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. or g/ 2001/ xm . xsd" >
<xs:annot ati on>
<xs: document ati on>
This inport accesses the xm: attribute groups for the
xm 1 ang as declared on the error-nessage el enent.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs:i mport >

<l-- inmport base netconf definitions -->
<xs:inport namespace="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
schenmalLocat i on="net conf. xsd"/>

<|__ kkhkkkhkhkkhkhkkhkhkkhkkhk*kx Syrrrretrlcal Q)era'[lons ********************__>
<l-- <create-subscription> operation -->

<xs: conpl exType name="cr eat eSubscri pti onType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="net conf:rpcOperati onType" >
<XS:sequence>
<xs: el enent name="streant
type="streanNaneType" m nQccurs="0">
<xs:annot ati on>
<xs: document ati on>
An optional paraneter that indicates
whi ch stream of events is of interest.
If not present, then events in the
default NETCONF streamwi |l be sent.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent name="filter"
type="netconf:filterlnlineType"
m nCccurs="0">
<xs:annot ati on>
<xs: document ati on>
An optional paraneter that indicates
whi ch subset of all possible events
is of interest. The format of this
paraneter is the same as that of the
filter paraneter in the NETCONF
protocol operations. |[|f not
present, all events not precluded
by other parameters will be sent.
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</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="startTi ne" type="xs:dateTi ne"
m nCccurs="0" >
<xs: annot ati on>
<xs: documnent ati on>
A paraneter used to trigger the replay
feature indicating that the replay
should start at the tine specified. |If
start time is not present, this is not a
replay subscription.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="stopTi ne" type="xs: dateTi nme"
m nCccurs="0" >
<xs: annot ati on>
<xs: documnent ati on>
An optional paraneter used with the
optional replay feature to indicate the

newest notifications of interest. |If
stop time is not present, the
notifications will continue until the

subscription is term nated. Mist be
used with startTine.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: si npl eType nane="streanNaneType" >
<Xxs: annot ati on>
<xs: docunent ati on>
The nane of an event stream
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string"/>
</ xs: si npl eType>
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<xs: el enent name="creat e-subscription"
type="creat eSubscri pti onType"
substituti onG oup="net conf:rpcQCperation">
<xs:annot ati on>
<xs: document ati on>
The command to create a notification subscription. It
takes as argunent the nane of the notification stream
and filter. Both of those options
limt the content of the subscription. |In addition,
there are two tine-related paraneters, startTine and
stopTinme, which can be used to select the tine interva
of interest to the notification replay feature.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >

<l oo FEkkkkkkkkkkkkk me_my Q)era'[lons Fhdkkkkhkdkkkrkdkxrr_ >

<l-- <Notification> operation -->
<xs: conpl exType nanme="Noti fi cati onCont ent Type"/>

<xs: el enent nanme="notificationContent"
type="NotificationContent Type" abstract="true"/>

<xs: conpl exType name="Notificati onType">
<Xs:sequence>
<xs: el enent nanme="event Ti ne" type="xs:dateTi ne">
<xs:annot ati on>
<xs: document ati on>
The tine the event was generated by the event source.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs:elenment ref="notificationContent"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el enent name="notification" type="NotificationType"/>
</ xs: schema>
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5.

Filtering Exanpl es

The foll owi ng section provides exanples to illustrate the various
met hods of filtering content on an event notification subscription

In order to illustrate the use of filter expressions, it is necessary
to assunme sonme of the event notification content. The exanpl es bel ow
assune that the event notification schema definition has an <event>
el ement at the top level consisting of the event class (e.g., fault,
state, config), reporting entity, and either severity or operationa
state.

Exanples in this section are generated fromthe follow ng fictiona
Schema

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schemm tar get Nanmespace="http://exanpl e. com event/1. 0"
xm ns="http://exanpl e. conf event/1. 0"
el ement For mDef aul t =" qual i fi ed"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: ncEvent ="urn:ietf:parans: xm : ns: netconf:notification:1. 0">

<xS:inmport namespace=
"urn:ietf:parans: xm :ns:netconf:notification:1.0"
schemalLocati on="notification. xsd"/>

<xs: conpl exType nanme="event Type" >
<xs: conpl exCont ent >
<xs: extensi on base="ncEvent: Notificati onContent Type">
<XS:sequence>
<xs:el enent name="eventd ass" />
<xs: el enent name="reportingEntity">
<xs: conpl exType>
<Xs:sequence>
<XS:any namespace="##any"
processCont ent s="| ax"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs: el enent nane="severity"/>
<xs: el enent nanme="oper State"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
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<xs:el enent nane="event"
type="event Type"
substituti onG oup="ncEvent: notificati onContent"/>

</ xs: schema>

The above fictional notification definition could result in the
followi ng sample notification list, which is used in the exanples in

this section.

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2007-07- 08T00: 01: 00Z</ event Ti me>
<event xm ns="http://exanple.con event/1.0">
<event C ass>f aul t </ event Ol ass>
<reportingEntity>
<car d>Et her net 0</ car d>
</reportingEntity>
<severity>ngj or</severity>
</ event >
</notification>

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2007- 07- 08T00: 02: 00Z</ event Ti me>
<event xm ns="http://exanple.con event/1.0">
<event C ass>f aul t </ event Ol ass>
<reportingEntity>
<car d>Et her net 2</ car d>
</reportingEntity>
<severity>critical </severity>
</ event >
</notification>

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">

<event Ti me>2007- 07- 08T00: 04: 00Z</ event Ti me>
<event xm ns="http://exanple.con event/1.0">
<event C ass>f aul t </ event Cl ass>
<reportingEntity>
<car d>ATML</ car d>
</reportingEntity>
<severity>ni nor</severity>
</ event >
</notification>
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<notification
xm ns="urn:ietf:paranms: xm : ns:netconf:notification:1. 0">
<event Ti me>2007- 07- 08T00: 10: 00Z</ event Ti me>
<event xm ns="http://exanple.con event/1.0">
<event O ass>st at e</ event Cl ass>
<reportingEntity>
<car d>Et her net 0</ car d>
</reportingEntity>
<oper St at e>enabl ed</ oper St at e>
</ event >
</notification>

5.1. Subtree Filtering

XM. subtree filtering is not well-suited for creating el aborate
filter definitions given that it only supports equality conparisons
and application of the |logical OR operators (e.g., in an event
subtree, give ne all event notifications that have severity=critical,
severity=nmjor, or severity=mnor). Nevertheless, it may be used for
defining sinple event notification forwarding filters as shown bel ow.

The followi ng exanple illustrates how to select fault events which
have severities of critical, magjor, or minor. The filtering criteria
evaluation is as foll ows:

((fault & severity=critical) | (fault & severity=mgjor) | (fault &
severity=m nor))

<net conf:rpc netconf:nessage-i d="101"
xm ns: netconf="urn:ietf:parans: xn : ns: netconf: base: 1. 0" >
<create-subscription
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<filter netconf:type="subtree">
<event xm ns="http://exanpl e.con event/1.0">
<event O ass>faul t </ event Cl ass>
<severity>critical </severity>
</ event >
<event xm ns="http://exanple.con event/1.0">
<event C ass>f aul t </ event Ol ass>
<severity>maj or</severity>
</ event >
<event xm ns="http://exanple.comevent/1.0">
<event C ass>faul t </ event Cl ass>
<severity>ni nor</severity>
</ event >
</filter>
</ create-subscripti on>
</ netconf:rpc>
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The following exanple illustrates how to select state or config
Event C asses or fault events that are related to card Ethernet0. The
filtering criteria evaluation is as foll ows:

( state | config | ( fault & ( card=Ethernet0)))

<net conf:rpc netconf: nmessage-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<creat e-subscri pti on
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<filter netconf:type="subtree">
<event xm ns="http://exanple.comevent/1.0">
<event C ass>st at e</ event Cl ass>
</ event >
<event xm ns="http://exanple.con event/1. 0">
<event O ass>confi g</ event d ass>
</ event >
<event xm ns="http://exanple.comevent/1.0">
<event O ass>faul t </ event Cl ass>
<reportingEntity>
<car d>Et her net 0</ car d>
</reportingEntity>
</ event >
</filter>
</ creat e-subscripti on>
</ netconf:rpc>

5.2. XPATH Filters

The foll owing [ XPATH exanple illustrates how to select fault
Event C ass notifications that have severities of critical, major, or
mnor. The filtering criteria evaluation is as foll ows:

((fault) & ((severity=critical) | (severity=major) | (severity =
mnor)))

<net conf:rpc netconf: nmessage-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<creat e-subscri pti on
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1l. 0">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.con event/1. 0"
sel ect ="/ex: event[ex: event ™ ass="fault’ and
(ex:severity="mnor’ or ex:severity=' mgjor’
or ex:severity='critical’)]"/>
</ create-subscription>
</ netconf:rpc>
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The followi ng exanple illustrates how to select state and config
Event Cl asses or fault events of any severity that cone from card
Et hernet0. The filtering criteria evaluation is as foll ows:

( state | config | (fault & card=Ethernet0))

<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<creat e-subscri pti on
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<filter netconf:type="xpath"
xm ns: ex="http://exanpl e.conf event/1. 0"
sel ect ="/ ex: event |
(ex:eventd ass="state’ or ex:eventC ass="config ) or
((ex:eventCl ass="fault’ and ex:card="Ethernet0’))]"/>
</ create-subscripti on>
</ netconf:rpc>

6. Interleave Capability
6.1. Description

The :interleave capability indicates that the NETCONF peer supports
the ability to interleave other NETCONF operations within a
notification subscription. This nmeans the NETCONF server MJST

recei ve, process, and respond to NETCONF requests on a session with
an active notification subscription. This capability hel ps
scalability by reducing the total nunber of NETCONF sessions required
by a given operator or nanagenent application

6. 2. Dependenci es

This capability is dependent on the notification capability being
support ed.

6.3. Capability ldentifier

The :interleave capability is identified by the follow ng capability
string:

urn:ietf:parans: netconf:capability:interleave: 1.0
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6.4. New QOperations
None.
6.5. Modifications to Existing Operations

When a <create-subscription> is sent while another subscription is
active on that session, the following error will be returned:

Tag: operation-failed

Error-type: protoco

Severity: error

Error-info: none

Description: Request could not be conpl eted because the requested
operation failed for some reason not covered by any other error
condi tion.

7. Security Considerations

The security considerations fromthe base [ NETCONF] docunent al so
apply to the Notification capability.

The access control framework and the choice of transport will have a
maj or inpact on the security of the solution

The <notification> elenents are never sent before the transport |ayer
and the NETCONF | ayer, including capabilities exchange, have been
est abli shed and the manager has been identified and authenti cat ed.

It is recommended that care be taken to secure execution

0 <create-subscription> invocation

0 <get> on read-only data nodels

0 <notification> content

Secure execution neans ensuring that a secure transport is used as
wel | as ensuring that the user has sufficient authorization to
performthe function they are requesting agai nst the specific subset
of NETCONF content involved. Wen a <get> is received that refers to
the content defined in this nmeno, clients should only be able to view

the content for which they have sufficient privileges. A create
<creat e-subscription> operation can be considered |like a deferred

Chi shol m & Trevino St andards Track [ Page 31]



RFC 5277 NETCONF Event Notifications July 2008

<get>, and the content that different users can access nay vary.
This different access is reflected in the <notification> that
different users are able to subscribe to.

One potential security issue is the transport of data from non-
NETCONF streans, such as syslog and SNMP. This data may be nore
vul nerabl e (or |ess vul nerable) when being transported over NETCONF
than when being transported using the protocol normally used for
transporting it, depending on the security credentials of the two
subsystenms. The NETCONF server is responsible for applying access
control to stream content.

The contents of notifications, as well as the names of event streans,
may contain sensitive information and care should be taken to ensure
that they are viewed only by authorized users. The NETCONF server
MUST NOT include any content in a notification that the user is not
aut hori zed to view.

If a subscription is created with a <stopTime>, the NETCONF session
will return to being a normal conmand-response NETCONF sessi on when
the replay is conpleted. It is the responsibility of the NETCONF
client to close this session when it is no | onger of use.

If a malicious or buggy NETCONF client sends a nunber of <create-
subscription> requests, then these subscriptions accunul ate and may

use up systemresources. |In such a situation, subscriptions can be
term nated by term nating the suspect underlying NETCONF sessions
usi ng the <kill-session> operation

8. | ANA Consi derati ons

Thi s docunent registers three URIs for the NETCONF XML namespace in
the 1ETF XM registry [ RFC3688].

Following the format in RFC 3688, | ANA has nade the follow ng

registration. Note that the capability URNs are al so conpliant to
section 10.3 of [NETCONF].

urn:ietf:parans: netconf:capability:
notification:1.0

urn:ietf:params: netconf:capability:
interleave:1.0
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URI: urn:ietf:paranms:xm:ns:netnod: notification

URI: urn:ietf:parans: xm:ns:netconf:notification:1.0

Regi strant Contact: The | ESG

XML: N A the requested URI is an XML nanespace.

In addition, | ANA registered the XML Schema defined in Section 4.
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OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
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Intellectual Property
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copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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