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Using the Server-Based Certificate Validation Protocol (SCVP) to
Convey Long- Term Evi dence Records

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Server-based Certificate Validation Protocol (SCVP) defines an
ext ensi bl e neans of del egating the devel opment and validation of
certification paths to a server. It can be used to support the
devel opment and validation of certification paths well after the
expiration of the certificates in the path by specifying a tine of
interest in the past. The Evidence Record Syntax (ERS) defines
structures, called evidence records, to support the non-repudiation
of the existence of data. Evidence records can be used to preserve
materials that conprise a certification path such that trust in the
certificates can be established after the expiration of the
certificates in the path and after the cryptographic al gorithns used
to sign the certificates in the path are no longer secure. This
docunent describes usage of the SCVP Want Back feature to convey

evi dence records, enabling SCVP responders to provide preservation
evi dence for certificates and certificate revocation lists (CRLs).
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1.

1.

I nt roducti on

Digital signatures are frequently verified using public key
infrastructure (PKI) artifacts, including public key certificates and
certificate revocation information. Verifiers construct and validate
certification paths froma public key certificate containing the
public key used to verify the sighature to a trusted public key.
Construction of a certification path may require the acquisition of
different types of information generated by multiple PKIs. To verify
digital signatures many years after signature generation, additiona
consi derati ons nmust be addressed. For exanple, sone necessary PK
artifacts may no | onger be avail able, sone nay have expired, and the
cryptographic algorithns or keys used in generating digita

signatures may no | onger provide the desired degree of security.

SCVP [ RFC5055] provides a nmeans of del egating certification path
construction and/or validation to a server, including the ability to
request the status of a certificate relative to a tinme in the past.
SCVP does not define a neans of providing or validating long-term
non-repudi ation information. ERS [RFC4998] defines a syntax for
preserving nmaterials over |ong periods of time through a reginmen that
i ncludes periodic re-signing of rel evant naterials using newer keys
and stronger cryptographic algorithns. LTAP [LTANS-LTAP] defines a
protocol for conmunicating with a long-term archive (LTA) server for
the purpose of preserving evidence records and data. Clients store,
retrieve, and delete data using LTAP; LTAs maintain evidence records
covering data subnmitted by clients.

Thi s docunent defines an application of SCVP to permt retrieval of
an evidence record corresponding to information returned by the SCVP
server by creating an association between an evi dence record and

i nformati on contained in an SCVP response. The SCVP response can
then in turn be used to verify archived data objects retrieved using
LTAP. Separating the preservation of the certification path
informati on fromthe preservation of data enables the LTA to store
archived data objects nore efficiently, i.e., conplete verification
i nformati on need not be stored with each archived data object.
Verifiers can nore efficiently process archived data objects by
reusing the sanme certification path information to verify multiple
archived data objects of simlar vintage without retrieving and/or
validating the same PKI artifacts nultiple tines.

Requi rements Not ati on
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

Concept of Operations

During certification path processing, active SCVP servers may
encounter a large portion of the PKI artifacts generated by a
particular PKI. By storing and preserving these artifacts, an SCVP
server can respond to queries for certificate status over very |long
periods of time. Optionally, SCVP servers may actively seek PK
informati on for storage and preservation, even when no query is nade,
that requires the information during its period of validity in order
to service future queries relative to any point in tine.

SCVP pernmits clients to request as much or as little information as
desired fromthe SCVP server. Cdients include zero or nore hject
Ildentifiers (O Ds) indicating the type(s) of information the server
shoul d include in the response. By defining additional O D val ues,
clients can request an evidence record for specific types of
informati on returned by the SCVP server. This docunent defines O Ds
to pernit the retrieval of evidence records for the follow ng four
types of information:

0o end entity certificates.

o certification paths containing an end entity certificate up to a
trust anchor.

o certification paths containing an internmediate certificate up to a
trust anchor.

o0 revocation information.

Additionally, an ODis defined to permt inclusion of a single QD
i ndi cating an evidence record is desired for all information
requested via the Want Back mechani sm

By associ ating evidence records with informati on nmai ntai ned by an
SCVP server, clients are able to determine the status of certificates
over very long periods of time using SCVP w thout consulting
addi ti onal resources. The nature of SCVP servers is well suited to
the preservation of infrastructure materials. Additionally, the SCVP
server’'s signature over an SCVP response can secure the transm ssion
of trust anchors included in evidence records, allowing clients to
refrain fromestablishing additional trust relationships with LTAs.

The transactions used to verify an archived data object using LTAP
and the SCVP Want Backs described in this docunent are as follows:

0o Cdient retrieves a signed archived data object froman LTA using
LTAP.
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o dient prepares an SCVP request to validate the signer’s
certificate at the time of interest and includes Want Backs for
evi dence records corresponding to the PKI artifacts required to
validate the signer’s certificate.

0 SCVP server returns a response with status as of the tine of
i nterest and includes requested evidence records.

o dient processes the SCVP request, determ nes the status, and
verifies the evidence records.

o Cient verifies signatures in the archived data object using the
val i dated signer’s certificate.

3. Requests

Clients request long-term archive evidence records froman SCVP
server by including one of the following ODs in the wantBack field
of a CVRequest sent to an SCVP server

0 id-swb-ers-best-cert-path

0 id-swb-ers-partial-cert-path
0 id-swb-ers-pkc-cert

0 id-swb-ers-revocation-info

0 id-swh-ers-al

Additionally, id-swb-partial-cert-path is defined to pernmit clients
to request a partial certification path consisting of the
certification authority (CA) that issued the end entity certificate
through a trust anchor. This is simlar to the id-swh-best-cert-path
Want Back defined in SCVP except the resulting repl yWant Back will
contain a CertBundle containing the certification path m nus the end
entity certificate.

For each id-swb-ers O D except id-swb-ers-all, an EvidenceRecord (as
defined in [ RFC4998]) covering the corresponding information in the
response will be returned as a replyWantBack. For exanple, if a
client wishes to obtain a certification path and revocation
informati on plus an evidence record for each, the SCVP request woul d
i nclude the followi ng four repl yWantBack O Ds: i d-swb-best-cert-path,
i d- swb- pkc-revocation-info, id-swbh-ers-best-cert-path, and id-swb-
ers-revocation-info.
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Alternatively, for id-swb-ers-all, an Evi denceRecor dWant Backs
structure will be returned containing an Evi denceRecord for each
information itemcontained in the repl yWwant Backs field. For exanple,
if aclient wishes to obtain a certification path and revocation

i nformati on plus an evidence record for each, the SCVP request could
include the followi ng three repl yWant Back O Ds: id-swh-best-cert-
pat h, id-swb-pkc-revocation-info, and id-swb-ers-all.

4. Responses

When a client request contains a WantBack request for an evi dence
record, the response generated MJST include the replyWant Back

contai ning the requested information plus a repl yWant Back contai ni ng
the evidence record corresponding to that information. For each id-
swb-ers O D except id-swb-ers-pkc-cert and id-swb-ers-revocation-
info, the evidence record MIST be cal cul ated over the val ue of the
value field in the correspondi ng repl yWant Back; the tag and |l ength
bytes are not covered by the evidence record. The targets for the

i d-swb-ers-pkc-cert and id-swh-ers-revocation-info repl yWant Backs are
descri bed below. For exanple, if a client request contains id-swb-
pkc- best-cert-path and id-swb-ers-best-cert-path, the resulting
response will contain a repl yWant Back of each type where the evidence
record covers the DER-encoded CertBundl e returned in the id-swh-pkc-
best-cert-path repl ywant Back. For id-swb-ers-pkc-cert, the evidence
record MUST be cal cul ated over the value of the cert field in the
CertReply object. For id-swb-ers-revocation-info, a sequence of

evi dence records is returned. Each revocation information object
contained in the id-swb-pkc-revocation-info repl yWantBack is covered
by an evidence record in the id-swb-ers-revocation-info

repl ywant Back. A single evidence record nmay cover nultiple
revocation information objects. The correct evidence record can be
identified by locating the hash of the revocation information object
inthe first initial tinmestanp of the evidence record.

If the server cannot return an Evi denceRecord for the requested
information item a replyWant Back of the appropriate type MJST be
returned with an enpty value field. For exanple, if a client
requests id-swb-ers-pkc-cert and the server cannot fulfill the
request, the resulting response will contain a replyWantBack with the
wb field set to id-swbh-ers-pkc-cert and the value field enpty, i.e.,
zero | ength.

5.  Vant Backs
The foll owi ng sections describe each Want Back defined in this
docunent. Each WantBack for an evidence record requires a

correspondi ng Want Back for the object covered by the evidence record
to be present in the request. Upon receipt of a request mssing the
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correspondi ng Want Back for the object covered by a requested evi dence
record, the server MJST indicate want BackUnsatisfied in the
ReplyStatus. Cdients MAY ignore evidence record Want Backs when the
Want Back for the correspondi ng object is not present.

5.1. Evidence Record for a Conplete Certification Path

The id-swb-ers-best-cert-path ODis used to request an evi dence
record for a conplete certification path. It is used in conjunction
with the id-swb-best-cert-path O D. Requests containing id-swh-ers-
best-cert-path as a Want Back MJST al so contai n id-swh-best-cert-path.
Responses containing id-swb-ers-best-cert-path MJUST al so contain id-
swb- best - cert - pat h.

An SCVP server may maintain evidence records for conplete
certification paths, i.e., certification paths containing all
certificates fromend entity to trust anchor. The evi dence record
MUST be cal cul ated over the CertBundle returned via the id-swh-best-
cert-path repl yWantBack. |n such cases, a signature within the
archived data object may be verified using an end entity certificate
returned via SCVP. The end entity certificate can be verified using
SCVP using a request containing id-swh-ers-best-cert-path, id-swo-
best-cert-path, id-swb-pkc-revocation-info, and id-swb-ers-
revocation-info.

5. 2. Evi dence Record for a Partial Certification Path

The id-swb-ers-partial-cert-path ODis used to request an evi dence
record for a partial certification path. It is used in conjunction
with the id-swhb-partial-cert-path OD. Requests containing id-swb-
ers-partial-cert-path as a Want Back MJST al so contain id-swb-partial -
cert-path. Responses containing id-swb-ers-partial-cert-path MJST

al so contain id-swh-partial-cert-path.

As an alternative to relying on SCVP to obtain evidence records for
end entity certificates, the certificate could be included in the
archived data object(s) submtted to an LTA. In such cases, a
signature within the archived data object may be verified using the
included end entity certificate, which is protected by the evidence
record covering the archived data object, including the certificate.
The end entity certificate can be verified using SCVP using a request
containing id-swo-partial-cert-path, id-swb-ers-partial-cert-path,

i d- swh- pkc-revocation-info, and id-swh-ers-revocation-info. Unlike
the partial certification path, the revocation information includes
material that can be used to determine the status of the end entity
certificate.
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By mai ntai ning an evidence record for a partial certification path,
SCVP servers can achi eve greater storage efficiency.

5.3. Evidence Record for a Public Key Certificate

The id-swb-ers-pkc-cert ODis used to request an evidence record for
an individual public key certificate. It is used in conjunction with
the id-swb-pkc-cert OD. Requests containing id-swh-ers-pkc-cert as
a Want Back MUST al so contain id-swb-pkc-cert. Responses containing

i d- swbh-ers-pkc-cert MJUST al so contain id-swh-pkc-cert.

SCVP servers may naintain evidence records for individua
certificates. This enables clients to omit the signer’'s certificate
from archived data object(s) subnmitted to an LTA. |In such cases, a
signature within the archived data object may be verified using an
end entity certificate returned via SCVP. The end entity certificate
can be verified using SCVP using a request containing id-swh-pkc-
cert, id-swh-ers-pkc-cert, id-swbh-partial-cert-path, id-swh-ers-
partial -cert-path, id-swb-pkc-revocation-info, and id-swh-ers-
revocati on-info.

5.4. Evidence Record for Revocation Information

The id-swb-ers-revocation-info ODis used to request evidence
records for a set of revocation information. It is used in
conjunction with the id-swb-revocation-info OD. Requests contai ning
i d-swb-ers-revocation-info as a Want Back MUST al so contain id-swb-
revocation-info. Responses containing id-swb-ers-revocation-info
MUST al so contain id-swbh-revocation-info. A sequence of evidence
records is returned, with one evidence record provided for each

el ement in id-swb-revocation-info

Evi denceRecords ::= SEQUENCE S| ZE (1..MAX) OF Evi denceRecord

An SCVP server may nmintain evidence records for revocation
informati on. Revocation information nmay be provided in the form of
CRLs or Online Certificate Status Protocol (OCSP) responses.
Cunmul ati ve CRLs may be generated for archiving to sinmplify evidence
record mai ntenance.

5.5. Evidence Record for Any repl yWant Back

An SCVP server may naintain evidence records for additional types of
informati on that can be returned using the want Back mechanism e.g.,
attribute certificate information. The id-swb-ers-all O D provides a
short hand neans for clients to request evidence records for al
informati on returned via the repl yWantBacks field. Since id-swh-ers-
all can result in the return of nultiple evidence records in the
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response, a nechanismis needed to associate an evidence record with
the type of information covered by the evidence record. The

Evi denceRecor dWant Backs structure provides a flexi ble nmeans of
conveying an evidence record for different types of infornmation

Evi denceRecor dWant Back ::= SEQUENCE
{
t ar get Want Back OBJECT | DENTI FI ER,
evi denceRecord Evi denceRecord OPTI ONAL

}

Evi denceRecor dWant Backs :: =
SEQUENCE SI ZE (1..MAX) OF Evi denceRecor dWant Back

Evi denceRecor dWant Backs is a SEQUENCE OF Evi denceRecor dWant Back
structures. The targetWantBack field indicates the type of

repl ywant Back covered by the associ ated Evi denceRecord. The

evi denceRecord field, if present, contains an Evi denceRecord
structure cal cul ated over the repl yWant Back i ndicated by the
target Want Back field. \Where EvidenceRecordWant Backs is used, there
MJUST be a one-to-one correspondence between ot her repl yWant Back

obj ects and objects in the EvidenceRecordWant Backs collection. If a
server does not have an Evi denceRecord for a particul ar repl yWant Back
obj ect, an Evi denceRecordWant Back with the evi denceRecord field
absent shoul d be included in the Evi denceRecordWant Backs col | ecti on.

5.6. Partial Certification Path

The id-swb-partial-cert-path is an alternative to id-swh-best-cert-
path. This is the only OD defined in this docunent for which an

Evi denceRecord is not returned in the response. For efficiency, SCVP
servers that maintain evidence records for certification paths may
only do so for partial paths instead of naintaining one or nore paths
for each end entity certificate.

SCVP clients can include id-swbh-partial-cert-path in a request when a
partial certification path is required. This would typically be
included along with id-swb-ers-partial-cert-path to account for the
fact that some SCVP servers only produce evidence records for partia
pat hs for storage and conputational efficiency reasons. In such
cases, a separate evidence record may be available for the end entity
certificate by including id-swh-pkc-cert and id-swb-ers-pkc-cert in
the request.
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6. Security Considerations

For security considerations specific to SCVP, see [ RFC5055]. For
security considerations specific to ERS, see [ RFC4998].

The signature on the SCVP response containing one or nore ERS
structures must be verified using a public key trusted by the relying
party. The response may contain trust anchors used to verify
interior layers of an ERS structure. The trust anchors are protected
by the SCVP server’s signature covering the response. The relying
party may elect to use the trust anchors conveyed in the response or
ignore the trust anchors in favor of trust anchors retrieved out of
band. Relying parties SHOULD i gnore trust anchors contained in

unsi gned SCVP responses.
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Appendi x A, ASN. 1 Modul e

The following ASN. 1 nodul e defines object identifiers used to
identify six new forns of SCVP Want Backs and three new structures.
Evi denceRecor dWant Back and Evi denceRecor dWant Backs are used in
conjunction with the id-swb-ers-all WantBack to correl ate evi dence
records with Want Backs. EvidenceRecords is used in conjunction with
the id-swb-ers-revocation-info WantBack to return evi dence records
for individual revocation information objects.

LTANS- SCVP- EXTENSI ON

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) Itans(11) id-nod(0) id-nod-ers-scvp(5)
i d- mod- ers-scvp-v1(1) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

I MPORTS

i d-swb

FROM SCvP

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0) 21 }

Evi denceRecord

FROM ERS

{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) Itans(11l) id-nod(0) id-nod-ers88(2)
i d-nod-ers88-v1(1l) };

i d-swb-partial -cert-path OBJECT IDENTIFIER ::= {id-swb 15 }
i d- swb-ers-pkc-cert OBJECT IDENTIFIER ::= {id-swb 16 }
i d-swbh-ers-hbest-cert-path OBJECT IDENTIFIER ::= {id-swb 17 }
i d-swbh-ers-partial-cert-path OBJECT IDENTIFIER ::= {id-swb 18 }
i d-swh-ers-revocation-info OBJECT IDENTIFIER ::= {id-swb 19 }
i d-swb-ers-all OBJECT IDENTIFIER ::= {id-swb 20 }
Evi denceRecor dWant Back :: = SEQUENCE
{

t ar get Want Back OBJECT | DENTI FI ER,

evi denceRecor d Evi denceRecord OPTI ONAL
}
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Evi denceRecor dWant Backs :: =
SEQUENCE SI ZE (1..MAX) OF Evi denceRecor dWant Back
Evi denceRecords ::= SEQUENCE S| ZE (1..MAX) OF Evi denceRecord
END
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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