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Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst ract

Mobile IPv6 is designed to maintain its connectivity while noving
fromone network to another. It is adopted in 3G CDVA networks as a
way to nmintain connectivity when the nobile node (M) noves between
access routers. However, this handover procedure requires not only
nmovenent detection by the M\, but al so the acquisition of a new
Care-of Address and Mbile IPv6 registration with the new care- of
address before the traffic can be sent or received in the target
network. During this period, packets destined for the nobile node
may be | ost, which may not be acceptable for a real-tine application
such as Voice over IP (VolP) or video tel ephony. This docunent

speci fies fast handover nethods in the 3G CDMA networks in order to
reduce | atency and packet |oss during handover
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1. Introduction

Mobile IPv6 [2] allows nobile nodes (M\Ns) to maintain persistent |IP
connectivity while the MN noves around in the I1Pv6 network. It is
adopted in 3G CDVA networks for handling host-based mobility
managenent [12]. During handover, however, the nobile node (M)
needs to switch the radio link to obtain a new Care-of Address (CoA)
and to re-register with the hone agent (HA), which nay cause a
communi cation disruption. This is not desirable for real-tine
applications such as Vol P and video tel ephony. To reduce this
disruption time or |atency, a fast handover protocol for Mobile |IPv6
[3] is proposed. RFC 4260 [7] further describes how this Mbile |IPv6
Fast Handover could be inplenented on link |ayers conformng to the

| EEE 802.11 suite of specifications. However, 3G CDMA and | EEE

802. 11 networks are substantially different in the radio access, the
representations of the network nodes or paranmeters, and the network
attachnent procedures; for exanple, the beacon scanning or New Access
Rout er (NAR) di scovery based on [Access Point Identifier, Access
Router-info (AP-1D, AR info)] tuples specified in RFC 4260 can not be
directly applied to 3G CDVA networks. This docunment therefore
specifies how Mbile | Pv6 fast handovers can be applied in the 3G
CDVA net wor ks.
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2.

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

Ter mi nol ogy

Thi s docunent refers to [3] for Mbile I Pv6 fast handover
term nology. Terns that first appear in this docunent are defined
bel ow.

Access Network ldentifier (ANID): An identifier that is used by the
Packet Data Serving Node (PDSN) to determ ne whether the MNis
bei ng handed of f fromthe access network that was not previously
using this PDSN. Anytine the MN crosses into a new regi on, which
is defined by the ANID, it nmust re-register with that access
network. The ANID is further conposed of the System|D (SID),
Network ID (NID), and Packet Zone ID (PzID) and these values are
adm ni stered by the operator. The lengths of the SID, NID, and
PZID are 2 octets, 2 octets, and 1 octet, respectively. Thus,
that of the ANID occupies 5 octets [11].

Forward Pilot Channel: A portion of the Forward Channel that carries
the pilot. The Forward Channel is a portion of the physical |ayer
channel s transmtted fromthe 3G CDMA access network to the M\
Furt her, several sets of pilots (e.g., the active set or neighbor
set) are defined to determ ne when and where to handover.

Hone Link Prefix (HLP): The prefix address assigned to the hone |ink
where the MN shoul d send the binding update nmessage. This is also
call ed Hone Network Prefix (HNP) and one of the bootstrap
paraneters for the M\

I nternational Mobile Subscriber ldentity (IMSI): The IMSI is a
string of decinmal digits, up to a maxi mumof 15 digits, that
identifies a unique mobile ternminal or nobile subscriber
internationally. The IMSI consists of three fields: the Mbile
Country Code (MCC), the Mobile Network Code (MNC), and the Mbile
Subscriber ldentification Nunber (MSIN). An exanple of the I Ml
is "440701234567890", where "440" is the MCC, "70" is the MNC, and
"1234567890" is the MSIN. The IMsl conforms to the ITUT E 212
nunbering standard [6]. In this specification, IMSlI is an ASClI
string that consists of not more than 15 decinmal digits (ASClI
val ues between 30 and 39 hexadeci mal), one character per | NS
digit. The above exanple would therefore be encoded as "34 34 30
37 30 31 32 33 34 35 36 37 38 39 30" in hexadecimal notation.
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Mobile Identity (MNID): An identifier of the Mbile Node that is
used by the access network. The value (e.g., IMSI) is unique
within the operator’s network.

Packet Data Serving Node (PDSN): An entity that routes M origi nated
or MN term nated packet data traffic. A PDSN establishes,
mai ntains, and term nates |ink-layer sessions to MNs. A PDSN is
the access router in the visited access provi der networKk.

Sector Address ldentifier (SectorlD): A typical cell divides its
coverage area into several sectors. In 3G CDVA systens, each
sector uses a different PN (Pseudo Noi se) code offset and is
associated with SectorID. The SectorIDis 128 bits |long and can
be represented in the I Pv6 address format [8].

4. Network Reference Mddel for Mbile | Pv6 over 3G CDVA Net wor ks

Figure 1 shows a sinplified reference nodel of the Mbile |IP enabl ed
3G CDMA networks. The hone agent (HA) and Aut henticati on,

Aut hori zation, and Accounting (AAA) server of the nobile node (M)
reside in the home I P network, and the MN roans within or between the
access provider network(s). Usually, the honme I P network is not
popul ated by the MNs, which are instead connected only to the access
provi der networks. Prior to the Mbile |Pv6 registration, the M\
establi shes a 3G CDVA access technol ogy specific |link-Iayer
connection with the access router (AR). Wen the MN noves from one
AR to another, the link-layer connection is re-established, and a
Mobil e | Pv6 handover is performed. Those ARs reside in either the
sanme or different access provider network(s). The figure shows the
situation, where the MN noves fromthe Previous Access Router (PAR)
to the New Access Router (NAR) via the radi o access network (RAN).
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Figure 1: Reference Mddel for Mbile IP

In 3G CDVA networ ks, pilot channels transmtted by base stations
allowthe MNto obtain a rapid and accurate C/I (carrier to
interference) estimate. This estimate is based on neasuring the
strength of the Forward Pilot Channel or the pilot, which is
associated with a sector of a base station (BS). The M searches for
the pilots and maintains those with sufficient signal strength in the
pilot sets. The MN sends measurenent results, which include the

of fsets of the PN code in use and the CIs in the pilot sets, to
provide the radio access network (RAN) with the estimate of sectors
in its neighborhood. There are several triggers for the MN to send
those estimtes, e.g., when the strength of a pilot in the pilot sets
exceeds that of the current pilot, the MN sends the estimates to the
access network. As long as the sector to which the MNis going to
nmove belongs to the sane access network, the nmobility within that
access network is handl ed by the access-specific interfaces [10] and
the link-layer connection between the MN and AR can be nai nt ai ned

wi thout a re-establishment. The MN can continually search for pilots
wi t hout disrupting the data comruni cation and a tinely handover is
assisted by the network. |f, however, the serving access network
finds that the sector associated with the highest pilot strength
belongs to a different AR, it attenpts to close the connection with
the M\. The MN then attenpts to get a new traffic channel assigned
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in the new access network, which is foll owed by establishing a new
connection with the new AR This could cause a noticeabl e
communi cation disruption and lead to a serious degradation of the

user experience. In order to mnimze the service degradation,
during the handover between ARs, an | P-level fast handover approach
as defined in RFC 5268 needs to be involved. |If the air interface

i nformati on can be used as a trigger for the handover between access
routers, fast and snooth handover of Mbbile |IPv6 can be realized in

3G CDVA networks. The MN can continually search for pilots wthout

di srupting the data conmunication and a tinely handover is assisted

by the network.

To assist the handover of the MN to the new AR, various types of

i nformati on can be considered: the pilot sets, which include the
candi dates of the target sectors or BSs, the cell information where
the MN resides, the serving nodes in the radio access network, and
the location of the M\, if available. To identify the access network
that the MN noves to or from the Access Network Identifiers (AN D)

or the subnet information can be used [9][10]. |In this docunment, a
collection of such information is called "handover assi st
information". In 3G CDVA networks, the Link-Layer Address of the New
Access Point (AP) defined in [3] may not be available. If this is

the case, the Handover Assist Information option defined in this
docunent SHOULD be used i nstead.

5. Fast Handover Procedures

There are two nodes defined in [3] according to the tinme of sending
the FBU (Fast Binding Update); one is called "predictive node", where
the MN sends the FBU and receives the FBAck (Fast Binding

Acknowl edgnment) on the PAR s (Previous Access Router’s) link and the
other is called "reactive node", where the MN sends the FBU fromthe

NAR s (New Access Router’s) link. 1In the predictive node, the tine
and place the MN hands off nust be indicated sufficiently before the
time it actually happens. 1In cellular systems, since handovers are

controlled by the network, the predictive node is well applied.
However, if the network is not configured to be able to identify the
new AR, to which the MNis noving next, in a timely manner, the
reactive node is better applied.

Section 2 of RFC 4907 [20] suggests architectural principles on the
link indication and the effectiveness of the optinization. The link
i ndi cation of this docunent relies on 3G CDVA networks and the

ef fecti veness of the optinmization is attributed to RFC 5268. The
above principles are thus considered by the rel ated specifications
referenced in this docunent.
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5.1. Predictive Fast Handover

Figure 2 shows the predictive node of M Pv6 fast handover operation
When the MN finds a sector or a BS whose pilot signal is sufficiently
strong, it initiates handover according to the follow ng sequence:

(a) Arouter solicitation for proxy router advertisement is sent to
the PAR  Handover assist information for the target 3G CDVA
network is attached to this nessage.

(b) Based on the recei ved handover assist information, the NAR is
determ ned and a proxy router advertisement (PrRtAdv) containing
the prefix of the NAR is sent back to the M\. The M al so
checks that the Rflag is not set in the PrRt Adv message, which
i ndi cates the network supports the predictive fast handover node
(defined later).

(c) The M creates an NCoA (new CoA) and sends the Fast Binding
Update (FBU) with the NCoA to the PAR which in turn sends the
Handover Initiate (H) to the NAR

(d) The NAR sends the Handover Acknow edge (HAck) back to the PAR,
which in turn sends the FBU acknow edgnent (FBAck) to the IWN

(e) The PAR starts forwardi ng packets toward the NCoA and the NAR
captures and buffers them

(f) The link-layer connection associated with the PAR is closed and
a new traffic channel is assigned in the new access network.

(g) The MN attaches to the new access network. The attachnent
procedure is access technol ogy specific and that for 3G CDVA
network including the PPP transactions is described |ater

(h) The MN sends the Unsolicited Neighbor Advertisenment (UNA)

(i) The NAR starts delivering packets to the M

(j) The M sends the Binding Update (BU) to the HA to update the

Bi nding Cache Entry (BCE) with the NCoA, and the HA sends back
the Bi ndi ng Acknow edgnent (BA) to the MN
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MN PAR NAR HA AAA
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_ | del i ver packets | | |
(| ) | <———————-————————————————=——=—==—= | |
o | BU BA | | |
O I S R >| |
| | |

Figure 2: MPv6 Fast Handover Operation (Predictive Mde)

It is assuned that the NAR can be identified by the PAR | everagi ng
the handover assist information fromthe MN. To performthe
predictive node, the MN MJST send the FBU before the connection with
the current access network is closed. If the MNfails to send the
FBU before handover, it SHOULD fall back to the reactive node. Even
if the MN successfully sends the FBU, its reception by the PAR nmay be
del ayed for various reasons such as congestion. |f the NAR receives
the H triggered by the delayed FBU after the reception of the UNA
((c) cones after (h)), then the NAR SHOULD send the HAck with
handover not accepted and behave as the reactive node.

In (a), Router Solicitation for Proxy Advertisenent (Rt SolPr) is
supposed to include the New Access Point and the MN Link-Layer
Address (LLA) options (Option Code=1 and 2, respectively) according
to [3]. The New AP-LLA option MAY be replaced by the handover assi st
information option in 3G CDVA networks. As for the M\-LLA option, if
the LLA for the MNis not avail able, 3G specific IDs such as | MsI[ 11]
MAY be used. If this is the case, the MN ID option defined in
Section 6.2, which can support other types of IDs and a | ength that
is not necessarily multiples of 8 octets, SHOULD be used instead of
the MN\FLLA option.
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In (b), PrRtAdv MJST include options for the I P address of the NAR
whi ch may be the |link-l1ocal address, and the prefix for the M. The
PAR SHOULD be able to identify the NAR fromthe handover assi st

i nformati on provided by the WN

Figure 3 shows the call flow for the initial attachnent in the 3G
CDVA network [12]. After the traffic channel is assigned, the M\
first establishes a link-1layer connection between itself and the
access router. As a link-layer protocol, PPP is considered in this
figure, and a PPP handshake is depicted as an exanple. After a
link-1ayer connection is established, the MN registers with the HA by
sendi ng a Bi nding Update nessage. There are several paraneters for
usi ng Mobile I Pv6 such as the honme address (HoA), the Care-of Address
(CoA), the home agent address (HA), and the hone Iink prefix (HLP)

In [12], obtaining these values is called bootstrapping, and the

boot strapping informati on can be obtained during the link-Iayer
establ i shnent phase and/or the nobility binding phase [13].
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Figure 3: Attachnment Procedure in 3G CDVA Network
The procedure for the initial attachnment is as foll ows:

(9) The |ink-1ayer connection establishnent and the boot strapping
phase.

(g-1) The LCP (Link Control Protocol) configure-request/response
messages are exchanged.

(g-2) User authentication (e.g., Challenge Handshake Authentication

Prot ocol (CHAP) or Password Authentication Protocol (PAP)) is
conduct ed.
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(g-3) The static bootstrapping information is conveyed fromthe AAA
and stored in the NAR (target PDSN). The HoA and HLP can be
dynanmical ly assigned by the HA in the nmobility binding phase.
This step can be skipped in the handover case.

(g-4) Unique interface IDs are negotiated in I Pv6 Control Protoco
(1 Pv6CP)

(g-5) The MN configures its link-1ocal address based on the obtained
interface ID

(g-6) A router advertisement containing the prefix is received by
the M\

(g-7) The MN configures its CoA based on the obtained prefix.

(g-8) DHCPv6 is used to obtain the static bootstrap information
(e.g., the HA address). This step is perforned in the initia
attachnent and can be skipped once the MN obtains those
par amet er s

(g-9) The MNinstalls the bootstrap information for further
procedures (e.g., the nobility binding).

As is shown in Figure 3, it takes a considerable amunt of tine to
establish a link-layer connection and al nost all of the above
sequences run every tine the MN attaches to a new access network. It
is therefore beneficial if packets in transit to the MN are saved not
only during the tinme period when the MN switches to the new radio
channel but also during the tine period when the MN establishes the
I'i nk-1ayer connection

There are several ways to configure a unique |IP address for the W

If a globally unique prefix is assigned per link as introduced in
[12], the MN can use any interface |ID except that of the other peer
(the ARto which the MNis attached) to create a unique | P address.

If this is the case, however, the PAR cannot provide the MN with a
correct prefix for the new network in the PrREAdv since such a prefix
is selected by the NAR and provided in the router advertisenent. The
MN therefore configures a tenporary NCoA with the prefix provided by
the PAR and the correct NCoA MUST be assigned by the NAR  Therefore,
in 3G CDMA network, the PAR MUST send the H with the S flag set when
it receives the FBU fromthe M\ at step (c) in Figure 2.
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The UNA is supposed to include the MN-LLA [3], but the point-to-point
i nk-1ayer connection may be able to uniquely identify the MN\. The
most required information by the UNA is the NCoA to check if there is
a corresponding buffer. Therefore, in (h), the function of the UNA
can be realized in several ways

0 Since the establishnent of the link-Ilayer connection in (Q)
i ndi cates readi ness of data conmmuni cation on the MN side, the NAR
i medi ately checks if there is a buffer that has packets destined
for the NCoA, which was configured at steps (c) - (d), and starts
delivering, if any (substitution of UNA)

0 The MN sends the UNA as defined in [3]. Instead of the M\-LLA in
the LLA option, the MN ID MAY be included in the MN ID option
(standard i npl enentati on of UNA).

The primary benefit of the predictive fast handover node is that the
packets destined for the MN can be buffered at the NAR, and packet

| oss due to handover will be nuch | ower than that of the normal M Pv6
operation. Regarding the bootstrapping, the foll owi ng benefit can be
obt ai ned, too:

0 Since the NCoA can be configured via the fast handover procedures,
a router advertisenent is not required.

Therefore, the procedures (g-4) to (g-7) can be skipped fromthe
standard M Pv6 operation in Figure 3.

5.2. Reactive Fast Handover

When the network does not support the predictive fast handover node,
the reactive fast handover is applied. In this docunment, a new flag
is defined in PrREAdv to informthe M about the capability of the
network (see Section 6.4). To mnimze packet loss in this
situation, the PAR instead of the NAR can buffer packets for the M\
until the MN regains connectivity with the NAR. The NAR obtains the
i nformati on of the PAR fromthe MN on the NAR s |link and receives
packets buffered at the PAR In this case, the PAR does not need to
know the | P address of the NAR or the NCoA and just waits for the NAR
to contact the PAR  However, since the PAR needs to know when to
buffer packets for the M\, the PAR obtains the timng of buffering
fromthe MN via the FBU or the |ower-layer signaling, e.g., an

i ndi cation of the rel ease of the connection with the M\. Details of
the procedure are as foll ows:

(a) Arouter solicitation for proxy router advertisenment MAY be sent
to the PAR
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(b) The proxy router advertisenent MAY be sent to the MN. If the
informati on on the NAR is not avail able by the PAR "0::0" MJST
be used for the options related to the NAR (e.g., | P address of
the NAR).

(c) The MN sends the FBU or the access network indicates the close
of the connection with the MN by the | ower-layer signaling. |If
the MN cannot formul ate the NCoA, "0::0", MJST be used for the

NCoA in the FBU. If the Bflag is set in the FBU, the PAR
SHOULD start buffering packets destined for the PCoA.

(d) The link-layer connection associated with the PAR is closed and
a new traffic channel is assigned in the new access networKk.

(e) The M attaches to the new access network. This part is the
sanme as described in Section 5.1 and illustrated in Figure 3.

(f) The MN sends the UNA to the NAR

(g) The M sends the Fast Binding Update (FBU) to the PAR via the
NAR.

(h) The NAR forwards the FBU fromthe MN to the PAR

(i) The PAR sends the Handover Initiate (H) to the NAR with the
Code set to 1.

(j) The NAR sends the Handover Acknow edge (HAck) back to the PAR
(k) The PAR sends the FBAck to the NAR

(1) If the PARis buffering packets destined for the PCoA, it starts
forwarding themas well as newy arriving ones to the NAR

(m The NAR delivers the packets to the M\

(n) The MN sends the BUto the HA to update the BCE with the NCoA
and the HA sends back the BA to the M\
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MN PAR NAR HA AAA
| Rt Sol Pr | | | |
(8) |rreronoeooes > | | |
| Pr Rt Adv | | | |
(b) [ -menooeenes | | | |
| FBU | | | |
(c¢) |- - - - - - ->(buffering) | | |
| | | | |
(d) handover | | | |
| | | | |
o o o f o il +
(e) | At tachnent procedure |
o m m e e e e e e e e e e e e e emeao- +
| UNA | | |
() [ rmmmmmmm oo > | |
| FBU | | |
e R PREE > | |
| | FBU | | |
(h) | | <o memme e | | |
o | H | | |
(i) | [ > | |
o | HAck | | |
() | | € mmrnem e | | |
| | FBack | | |
(k) | |2 mm e > | |
| | forward packets]| | |
(| ) | | ::::::::::::::>| | |
| del i ver packets | | |
(n’) | <:::::::::::::::::::::::::::::| | |
| | BU BA | | |
(M) € mmmmemmmmm e s > |
| | |

Figure 4. MPv6 Fast Handover Operation (Reactive Mde)

To indicate the PAR to buffer packets destined for the PCoA in step
(c), anewflag 'B is defined in the FBU  Wen the PAR receives the
FBU with this flag set, it SHOULD buffer packets for the MN. The PAR
MAY al so start buffering packets for the MN based on | ower |ayer
signal during handover. Since the packets are buffered at the PAR in
this scenario, the UNA, which is received and processed by the NAR
can not be used to trigger to forward the buffered packets at the

PAR. In Figure 4, the HAck fromthe NAR is used as the trigger for
the forwarding of any buffered packets.

The handover indication fromthe |ower |ayer of 3G CDVA systemis

reasonably reliable by the periodical reports fromthe M\, however,
there are several situations where the target link is not available
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after the handover (step (d)) and the MN cones back to the PAR or
the MNis not able to nove to the target link for sone reason after
the connection was closed. |If this is the case, the attachnent
procedure is performed on the previous link. The packets buffered at
the PAR SHOULD be delivered to the M\ after the connection is

re- est abl i shed.

5.3. Considerations on the Link |Indications

This section discusses if the link indications assuned in this
docunent neet the principles defined in Section 2 of RFC 4907[ 20],

whi ch suggests 11 architectural principles on the link indication and
the effectiveness of the optimzation. This docunent relies on the
3G CDMVA network regarding the link indication, which is precisely
specified by 3GPP2. Therefore, principles (1) to (5, (7), (8), and
(11), that is, "Mdel Validation", "Clear Definition", "Robustness",
"Recovery fromlnvalid Indications", "Congestion Control",
"Interoperability", "Race Condition", and "Transport of Link

I ndi cati ons" are considered by those specs. Principle (6)

"Ef fectiveness" mentions the effectiveness of the optimzation. This
docunent bases its effectiveness on RFC 5268. Therefore, this
principle is dealt by that RFC. Principle (9) "Metric Consistency"
mentions inconsistencies between |ink and routing layer netrics. The
spec of this docunent does not change the routing netrics and

mul ti-homing is not considered. Finally, principle (10) "Layer
Conpressi on", mentions an overhead reduction schene and
interoperability. This docunent does not deal wth overhead
reduction and therefore this principle does not apply.

6. Message Format

6.1. Handover Assist Information Option
If the lower |ayer information of the new point of attachnent is not
represented as the link-layer address, the follow ng option SHOULD be

used. The primary purpose of this option is to convey the handover
assi st information described in Section 4.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length | tion-Code | HAI - Lengt h
i I L e i i S e S it N S S
| HAI - Val ue. .

e ih T S I S S S S S S S
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Type 29

Length The size of this option in 8 octets including the
Type, Length, Option-Code, and HAI-Length (Handover
Assi st Information-Length) fields.

Opt i on- Code

1: Access Network Identifier (AN ID)

2: Sector ID
HAI - Lengt h The size of the HAI-Value field in octets.
HAI - Val ue The val ue specified by the Option-Code.

If those that received this nessage do not support this option, they
SHOULD treat this option as opaque and MJST NOT drop it.

Opti on-Code indicates the particular type of handover assi st
information. Currently, two types of information are defined to
assi st the discovery of the NAR (see Section 3).

Dependi ng on the size of the HAI-Value field, appropriate padding
MUST be used to ensure that the entire option size is a multiple of 8
octets. The HAlI-Length is used to di sanbi guate the size of the

HAI - Val ue.

The handover assist information MAY replace the New Access Point
Li nk- Layer Address in 3G CDVA networ ks

6.2. Mobile Node ldentifier Option

This option is used to transfer the lIdentifier of the M\, which is
not its link-1ayer address.

0 1 2 3
01234567890123456789012345678901
S RIS S RIS S RIS S RIS +
| Type | Lengt h | Option-Code | MN ID-Length
T, +
| MN I D
o e e e e e e e e e e e e e e e e e e e e e mmmm =
Type 30
Length The size of this optionis in 8 octets including the

Type, Length, and Opti on- Code.
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Opt i on- Code

1: NAI [4]

2: I MBSl (See Section 3)
WMN | D-Length The length of the MNID in octets.
MN | D MN | D val ue
The MN I D MAY replace the M Link-Layer Address in 3G CDVA networ ks.

6.3. New Flag Extension to FBU Message

The MN MUST send the FBU to the PAR with the follow ng new (B) flag
set in the previous network to indicate the PAR to buffer packets
destined for the PCoA. The rest of the Binding Update nessage fornmat
remains the sanme as defined in [2] and with the additional (M, (R,
and (P) flags as specified in [14], [15], and [16], respectively.

T S e

| Sequence # |
B S S e i S S T A S S S S S S i S S
AlH LI KIMR| P| B| Reserved | Lifetine |
B S b i R et ik i HI SRR S

T+ T+

I
Mobility options .
I I

T T S i i S DU S A S R T o T

B fl ag: If the "B flag is set, the PAR SHOULD start buffering
the packets destined for the MN as specified in
Section 5. 2.

6.4. New Flag Extension to PrRt Adv Message

Anewflag "R is defined in the PrRIAdv to informthe MN about the
fast handover node that the network supports.

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Code | Checksum |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Subt ype | Rl  Reserved | Identifier |
el i I e i it T e e e e i i T o S e e S e T R R

| Options ...

T S T S SUp S A S S
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7

R fl ag: If the "R flag is set, the network supports only the
reactive handover node. Oherw se, the network
supports both the predictive and reactive fast
handover node.

Security Considerations

The security considerations for Mbile | Pv6 fast handover are
described in [3]. Wen a 3G CDVA network is considered, it can be
assuned that the PAR and the NAR have a trust relationship and the

i nks between them and those between the ARs and the MN are secured.
The MN is authenticated every tine it attaches to the new |ink;
therefore, the AR can securely identify the MN. Depending on the
operator’s policy, however, SEcure Nei ghbor Discovery (SEND) [18] and
the shared handover key defined in [17] can al so be appli ed.

| ANA Consi der ati ons

Thi s docunent defines two new | Pv6 Nei ghbor Discovery options that
have been assigned fromthe sanme space as the | Pv6 Nei ghbor Di scovery
Options defined in [19].

29: Handover Assist Information Option (Section 6.1)
30: Mobile Node ldentifier Option (Section 6.2)

Thi s docunent creates two new registries for the Option-Code field in
t he Handover Assist Information Option and that in the Mbile Node
Identifier Option. The values for the Option-Code nmust be within the
range 0-255. New values for both registries can be allocated by

St andards Action or | ESG approval [5].

The Option- Code val ues that have been assigned by | ANA are as
fol | ows:

Opti on- Code for Handover Assist Information Option
Val ue Description Ref er ence

0 Reserved

1 AND Section 6.1

2 Sector ID Section 6.1
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Opti on-Code for Mobile Node ldentifier Option

Val ue Description Ref erence
0 Reserved
1 NAI Section 6.2
2 | VS Section 6.2
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