Net wor k Wor ki ng G oup H Jang
Request for Comments: 5270 SANVSUNG
Cat egory: I nfornmational J. Jee
ETRI

Y. Han

KUT

S. Park

SAMSUNG El ect roni cs

J. Cha

ETRI

June 2008

Mobil e | Pv6 Fast Handovers over | EEE 802. 16e Net wor ks
Status of This Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst ract

Thi s docunent describes how a Mobile | Pv6 Fast Handover can be

i npl emented on link |ayers conform ng to the | EEE 802. 16e suite of
specifications. The proposed schene tries to achi eve seanl ess
handover by exploiting the |ink-1ayer handover indicators and thereby
synchroni zi ng the | EEE 802. 16e handover procedures with the Mbile

| Pv6 fast handover procedures efficiently.
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1. Introduction

Mobil e | Pv6 Fast Handover protocol (FM Pv6) [ RFC5268] was proposed to
compl enent the Mobile IPv6 (M Pv6) [ RFC3775] by reduci ng the handover
|latency for the real-tinme traffic. FMPv6 assumes the support from
the link-1ayer technol ogy; however, the specific |ink-Iayer
information available and its available tinmng differs according to
the particular link-layer technology in use, as pointed out in

[ RFC4260], which provides an FM Pv6 solution for the | EEE 802. 11
networks. So, this docunment is proposed to provide an informationa
gui de to the devel opers about how to optim ze the FM Pv6 handover
procedures, specifically in the | EEE 802. 16e networks

[ 1 EEE802. 16] [ | EEEB02. 16e€] .

The proposed schenme achi eves seani ess handover by exploiting the

i nk-1ayer handover indicators and designing an efficient

i nterl eaving schene of the 802.16e and the FM Pv6 handover
procedures. The scheme targets a hard handover, which is the default
handover type of | EEE 802. 16e. For the other handover types, i.e.,
the Macro Diversity Handover (MDHO and Fast Base Station Swtching
(FBSS), the base stations in the sane diversity set are likely to
bel ong to the same subnet for diversity, and FM Pv6 ni ght not be
needed. Regarding the MDHO and the FBSS depl oyment with FM Pv6
further discussion will be needed and is not in the scope of this
docunent .
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We begin with a summary of handover procedures of [|EEE802.16e] and
then present the optim zed conplete FM Pv6 handover procedures by
using the link-layer handover indicators. The exanples of handover
scenarios are described for both the predictive nbde and reactive
node.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent is to be interpreted as described in [ RFC2119].

Most of terms used in this docunent are defined in MPv6 [ RFC3775]
and FM Pv6 [ RFC5268] .

The following terns cone fromthe | EEE 802. 16e specification
[ | EEE802. 16¢€] .

MOB_NBR- ADV

An | EEE 802. 16e nei ghbor adverti senent nessage sent
periodically by a base station

MOB_MSHO- REQ
An | EEE 802. 16e handover request nessage sent by a nobil e node.
MOB_BSHO- RSP

An | EEE 802. 16e handover response nessage sent by a base
station.

MOB_BSHO- REQ

An | EEE 802. 16e handover request nessage sent by a base
station.

MOB_HO- | ND

An | EEE 802. 16e handover indication nessage sent by a nobile
node.

BSI D

An | EEE 802. 16e base station identifier
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3.

| EEE 802. 16e Handover Overvi ew

Conpared with the handover in the WLAN (Wrel ess Local Area Network),
the | EEE 802. 16e handover nechani sm consists of nore steps since the
802. 16e enbraces the functionality for el aborate paraneter adjustnent
and procedural flexibility.

When a nobile node (M) stays in alink, it listens to the Layer 2
nei ghbor advertisement nessages, named MOB_NBR-ADV, fromits serving
base station (BS). A BS broadcasts themperiodically to identify the
networ k and announce the characteristics of neighbor BSs. Receiving
this, the MN decodes this nessage to find out information about the
paraneters of neighbor BSs for its future handover. Wth the
provided information in a MOB_NBR-ADV, the MN nay mninize the
handover | atency by obtaining the channel nunber of nei ghbors and
reduci ng the scanning tine, or may select the better target BS based
on the signal strength, Quality-of-Service (QS) |evel, service
price, etc.

The handover procedure is conceptually divided into two steps:
"handover preparation" and "handover execution" [SH302.16e]. The
handover preparation can be initiated by either an MN or a BS

During this period, neighbors are conpared by the nmetrics such as
signal strength or QoS paraneters, and a target BS is sel ected anong
them |If necessary, the MN may try to associate (initial ranging)
with candidate BSs to expedite a future handover. Once the M

deci des to handover, it notifies its intent by sending a MOB_MSHO REQ
nmessage to the serving BS (s-BS). The BS then replies with a
MOB_BSHO- RSP cont ai ni ng the reconmended BSs to the MN after
negotiating with candidates. Optionally, it may confirm handover to
the target BS (t-BS) over backbone when the target is decided.

Al ternatively, the BS may trigger handover with a MOB_BSHO REQ
message.

After handover preparation, handover execution starts. The M sends
a MOB_HO I ND nessage to the serving BS as a final indication of its
handover. Once it makes a new attachment, it conducts 802. 16e
rangi ng through which it can acquire physical parameters fromthe
target BS, tuning its paraneters to the target BS. After ranging
with the target BS successfully, the MN negotiates basic capabilities
such as maxi numtransmt power and nodul at or/ denodul ator type. It
then perforns authentication and key exchange procedures, and finally
registers with the target BS. |If the target BS has al ready | earned
some contexts such as authentication or capability paranmeters through
backbone, it may omt the corresponding procedures. For the details
of the 802.16 handover procedures, refer to Section 6.3.22 of

[ 1 EEEB02. 16e]. After conpleting registration, the target BS starts
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to serve the MN and communi cation via target BS is avail abl e.
However, in case the MN noves to a different subnet, it should
reconfigure a new | P address and reestablish an I P connection. To
resune the active session of the previous link, the MN should al so
perform | P | ayer handover.

4. Network Topol ogy Acquisition and Network Sel ection

This section describes how di scovery of adjacent networks and
sel ection of target network work in the | EEE 802. 16e for background
i nformation.

An MN can learn the network topol ogy and acquire the Iink information
in several ways. First of all, it can do that via L2 nei ghbor
advertisenents. A BS supporting nmobile functionality shall broadcast
a MOB_NBR- ADV nessage periodically that includes the network topol ogy
information (its maximuminterval is 1 second). This nessage

i ncludes BSI Ds and channel information of neighbor BSs, and it is
used to facilitate the MN' s synchroni zati on with nei ghbor BSs. An IMN
can collect the necessary information of the neighbor BSs through
this message for its future handover

Anot her nethod for acquisition of network topology is scanning, which
is the process to seek and nonitor available BSs in order to find

sui tabl e handover targets. Wile a MOB_NBR-ADV nessage i ncl udes
static informati on about nei ghbor BSs, scanning provides rather
dynanmi c paranmeters such as link quality paranmeters. Since the
MOB_NBR- ADV nessage delivers a |ist of neighbor BSIDs periodically
and scanning provides a way to sort out sone adequate BSs, it is
recommended that when new BSs are found in the advertisenent, the M
identifies themvia scanning and resolves their BSIDs to the

i nformati on of the subnet where the BS is connected. The

associ ation, an optional initial ranging procedure occurring during
scanning, is one of the helpful nethods to facilitate the inpending
handover. The MN is able to get ranging paranmeters and service
availability information for the purpose of proper selection of the
target BS and expediting a potential future handover to it. The
detail ed expl anation of association is described in Section 6.3.22 of
[ | EEEB02. 16€] .

Besi des t he nmethods provided by 802.16e, the MN may rely on other
schenes. For instance, the topology information may be provided
through the M1S (Media I ndependent |nformation Service)

[ 1 EEE802. 21], which has been devel oped by the | EEE 802. 21 wor ki ng
group. The MIS is a framework by which the MN or network can obtain
network information to facilitate network sel ecti on and handovers.
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After |earning about neighbors, the MN may conpare themto find a BS,
whi ch can serve better than the serving BS. The target BS may be
determ ned by considering various criteria such as required QoS,
cost, user preference, and policy. Howto select the target BSis
not in the scope of this docunent.

5. Interaction between FM Pv6 and | EEE 802. 16e

In this section, a set of primtives is introduced for an efficient
interl eaving of the | EEE 802. 16e and the FM Pv6 procedures as bel ow.
The foll owi ng sections present the handover procedures in detail by
usi ng them

0 NEW LI NK_DETECTED ( NLD)

A trigger fromthe Iink layer to the IP layer in the MNto
report that a new |ink has been detected.

o LI NK_HANDOVER | MPEND (LHI)

A trigger fromthe link layer to the IP layer in the MNto
report that a link-layer handover decision has been nmade and
its execution is inmmnent.

0 LI NK_SW TCH (LSW

A control command fromthe IP layer to the link layer in the WN
in order to force the MNto switch froman old BS to a new BS.

o LINK UP (LUP)

A trigger fromthe link layer to the IP layer in the MNto
report that the MN conmpletes the |ink-layer connection
establishment with a new BS.

5.1. Access Router Discovery

Once a new BS is detected through reception of a MOB_NBR- ADV and
scanning, an MN may try to |l earn the associ ated access router (AR
informati on as soon as possible. |In order to enable its quick

di scovery in the IP layer, the link |layer (802.16) triggers a
NEW LI NK_DETECTED prinitive to the IP layer (FM Pv6) on detecting a
new BS.

Recei ving the NEWLINK DETECTED fromthe link |layer, the IP | ayer
tries to learn the associated AR i nformati on by exchangi ng an Rt Sol Pr
(Router Solicitation for Proxy Advertisenent) and a PrRt Adv (Proxy
Rout er Advertisenent) with the PAR (Previ ous Access Router).
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According to [ RFC5268], the MN may send an Rt Sol Pr at any conveni ent
time. However, this proposal recomrends that, if feasible, the M\
send it as soon as possible after receiving the NEW LI NK_DETECTED f or
qui ck router discovery because detection of a new BS usually inplies
MN's novenent, which nay result in handover

Transm ssion of Rt Sol Pr nmessages may cause the signaling overhead
problemthat is mentioned in Section 2 of [RFC4907]. To rate-limt
the retransmitted Rt Sol Pr nessages, FM Pv6 provi des a back- of f
mechanism It is also possible that attackers nmay forge a MOB_NBR-
ADV nessage so that it can contain a bunch of bogus BSIDs or may send
a flood of MOB _NBR- ADV nessages each of which contains different
BSIDs. This problemis nentioned in Section 8.

5.2. Handover Preparation

When the MN decides to change |inks based on its policy such as the
degradi ng signal strength or increasing packet loss rate, it
initiates handover by sending a MOB_ MSHO- REQ to the BS and will
receive a MOB BSHO- RSP fromthe BS as a response. Alternatively, the
BS may initiate handover by sending a MOB BSHO REQ to the M\

On receiving either a MOB BSHO RSP or a MOB BSHO REQ the link |ayer
triggers a LI NK HANDOVER | MPEND in order to signal the IP |ayer of
arrival of MOB_BSHO REQ MOB_BSHO RSP quickly. At this time, the
target BS decided in the link layer is delivered to the IP layer as a
paraneter of the primtive. The primtive is used to report that a
|'ink-1ayer handover decision has been made and its execution is
imminent. |t can be helpfully used for FMPv6 as an indication to
start the handover preparation procedure, that is to send an FBU
(Fast Bindi ng Update) nessage to the PAR

To avoid erroneous results due to unreliable and inconsistent
characteristics of link, for instance, to nove to the unpredicted
network or to stay in the current network after sending an FBU
Section 2 of [RFC4907] advises the use of a conbination of signa
strength data with other techniques rather than relying only on
signal strength for handover decision. For exanple, the

LI NK_HANDOVER | MPEND may be sent after validating filtered signa
strength neasurenments with other indications of link |oss such as
| ack of beacon reception.

Once the I P layer receives the LI NK_HANDOVER | MPEND, it checks

whet her or not the specified target network belongs to a different
subnet based on the information collected during the Access Router
Di scovery step. |If the target proves to be in the sane subnet, the
MN can continue to use the current |P address after handover, and
there is no need to perform FM Pv6. Qherwi se, the IP | ayer
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formul ates a prospective NCoA (New Care-of Address) with the
informati on provided in the PrRt Adv nessage and sends an FBU nessage
to the PAR

When the FBU nessage arrives in the PAR successfully, the PAR and the
NAR (New Access Router) process it according to [ RFC5268]. The PAR
sets up a tunnel between the PCoA (Previous Care-of Address) and NCoA
by exchanging H (Handover Initiate) and HAck (Handover Acknow edge)
messages with the NAR, forwarding the packets destined for the MN to
the NCoA. The NCoA is confirned or re-assigned by the NAR in the
HAck and, finally delivered to the MN through the FBack (Fast Binding
Acknowl edgnment) in case of predictive node.

After the MN sends a MOB_ HO- IND to the serving BS, data packet
transfer between the MN and the BS is no |longer allowed. Note that
when a MOB HOIND is sent out before an FBack arrives in the M\, it
is highly probable that the MN will operate in reactive node because
the serving BS releases all the MN s connections and resources after
receiving a MOB_HO IND. Therefore, if possible, the MN should
exchange FBU and FBack messages with the PAR before sending a MOB_HO
IND to the BS so as to operate in predictive node.

5.3. Handover Execution

If the MN receives an FBack nessage on the previous link, it runs in
predi ctive node after handover. Qherwi se, it should run in reactive
mode. In order for the MN to operate in predictive node as far as
possi bl e after handover, inplenentations nay all ow use of a

LINK SWTCH primtive. The LINK SWTCH is a conmand in order to
force the MNto switch froman old BSto a new BS and the sinilar
concept has introduced for the wireless LANin [RFC5184]. Wen it is
applied, the MN's IP layer issues a LINK. SWTCH prinitive to the link
| ayer on receiving the FBack nmessage in the previous link. Until it
occurs, the link |ayer keeps the current (previous) link if feasible
and postpones sending a MOB_HO | ND nessage while waiting for the
FBack message.

After switching |inks, the MN synchronizes with the target BS and
perfornms the 802.16e network entry procedure. The M exchanges the
RNG- REQ RSP, SBC- REQ RSP, PKM REQ RSP, and REG REQ RSP messages with
the target BS. Sone of these nessages may be onmitted if the
(previously) serving BS transferred the context to the target BS over
t he backbone beforehand. When the network entry procedure is
completed and the link layer is ready for data transm ssion, it
informs the IP layer of the fact with a LINK UP primtive.
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Section 2 of [RFC4907] recomends that |ink indications should be
designed with built-in danping. The LINK UP primtive defined in
this document is generated by the link |layer state machi ne based on
the 802. 16e link | ayer nmessage exchanges, that is, the | EEE 802. 16e
network entry and the service flow creation procedures. Therefore,
the LINK UP is typically less sensitive to changes in transient |ink
conditions. The link nay experience an intermttent loss. Even in
such a case, the following FM Pv6 operation is perfornmed only when
the MN handovers to the link with a different subnet and there is no
signaling overhead as a result of a intermttent |oss.

5.4. Handover Conpl etion

VWen the MN's I P layer receives a LINK UP prinitive fromthe Iink

| ayer, it should check whether it has noved into the target network
predicted by FMPv6. In case the target BSis within the sane
subnet, the MN does not performthe FM Pv6 operation

* |f the MN discovers itself in the predicted target network and
recei ves an FBack nessage in the previous link, the MN's IP
| ayer sends an UNA (Unsolicited Neighbor Advertisenent) to the
NAR (predictive node)

* |f the MN has noved to the target network without receiving an
FBack message in the previous link, the IP layer sends an UNA
and al so an FBU nessage i nmedi ately after sending the UNA
message (reactive node). The NAR may provide a different IP
address by using an RA (Router Advertisenent) with a NAACK
(Nei ghbor Advertisenment Acknow edge) option other than the
formul at ed NCoA by the M

* The MN may discover itself in the unpredicted network
(erroneous novenent). If this is the case, the MN noves to the
network that is not the target specified in the
LI NK_HANDOVER | MPEND primtive. For the recovery from such an
invalid indication, which is nmentioned in Section 2 of
[ RFC4907], the MN should send a new FBU to the PAR according to
Section 5.6 of [RFC5268] so that the PAR can update the
exi sting binding entry and redirect the packets to the new
confirmed | ocati on.

In both cases of predictive and reactive nodes, once the MN has noved
into the newlink, it uses the NCoA formulated by the MN as a source
address of the UNA, irrespective of NCoA availability. It then
starts a Duplicate Address Detection (DAD) probe for NCoA according
to [ RFC4862]. In case the NAR provides the MN with a new NCoA, the
MN MJST use the provided NCoA instead of the NCoA fornul ated by the
VN
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When the NAR receives an UNA nessage, it deletes its proxy nei ghbor
cache entry if it exists, and forwards buffered packets to the M
after updating the nei ghbor cache properly. Detailed UNA processing
rules are specified in Section 6.4 of [RFC5268].

6. The Exanpl es of Handover Scenario

In this section, the recommended handover procedures over 802. 16e
network are shown for both predictive and reactive nodes. It is
assuned that the MN handovers to the network that belongs to a

di fferent subnet.

In the followi ng figures, the nessages between the MN's Layer 2 (W
L2) and the BS are the | EEE 802. 16 nessages, whil e nmessages between
the MN's Layer 3 (MN L3) and the PAR and nessages between PAR and NAR
are the FM Pv6 nessages. The nessages between the MN L2 and the MN
L3 are primtives introduced in this docunent.

6.1. Predictive Mde

The handover procedures in the predictive node are briefly described
as follows. Figure 3 illustrates these procedures.

1. A BS broadcasts a MOB_NBR- ADV periodically.

2. If the MN di scovers a new neighbor BS in this message, it may
perform scanni ng for the BS.

3. When a new BS is found through the MOB NBR-ADV and scanni ng,
the MN's Iink layer notifies it to the IP layer by a
NEW LI NK_DETECTED prinitive.

4, The MN tries to resolve the new BS' s BSID to the associ at ed
AR by exchange of Rt Sol Pr and PrRt Adv nmessages with the PAR

5. The MN initiates handover by sending a MOB MSHO REQ nessage
to the BS and receives a MOB BSHO RSP fromthe BS.

Al ternatively, the BS may initiate handover by sending a
MOB_BSHO- REQ t o t he M\

6. When the MN receives either a MOB BSHO RSP or a MOB_BSHO REQ

fromthe BS, its link layer triggers a LI NK_HANDOVER | MPEND
primtive to the IP |ayer.
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On reception of the LI NK_ HANDOVER | MPEND, the MN's I P | ayer
identifies that the target delivered along with the

LI NK_HANDOVER | MPEND bel ongs to a different subnet and sends
an FBU nmessage to the PAR On receiving this nmessage, the
PAR est abli shes tunnel between the PCoA and the NCoA by
exchange of H and HAck nessages with the NAR, and it
forwards packets destined for the MN to the NCoA. During
this time, the NAR may confirm NCoA availability in the new
I'ink via HAck.

The MN receives the FBack nessage before its handover and
sends a MOB_HO I ND nessage as a final indication of handover.
I ssue of a MOB _HO I ND nmay be promoted optionally by using a
LI NK_ SWTCH command fromthe IP layer. Afterwards it
operates in predictive node in the new |link.

The MN conducts handover to the target BS and perforns the
| EEE 802. 16e network entry procedure.

As soon as the network entry procedure is conpleted, the MN' s
link ayer signals the IP layer with a LINK_ UP. On receiving
this, the IP layer identifies that it has noved to a
predicted target network and received the FBack nessage in
the previous link. It issues an UNA to the NAR by using the
NCoA as a source |P address. At the sane tine, it starts to
perform DAD for the NCoA.

When the NAR receives the UNA fromthe MN, it delivers the
buffered packets to the M\
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(MN L3 M L2) s-BS PAR t-BS NAR
I I I I I I
1-2. | | <---MOB_NBR-ADV -------- | | | |
| | <--nnn scanni ng---- - - - >| | | |
3 | <-NLD-| I I I I
4 R (RRSolPr)-------------- >| | |
ESEEEEEEEEEETEE PrRt Adv---------------- | | |
I I I I I I
5. | [------ MOB_MSHO REQ- - - - - >| | | |
| | <----- MOB_BSHO- RSP- - - - - - | | | |
I | or I I I I
| | <----- MOB_BSHO REQ- - - - - - | | | |
6. | <-LHI -| | | | |
7 R FBU---------------- >| | |
| | | [-------- HI -------- >|
I I I | <------ HACK-------- I
R FBack--------------- |--> | |
| | Packet S::::::::::::::>|
8. | (LSW>|------- MOB_HO IND-- - - - - >| | | |
di sconnect | | | | |
connect | | | | |
9 | | <--------- | EEE 802. 16 network entry-------- >| |
10 | <- LUP-| I I I I
R LR T T UNA- - - - - emmmme e e - >|

11 | <==—===—=—=—=—=—=—=—=—=—=—=——=——=——=—=——=——=—=——-—=——=——=—=——=—=—=—=—=—=—=—=—=—=—====== Pgcket s

I I I I I
Figure 3. Predictive Fast Handover in 802. 16e

6.2. Reactive Mde

The handover procedures in the reactive node are described as

follows. Figure 4 is illustrating these procedures.
1. ~ 7. The sane as procedures of predictive node.
8. The MN does not receive the FBack nmessage before handover and

sends a MOB_HO I ND nessage as a final indication of handover.
Afterwards, it operates in reactive node in the new |ink

9. The MN conducts handover to the target network and perforns
the 802. 16e network entry procedure.
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10. As soon as the network entry procedure is conpleted, the MN' s
link layer signals the IP layer with a LINK_ UP. On receiving
this, the IP layer identifies that it has noved to the
predicted target network wi thout receiving the FBack in the
previous link. The MN issues an UNA to the NAR by usi ng NCoA
as a source | P address and starts to perform DAD for the
NCoA. Additionally, it sends an FBU to the PAR in the
reactive node.

11. When the NAR receives the UNA and the FBU fromthe M\, it
forwards the FBack to the PAR  The FBack and Packets are
forwarded fromthe PAR and delivered to the MN (NCoA) through
the NAR. The NAR may supply a different | P address than the
NCoA by sending an RA with a NAACK option to the M\

(MN L3 M L2) s-BS PAR t-BS NAR

I I I I I I

1-2. | | <---MXB_NBR-ADV & Scan- - | | | |
| | <------- Scanni ng------- >| | | |

3. | <-NLD- | | | | |
4. I (RRSolPr)-------------- >| | |
I PrREADV---------------- | | |

I I I I I I

5. | [------ MOB_MSHO REQ - - - - >| | | |
| | <----- MOB_BSHO- RSP- - - - - - | | | |

I | or I I I I

| | <----- MOB_BSHO REQ- - - - - - | | | |

6. | <-LH -| | | | |
7. |-------- FBU- - - - X---> | | | |
8. | |------- MOB_HO I ND--- - - - >| | | |
di sconnect | | | | |
connect | | | |

9. | | <=-------- | EEE 802.16 network entry-------- >| |
10. | <- LUP- | | | | |
I e 0 >|

I e FBU - - - - - e m e e - - )|

11. | | | [ <------- FBU- - - - - -- )|
| | | | <----- HI / HAck- - - - - >|

| | | | (if necessary) |

| | | Packets & FBack=========>|

| <:::::::::::::::::::::::::::::::::::::::::::::::::::::::::|

I I I I I I

Figure 4. Reactive Fast Handover in 802. 16e
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7. | EEE 802. 21 Consi derations

It is worth noting that great research has been conducted on defining
generic services in the | EEE 802.21 working group that facilitate
handover s bet ween het erogeneous access |inks. The standard works are
named as a Medi a | ndependent Handover (M H) Service [|EEE802.21], and
propose three kinds of services: Media |Independent Event Service
(MES), Media |Independent Conmand Service (MCS), and Media

I ndependent Information Service (MIS)

An M ES defines the events triggered fromlower |ayers (physical and
link) to higher layers (network and above) in order to report changes
of physical and link-layer conditions. On the other hand, an MCS
supports the commands sent from higher layers to |ower layers, and it
provi des users with a way of managi ng the |ink behavior relevant to
handovers and nobility. An MIS provides a franework by which the MN
or network can obtain network information to facilitate network

sel ection and handovers.

Al t hough the purpose of | EEE 802.21 has been devel oped to enhance the
user experience of MNs roam ng between heterogeneous networks, the
results may be utilized to optim ze the handover perfornmance in a
honogeneous network. Wen the MH primtives are available for
handover in the 802. 16e network, the MN can use theminstead of the
primtives proposed in this document. Table 1 shows exanples of the
mappi ng between the proposed primtives and the MH primtives.

o e e e e e e e e oo oo o e e e e e e e e oo oo +
| Proposed primtives | MH primtives |
+:::::::::::::::::::::::::::::::::::::::::::::::::::+
| NEW LI NK _DETECTED | LI NK _DETECTED |
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| LINK_HANDOVER | MPEND | LI NK_HANDOVER | MM NENT |
o +
| LINK_SWTCH | HANDOVER COWM T |
o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| LINK UP | LINK UP |
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +

Table 1. The Proposed Prinmtives and MH Primtives
8. Security Considerations
The primtives defined in this docunent are used only for |oca
indication inside of the M\, so no security mechanismis required to

protect those primtives. However, FM Pv6 nessages and | EEE 802. 16e
messages, which may trigger the primtives, need to be protected.

Jang, et al. I nf or mat i onal [ Page 14]



RFC 5270 FM Pv6 over 802. 16e June 2008

10.

10.

Security considerations of the FM Pv6 specification [ RFC5268] are
applicable to this document. It is also worthwhile to note that the
| EEE802. 16e has a security sub-layer that provides subscribers with
privacy and authentication over the broadband wirel ess network. This
| ayer has two mai n conponent protocols: a privacy key nanagenent
protocol (PKM for key managenent and aut hentication and an

encapsul ati on protocol for encrypting data. Fromthe perspective of
the 802. 16e, FM Pv6 nessages are considered as data and are delivered
securely by using those protocols.

However, some of | EEE 802. 16e nmanagenent nessages are sent without
aut hentication. For exanple, there is no protection to secure

802. 16e broadcast nessages. It may be possible for the attacker to
mal i ci ously forge a MOB_NBR- ADV nessage so that it contains the bogus
BSI Ds, or send a flood of MOB_NBR- ADV nessages having different bogus
BSIDs toward the MN. As a result, the MN may trigger a bunch of
NEW LI NK_DETECTED prinitives and send usel ess consecutive Rt Sol Pr
messages to the PAR finally resulting in wasting the air resources.
Therefore, the MN SHOULD perform scanni ng when detecting new BSs in
the recei ved MOB_NBR- ADV nmessages in order to assure the included

nei ghbor i nformation.

It is also possible that attackers try a DoS (Deni al -of - Servi ce)
attack by sending a flood of MOB_BSHO REQ nessages and triggering

LI NK_HANDOVER | MPEND primitives in the MN\. But the | EEE 802. 16e

provi des a nmessage aut hentication schene for managenent nessages

i nvol ved i n handover as well as network entry procedures by using a
message aut hentication code (MAC) such as HVAC/ CVAC (hashed/ ci pher
MAC). Thus, those nmanagenent nessages are protected fromthe

mal i ci ous use by attackers who intend to trigger LINK _HANDOVER | MPEND
or LINK UP primtives in the M\
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