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Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Mobile | Pv6 enables a Mbile Node (M) to maintain its connectivity
to the Internet when noving fromone Access Router to another, a
process referred to as handover. During handover, there is a period
during which the Mobile Node is unable to send or receive packets
because of link switching delay and | P protocol operations. This
"handover |atency" resulting fromstandard Mbile | Pv6 procedures,
nanel y novenent detection, new Care-of Address configuration, and

Bi ndi ng Update, is often unacceptable to real-tine traffic such as
Voi ce over IP (VolP). Reducing the handover |atency could be
beneficial to non-real-tine, throughput-sensitive applications as
well. This docunent specifies a protocol to inprove handover |atency
due to Mobile I Pv6 procedures. This docunment does not address
improving the link switching |atency.
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1.

I nt roducti on

Mobil e I Pv6 [ RFC3775] describes the protocol operations for a nobile
node to mmintain connectivity to the Internet during its handover
fromone access router to another. These operations involve

i nk-1ayer procedures, novenent detection, |IP address configuration,
and | ocation update. The conbined handover latency is often
sufficient to affect real-time applications. Throughput-sensitive
applications can also benefit fromreducing this | atency. This
docunent describes a protocol to reduce the handover | atency.

Thi s specification addresses the following problens: howto allow a
mobi | e node to send packets as soon as it detects a new subnet |ink
and how to deliver packets to a nobile node as soon as its attachnent
is detected by the new access router. The protocol defines IP
protocol nessages necessary for its operation regardless of |ink
technology. It does this wi thout depending on specific |ink-Iayer
features while allowi ng |ink-specific custom zations. By definition,
this specification considers handovers that interwork with Mbile IP
Once attached to its new access router, an M\ engages in Mbile IP
operations including Return Routability [RFC3775]. There are no
special requirements for a nobile node to behave differently with
respect to its standard Mobile | P operations.

Thi s specification is applicable when a nobile node has to performlIP
| ayer operations as a result of handovers. This specification does
not address inmproving the link switching latency. It does not nodify
or optim ze procedures related to signaling with the honme agent of a
mobi | e node. |Indeed, while targeted for Mbile IPv6, it could be
used with any nmechanismthat allows comruni cation to continue despite
movenments. Finally, this specification does not address bul k
movenent of nodes using aggregate prefixes.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
The use of the term "silently ignore” is not defined in RFC 2119.
However, the termis used in this docunent and can be sinmlarly
construed.

The foll owing term nol ogy and abbreviati ons are used in this docunent
in addition to those defined in [RFC3775]. The reference handover
scenario is illustrated in Figure 1.
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Figure 1: Reference Scenario for Handover
Mobil e Node (MN): A Mbile | Pv6 host.
Access Point (AP): A Layer 2 device connected to an | P subnet that
offers wirel ess connectivity to an MN\. An Access Point Identifier
(AP-1D) refers the AP s L2 address. Sonetines, AP-IDis also
referred to as a Basic Service Set |IDentifier (BSSID).
Access Router (AR): The MN's default router.

Previ ous Access Router (PAR): The MN's default router prior to its
handover.

New Access Router (NAR): The MN' s anticipated default router
subsequent to its handover.

Previ ous CoA (PCoA): The MN' s Care-of Address valid on PAR s subnet.
New CoA (NCoA): The MN' s Care-of Address valid on NAR s subnet.

Handover: A process of term nating existing connectivity and
obt ai ning new | P connectivity.

Router Solicitation for Proxy Advertisenent (RtSolPr): A message from
the MN to the PAR requesting information for a potential handover.
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Proxy Router Advertisenment (PrRtAdv): A nmessage fromthe PAR to the
IMN t hat provides information about neighboring Iinks facilitating
expedi ted nmovenent detection. The nessage can al so act as a trigger
for network-initiated handover.

(AP-1D, AR-Info) tuple: Contains an access router’s L2 and IP
addresses, and prefix valid on the interface to which the Access
Point (identified by AP-1D) is attached. The triplet [Router’s L2
address, Router’s |IP address, and Prefix] is called "AR-Info". See
Section 5. 3.

Nei ghbor hood Di scovery: The process of resolving nei ghborhood AP-IDs
to AR-Info.

Assi gned Addressing: A particular type of NCoA configuration in which
the NAR assigns an | Pv6 address for the MN. The nmethod by whi ch NAR
manages its address pool is not specified in this docunent.

Fast Bi nding Update (FBU): A nessage fromthe MNinstructing its PAR
to redirect its traffic (toward NAR).

Fast Bi ndi ng Acknow edgnent (FBack): A nessage fromthe PAR in
response to an FBU.

Predi ctive Fast Handover: The fast handover in which an MNis able to
send an FBU when it is attached to the PAR, which then establishes
forwarding for its traffic (even before the MN attaches to the NAR).

Reacti ve Fast Handover: The fast handover in which an MNis able to
send the FBU only after attaching to the NAR

Unsol i cited Nei ghbor Advertisement (UNA): The nessage in [ RFC4861]
with "O bit cleared.

Fast Nei ghbor Advertisenent (FNA): This nessage from RFC 4068
[ RFC4068] is deprecated. The UNA nessage above is the preferred
message in this specification.

Handover Initiate (H): A nessage fromthe PAR to the NAR regardi ng
an MN' s handover.

Handover Acknow edge (HAck): A nessage fromthe NAR to the PAR as a
response to Hi.
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3. Protocol Overview
3.1. Addressing the Handover Latency

The ability to i medi ately send packets froma new subnet |ink
depends on the "I P connectivity" latency, which in turn depends on
the nmovenment detection |latency and the new CoA configuration |atency.
Once an MN is | P-capable on the new subnet link, it can send a

Bi nding Update to its Home Agent and one or nobre correspondents.

Once its correspondents process the Binding Update successfully,
which typically involves the Return Routability procedure, the M can
recei ve packets at the new CoA. So, the ability to receive packets
fromcorrespondents directly at its new CoA depends on the Binding
Update latency as well as the |IP connectivity |atency.

The protocol enables an MN to quickly detect that it has noved to a
new subnet by providing the new access point and the associ ated
subnet prefix informati on when the MNis still connected to its
current subnet (i.e., PARIin Figure 1). For instance, an MN nmay

di scover avail able access points using link-1ayer specific nechani sns
(e.g., a "scan" in Wreless Local Area Network (W.AN)) and then
request subnet information corresponding to one or nore of those

di scovered access points. The MN nmay do this after performng router
di scovery or at any tine while connected to its current router. The
result of resolving an identifier associated with an access point is
a [AP-ID, AR-Info] tuple, which an MN can use in readily detecting
movenent. When attachnment to an access point with AP-1D takes pl ace,
the MN knows the corresponding new router’s coordinates including its
prefix, I P address, and L2 address. The "Router Solicitation for
Proxy Advertisement (RtSol Pr)" and "Proxy Router Advertisenent

(PrRt Adv)" nessages in Section 6.1 are used for aiding novenent

det ecti on.

Through the Rt Sol Pr and PrRt Adv nessages, the MN al so fornul ates a
prospective new CoA (NCoA) when it is still present on the PAR s
link. Hence, the | atency due to new prefix discovery subsequent to
handover is elimnated. Furthermore, this prospective address can be
used i Mmedi ately after attaching to the new subnet link (i.e., NAR s
Iink) when the MN has received a "Fast Bi ndi ng Acknow edgnent
(FBack)" (see Section 6.3.2) nessage prior to its novenent. |In the
event it nobves wthout receiving an FBack, the MN can still start
usi ng NCoA after announcing its attachnent through an unsolicited
Nei ghbor Adverti senent nessage (with the 'O bit set to zero)

[ RFC4861]; NAR responds to this UNA nessage in case it wi shes to
provide a different |IP address to use. |In this way, NCoA
configuration latency is reduced.
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The information provided in the PrRt Adv nmessage can be used even when
DHCP [ RFC3315] is used to configure an NCoA on the NAR' s link. In
this case, the protocol supports forwarding using PCoA, and the M\
perfornms DHCP once it attaches to the NAR' s link. The M stil

formul ates an NCoA for FBU processing; however, it MJST NOT send data
packets using the NCoA in the FBU.

In order to reduce the Binding Update | atency, the protocol specifies
a binding between the Previous CoA (PCoA) and NCoA. An MN sends a
"Fast Binding Update" (see Section 6.3.1) nessage to its Previous
Access Router to establish this tunnel. Wen feasible, the MN SHOULD
send an FBU fromthe PAR s link. OQherwi se, the MN should send the
FBU i nedi ately after detecting attachment to the NAR An FBU
message MJST contain the Binding Authorization Data for FM Pv6é ( BADF)
option (see Section 6.5.4) in order to ensure that only a legitimte
MN that owns the PCoA is able to establish a binding. Subsequent
sections describe the protocol nechanics. In any case, the result is
that the PAR begins tunneling packets arriving for PCoA to NCoA.

Such a tunnel remains active until the MN conpl etes the Binding
Update with its correspondents. |In the opposite direction, the M\
SHOULD reverse tunnel packets to the PAR, again until it conpletes

Bi ndi ng Update. And, PAR MUST forward the inner packet in the tunne
to its destination (i.e., to the MN's correspondent). Such a reverse
tunnel ensures that packets containing a PCoA as a source |P address
are not dropped due to ingress filtering. Even though the MNis

| P-capable on the new link, it cannot use the NCoA directly with its
correspondents w thout the correspondents first establishing a

bi ndi ng cache entry (for the NCoA). Forwarding support for the PCoA
is provided through a reverse tunnel between the MN and the PAR

Setting up a tunnel al one does not ensure that the MN receives
packets as soon as it is attached to a new subnet |ink, unless the
NAR can detect the MN' s presence. A neighbor discovery operation
i nvol ving a nei ghbor’s address resolution (i.e., Neighbor
Solicitation and Nei ghbor Advertisenent) typically results in
consi derabl e del ay, sonetines lasting nultiple seconds. For

i nstance, when arriving packets trigger the NAR to send Nei ghbor
Solicitation before the MN attaches, subsequent retransmn ssions of
address resolution are separated by a default period of one second
each. In order to circunvent this delay, an MN announces its
attachnent inmrediately with an UNA nessage that allows the NAR to
forward packets to the MN right away. Through tunnel establishnent
for PCoA and fast advertisenent, the protocol provides expedited
forwardi ng of packets to the W

The protocol also provides the follow ng inportant functionalities.

The access routers can exchange nessages to confirmthat a proposed
NCoA is acceptable. For instance, when an MN sends an FBU fromthe
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PAR s |ink, FBack can be delivered after the NAR considers the NCoA
acceptable for use. This is especially useful when addresses are
assigned by the access router. The NAR can also rely on its trust
relationship with the PAR before providing forwardi ng support for the
MN. That is, it may create a forwarding entry for the NCoA, subject
to "approval" fromthe PAR, which it trusts. |In addition, buffering
for handover traffic at the NAR nay be desirable. Even though the
Nei ghbor Di scovery protocol provides a small buffer (typically one or
two packets) for packets awaiting address resolution, this buffer may
be i nadequate for traffic, such as VolP, already in progress. The
routers may also wish to nmaintain a separate buffer for servicing the
handover traffic. Finally, the access routers could transfer

net wor k-r esi dent contexts, such as access control, Quality of Service
(Q0S), and header conpression, in conjunction w th handover (although
the context transfer process itself is not specified in this
docunent). For all these operations, the protocol provides "Handover
Initiate (H )" and "Handover Acknow edge (HAck)" nessages (see
Section 6.2). Both of these nessages SHOULD be used. The access
routers MJST have the necessary security association established by
means outside the scope of this docunent.

3.2. Protocol Qperation

The protocol begins when an MN sends an Rt Sol Pr nessage to its access
router to resolve one or nore Access Point ldentifiers to
subnet-specific information. In response, the access router (e.g.,
PAR in Figure 1) sends a PrRt Adv nessage contai ning one or nore
[AP-1D, AR-Info] tuples. The MN may send an Rt Sol Pr at any
convenient tinme, for instance as a response to sonme |ink-specific
event (a "trigger") or sinply after performng router discovery.
However, the expectation is that prior to sending an Rt Sol Pr, the M\
wi || have discovered the avail abl e APs by |ink-specific nmethods. The
Rt Sol Pr and PrRt Adv nessages do not establish any state at the access
router; their packet formats are defined in Section 6.1

Wth the information provided in the PrRt Adv nessage, the M\

fornmul ates a prospective NCoA and sends an FBU nessage to the PAR
The purpose of the FBU is to authorize the PAR to bind the PCoA to
the NCoA, so that arriving packets can be tunneled to the new

| ocation of the MN\. The FBU should be sent fromthe PAR s |ink
whenever feasible. For instance, an internal link-specific trigger
coul d enable FBU transm ssion fromthe previous link

When it is not feasible, the FBU is sent fromthe new |ink.
The format and semantics of FBU processing are specified in Section

6.3.1. The FBU nessage MJST contain the BADF option (see Section
6.5.4) to secure the nessage.
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Dependi ng on whether an FBack is received on the previous link (which
clearly depends on whether the FBU was sent in the first place),
there are two nodes of operation

1. The MN receives FBack on the previous link. This neans that
packet tunneling is already in progress by the tine the MN
handovers to the NAR. The MN SHOULD send the UNA i medi ately
after attaching to the NAR so that arriving as well as
buf f ered packets can be forwarded to the MN right away.

Bef ore sending FBack to the MN, the PAR can determ ne whet her
the NCoA is acceptable to the NAR through the exchange of H
and HAck nessages. Wen assigned addressing (i.e., addresses
are assigned by the router) is used, the proposed NCoA in the
FBU is carried in an H message (from PAR to NAR), and NAR MAY
assign the proposed NCoA. Such an assigned NCoA MJST be
returned in HAck (from NAR to PAR), and PAR MJUST in turn
provi de the assigned NCoA in FBack. |If there is an assigned
NCoA returned in FBack, the MN MUST use the assigned address
(and not the proposed address in FBU) upon attaching to NAR

2. The MN does not receive the FBack on the previous |ink because
the MN has not sent the FBU or the MN has left the link after
sendi ng the FBU (which itself nay be lost), but before
receiving an FBack. Wthout receiving an FBack in the latter
case, the MN cannot ascertain whether the PAR has processed
the FBU successfully. Hence, the MN (re)sends the FBU nessage
to the PAR i medi ately after sending the UNA nessage. |If the
NAR chooses to supply a different I P address to use than the
NCoA, it MAY send a Router Advertisenent with "Nei ghbor
Adverti senent Acknow edge (NAACK)" option in which it includes
an alternate |IP address for the MN to use. Detailed UNA
processing rules are specified in Section 6.4.

The scenario in which an MN sends an FBU and recei ves an FBack on
PAR s link is illustrated in Figure 2. For convenience, this
scenario is characterized as the "predictive" node of operation. The
scenario in which the MN sends an FBU fromthe NAR s link is
illustrated in Figure 3. For convenience, this scenario is
characterized as the "reactive" node of operation. Note that the
reactive node al so includes the case in which an FBU has been sent
fromthe PAR s link but an FBack has not yet been received. The
figure is intended to illustrate that the FBU is forwarded through
the NAR, but it is processed only by the PAR
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Figure 3: Reactive Fast Handover
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Finally, the PrRt Adv nessage nmay be sent unsolicited, i.e., wthout
the MN first sending an RtSol Pr. This node is described in Section
3. 3.

3.3. Protocol Qperation during Network-Initiated Handover

In sone wirel ess technol ogi es, the handover control nay reside in the
networ k even though the decision to undergo handover may be mutually
arrived at between the MN and the network. In such networks, the PAR
can send an unsolicited PrRtAdv containing the link-layer address, IP
address, and subnet prefix of the NAR when the network decides that a
handover is inminent. The MN MJUST process this PrRtAdv to configure
a new Care-of Address on the new subnet, and MJUST send an FBU to the
PAR prior to switching to the newlink. After transmtting PrRtAdv,
the PAR MUST continue to forward packets to the MN on its current
link until the FBU is received. The rest of the operation is the
sane as that described in Section 3.2.

The unsolicited PrRt Adv al so allows the network to informthe M
about geographically adjacent subnets wi thout the MN having to
explicitly request that information. This can reduce the amount of
wireless traffic required for the MN to obtain a nei ghborhood

topol ogy map of |inks and subnets. Such usage of PrREAdv is
decoupl ed fromthe actual handover; see Section 6.1.2.

4. Protocol Details
Al'l descriptions refer to Figure 1.

After discovering one or nore nearby access points, the MN sends

Rt Sol Pr to the PAR in order to resolve access point identifiers to
subnet router information. A convenient tine to do this is after
performng router discovery. However, the MN can send Rt Sol Pr at any
time, e.g., when one or nbre new access points are discovered. The
MN can al so send Rt Sol Pr nore than once during its attachnent to PAR
The trigger for sending RtSol Pr can originate froma |ink-specific
event, such as the prom se of a better signal strength from anot her
access point coupled with fading signal quality with the current
access point. Such events, often broadly referred to as "L2
triggers", are outside the scope of this docunent. Neverthel ess,
they serve as events that invoke this protocol. For instance, when a
"l'ink up" indication is obtained on the new |link, protocol nessages
(e.g., UNA) can be transnmitted i mediately. |nplenmentations SHOULD
make use of such triggers whenever avail able.

The Rt Sol Pr message contains one or nore AP-1Ds. A wildcard requests
all avail abl e tuples.
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As a response to Rt Sol Pr, the PAR sends a PrRt Adv message that
i ndi cates one of the follow ng possible conditions.

1. |If the PAR does not have an entry corresponding to the new
access point, it MJIST respond indicating that the new access
poi nt is unknown. The MN MJST stop fast handover protoco
operations on the current link. The MN MAY send an FBU from
its new link.

2. |If the new access point is connected to the PAR s current
interface (to which MNis attached), the PAR MJST respond with
a Code value indicating that the new access point is connected
to the current interface, but not send any prefix information.
This scenario could arise, for exanple, when several wireless
access points are bridged into a wired network. No further
protocol action is necessary.

3. If the new access point is known and the PAR has information
about it, then the PAR MJST respond indicating that the new
access point is known and supply the [AP-1D, AR-Info] tuple.
If the new access point is known, but does not support fast
handover, the PAR MUST indicate this with Code 3 (see Section
6.1.2).

4. |If awildcard is supplied as an identifier for the new access
poi nt, the PAR SHOULD supply nei ghborhood [AP-1D, AR-Info0]
tuples that are subject to path MU restrictions (i.e.,

provide any 'n’ tuples w thout exceeding the |ink MU

When further protocol action is necessary, sone inplenentations MAY

choose to begin buffering copies of incom ng packets at the PAR |f

such First in First Qut (FIFO buffering is used, the PAR MUST
continue forwardi ng the packets to the PCoA (i.e., buffer and
forward). Wile the protocol does not forbid such an inplenmentation
support, care nust be taken to ensure that the PAR continues
forwardi ng packets to the PCoA (i.e., uses a buffer and forward
approach). The PAR SHOULD stop buffering once it begins forwarding
packets to the NCoA.

The nethod by which access routers exchange i nformati on about their
nei ghbors and thereby allow construction of Proxy Router
Advertisenments with information about nei ghboring subnets is outside
the scope of this docunent.
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The Rt Sol Pr and PrRt Adv nessages MJST be inplenmented by an MN and an
access router that supports fast handovers. However, when the
paraneters necessary for the MN to send packets inmediately upon
attaching to the NAR are supplied by the |ink-Iayer handover
mechanismitsel f, use of the above nessages is optional on such

I'i nks.

After a PrRt Adv nessage is processed, the MN sends an FBU at a tine
determ ned by |ink-specific events, and includes the proposed NCoA.
The MN SHOULD send the FBU fromthe PAR s |ink whenever
"anticipation" of handover is feasible. Wen anticipation is not
feasible or when it has not received an FBack, the MN sends an FBU

i medi ately after attaching to NAR s link. 1In response to the FBU,
the PAR establishes a binding between the PCoA ("Home Address") and
the NCoA, and sends the FBack to the MN. Prior to establishing this
bi ndi ng, the PAR SHOULD send an H nessage to the NAR and receive
HAck in response. In order to determine the NAR s address for the H
message, the PAR can performthe | ongest prefix match of NCoA (in
FBU) with the prefix |ist of neighboring access routers. Wen the
source | P address of the FBUis the PCoA i.e., the FBUis sent from
the PAR s link, the H nessage MJST have a Code value set to 0; see
Section 6.2.1. Wen the source |IP address of the FBU is not PCoA,
i.e., the FBUis sent fromthe NAR s link, the H nessage MJST have a
Code val ue of 1; see Section 6.2.1.

The H message contains the PCoA, |ink-layer address, and the NCoA of
the M. In response to processing an H nessage with Code 0, the
NAR:

1. deternines whether the NCoA supplied in the H nessage is
uni que before beginning to defend it. 1t sends a Duplicate
Address Detection (DAD) probe [RFC4862] for NCoA to verify
uni queness. However, in deploynments where the probability of
address collisions is considered extrenely | ow (and hence not
an issue), the paraneter DupAddrDetectTransnits (see
[ RFC4862]) is set to zero on the NAR allowing it to avoid
perform ng DAD on the NCoA. The NAR sinmilarly sets
DupAddrDet ect Transmts to zero in other deploynments where DAD
is not a concern. Once the NCoA is deternmined to be unique,
the NAR starts proxying [ RFC4861] the address for
PROXY_ND LI FETI ME during which the MN is expected to connect
to the NAR In case there is already an NCoA present in its
data structure (for instance, it has already processed an Hi
message earlier), the NAR MAY verify if the LLAis the sane as
its own or that of the MNitself. [If so, the NAR MAY all ow
the use of the NCoA.
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2. allocates the NCoA for the MN when assigned addressing is
used, creates a proxy nei ghbor cache entry and begins
defending it. The NAR MAY allocate the NCoA proposed in H

3. MAY create a host route entry for the PCoA (on the interface
to which the MNis attaching to) in case the NCoA cannot be
accepted or assigned. This host route entry SHOULD be
i mpl ement ed such that until the MN's presence is detected,
ei ther through explicit announcenent by the MN or by other
means, arriving packets do not invoke nei ghbor discovery. The
NAR SHOULD al so set up a reverse tunnel to the PARin this
case.

4. provides the status of the handover request in the Handover
Acknowl edge (HAck) nessage to the PAR

When the Code value in H is 1, the NAR MJST skip the above
operations. Sending an H nessage with Code 1 allows the NAR to
val i dat e the nei ghbor cache entry it creates for the M during UNA
processing. That is, the NAR can make use of the know edge that its
trusted peer (i.e., the PAR) has a trust relationship with the W

I f HAck contains an assigned NCoA, the FBack MJST include it, and the
MN MUST use the address provided in the FBack. The PAR MAY send the
FBack to the previous link as well to facilitate faster reception in
the event that the MNis still present. The result of the FBU and
FBack processing is that PAR begins tunneling the MN's packets to the
NCoA. |If the MN does not receive an FBack nessage even after
retransmtting the FBU for FBU RETRIES, it nust assune that fast
handover support is not available and stop the protocol operation

As soon as the MN establishes link connectivity with the NAR, it:
1. sends an UNA nessage (see Section 6.4). |If the MN has not
received an FBack by the tinme UNA is being sent, it SHOULD

send an FBU nessage foll owi ng the UNA nessage.

2. joins the all-nodes multicast group and the solicited-node
mul ticast group correspondi ng to the NCoA.

3. starts a DAD probe for NCoA, see [ RFC4862].
When a NAR receives an UNA nessage, it:
1. deletes its proxy neighbor cache entry, if it exists, updates

the state to STALE [ RFC4861], and forwards arriving and
buf f ered packets.
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5

5.

2. updates an entry in I NCOWLETE state [ RFC4861], if it exists,
to STALE and forwards arriving and buffered packets. This
woul d be the case if NAR had previously sent a Nei ghbor
Solicitation that went unanswered perhaps because the M\ had
not yet attached to the link

The buffer for handover traffic should be linked to this UNA
processing. The exact nechanismis inplenentati on dependent.

The NAR may choose to provide a different | P address other than the
NCoA. This is possible if it is proxying the NCoA. |n such a case,
it:

1. MAY send a Router Advertisenent with the NAACK option in which
it includes an alternate | P address for use. This nessage
MUST be sent to the source | P address present in UNA using the
sanme Layer 2 address present in UNA

If the MN receives an | P address in the NAACK option, it MJST use it
and send an FBU using the new CoA. As a special case, the address
supplied in NAACK could be the PCoA itself, in which case the MN MJST
NOT send any nore FBUs. The Status codes for the NAACK option are
specified in Section 6.5.5.

Once the MN has confirmed its NCoA (either through DAD or when
provided for by the NAR), it SHOULD send a Nei ghbor Adverti senent
message with the O bit set, to the all-nodes nulticast address.
Thi s nessage all ows MN' s nei ghbors to update their nei ghbor cache
entries.

For data forwarding, the PAR tunnels packets using its global IP
address valid on the interface to which the MN was attached. The M
reverse tunnels its packets to the sane gl obal address of PAR  The
tunnel end-point addresses nust be configured accordingly. Wen the
PAR receives a reverse tunnel ed packet, it nmust verify if a secure
bi nding exists for the MNidentified by the PCoA in the tunnel ed
packet, before forwardi ng the packet.

O her Consi derations
1. Handover Capability Exchange
The MN expects a PrRtAdv in response to its R Sol Pr message. |If the
MN does not receive a PrRt Adv nessage even after RTSOLPR RETRIES, it

must assune that the PAR does not support the fast handover protoco
and stop sending any nore Rt Sol Pr nessages.

Koodl i, Ed. St andards Track [ Page 15]



RFC 5268 M P6 Fast Handovers June 2008

Even if an MN's current access router is capable of providing fast
handover support, the new access router to which the MN attaches nay
be incapable of fast handover. This is indicated to the M\ during
"runtinme", through the PrRt Adv nessage with a Code val ue of 3 (see
Section 6.1.2).

5.2. Determ ning New Care-of Address

Typically, the MN forrmul ates its prospective NCoA using the
information provided in a PrRt Adv nmessage and sends the FBU. The PAR
MUST use the NCoA present in the FBUin its H nessage. The NAR MJUST
verify if the NCoA present in H is already in use. 1In any case, the
NAR MUST respond to H using a HAck, in which it may include another
NCoA to use, especially when assigned address configuration is used.
If there is a CoA present in HAck, the PAR MJUST include it in the
FBack nessage. However, the MN itself does not have to wait on PAR s

link for this exchange to take place. It can handover any tine after
sendi ng the FBU nessage; sonetines it may be forced to handover
wi t hout sending the FBU. In any case, it can still confirmusing

NCoA from NAR s |ink by sending the UNA message.

If a PrRt Adv nessage carries an NCoA, the MN MJUST use it as its
prospecti ve NCoA.

When DHCP is used, the protocol supports forwarding for PCoA only.

In this case, the MN MJUST perform DHCP operations once it attaches to
the NAR even though it formulates an NCoA for transmtting the FBU
This is indicated in the PrRt Adv nmessage with Code = 5.

5.3. Prefix Managenent

As defined in Section 2, the Prefix part of "AR-Info" is the prefix
valid on the interface to which the AP is attached. This docunent
does not specify howthis Prefix is managed, it's length and

assi gnnent policies. The protocol operation specified in this
docunent works regardl ess of these considerations. Oten, but not
necessarily always, this Prefix may be the aggregate prefix (such as
/48) valid on the interface. |In some deploynments, each MN may have
its own per-nobile prefix (such as a /64) used for generating the
NCoA. Sone point-to-point |inks may use such a depl oynent.

When per-nobile prefix assignnent is used, the "AR-Info" advertised
in PrRRAdv still includes the (aggregate) prefix valid on the
interface to which the target AP is attached, unless the access
routers communi cate with each other (using H and HAck nmessages) to
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manage the per-nobile prefix. The MN still formulates an NCoA using
the aggregate prefix. However, an alternate NCoA based on the
per-nobile prefix is returned by NAR in the HAck nessage. This
alternate NCoA is provided to the MNin either the FBack nessage or
in the NAACK option

5.4. Packet Loss

Handover involves |ink swtching, which may not be exactly
coordinated with fast handover signaling. Furthernore, the arriva
pattern of packets is dependent on many factors, including
application characteristics, network queui ng behaviors, etc. Hence,
packets may arrive at the NAR before the MNis able to establish its
link there. These packets will be lost unless they are buffered by
the NAR Simlarly, if the MN attaches to the NAR and then sends an
FBU nessage, packets arriving at the PAR until the FBU is processed
will be lost unless they are buffered. This protocol provides an
option to indicate request for buffering at the NAR in the H
message. Wien the PAR requests this feature (for the M), it SHOULD
al so provide its own support for buffering.

Whereas buffering can enable a snpboth handover, the buffer size and
the rate at which buffered packets are eventually forwarded are

i mportant considerations when providing buffering support. There are
a nunber of aspects to consider:

o Sone applications transmt |ess data over a given period of data
than others, and this inplies different buffering requirenents.
For instance, Voice over |P typically needs smaller buffers
conpared to high-resolution stream ng video, as the latter has
| arger packet sizes and higher arrival rates.

o \When the nobil e node appears on the new | ink, having the buffering
router send a | arge nunber of packets in quick succession may
overtax the resources of the router, the nobile node itself, or
the path between these two.

In particular, transmtting a | arge amount of buffered packets in
successi on can congest the path between the buffering router and
the nobil e node. Furthernore, nodes (such as a base station) on
the path between the buffering router and the nobile node nay drop
such packets. |If a base station buffers too many such packets,
they may contribute to additional jitter for packets arriving
behind them which is undesirable for real-time comunication

0 Since routers are not involved in end-to-end comruni cation, they
have no know edge of transport conditions.
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0 The wireless connectivity of the nobile node nmay vary over tine.
It may achieve a snaller or higher bandwi dth on the new link,
signal strength may be weak at the tinme it just enters the area of
this access point, and so on

As a result, it is difficult to design an algorithmthat would
transmt buffered packets at appropriate spacing under all scenarios.
The purpose of fast handovers is to avoid packet |1oss. Yet, draining
buffered packets too fast can, by itself, cause |oss of the packets,
as well as blocking or |Ioss of follow ng packets neant for the nobile
node.

Thi s specification does not restrict inplenentations from providing
speci al i zed buffering support for any specific situation. However,
attention nmust be paid to the rate at which buffered packets are
forwarded to the MN once attachnment is conplete. Routers

i mpl ementing this specification MJST inplenent at |east the default
al gorithm which is based on the original arrival rates of the
buffered packets. A maxi num of 5 packets MAY be sent one after

anot her, but all subsequent packets SHOULD use a sending rate that is
determned by netering the rate at which packets have entered the
buffer, potentially using snmoothing techniques such as recent
activity over a sliding tinme w ndow and wei ghted averages [ RFC3290].

It should be noted, however, that this default algorithmis crude and
may not be suitable for all situations. Future revisions of this
specification may provide additional algorithms, once enough
experience of the various conditions in deployed networks is
att ai ned.

5.5. DAD Handl i ng

Duplicate Address Detection (DAD) was defined in [ RFC4862] to avoid
address duplication on |inks when statel ess address
auto-configuration is used. The use of DAD to verify the uni queness
of an I Pv6 address configured through statel ess auto-configuration
adds del ays to a handover. The probability of an interface
identifier duplication on the same subnet is very |ow, however, it
cannot be ignored. Hence, the protocol specified in this docunent
SHOULD only be used in depl oynents where the probability of such
address collisions is extrenely lowor it is not a concern (because
of the address managenent procedure deployed). The protocol requires
the NAR to send a DAD probe before it starts defendi ng the NCoA.
However, this DAD delay can be turned off by setting
DupAddrDet ect Transmts to zero on the NAR [ RFC4862] .
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Thi s docunent specifies nmessages that can be used to provide
duplicate-free addresses, but the docunent does not specify howto
create or manage such duplicate-free addresses. |n sone cases, the
NAR rmay al ready have the know edge required to assess whether or not
the MN's address is a duplicate before the MN noves to the new
subnet. For exanple, in sone deploynents, the NAR may nmaintain a
pool of duplicate-free addresses in a list for handover purposes. In
such cases, the NAR can provide this disposition in the HAck nessage
(see Section 6.2.2) or in the NAACK option (see Section 6.5.5).

5. 6. Fast or Erroneous Mvenent

Al'though this specification is for fast handover, the protocol is
limted in terms of how fast an MN can nove. A special case of fast
movenent i s ping-pong, where an MN noves between the same two access
points rapidly. Another instance of the sane problemis erroneous
nmovenent, i.e., the MN receives information prior to a handover that
it is nmoving to a new access point but it either noves to a different
one or it aborts noverment altogether. Al of the above behaviors are
usual ly the result of link-layer idiosyncrasies and thus are often
resolved at the link layer itself.

IP layer nobility, however, introduces its own limts. |P |ayer
handovers should occur at a rate suitable for the MN to update the

bi nding of, at least, its Hone Agent and preferably that of every CN
with which it is in comrunication. An M that noves faster than
necessary for this signaling to conmplete, which may be of the order
of few seconds, may start |osing packets. The signaling cost over
the air interface and in the network nay increase significantly,
especially in the case of rapid novenent between several access
routers. To avoid the signaling overhead, the follow ng neasures are
suggest ed.

An MN returning to the PAR before updating the necessary bindings
when present on the NAR MUST send a Fast Binding Update with the Hone
Address equal to the MN's PCoA and a lifetime of zero to the PAR

The MN shoul d have a security association with the PAR since it
performed a fast handover to the NAR  The PAR, upon receiving this
Fast Binding Update, will check its set of outgoing (tenporary fast
handover) tunnels. |[If it finds a match, it SHOULD term nate that
tunnel; i.e., start delivering packets directly to the node instead.
In order for the PAR to process such an FBU, the lifetine of the
security association has to be at least that of the tunnel itself.
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Tenmporary tunnels for the purposes of fast handovers shoul d use short
lifetimes (of the order of at nost a few tens of seconds or |ess).
The lifetime of such tunnels should be enough to allow an MN to
update all its active bindings. The default lifetine of the tunnel
shoul d be the sane as the lifetine value in the FBU nessage.

The effect of erroneous novement is typically linted to the | oss of
packets since routing can change and the PAR may forward packets
toward anot her router before the MN actually connects to that router.
If the MN discovers itself on an unantici pated access router, it
SHOULD send a new Fast Binding Update to the PAR  This FBU
supersedes the existing binding at the PAR and the packets will be
redirected to the newly confirned | ocation of the M\

6. Message Formats

Al the |ICWv6 nessages have a common Type specified in [ RFC4443].
The nessages are distingui shed based on the Subtype field (see
below). For all the |ICWv6 nessages, the checksumis defined in
[ RFC4443] .

6.1. New Nei ghborhood Di scovery Messages
6.1.1. Router Solicitation for Proxy Advertisenment (Rt SolPr)

Mobi | e Nodes send Router Solicitation for Proxy Advertisenent in
order to pronpt routers for Proxy Router Advertisenents. Al the
Li nk- Layer Address options have the format defined in Section 6.5. 2.

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Code | Checksum |
B T S i T s i i e e SEI S
| Subt ype | Reserved | Identifier |
I S i o T s S S S e s s T
| Options ...

S i it S S S S

Figure 4: Router Solicitation for Proxy Advertisenent (RtSolPr)
Message

| P Fields:
Source Address: An | P address assigned to the sending interface.

Desti nati on Address: The address of the access router or the all
routers nulticast address.
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Hop Limit: 255. See RFC 2461.

| CMP Fi el ds:
Type: 154
Code: O

Checksum The | CMPv6 checksum
Subtype: 2

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: MJST be set by the sender so that replies can be
matched to this Solicitation

Valid Options:

Sour ce Link-Layer Address: Wen known, the link-layer address of
the sender SHOULD be included using the Link-Layer Address (LLA)
option. See the LLA option format bel ow.

New Access Poi nt Link-Layer Address: The |ink-1layer address or
identification of the access point for which the MN requests
routing advertisenent information. 1t MJST be included in al

Rt Sol Pr nmessages. More than one such address or identifier can be
present. This field can also be a wildcard address. See the LLA
option bel ow.

Future versions of this protocol may define new option types.
Receivers MUST silently ignore any options that they do not recognize
and continue processing the rest of the nessage.

I ncluding the source LLA option allows the receiver to record the
sender’s L2 address so that nei ghbor discovery can be avoi ded when
the receiver needs to send packets back to the sender (of the Rt Sol Pr
message) .

When a wildcard is used for New Access Point LLA, no other New Access
Poi nt LLA options nust be present.
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A Proxy Router Advertisenent (PrRtAdv) message shoul d be received by
the MN in response to an RRSol Pr. |If such a nessage is not received
inatinely manner (no less than twice the typical round trip tine
(RTT) over the access link or 100 milliseconds if RTT is not known),
it SHOULD resend the Rt Sol Pr nessage. Subsequent retransni ssions can
be up to RTSOLPR RETRIES, but MJUST use an exponential backoff in
which the timeout period (i.e., 2XRTT or 100 mlliseconds) is doubl ed
prior to each instance of retransm ssion. |f Proxy Router
Advertisement is not received by the time the MN di sconnects fromthe
PAR, the MN SHOULD send an FBU i medi ately after configuring a new
CoA.

When Rt Sol Pr nessages are sent nore than once, they MJUST be rate
limted with MAX RTSOLPR RATE per second. During each use of an
Rt Sol Pr, exponential backoff is used for retransm ssions.

6.1.2. Proxy Router Advertisenent (PrRtAdv)

Access routers send Proxy Router Advertisenent nmessages gratuitously
if the handover is network-initiated or as a response to an Rt Sol Pr
message froman M\, providing the |ink-layer address, |IP address, and
subnet prefixes of neighboring routers. Al the Link-Layer Address
options have the format defined in 6.4.3.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
i i i T i I S i e s o o i i
| Subt ype | Reserved | Identifier |
R et e s i o e s i i

| Options ..
B ih T S I S S S S

Figure 5: Proxy Router Advertisenment (PrRtAdv) Message
I P Fields:

Source Address: MJST be the |ink-local address assigned to the
interface fromwhich this nmessage is sent.

Destination Address: The Source Address of an invoki ng Router
Solicitation for Proxy Advertisenment or the address of the node
the access router is instructing to handover.

Hop Limt: 255. See RFC 2461.
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| CMP Fi el ds:

Val

Type: 154

Code: 0, 1, 2, 3, 4, or 5. See bel ow
Checksum The | CMPv6 checksum
Subtype: 3

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: Copied from Router Solicitation for Proxy
Advertisenent or set to zero if unsolicited.

id Options in the foll ow ng order:

Sour ce Link-Layer Address: Wen known, the |ink-Iayer address of
the sender SHOULD be included using the Link-Layer Address option
See the LLA option format bel ow

New Access Poi nt Link-Layer Address: The l|ink-layer address or
identification of the access point is copied fromRt Sol Pr nessage.
Thi s option MJST be present.

New Rout er’s Link-Layer Address: The |link-layer address of the
access router for which this nmessage is proxied for. This option
MUST be included when the Code is 0 or 1.

New Router’s | P Address: The |IP address of the NAR This option
MJUST be incl uded when the Code is 0 or 1.

New Router Prefix Information Option: Specifies the prefix of the
access router the nessage is proxied for and is used for address
aut o-configuration. This option MJST be included when the Code is
0 or 1. However, when this prefix is the same as what is used in
the New Router’s I P Address option (above), the Prefix Informtion
option need not be present.

New CoA Option: MAY be present when PrREAdv is sent unsolicited
The PAR MAY conpute a new CoA using the NAR s prefix information
and the MN's L2 address or by any other neans.

Future versions of this protocol may define new option types.
Receivers MUST silently ignore any options they do not recogni ze and
continue processing the nessage.
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Currently, Code values 0, 1, 2, 3, 4, and 5 are defi ned.

A Proxy Router Advertisenent with Code 0 nmeans that the MN shoul d use
the [AP-ID, AR-Info] tuple (present in the options above) for
nmovenent detection and NCoA formul ation. The Option-Code field in
the New Access Point LLA option in this case is 1 reflecting the LLA
of the access point for which the rest of the options are rel ated.

Mul tiple tuples may be present.

A Proxy Router Advertisenent with Code 1 neans that the nessage has
been sent unsolicited. |If a New CoA option is present follow ng the
New Router Prefix Information option, the MN MJST use the supplied
NCoA and send an FBU i mediately or else stand to | ose service. This
message acts as a network-initiated handover trigger; see Section
3.3. The Option-Code field in the New Access Point LLA option (see
below) in this case is 1 reflecting the LLA of the access point for
which the rest of the options are rel ated.

A Proxy Router Advertisenment with Code 2 neans that no new router
information is present. Each New Access Point LLA option contains an
Opti on- Code val ue (described below) that indicates a specific

out cone.

When the Option-Code field in the New Access Point LLA option is
5, handover to that access point does not require a change of CoA.
This woul d be the case, for instance, when a nunber of access

poi nts are connected to the sane router interface, or when network
based nobility nanagenent mechani sns ensure that the specific
nmobi | e node al ways observes the sanme prefix regardl ess of whether
there is a separate router attached to the target access point.

No other options are required in this case.

When the Option-Code field in the New Access Point LLA option is
6, the PARis not aware of the Prefix Information requested. The
IMN SHOULD attenpt to send an FBU as soon as it regains
connectivity with the NAR.  No other options are required in this
case.

VWhen the Option-Code field in the New Access Point LLA option is
7, it means that the NAR does not support fast handover. The WN
MUST stop fast handover protocol operations. No other options are
required in this case

A Proxy Router Advertisenent with Code 3 neans that new router
information is only present for a subset of access points requested.
The Option-Code field val ues (defined above including a value of 1)
di stinguish different outcones for individual access points.
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6.

6.

2.

2.

A Proxy Router Advertisenment with Code 4 neans that the subnet

i nformati on regardi ng nei ghboring access points is sent unsolicited,
but the message is not a handover trigger, unlike when the nessage is
sent with Code 1. Miltiple tuples nay be present.

A Proxy Router Advertisenent with Code 5 neans that the MN may use
the new router information present for detecting novenent to a new
subnet, but the M nust perform DHCP [ RFC3315] upon attaching to the
NAR s link. The PAR and NAR wi |l forward packets to the PCoA of the
MN. The MN rmust still fornulate an NCoA for transmtting FBU (using
the information sent in this nessage), but that NCoA will not be used
for forwarding packets.

When a wildcard AP identifier is supplied in the Rt Sol Pr nmessage, the
Pr Rt Adv nessage should include any 'n’ [Access Point ldentifier,

Li nk- Layer Address option, Prefix Information Option] tuples
correspondi ng to the PAR s nei ghbor hood.

Inter - Access Router Messages
1. Handover Initiate (H)

The Handover Initiate (H') is an | CMPv6 nessage sent by an Access
Router (typically PAR) to another access router (typically NAR) to
initiate the process of an MN s handover.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Code | Checksum |
i e e T i e R s i e e e s
| Subt ype | S|U Reserved | Identifier |
B i s T T i i o S o T Ji I

| Options ...
i S S
Figure 6: Handover Initiate (H') Message
I P Fields:
Source Address: The | P address of the PAR
Destination Address: The | P address of the NAR
| CVP Fi el ds:

Type: 154
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Code: 0 or 1. See bel ow
Checksum The | CMPv6 checksum
Subtype: 4

'S flag: Assigned address configuration flag. Wen set, this
message requests a new CoA to be returned by the destination. My
be set when Code = 0. MJST be 0 when Code = 1.

"U flag: Buffer flag. When set, the destination SHOULD buffer
any packets toward the node indicated in the options of this
message. Used when Code = 0, SHOULD be set to 0 when Code = 1.

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: MJST be set by the sender so replies can be matched to
thi s nessage

Valid Options:

Li nk- Layer Address of MN: The link-1layer address of the MNthat is
under goi ng handover to the destination (i.e., NAR). This option
MUST be included so that the destination can recognize the M

Previ ous Care-of Address: The |IP address used by the MN while
attached to the originating router. This option SHOULD be
i ncluded so that a host route can be established if necessary.

New Car e-of Address: The | P address the MN wi shes to use when
connected to the destination. Wen the 'S bit is set, the NAR
MAY assign this address.

The PAR uses a Code value of 0 when it processes an FBU with PCoA as
source | P address. The PAR uses a Code value of 1 when it processes
an FBU whose source | P address is not PCoA.

If a Handover Acknow edge (HAck) nessage is not received as a
response in a short tinme period (no less than twice the typical round
trip time (RTT) between source and destination, or 100 nilliseconds
if RTT is not known), the Handover Initiate SHOULD be resent.
Subsequent retransmi ssions can be up to H _RETRIES, but MJST use
exponential backoff in which the tineout period (i.e., 2xRTT or 100
m | 1iseconds) is doubled during each instance of retransm ssion
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6.2.2. Handover Acknow edge (HAck)

The Handover Acknow edgment message is a new | CMPv6 nessage that MJST
be sent (typically by the NAR to the PAR) as a reply to the Handover
Initiate nessage.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
i i i T i I S i e s o o i i
| Subt ype | Reserved | Identifier |
R et e s i o e s i i

| Options ..
B ih T S I S S S S

Fi gure 7: Handover Acknow edge (HAck) Message
I P Fields:

Source Address: Copied fromthe destination address of the
Handover Initiate Message to which this nmessage is a response.

Destination Address: Copied fromthe source address of the
Handover I nitiate Message to which this message is a response.

| CMP Fi el ds:
Type: 154
Code:
0: Handover Accepted, NCoA valid
1: Handover Accepted, NCoA not valid or in use
2: Handover Accepted, NCoA assigned (used in Assigned

addr essi ng)

3: Handover Accepted, use PCoA

4: Message sent unsolicited, usually to trigger an H nessage
128: Handover Not Accepted, reason unspecified

129: Administratively prohibited

130: Insufficient resources

Checksum The | CMPv6 checksum
Subtype: 5

Reserved: MUST be set to zero by the sender and ignored by the
receiver.
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6.

6.

Val

3.

3.

Identifier: Copied fromthe corresponding field in the Handover
Initiate message to which this nessage is a response.

id Options:

New Care-of Address: If the S flag in the Handover Initiate
message is set, this option MIST be used to provide NCoA the M
shoul d use when connected to this router. This option MAY be

i ncluded, even when the 'S bit is not set, e.g., Code 2 above.

Upon receiving an H nessage, the NAR MJST respond with a Handover
Acknowl edge nessage. If the 'S flag is set in the H nmessage,
the NAR SHOULD i ncl ude the New Care-of Address option and a Code
3.

The NAR MAY provide support for the PCoA (instead of accepting or
assi gning an NCoA), establish a host route entry for the PCoA, and
set up a tunnel to the PARto forward the MN' s packets sent with
the PCoA as a source | P address. This host route entry SHOULD be
used to forward packets once the NAR detects that the particul ar
MN is attached to its link. The NAR indicates forwardi ng support
for PCoA using Code value 3 in the HAck nessage. Subsequently,
the PAR establishes a tunnel to the NAR in order to forward
packets arriving for the PCoA.

When responding to an H message containing a Code value 1, the
Code values 1, 2, and 4 in the HAck nessage are not rel evant.

Finally, the New Access Router can al ways refuse handover, in
whi ch case it should indicate the reason in one of the available
Code val ues.

New Mobility Header Messages

Mobil e | Pv6 uses a new | Pv6 header type called Mbility Header

[ RFC3775]. The Fast Binding Update, Fast Binding Acknow edgnent, and
the (deprecated) Fast Nei ghbor Advertisenent nessages use the

Mobi lity Header.

1.

Fast Bi ndi ng Update (FBU)

The Fast Bi nding Update nessage has a Mobility Header Type val ue of

8.

The FBU is identical to the Mbile I Pv6 Bi nding Update (BU)

message. However, the processing rules are slightly different.

Koodl i, Ed. St andards Track [ Page 28]



RFC 5268 M P6 Fast Handovers June 2008

T S e

| Sequence # |
B i i e o T sl ik S S N S S I S S S T S S
Al H L] K| Reserved | Lifetine |
B i e i e i S S R o Sk S N S

T+ T+

I
Mobility options .

T S S i o S S i s s S S S S S
Figure 8 Fast Binding Update (FBU) Message
I P Fields:
Sour ce Address: The PCoA or NCoA

Destinati on Address: The | P address of the Previous Access
Rout er

"A flag: MIST be set to one to request that PAR send a Fast
Bi ndi ng Acknow edgnent nessage.

"H flag: MJST be set to one. See [RFC3775].

"L’ flag: See [RFC3775].

"K' flag: See [RFC3775].

Reserved: This field is unused. MJST be set to zero.
Sequence Nunber: See [RFC3775].

Lifetinme: The requested tine in seconds for which the sender
wi shes to have a bi ndi ng.

Mobility Options: MJUST contain an alternate CoA option set to the
NCoA when an FBU is sent fromthe PAR s link. MJST contain the
Bi ndi ng Authorization Data for the FM P (BADF) option. See
Section 6.5.4. MAY contain the Mbility Header LLA option (see
Section 6.5.3).
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The MN sends an FBU nmessage any tinme after receiving a PrRt Adv
message. |If the MN noves prior to receiving a PrRt Adv nessage, it
SHOULD send an FBU to the PAR after configuring the NCoA on the NAR
according to Nei ghbor Discovery and | Pv6 Address Configuration
protocols. Wen the MN noves without having received a PrRt Adv
message, it cannot transmit an UNA nessage upon attaching to the
NAR s 1i nk.

The source | P address is the PCoA when the FBU is sent fromthe PAR s
link, and the source | P address is the NCoA when the FBU sent from
the NAR s link. Wen the source IP address is the PCoA, the MN MJST
include the alternate CoA option set to NCoA. The PAR MJST process
the FBU even though the address in the alternate CoA option is
different fromthat in the source | P address, and ensure that the
address in the alternate CoA option is used in the New CoA option in
the H nessage to the NAR

The FBU MUST al so i nclude the Hone Address Option set to PCoA. An
FBU nmessage MJUST be protected so that the PARis able to determ ne
that the FBU nessage is sent by an MN that legitimtely ows the
PCoA.

6.3.2. Fast Binding Acknow edgnent (FBack)

The Fast Bi ndi ng Acknowl edgnent nessage has a Mobility Header Type
val ue of 9. The FBack message is sent by the PAR to acknow edge
recei pt of a Fast Binding Update nessage in which the "A" bit is set.
If PAR sends an H nessage to the NAR after processing an FBU, the
FBack nmessage SHOULD NOT be sent to the MN before the PAR receives a
HAck message fromthe NAR  The PAR MAY send the FBack inmediately in
the reactive node however. The Fast Bi nding Acknow edgnent MAY al so
be sent to the MN on the old link.

B i S S ik s S N S S
| St at us | KI  Reserved |
i o i i S g sl S S S S i il sl i S e T

| Sequence # | Lifetime |
S s s S I o e T o1 SR P S S o S S T S U S S i o

Mobi lity options
S s s S I o e T o1 SR P S S o S S T S U S S i o

Figure 9: Fast Bindi ng Acknow edgnent (FBack) Message
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6

4.

I P Fields:
Sour ce address: The | P address of the Previ ous Access Router
Destination Address: The NCoA, and optionally the PCoA

Status: 8-bit unsigned integer indicating the disposition of the
Fast Bi nding Update. Values of the Status field that are | ess
than 128 indicate that the Binding Update was accepted by the
receiving node. The follow ng such Status values are currently
defi ned:

0 Fast Bi ndi ng Update accepted
1 Fast Binding Update accepted but NCoA is invalid. Use NCoA
supplied in "alternate" CoA

Val ues of the Status field greater than or equal to 128 indicate
that the Binding Update was rejected by the receiving node. The
followi ng such Status values are currently defined:

128: Reason unspecified

129: Administratively prohibited

130: Insufficient resources

131: Incorrect interface identifier length

"K' flag: See [RFC3775].
Reserved: An unused field. MJST be set to zero

Sequence Nunber: Copied fromthe FBU nessage for use by the MN in
mat chi ng this acknow edgrment with an outstandi ng FBU.

Lifetime: The granted lifetine in seconds for which the sender of
this nmessage will retain a binding for traffic redirection

Mobility Options: MJST contain an "alternate" CoA if Status is 1.
MUST contain the Binding Authorization Data for FM P ( BADF)
option. See 6.4.5.

Unsol icited Nei ghbor Advertisenent (UNA)

This is the sane nessage as in [RFC4861] with the requirenment that
the 'O bit is always set to zero. Since this is an unsolicited
message, the 'S bit is zero, and since this is sent by an M\, the
"R bit is also zero
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If the NAR is proxying the NCoA (as a result of H and HAck
exchange), then UNA processing has additional steps (see below). If
the NAR i s not proxying the NCoA (for instance, H and HAck exchange
has not taken place), then UNA processing foll ows the sane procedure
as specified in [RFC4861]. |Inplenmentations MAY retransmt UNA
subject to the specification in Section 7.2.6 of [RFC4861] while
noting that the default RetransTinmer value is |arge for handover

pur poses.

The Source Address in UNA MJUST be the NCoA. The destination address
is typically the all-nodes multicast address; however, sone

depl oynents may not prefer transmssion to a nulticast address. In
such cases, the destination address SHOULD be the NAR s | P address.

The Target Address MUST include the NCoA, and the Target |ink-Iayer
address MUST include the MN's LLA

The MN sends an UNA nmessage to the NAR, as soon as it regains
connectivity on the newlink. Arriving or buffered packets can be

i medi ately forwarded. |If the NAR is proxying the NCoA, it creates a
nei ghbor cache entry in STALE state but forwards packets as it

determ nes bidirectional reachability according to the standard

Nei ghbor Di scovery procedure. |If there is an entry in | NCOWLETE
state without a link-layer address, it sets it to STALE, again
according to the procedure in [ RFC4861].

The NAR MAY wish to provide a different IP address to the MN than the
one in the UNA nessage. In such a case, the NAR MJST delete the
proxy entry for the NCoA and send a Router Advertisenent with the
NAACK option containing the new | P address.

The conbi nati on of the NCoA (present in source |IP address) and the
Li nk- Layer Address (present as a Target LLA) SHOULD be used to
di stinguish the MN from ot her nodes

6.5. New Options

Al the options, with the exception of Binding Data Authorization for
FM Pv6 (BADF) discussed in Section 6.5.4, use Type, Length, and
Opti on- Code format shown in Figure 10.

The Type val ues are defined fromthe Nei ghbor Discovery options
space. The Length field is in units of 8 octets, except for the
Mobi lity Header Link-Layer Address option, whose Length field is in
units of octets in accordance with Section 6.2 in [RFC3775]. And,
Opti on- Code provides additional information for each of the options
(see individual options bel ow).
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Option-Code | |
R e s T o T S R El ok i R e e S S e o o s

R i e T +.- .+.- R e s . T R S S T
Figure 10: Option Format
6.5.1. | P Address/Prefix Option

This option is sent in the Proxy Router Advertisenent, the Handover
Initiate, and Handover Acknow edge mnessages.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Option-Code | Prefix Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Reserved |
B T S i T s i i e e SEI S
+ +
+ | Pv6 Address +
+ +
i e R i e i i i e i i St S N e S
Figure 11: 1Pv6 Address/Prefix Option
Type: 17

Length: The size of this option in 8 octets including the Type,
Opti on- Code, and Length fiel ds.

Opt i on- Code:

1. Add Care-of Address

2: New Care-of Address

3: NAR s | P address

4: NAR s Prefix, sent in PrRtAdv. The Prefix Length field
contains the nunber of valid |leading bits in the prefix. The
bits in the prefix after the prefix length are reserved and
MUST be initialized to zero by the sender and ignored by the
receiver.
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Prefix Length: 8-bit unsigned integer that indicates the |ength of
the 1 Pv6 Address Prefix. The value ranges fromO to 128.

Reserved: MUST be set to zero by the sender and MJST be ignored by
the receiver.

| Pv6 address: The | P address defined by the Option-Code field.
6.5.2. Link-Layer Address (LLA) Option

0 1 2 3

01234567890123456789012345678901

R et e s i o e s i i

| Type | Lengt h | Option-Code | LLA. .

B i s T T i i o S o T Ji I

Figure 12: Link-Layer Address Option
Type: 19

Length: The size of this option in 8 octets including the Type,
Opti on- Code, and Length fields.

Opt i on- Code:
0: wildcard requesting resolution for all nearby access points
1: Link-Layer Address of the New Access Poi nt
2: Link-Layer Address of the MN
3: Link-Layer Address of the NAR (i.e., Proxied Oiginator)
4: Link-Layer Address of the source of Rt Sol Pr or PrRtAdv

nmessage

5: The access point identified by the LLA belongs to the
current interface of the router

6: No prefix information available for the access point
identified by the LLA

7: No fast handovers support available for the access point
identified by the LLA

LLA: The variable length |ink-layer address.

The LLA option does not have a length field for the LLAitself. The
i npl ementations nmust consult the specific link |ayer over which the
protocol is run in order to deternine the content and | ength of the
LLA.

Dependi ng on the size of individual LLA option, appropriate padding
MUST be used to ensure that the entire option size is a multiple of 8
octets.
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The New Access Poi nt Link-Layer Address contains the |ink-Ilayer
address of the access point for which handover is about to be
attenpted. This is used in the Router Solicitation for Proxy
Advertisenment nessage.

The MN Link-Layer Address option contains the |ink-Iayer address of
an MN. It is used in the Handover Initiate message.

The NAR (i.e., Proxied Oiginator) Link-Layer Address option contains
the link-layer address of the access router to which the Proxy Router
Solicitation nmessage refers.

6.5.3. Mbility Header Link-Layer Address (MH+LLA) Option

This option is identical to the LLA option, but is carried in the
Mobility Header messages, e.g., FBU In the future, other Mbility
Header nessages may al so make use of this option. The format of the
option is shown in Figure 13. There are no alignnment requirenents
for this option.

0 1 2 3
01234567890123456789012345678901
A S T S
| Type | Length |
i B R T R S S S
| Option-Code | LLA R
i S i T S i S S Tl sl i i S S

Figure 13: Mobility Header Link-Layer Address Option
Type: 7

Length: The size of this option in octets not including the Type and
Length fields.

Opti on- Code: 2 Link-Layer Address of the N
LLA: The variable length link-1layer address.

6.5.4. Binding Authorization Data for FM Pv6 ( BADF)
This option MJST be present in FBU and FBack nessages. The security
associ ati on between the M\ and the PAR is established by compani on
protocols [ RFC5269]. This option specifies howto conmpute and verify
a Message Aut hentication Code (MAC) using the established security
associ ati on.

The format of this option is shown in Figure 14.
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0 1 2 3

01234567890123456789012345678901
B il s S S S S I S i
| Type | Option Length |

i i i T i I S i e s o o i i

I SPI

R T o T e e i i ol ST S TR S e T e S e el st TR S R R S

I
+
I I
+ +
| Aut hent i cat or |
+ +
I I
R et e s i o e s i i
Figure 14: Binding Authorization Data for FM Pv6 (BADF) Option

Type: 21

Option Length: The length of the Authenticator in bytes

SPI: Security Parameter Index. SPI = 0 is reserved for the
Aut henti cat or conput ed usi ng SEND-based handover keys.

Aut henticator: Same as in RFC 3775, with "correspondent” replaced by
the PAR s | P address, and Kbmrepl aced by the shared key between the
MN and the PAR

The default MAC cal culation is done using HVAC SHAL with the first 96
bits used for the MAC. Since there is an Option Length field,
i mpl ementations can use other algorithns such as HVAC SHA256.
This option MJIST be the last Mbility Option present.
6.5.5. Neighbor Advertisenment Acknow edgnent ( NAACK)
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Option-Code | St at us |
el i I e i it T e e e e i i T o S e e S e T R R
| Reserved |

i e R i e i i i e i i St S N e S
Fi gure 15: Nei ghbor Advertisenent Acknowl edgnent Option
Type: 20

Length: 8-bit unsigned integer. Length of the option, in 8 octets.
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The length is 1 when a new CoA is not supplied. The length is 3 when
a new CoA is present (imediately follow ng the Reserved field)

Opti on-Code: O

Status: 8-bit unsigned integer indicating the disposition of the
Unsolicited Nei ghbor Advertisenment nmessage. The follow ng Status
val ues are currently defined:

1: NCoA is invalid, perform address configuration

2: NCoA is invalid, use the supplied NCoA. The supplied NCoA
(inthe formof an | P Address Option) MJST be present follow ng
the Reserved fi el d.

3: NCoAis invalid, use NAR s | P address as NCoA in FBU

4: PCoA supplied, do not send FBU

128: Li nk-Layer Address unrecogni zed

Reserved: MUST be set to zero by the sender and MJST be ignored by
the receiver.

The NAR responds to UNA with the NAACK option to notify the MN to use
a different NCoA than the one that the MN has used. [|f the NAR
proposes a different NCoA, the Router Advertisenment MJIST use the
source | P address in the UNA nessage as the destination address, and
use the L2 address present in UNA. The MN MJUST use the NCoA if it is
supplied with the NAACK option. |If the NAACK indicates that the

Li nk- Layer Address is unrecognized, for instance, if the MN uses an
LLA valid on PAR s link but the same LLA is not valid on NAR s |ink
due to a different access technol ogy, the MN MUST NOT use the NCoA or
the PCoA and SHOULD start imedi ately the process of acquiring a

di fferent NCoA at the NAR

In the future, new option types may be defi ned.
7. Related Protocol and Devi ce Consi derations

The protocol specified here, as a design principle, introduces no or
m ni mal changes to related protocols. For exanple, no changes to the
base Mobile | Pv6 protocol are needed in order to inplenent this
protocol. Simlarly, no changes to the |Pv6 statel ess address auto-
configuration protocol [RFC4862] and DHCP [ RFC3315] are introduced.
The protocol specifies an optional extension to Nei ghbor D scovery

[ RFC4861] in which an access router nay send a router advertisenent
as a response to the UNA nessage (see Section 6.4). Oher than this
ext ensi on, the specification does not nodify Nei ghbor D scovery
behavi or (including the procedures perfornmed when attached to the PAR
and when attaching to the NAR).
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The protocol does not require changes to any internediate Layer 2
devi ce between an MN and its access router that supports this
specification. This includes the wireless access points, swtches,
snoopi ng devi ces, and so on

8. Evolution fromand Conpatibility with RFC 4068

Thi s docunent has evol ved from [ RFC4068]. Specifically, a new
handover key establishment protocol (see [RFC5269]) has been defined
to enable a security association between a nobile node and its access
router. This allows the secure update of the routing of packets
during a handover. 1In the future, new specifications may be defined
to establish such security associations dependi ng on the particul ar
depl oynent scenari o.

The protocol has inproved fromthe experiences in inplenmenting

[ RFC4068], and from experinental usage. The input has inproved the
specification of paraneter fields (such as lifetinme, codepoints,
etc.) as well as inclusion of new parameter fields in the existing
messages. As of this witing, there are two publicly avail able

i mpl ementations, [fmpv6] and [tarzan], and nultiple proprietary

i npl ementations. Sone experience suggests that the protocol neets
the delay and packet |oss requirenents when used appropriately with
particul ar radi o access protocols. For instance, see [ RFC5184] and
[mi p6-book]. Nevertheless, it is inmportant to recogni ze that
handover performance is a function of both I P | ayer operations, which
this protocol specifies, and the particular radi o access technol ogy
itself, which this protocol relies upon but does not nodify.

An existing inplementation of [RFC4068] needs to be updated in order
to support this specification. The primary addition is the

establi shnent of a security association between an MN and its access
router (i.e., MN and PAR). One way to establish such a security
association is specified in [RFC5269]. An inplenentation that
complies with the specification in this docunent is likely to also
work with [ RFC4068], except for the Binding Authorization Data for
FM Pv6 option (see Section 6.5.4) that can only be processed when
security association is in place between a nobile node and its access
router. This specification deprecates the Fast Nei ghbor
Advertisenment (FNA) nessage. However, it is acceptable for a NAR to
process this nmessage froma nobile node as specified in [ RFC4068].
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9

10.

Confi gurabl e Paraneters

Mobi | e nodes rely on configuration paraneters shown in the table

bel ow. Each nobil e node MUST have a configurati on nmechanismto

adj ust the parameters. Such a configuration nechani smnmay be either
| ocal (such as a command |line interface) or based on centra
managenent of a nunber of nobil e nodes.

o e e e e oo oo - S S +
| Paraneter Nane | Default Value | Definition |
o e e o s oo oo +
| RTSOLPR RETRIES | 3 | Section 6.1.1 |
| MAX_RTSOLPR_RATE | 3 | Section 6.1.1 |
| FBU_RETRI ES | 3 | Section 6.3.1

| PROXY_ND LIFETIME | 1.5 seconds | Section 6.2.2 |
| H _RETRI ES | 3 | Section 6.2.1 |
o e e o s oo oo +

Security Considerations

The following security vulnerabilities are identified and suggested
sol utions are nentioned.

Insecure FBU: in this case, packets neant for one address could be
stolen or redirected to some unsuspecting node. This concern is
the sane as that in an MN and Hone Agent rel ationship. Hence, the
PAR MUST ensure that the FBU packet arrived froma node that
legitimately owns the PCoA. The access router and its hosts may
use any avail abl e mechanismto establish a security association
that MUST be used to secure FBU. The current version of this
protocol relies on a conpanion protocol [RFC5269] to establish
such a security association. Using the shared handover key from

[ RFC5269], the Authenticator in BADF option (see Section 6.5.4)
MUST be conputed, and the BADF option included in FBU and FBack
messages.

Secure FBU, malicious or inadvertent redirection: in this case,
the FBU i s secured, but the target of binding happens to be an

unsuspecting node either due to inadvertent operation or due to
malicious intent. This vulnerability can lead to an MN with a

genui ne security association with its access router redirecting
traffic to an incorrect address.

However, the target of nalicious traffic redirection is limted to
an interface on an access router with which the PAR has a security
association. The PAR MUST verify that the NCoA to which PCoA is
bei ng bound actually belongs to NAR' s prefix. |n order to do
this, H and HAck nessage exchanges are to be used. Wen NAR
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accepts NCoA in H (with Code = 0), it proxies NCoA so that any
arriving packets are not sent on the link until the MN attaches
and announces itself through UNA. Therefore, any inadvertent or
mal i cious redirection to a host is avoided. It is still possible
to jama NAR s buffer with redirected traffic. However, since a
NAR s handover state corresponding to an NCoA has a finite (and
short) lifetime corresponding to a small multiple of anticipated
handover |atency, the extent of this vulnerability is arguably
smal |

Sending an FBU froma NAR s |ink: A nalicious node may send an FBU
froma NAR s |ink providing an unsuspecting node’s address as an
NCoA. This is simlar to base Mbile I P where the MN can provide
some other node’s I P address as its CoAto its Home Agent; here
the PAR acts |like a "tenporary Home Agent" having a security
association with the Mbile Node and providing forwardi ng support
for the handover traffic. As in base Mbile IP, this msdelivery
is traceable to the MN that has a security association with the
router. So, it is possible to isolate such an MNif it continues
to m sbehave. Similarly, an MN that has a security association
with the PAR may provide the LLA of some other node on NAR s |ink,
whi ch can cause m sdelivery of packets (nmeant for the NCoA) to an

unsuspecting node. It is possible to trace the MNin this case as
wel | .

Apart fromthe above, the RtSol Pr (Section 6.1.1) and PrRt Adv
(Section 6.1.2) messages inherit the weaknesses of Nei ghbor Discovery
protocol [RFC4861]. Specifically, when its access router is

conprom sed, the MN's Rt Sol Pr nessage nay be answered by an attacker
that provides a rogue router as the resolution. Should the MN attach
to such a rogue router, its comrunicati on can be conprom sed
Simlarly, a network-initiated PrRt Adv nmessage (see Section 3.3) from
an attacker could cause an MN to handover to a rogue router. \here

t hese weaknesses are a concern, a solution such as Secure Nei ghbor

Di scovery (SEND) [RFC3971] SHOULD be consi dered.

The protocol provides support for buffering packets during an MN' s
handover. This is done by securely exchangi ng the Handover Initiate
(H') and Handover Acknow edgnent (HAck) messages in response to the
FBU nmessage froman MN. It is possible that an MN may fail, either
i nadvertently or purposely, to undergo handover to the NAR, which
typically provides buffering support. This can cause the NAR to
waste its menory containing the buffered packets, and in the worst
case, could create resource exhaustion concerns. Hence,

inpl ementations nmust limt the size of the buffer as a | ocal policy
configuration, which may consider paraneters such as the average
handover del ay, expected size of packets, and so on
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The Handover Initiate (H') and Handover Acknow edgenent (HAck)
messages exchanged between the PAR and NAR MUST be protected using
end-to-end security association(s) offering integrity and data origin
aut henti cati on.

The PAR and the NAR MJST i npl enent | Psec [ RFC4301] for protecting the
H and HAck messages. |Psec Encapsul ating Security Payl oad (ESP)

[ RFC4303] in transport node with mandatory integrity protection
SHOULD be used for protecting the signaling nmessages.

Confidentiality protection of these nessages is not required.

The security associations can be created by using either manual |Psec
configuration or a dynam c key negotiation protocol such as |nternet
Key Exchange Protocol version 2 (IKEv2) [RFC4306]. |If IKEv2 is used,
the PAR and the NAR can use any of the authentication mechani snms, as
specified in RFC 4306, for nutual authentication. However, to ensure
a baseline interoperability, the inplenmentations MJST support shared
secrets for nmutual authentication. The follow ng sections describe
the Peer Authorization Database (PAD) and Security Policy Database
(SPD) entries specified in [ RFC4301] when I KEv2 is used for setting
up the required | Psec security associations.

1. Peer Authorization Database Entries when Using | KEv2

This section describes PAD entries on the PAR and the NAR. The PAD
entries are only exanple configurations. Note that the PADis a

| ogi cal concept and a particular PAR or NAR inpl enentati on can

i npl ement the PAD in any inplenentation specific manner. The PAD
state may al so be distributed across various databases in a specific
i mpl ement ati on.

PAR PAD:

- IFrempte_identity = nar_identity 1
THEN aut henticate (shared secret/certificate/ EAP) and authorize
CH LD SA for renote address nar_address_1

NAR PAD:

- IFrempte_identity = par_identity 1
THEN aut henticate (shared secret/certificate/ EAP) and authorize
CHI LD SAs for renote address par_address_ 1

The list of authentication nechanisns in the above exanples is not
exhaustive. There could be other credentials used for authentication
stored in the PAD
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11.

2. Security Policy Database Entries

This section describes the security policy entries on the PAR and the
NAR required to protect the H and HAck nessages. The SPD entries
are only exanple configurations. A particular PAR or NAR

i mpl ementation could configure different SPD entries as |ong as they
provi de the required security.

In the exanpl es shown below, the identity of the PARis assuned to be
par 1, the address of the PAR is assuned to be par_address_1, and the
address of the NAR is assuned to be nar_address_1.

PAR SPD- S:

- IF local _address = par_address_1 & renote_address =
nar_address_1 & proto = ICMPv6 & local _icnpv6 type = H &
renote_icnpv6_type = HAck

THEN use SA ESP transport node Initiate using IDi = par_1 to
address nar_address_1

NAR SPD- S:
- IF local _address = nar_address_1 & renote_address =
par_address_1 & proto = | CMPv6 & | ocal _i cnpv6_type = HAck &
renote_i cnpv6e_type = H
THEN use SA ESP transport node
I ANA Consi derations

Thi s docunent defines a new | CVMPv6 nessage, whi ch has been all ocated
fromthe | COWv6 Type registry.

154 FM Pv6 Messages
Thi s docunent creates a new registry for the 'Subtype’ field in the

above | CMPv6 nmessage, called the "FM Pv6 Message Types". | ANA has
assi gned the follow ng val ues.

S R S T +
| Subtype | Description | Ref er ence

S DTy S I +
| 2 | Rt Sol Pr | Section 6.1.1 |
| 3 | Pr Rt Adv | Section 6.1.2 |
| 4 | HI | Section 6.2.1

| 5 | HAck | Section 6.2.2
R S S +
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The values 0’ and '1' are reserved. The upper limt is 255. An RFC
is required for new nessage assi gnment.

The docurent defines a new Mbility Option that has received Type
assignnent fromthe Mbility Options Type registry.

1. Binding Authorization Data for FM Pv6 (BADF) option, described
in Section 6.5.4

The docunent has received Type assignnents for the foll ow ng (see
[ RFC4068] ) :

The docurent defines the foll owing Nei ghbor Di scovery [ RFC4861]
options that have received Type assignnent from | ANA.

R T S +
| Type | Description | Ref erence |
S TRy TS . +
| 17 | | P Address/ Prefix Option | Section 6.5.1 |
| 19 | Li nk-1 ayer Address Option | Section 6.5.2 |
| 20 | Nei ghbor Advertisenent Acknowl edgnent | Section 6.5.5 |
I I Option I I
S TRy . S I +

The docurent defines the following Mbility Header nmessages that have
received Type allocation fromthe Mbility Header Types registry.

1. Fast Binding Update, described in Section 6.3.1
2. Fast Binding Acknow edgnent, described in Section 6.3.2

The docurent defines the following Mbility Option that has received
Type assignnent fromthe Mbility Options Type registry.

1. Mobility Header Link-Layer Address option, described in
Section 6.5.3

Acknowl edgrent s

The editor would like to thank all those who have provi ded feedback
on this specification, but can only nention a few here: Vijay
Devarapal i, Youn-Hee Han, Emi| Ivov, Syam Madanapalli, Suvidh

Mat hur, Andre Martin, Javier Martin, Koshiro Mtsuya, Gabriel

Mont enegr o, Takeshi Ogawa, Sun Peng, YC Peng, Al ex Petrescu, Donagoj
Premec, Subba Reddy, K Raghav, Ranjit Wbl e, and Jonat han Wod.
Behcet Sari kaya and Frank Xia are acknow edged for the feedback on
operation over point-to-point links. The editor would like to
acknow edge a contribution from Janes Kenpf to inprove this

Koodl i, Ed. St andards Track [ Page 43]



RFC 5268 M P6 Fast Handovers June 2008

13.

13.

specification. Vijay Devarapalli provided text for the security
configuration between access routers in Section 10. Thanks to Jari
Arkko for the detailed AD Review, which has inproved this docunent.
The editor would also |like to thank the [ m pshop] working group chair
Gabriel Montenegro and the erstwhile [nobile ip] working group chairs
Basavaraj Patil and Phil Roberts for providing nmuch support for this
wor k.

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC5269] Kenpf, J. and R Koodli, "Distributing a Symmetric Fast
Mobile I Pv6 (FM Pv6) Handover Key Using SEcure Nei ghbor
Di scovery (SEND)", RFC 5269, June 2008.

[ RFC4443] Conta, A., Deering, S., and M Qupta, Ed., "Internet
Control Message Protocol (1CWPv6) for the Internet
Protocol Version 6 (IPv6) Specification", RFC 4443,
March 2006.

[ RFC3315] Droms, R, Ed., Bound, J., Volz, B., Lenobn, T.,
Perkins, C., and M Carney, "Dynam c Host Configuration
Protocol for |Pv6 (DHCPv6)", RFC 3315, July 2003.

[ RFC3775] Johnson, D., Perkins, C, and J. Arkko, "Mobility
Support in I Pv6e", RFC 3775, June 2004.

[ RFC4301] Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, Decenber 2005.

[ RFC4303] Kent, S., "IP Encapsul ating Security Payl oad (ESP)",
RFC 4303, Decenber 2005.

[ RFC4306] Kaufman, C., Ed., "Internet Key Exchange (| KEv2)
Protocol ", RFC 4306, Decenber 2005.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Soliman,
"Nei ghbor Di scovery for IP version 6 (I1Pv6)", RFC 4861,
Sept enber 2007.

[ RFC4862] Thomson, S., Narten, T., and T. Jinnei, "IPv6 Stateless
Addr ess Autoconfiguration", RFC 4862, Septenber 2007.

Koodl i, Ed. St andards Track [ Page 44]



RFC 5268 M P6 Fast Handovers June 2008

13.2. Informative References
[fm pv6] "fm pv6.org : Home Page", <http://fm pv6. org>.

[ m p6- book] Koodli, R and C Perkins, "Mbile Internetworking with
| Pv6, Chapter 22, John Wley & Sons.", July 2007.

[ RFC3290] Bernet, Y., Blake, S., Gossman, D., and A. Smith, "An
I nformal Managenent Mbdel for Diffserv Routers”, RFC
3290, May 2002.

[ RFC3971] Arkko, J., Ed., Kenpf, J., Zll, B., and P. N kander,
"SEcure Nei ghbor Discovery (SEND)", RFC 3971, March
2005.

[ RFC4068] Koodli, R, Ed., "Fast Handovers for Mdbile | Pv6", RFC

4068, July 2005.

[ RFC5184] Teraoka, F., Gogo, K, Mtsuya, K, Shibui, R, and K
Mtani, "Unified Layer 2 (L2) Abstractions for Layer 3
(L3)-Driven Fast Handover", RFC 5184, May 2008.

[tarzan] "Nautilus6 - Tarzan",
<http://software. nautil us6. or g/ TARZAN >.

Koodl i, Ed. St andards Track [ Page 45]



RFC 5268 M P6 Fast Handovers June 2008

Appendi x A.  Contributors

Thi s docunent has its origins in the fast handover design teamin the
erstwhile [nobile ip] working group. The nmenbers of this design team
i n al phabetical order were; Gopal Donmmety, Karim El-Mal ki, Mhamed
Khalil, Charles Perkins, Hesham Solinman, George Tsirtsis, and Al per
Yegi n.

Appendi x B. Changes since RFC 4068
Fol I owi ng are the nmjor changes and clarifications:

0 Specified security association between the MN and its Access
Router in the conpani on docurment [RFC5269].

o0 Specified Binding Authorization Data for Fast Handovers (BADF)
option to carry the security paranmeters used for verifying the
authenticity of FBU and FBack nessages. The handover key used for
computing the Authenticator is specified in conpani on docunents.

0 Specified the security configuration for inter - access router
signaling (H, HAck).

0 Added a section on prefix managenent between access routers and
illustrated protocol operation over point-to-point |inks.

0 Deprecated FNA, which is a Mbility Header message. 1In its place,
the Unsolicited Nei ghbor Advertisenent (UNA) nessage from RFC 4861
i s used.

0 Conbined the | Pv6 Address Option and | Pv6 Prefix Option.

0 Added description of DAD requirenment on NAR when determ ni ng NCoA
uni queness in Section 4, "Protocol Details".

0 Added a new code value for gratuitous HAck nessage to trigger a H
nmessage.

0 Added Option-Code 5 in PrRt Adv nessage to indicate NETLMM usage.

0o Cdarified protocol usage when DHCP is used for NCoA formulation
(Sections 6.1.2, 3.1, and 5.2). Added a new Code value (5) in
PrRt Adv (Section 6.1.2).

o Cdarified that 1 Pv6 Nei ghbor Di scovery operations are a nust in
Section 7, "Related Protocol and Device Considerations"”.
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o Carified "PAR = tenporary HA" for FBUs sent by a genuine MN to an
unsuspecti ng CoA.
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.
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