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I nternet Message Access Protocol - CONVERT Extension
Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

CONVERT defines extensions to |MAP allowing clients to request

adapt ati on and/or transcodi ng of attachnents. Cdients can specify
the conversion details or allow servers to deci de based on know edge
of client capabilities, on user or administrator preferences, or on
server settings.
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1.

I nt roducti on

Thi s docunent defines the CONVERT extension to | MAP4 [ RFC3501].
CONVERT provi des adaptation and transcodi ng of body parts as needed
by the client. Conversion (adaptation, transcoding) may be requested
by the client and perfornmed by the server on a best effort basis or,
when requested by the client, decided by the server based on the
server’s know edge of the client capabilities, user or admnistrator
preferences, or server settings.

This extension is primarily intended to be useful to nobile clients.
It satisfies requirenents specified in [ OVA- MVE- RD .

A server that supports CONVERT can convert body parts to other
formats to be viewed (for exanple) on a nobile device. The client
can explicitly request a particular conversion or ask the server to
sel ect the best avail abl e conversion. Wen allowed by the client,
the server determines how to convert based on its own strategy (e.g.,
based on know edge of the client as discussed hereafter). |If the
server knows the characteristics of the device (out of scope for
CONVERT) or can determ ne them (for exanple, using a conversion

par anet er contai ning device type), converted body parts can al so be
optinized for capabilities of the device (e.g., formfactor of
pictures). The client is able to control conversions using optiona
conversion (also referred to as "transcodi ng" in this docunent)

par amet ers

Thi s docunent relies on the registry of conversion paraneters
established by [ MEDI AFEAT-REG . The registry can be used to discover
the underlying |l egal values that these paranmeters can take.

Addi tional conversion paranmeters, such as those defined by [ OVA-STI],
are expected to be registered in the future.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In exanples, "C:" and "S:" indicate |lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the |line breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange. The five characters [...] mean that something has been
el i ded.
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3.

5

5.

When descri bing the general syntax, some definitions are omtted as
they are defined in [RFC3501]. In particular, the term"session" is
used in this docunent as defined in Section 1.2 of [RFC3501].

Rel ation with O her | MAP Specifications

Conversion of attachnents during streaming is out of scope for the
CONVERT extension and is described in a separate Lenbnade WG docunent
[ LEM STREAM NG .

A server claimng conpliance with this specification MJUST support the
| MAP Bi nary specification [ RFC3516] .

1. CAPABI LITY Response

A server that supports the CONVERT extension MJST return " CONVERT"
and "BI NARY" in the CAPABILITY response or response code. (dient
and server authors are reninded that the order of tokens returned in
the CAPABILITY response or response code is arbitrary.)

Exanmpl e: A server that inplenments CONVERT.

C. a000 CAPABILITY
S: * CAPABILITY | MAP4revl CONVERT BI NARY [...]
S: a000 OK CAPABILITY conpl et ed

Scope of Conversions

Conversions only affect what is sent to the client; the original data
in the nessage store MJUST NOT be altered. This docunent does not
specify how the server performs conversions.

Note: The requirenment that original data be unaltered allows such
data to renmmin accessible by other clients, pernits replies or
forwards of the original docunents, permits signature verification
(the converted body parts are not likely to contain any signatures),
and preserves BODYSTRUCTURE and rel ated information.

Di scovery of Avail abl e Conversions
1. CONVERSI ONS Commrand

Argunents: source M ME type
target M ME type

Responses: untagged responses: CONVERSI ON
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Resul t: OK - CONVERSI ONS comand conpl et ed
BAD - unrecogni zed syntax of an argunent, unexpected extra
argunent, m ssing argunent, etc.

The CONVERSI ONS command is allowed in Authenticated and Sel ected | VAP
st at es.

The first paraneter to the CONVERSI ONS command is a source M ME type,
the second paraneter is the target MME type. Both parameters are
partially (e.g., "text/*") or conpletely ("*") w ldcardabl e.

Conversions matching the source/target pair and their associated
conversion parameters are returned in untagged CONVERSI ON r esponses.
If source/target doesn’'t match any conversion supported by the
server, no CONVERSI ON response is returned.

Exanpl es:

For conversion information fromG@F to JPEG i mage format (no untagged
CONVERSI ON response woul d be returned if no conversion is possible):

C. a CONVERSIONS "image/gif" "imge/|peg"

S: * CONVERSION "image/gif" "inmagel/jpeg" ("pix-y" "pix-x"
"image-interl eave")

S: a OK CONVERSI ONS conpl et ed

For conversion information from dF image format to anyt hi ng:

C. b CONVERSI ONS "image/gif" "*"

S: * CONVERSION "image/gif" "imagel/jpeg" ("pix-y" "pix-x"
"image-interl eave")

S: * CONVERSION "image/gif" "image/png" ([...])

[...]

S: b OK CONVERSI ONS conpl et ed

For conversion of anything to JPEG

C. ¢ CONVERSIONS "*" "image/| peg"

S: * CONVERSION "image/gif" "imagel/jpeg"” ("pix-y" "pix-x"
"image-interl eave")

S: * CONVERSI ON "i mage/ png" "inmage/jpeg" (...)

[..
S: ¢ OK CONVERSI ONS conpl et ed

For conversions fromall inage formats to all text formats, the
client can issue the foll ow ng conmand:

C. d CONVERSI ONS "image/*" "text/*"
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5.2. CONVERSI ON Response

Contents: source M ME type
target M ME type
optional |ist of supported conversion paraneters

As a result of executing a CONVERSI ONS command, the server can return
one or nore CONVERSI ON responses. Each CONVERSI ON response specifies
whi ch source M ME type can be converted to the target M ME type, and
al so lists supported conversion paraneters.

6. CONVERT and U D CONVERT Conmands

Argunents: sequence set
conversi on paraneters
CONVERT dat a item nanes

Responses: untagged responses: CONVERTED

Resul t: K - convert conpl eted
NO - convert error: can’t fetch and/or convert that data
BAD - unrecogni zed syntax of an argunent, unexpected extra
argunent, mssing argunent, etc.

The CONVERT extension defines CONVERT and U D CONVERT conmands t hat
are used to transcode the nmedia type of a MM part into another
medi a type, and/or the sane nedia type with different encoding
paraneters. These commands are structured and behave simlarly to
FETCH U D FETCH commands as extended by [ RFC3516]:

0 A successful CONVERT/ U D CONVERT conmand results in one or nore
unt agged CONVERTED responses (one per nessage). They are simlar
to the untagged FETCH responses. Note that a single CONVERT/ U D
CONVERT conmand can only performa single type of conversion as
defined by the conversion paraneters. A client that needs to
performmultiple different conversions needs to issue nultiple
CONVERT/ U D CONVERT commands. Such a client MAY pipeline them

0 BINARY[...] data itemrequests conversion of a body part or of the
whol e nessage according to conversion paraneters and requests that
the converted nessage/ body part be returned as binary.

0 BINARY. SIZE data itemis sinlar to RFC822. SI ZE, but it requests
size of a converted body part/nessage.

0 BODYPARTSTRUCTURE data itemis simlar to BODYSTRUCTURE FETCH data

item but it returns the MM structure of the converted body
part.
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0 BODY[...HEADER] encoded words in the requested headers are
converted to the specified charset. The CHARSET paraneter is
REQUI RED for this conversion

o BODY[...M Mg encoded words in the requested headers are converted
to the specified charset. The CHARSET paraneter is REQU RED for
this conversion.

0 AVAI LABLECONVERSI ONS data itemrequests the list of target MM
types the specified body part (or the whole nessage) can be
converted to.

The CONVERT extension al so adds one new response code. See Section 9
for nore details.

Typically clients will request conversion of |eaf body parts. In
addition to support of |eaf body part conversion, servers NMAY offer
conversi on of non-leaf body parts (e.g., conversion fromnmultipart/
rel ated).

I nstead of specifying the exact target M ME nedia type the client
wants to convert to, the client MAY use a special nmarker NIL (al so
known as "default conversion") to request the server to pick a
suitable target nmedia type. This docunent doesn’t describe how
exactly the server makes such a choi ce; however, some basic

gui delines are described in this paragraph. |[If the server knows
characteristics of the device using an in-band (such as device type
specified in a conversion paraneter) or an out-of-band nmechani sm
then it should convert the request body part to a nedia type the
device is likely to support and display/play successfully. Unless
specifically overridden by a conversion paraneter, the server MAY

al so remove any unnecessary detail that exceeds the capabilities of
the device (e.g., scaling images to just fit on the device's screen).
In the absence of any in-band or out-of-band mechani sm for
determ ni ng device characteristics, the server should convert the
request body part to the nost standard or w dely depl oyed nedia type
available in that nmedia category, for exanple, to convert to text/

pl ain, image/jpeg. In such case, the server should mnimze quality
|l oss. Servers are REQU RED to support "default conversion" requests.
Server inplenentations that support conversions to nultiple target

M ME types SHOULD nake the default conversion configurable. Cients
SHOULD avoi d using the default conversion unless they provided a way
(in-band or out-band) to signal their capabilities to the server, as
there is no guaranty that the server would guess their capability
correctly. Cient inplenmentors should consider using

AVAI LABLECONVERSI ONS CONVERT data item or CONVERSI ONS command i nst ead
of the default conversion
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CONVERT' s command syntax is nodel ed after the FETCH conmand syntax in
[ RFC3501], as extended by [ RFC3516]. CONVERT data itens are
general ly structured as:

Bl NARY[ secti on-part] <partial >

Bl NARY. Sl ZE[ secti on- part]

BODYPARTSTRUCTURE[ sect i on- part ]

BODY[ HEADER]

BODY[ sect i on- part . HEADER]

BODY[ secti on-part. M Mg

AVAI LABLECONVERSI ONS[ sect i on- part ]
The semantics of a partial CONVERT BINARY[...] command is the sane as
for a partial FETCH BODY[...] conmand, with the exception that the
<partial > argunments refer to the TRANSCODED and DECODED secti on dat a.
Note that unlike the FETCH command, the CONVERT command never sets
the \'Seen flag on converted nessages. A client wishing to mark a
message with the \Seen flag would need to i ssue a STORE comand

(possibly pipelined with the CONVERT request) to do that.

The U D CONVERT command is different fromthe CONVERT conmmand in the
same way as the U D FETCH command is different fromthe FETCH
conmand:

o U D CONVERT takes as a paraneter a sequence of U Ds instead of a
sequence of message nunbers.

o U D CONVERT conmmand MJST result in the UDdata itemin a
correspondi ng CONVERTED r esponse.

0 An EXPUNGE response MJST NOT be sent while responding to a CONVERT
command. This rule is necessary to prevent a | oss of
synchroni zati on of nessage sequence nunbers between client and
server. Note that an EXPUNGE response MAY be sent during a U D
CONVERT comand.
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Exanpl e: The client fetches body part section 3 in the nessage with
the message sequence nunber of 2 and asks to have that attachnent
converted to pdf format.

C. a001 CONVERT 2 ("APPLI CATI QN PDF") BI NARY] 3]
S: * 2 CONVERTED (TAG "a001") (BI NARY[3] {2135}
<t he docunent in .pdf fornmat>

)
S: a001 OK CONVERT COMPLETED

Exanpl e: The client requests for conversion of a text/htm body part
to text/plain and asks for a charset of us-ascii. The server cannot
respect the charset conversion request because there are non-us-asci
characters in the text/htnm body part, so it fails the request by
returning an ERROR phrase in place of the converted data (see
Section 9).

C. b001 CONVERT 2 ("text/plain" ("charset" "us-ascii")) Bl NARY[ 3]
S: * 2 CONVERTED (tag "b001") (BI NARY[ 3]
(ERROR "Source text has non us-ascii" BADPARAMETERS
"text/htm" "text/plain" ("charset" "us-ascii")))
S: b001 NO Al conversions failed

If the client also specified the "unknown-character-repl acenent”
conversi on parameter (see Section 12.1), the same exanple can | ook
l'ike this:

C. b001 CONVERT 2 ("text/plain" ("charset" "us-ascii"
"unknown- character-replacenent” "?")) Bl NARY[ 3]
S: * 2 CONVERTED (TAG "b001") (BI NARY[3] {2135}
<t he docunent in text/plain format with us-asci
char set >

)
S: b001 OK CONVERT COWPLETED

The server replaced non-us-ascii characters with a us-ascii character
such as "7?".

Exampl e: The client first requests the converted size of a text/htm
body part converted to text/plain:

C. c000 CONVERT 2 ("TEXT/PLAIN' ("CHARSET" "us-ascii"))
Bl NARY. S| ZE] 4]

S: * 2 CONVERTED (TAG "c000") (BI NARY. Sl ZE[4] 3135)

S: c000 OK CONVERT COVPLETED
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Later on, the client requests 1000 bytes fromthe converted body
part, starting frombyte 2001:

C. c001 CONVERT 2 ("TEXT/PLAIN' ("CHARSET" "us-ascii"))
Bl NARY[ 4] <2001. 1000>
S: * 2 CONVERTED (TAG "c001") (Bl NARY[ 4] <2001> {135}
<bytes 2001 - 2135 of the docunent in text/plain format>

)
S: c001 OK CONVERT COMPLETED

The server MJST respect the target M ME type and conversion
paraneters specified by the client in the transcoding request. Note
that some conversion parameters can restrict what kind of conversion
is possible, while others can renove some restrictions.

It is legal for a client to request conversion of a non-leaf body
part, for exanmple, to request conversion of a nultipart/* into a PDF
docunment. However, servers inplenmenting this extension are not
required to support such conversions. Servers that support such
conversions MJUST return one or nmore CONVERSI ON responses in response
to a ' CONVERSIONS "nul tipart/*" "*"" command. See Section 5.1 for
nmore details.

The client can request header conversions using the BODY[...HEADER
CONVERT request, for exanple

D001 FETCH 2 BCODY[ HEADER]

* 2 FETCH (BODY[ HEADER] {158}

Date: Mon, 20 Apr 2007 20:05:43 +0200
From Peter <peter @iroe.exanple.conp
To: Al exey <al exey@i roe. exanpl e. conp
Subj ect: =?KO 8- R?Q?why encode t his?=

)

D001 OK

D002 CONVERT 2 (NIL ("CHARSET" "utf-8")) BODY[ HEADER]
* 2 CONVERTED (TAG "d002") (BODY[ HEADER] {157}

Date: Mon, 20 Apr 2007 20: 05:43 +0200

From Peter <peter @iroe.exanple.conp

To: Al exey <al exey@i roe. exanpl e. conr

Subj ect: why encode this?=

DLODLLODOLDDLLWLNDNDO

)
D002 K
Any such request MJST include the CHARSET paraneter. Upon receipt of

the request, the server MJUST decode any encoded words (as descri bed
in [ RFC2047]) in headers and return themre-encoded in the specified
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charset. (Note that encoded-words might not be needed if the result
can be represented entirely in US-ASCI1, so the server MAY repl ace
the resulting encoded-words with their pure US-ASCI| representation.)
If the server can’'t decode any particul ar encoded word, for exanple,
if the charset or encoding is not recognized, it MJST | eave them as
is. Servers SHOULD al so support decodi ng of any paraneters as
described in [RFC2231]. Support for RFC 2231 paraneters mi ght
require reformatting of header fields during conversion. Consider
the foll ow ng

D011 FETCH 3 BCDY[ 1. M ME]

* 3 FETCH (BODY[ 1. M ME] {118}
Cont ent - Type: text/plain; charset=utf-8;
foo*O*=utf-8fr' tr%0;
foo*1*(very)=%93s_n?eO0;

f oo*2*=(nast y) %99chant

WONLWOLONO

D011 K

The server shoul d preserve the headers during the conversion as nuch
as possible. In case the characters are split (legally!) between
fragnments of an encoded paraneter, the server MJST consolidate the
paraneter fragments, and convert, emt, and re-fragnent them as
necessary in order to keep the Iine length |l ess than 78. Comments
enbedded |i ke this SHOULD be preserved during conversion, but clients
MUST gracefully handl e the situation where comrents are renoved
entirely. |If the comments are preserved, they MAY be noved after the
paraneter. For exanple (continuing the previous exanple):

D012 CONVERT 3 (NIL) BODY[1.M ME]

* 3 CONVERTED (TAG "D012") (BODY[1.M ME] {109}
Cont ent - Type: text/plain; charset=utf-8;
foo*0*=utf-8fr’ tr%0%03s_;

foo* 1*=%mPe0%9chant (very) (nasty)

WONLWWLO

D012 OK

No destination MM type MIST be specified wth BODY[ HEADER] ,

BODY[ secti on. HEADER], or BODY[section.M ME]. That is, BODY[ HEADER],
BODY[ sect i on. HEADER], or BODY[section.M Mg] can only be used with the
"default conversion". Wen performng these conversions, the server
SHOULD | eave encoded words as encoded words. A failure to do so may
alter the semantics of structured headers.
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7. CONVERT Conversi on Paraneters

The registry established by [ MEDI AFEAT- REG defi nes names of
conversion paranmeters that can be used in the CONVERT conmand.
Support for some conversion paraneters is mandatory, as described in
Section 7. 1.

Accordi ng to [ MEDI AFEAT- REG, conversion paraneter nanes are case-
insensitive.

The foll owing exanple illustrates how target picture di nensions can
be specified in a CONVERT request using the Pl X-X and PI X-Y
parameters defined in [ D SP- FEATURES] .

C. e001 U D CONVERT 100 ("1 MAGE/ JPEG' ("PIX-X" "128"
"PI X-Y" "96")) Bl NARY[ 2]

S: * 2 CONVERTED (TAG "e001") (U D 100 BI NARY[ 2] ~{4182}
<this part of a document is a rescaled imge in
JPEG format with w dt h=128, hei ght=96. >

)
S: e001 OK U D CONVERT COVPLETED
7.1. Mandatory-to-Inplenent Conversions and Conversion Paraneters

A server inplementing CONVERT MUST support charset conversions for
the text/plain MM type, and MJST support charset conversions from
i s0-8859-1, is0-8859-2, iso0-8859-3, iso0-8859-4, iso-8859-5,

i s0-8859-6, is0-8859-7, is0-8859-8, and iso-8859-15 to utf-8.

The server MUST list "text/plain" as an allowed destination
conversion from"text/plain" MM type (see Section 5.1). A comrand
" CONVERSI ONS "text/plain" "text/plain" MJST also return "charset"
and "unknown-character-replacenent” (see Section 12.1) as supported
conversion paranmeters in the correspondi ng CONVERSI ON r esponse.

| MAP servers inplenenting the CONVERT extension MJST support
recognition of the "charset" [CHARSET-REG paraneter for text/plain,
text/htm, text/css, text/csv, text/enriched, and text/xm M ME
types. Note, a server inplenentation is not required to support any
conversion fromthe text M ME subtypes specified above, except for
the mandat ory-to-i npl ement conversi on descri bed above. That is, a
server inplenmentati on MUST support the "charset" paraneter for text/
csv, only if it supports any conversion fromtext/csv.

The server MUIST support decodi ng of [RFC2047] headers and their

conversion to UTF-8 as |l ong as the encoded words are in one of the
supported charsets.
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Servers SHOULD of fer additional character encodi ng conversions where
they make sense, as character conversion libraries are generally
avai l abl e on many pl atforns.

If the server cannot carry out the charset conversion while
preserving all the characters (i.e., a source character can’'t be
represented in the target charset), and the "unknown-character-
repl acenent"” conversion paraneter is not specified, then the server
MUST fail the conversion and MJIST return the untagged ERROR
BADPARAMETERS r esponse (see Section 9). |If the value specified in
t he "unknown- character-replacenent” conversion itself can't be
represented in the target charset, then the server MIUST also fail the
conversion and MJST return the untagged ERROR BADPARAMETERS response
(see Section 9).

7.2. Additional Features for Mbile Usage
This section is informative.

Based on the expected usage of CONVERT in nobile environments, server
i mpl ement ors shoul d consi der support for the foll ow ng conversions:

0 Conversion of HTM. and XHTM. docunents to text/plain in ways that
preserve at the mininmumthe docunent structure and tables.

o | nmage conversions anong the types inmage/gif, image/jpeg, and
i mge/ png for at |east the follow ng paraneters:

* size limt (i.e., reduce quality)

* width ("pix-x" parameter)

* height ("pix-y" parameter)

* resize directive (crop, stretch, aspect ratio)
The support for "depth" may al so be of interest.

Audi o conversion is also of interest but the relevant formats depend
significantly on the usage context.
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8. Request/Response Data Items to CONVERT/ U D CONVERT Commands
8.1. CONVERTED Unt agged Response

Contents: convert correl ator
CONVERTED return data itens

The CONVERTED response may be sent as a result of a successful,
partially successful, or unsuccessful CONVERT or U D CONVERT command
specified in Section 6.

The CONVERTED response starts with a nmessage nunber, followed by the
"CONVERTED' | abel. The label is followed by a convert correl ator,

whi ch contains the tag of the conmand that caused the response to be
returned. This can be used by a client to match a CONVERTED response
agai nst a correspondi ng CONVERT/ U D CONVERT conmand.

The convert correlator is followed by a |ist of one or nore CONVERT
return data itens. |If the UDdata itemis returned, it MJST be
returned as the first data itemin the CONVERTED response. This
requirenent is to sinplify client inplenmentations. See Section 10
and the renmai nder of Section 8 for nore details.

8.2. BODYPARTSTRUCTURE CONVERT Request and Response Item
BODYPARTSTRUCTURE[ sect i on- part ]

The CONVERT ext ension defines the BODYPARTSTRUCTURE CONVERT dat a
item Data contained in the BODYPARTSTRUCTURE return data item

foll ows the exact syntax specified in the [ RFC3501] BODYSTRUCTURE
data item but only contains information for the converted part. All
i nformati on contained i n BODYPARTSTRUCTURE pertains to the state of
the part after it is converted, such as the converted M ME type, sub-
type, size, or charset. Note that the client can expect the returned
M ME type to natch the one it requested (as the server is required to
obey the requested M ME type) and can treat mismatch as an error.

The returned BODYPARTSTRUCTURE data MJST match the Bl NARY data
returned for exactly the same conversion in the sanme | MAP "session".
This requirenent allows a client to request BODYPARTSTRUCTURE and

Bl NARY data in separate conmands in the same | MAP sessi on.

If the client lists a BODYPARTSTRUCTURE data item for a section-part
before a BINARY data item for the sane section-part, then, in the
CONVERTED r esponse, the server MJST return the BODYPARTSTRUCTURE dat a
prior to the correspondi ng Bl NARY data. Al so, any BODYSTRUCTURE dat a
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itens MUST be after the UD data itemif the UD data itemis
present. Both requirements are to sinplify handling of converted
data in clients.

Exanpl e:
C. €002 CONVERT 2 (NIL ("PIX-X" "128" "PIX-Y" "96")) (BI NARY[2]
BODYPARTSTRUCTUREJ 2] )
S: * 2 CONVERTED (TAG "e002") (BODYPARTSTRUCTURE[ 2] ("I MAGE"
"JPEG' () NIL NIL "8bit" 4182 NIL NIL NIL) BINARY[Z2]
~{ 4182}
<this part of a docunent is a rescaled image in
JPEG format with w dt h=128, hei ght=96. >

)
S: e002 OK CONVERT COWMPLETED
8.3. BINARY. SI ZE CONVERT Request and Response |tem
Bl NARY. Sl ZE[ secti on- part]

This itemrequests the converted size of the section (i.e., the size
to expect in a response to the correspondi ng CONVERT BI NARY request).
The returned val ue MUST be exact and MJST NOT change during a
duration of an | MAP "session", unless the nessage is expunged in

anot her session (see below). This allows a client to download a
converted part in chunks (using "<partial>"). This requirement means
that in nost cases the server needs to perform conversion of the
requested body part before returning its size.

If the nessage i s expunged in another session, then the server MAY
return the value 0 in response to the BINARY. SI ZE request item | ater
in the sane session

In order to allow for upgrade of server transcodi ng conponents,
clients MUST NOT assune that repeating a particular body part
conversion in another | MAP "session" would yield the sanme result as a
previ ous conversion of the very same body part -- any characteristics
of the converted body part mght be different (format, size, etc.).
In particular, clients MIUST NOT cache sizes of converted nessages/
body parts beyond duration of any |IMAP "session", or use sizes
obtained in one connection in another | MAP connection to the same
server.

Hi storical note: Previous experience with | MAP servers that returned
estimated RFC822. Sl ZE val ue shows that this caused interoperability
problenms. |If the server returns a value that is smaller than the
actual size, this will result in data truncation if <partial >
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downl oad is used. |If the server returns a value that is bigger than
the actual size, this might mslead a client to believe that it
doesn’t have enough storage to downl oad a body part.

Note for client inplenentors: client authors are cautioned that this
m ght be an expensive operation for sone server inplenentations.
Requesti ng BI NARY. SI ZE for a | arge nunmber of converted body parts or
for multiple conversions of the sane body part can result in slow
performance and/or excessive server load and is discouraged. dient
i npl ement ors shoul d consider inplenentation approaches that limt
this request to only the nost necessary cases and are encouraged to
test the performance inpact of BINARY.SIZE with nultiple server

i mpl emrent ati ons.

8.4. AVAI LABLECONVERSI ONS CONVERT Request and Response Item

AVAI LABLECONVERSI ONS[ secti on-part] allows the client to request the
list of target M ME types the specified body part of a nessage or the
whol e message can be converted to. This data itemis only useful
when the default conversion (see Section 6) is requested.

This data item MJUST return a list of target MME types that is a
subset of the list returned by the CONVERSI ONS command for the sane
source and target M ME type pairs. |f specific conversion is
requested, it MJIST return the target M ME type as requested in the
CONVERT conmand, or the ERROR phrase.

For both specific or default conversion requests, if conversion
paraneters are specified, then the server nust take theminto

consi derati on when generating the list of target MME types. For
exanple, if one or nore of the conversion parameters doesn’'t apply to
a potential target MM type, then such MM type MIST be onitted
fromthe resulting list. |If the server only had a single target MM
type candidate and it was discarded due to the list of conversion
paraneters, then the server SHOULD return the ERROR phrase instead of
the enpty list of the target M ME types.

The AVAI LABLECONVERSI ONS request SHOULD be processed quickly if
specified by itself. Note that if a MME type is returned in
response to the AVAI LABLECONVERSI ONS, there is no guaranty that the
correspondi ng Bl NARY/ Bl NARY. S| ZE/ BODYPARTSTRUCTURE CONVERT request
will not fail.

Exanpl e:
C. f001 CONVERT 2 (NIL) (AVAI LABLECONVERSI ONS[ 2])
S: * 2 CONVERTED (TAG "f001") (AVAI LABLECONVERSI ONS| 2]
(("1 MACGE/ JPEG' "application/PostScript"))
S: f001 OK CONVERT COMPLETED
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8.5. Inplenmentation Considerations
Note that this section is normative

Servers MAY refuse to execute conversion requests that convert
mul ti pl e nessages and/ or body parts at once, e.g., a conversion
request that specifies nmultiple message nunbers/U Ds. |f the server
ref uses a conversi on because the request lists too nany nessages, the
server MJST return the MAXCONVERTMESSAGES response code (see

Section 9). For exanpl e:

C. g001 CONVERT 1:* ("text/plain" ("charset" "us-ascii"))
Bl NARYT 3]
S: g001 NO [ MAXCONVERTMESSAGES 1]

If the server refuses a conversion because the request |lists too nmany
body parts, the server MJST return the MAXCONVERTPARTS response code
(see Section 9). For exanple:

C. h0O01 CONVERT 1 ("text/plain" ("charset" "us-ascii"))
(BI NARY[ 1] BI NARYT 2])

S: g001 NO [ MAXCONVERTPARTS 1] You can only request 1 body part at
any given tinme

Note for server inplenentors: |In order to inprove performance,

i npl ement ati ons SHOULD cache converted body parts. For exanple, the
server may performa body part conversion when it receives the first
Bl NARY. SI ZE[ . ..], BODYPARTSTRUCTURE[...], or BINARY[...] request and
cache it until the client requests conversion/dowl oad of another
body part, a different conversion of the sane body part, or until the
mai |l box is closed. In order to mitigate denial-of-service attacks
from m sbehaving or badly-witten clients, a server SHOULD linit the
nunber of converted body parts it can cache. Servers SHOULD be able
to cache at least 2 conversions at any given tine.

9. Status Responses and Response Code Extensions

A syntactically invalid MM nedia type SHOULD generate a BAD t agged
response fromthe server. An unrecognized M ME nedi a type generates
a NO tagged response.

Sone transcodi ngs may require paranmeters. |If a transcoding request
with no parameters is sent for a format which requires paraneters,
the server will return an ERROR M SSI NGPARAMETERS phrase in pl ace of
the data associated with the data itens requested. This is anal ogous
to the NIL response in FETCH, but with structured data associ ated
with the failure.
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If the server is unable to performthe requested conversion because a
resource is tenporary unavailable (e.g., lack of disk space,
tenporary internal error, transcoding service down), then the server
MUST return a tagged NO response that SHOULD contain the TEMPFAI L
response code (see below), or an ERROR TEMPFAIL phrase

If the requested conversion cannot be perforned because of a
permanent error, for exanple, if a proprietary docunent format has no
exi sting transcoding inplenmentation, the server MJST return a
CONVERTED r esponse cont ai ni ng a ERROR BADPARAMETERS or ERROR

M SSI NGPARAMETERS phr ase.

The server MAY choose to return one ERROR phrase for a single
conversion if several related data itens are requested. For
i nst ance:

C. b002 CONVERT 2 ("text/plain" ("charset" "us-ascii"))
( BI NARY[ 3] BODYPARTSTRUCTURE] 3] )

S: * 2 CONVERTED (tag "b002") (BODYPARTSTRUCTURE] 3]
(ERROR "Source text has non us-ascii" BADPARAMETERS
"text/htm" "text/plain" ("charset" "us-ascii")))

S: b002 NO All conversions failed

If at | east one conversion succeeds, the server MJST return an OK
response. |If all conversions fail, the server MAY return OK or NO
For instance:

C. b002 CONVERT 2 ("text/plain" ("charset" "us-ascii"))
( BI NARY[ 3] BODYPARTSTRUCTURE[ 3] BI NARY[ 4]
BODYPARTSTRUCTURE] 4] )

S: * 2 CONVERTED (tag "b002") (BODYPARTSTRUCTURE] 3]
(ERROR "Source text has non us-ascii" BADPARAMETERS
"text/htm" "text/plain" ("charset" "us-ascii"))
BODYSTRUCTURE[ 4] (" TEXT" "PLAIN' (CHARSET US- ASCI|)
NIL NIL "8bit" 4182 NIL NIL N L) BINARY[4] {4182}

<body in text plain>

)
S: b002 K Sone conversions failed
In general, the client can tell fromthe BODYPARTSTRUCTURE response
whet her or not its request was honored exactly, but may not know t he
reasons why.

Thi s docunent defines the follow ng response codes that can be
returned in the tagged NO response code.

TEMPFAIL - The transcoding request failed tenporarily. It might
succeed later, so the client MAY retry.
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MAXCONVERTMESSAGES <nunber> - The server is unable or unwilling to
convert nore than <number> nessages in any gi ven CONVERT/ U D
CONVERT r equest .

MAXCONVERTPARTS <nunber> - The server is unable or unwilling to
convert nore than <nunmber> body parts of a nessage at once in
any gi ven CONVERT/ U D CONVERT request.

The word ERROR is al ways foll owed by an informal human-readabl e
descriptive text, which is followed by the convert-error-code. The
convert-error-code MJUST be one of the foll ow ng:

TEMPFAIL nm - The transcoding request failed tenporarily. It mght
succeed later, so the client MAY retry. The client SHOULD wait
for at |least mm m nutes before retrying.

BADPARAMETERS from concrete-nine-type to-nmne-type

"(" transcodi ng-parans ")"
The listed parameters were not understood, not valid for the
source/ destination MM type pair, had invalid values or could
not be honored for another reason noted in the human-readabl e
text that was specified after the ERROR | abel. The
transcodi ng- parans can be omtted, in which case, it neans that
the conversion fromthe fromconcrete-nminme-type to the to-nne-
type is not possible. |If the fromconcrete-mnme-type is NL,
this means that the specified body part doesn't exist. All
unrecogni zed or irrelevant paraneters MJST be listed in the
transcodi ng-parans. It is not |egal behavior to ignore
irrel evant paraneters

Note that if the client requested the "default conversion" (see
Section 6), the to-m me-type contains the destination MM type
chosen by the server.

M SSI NGPARAMETERS from concrete-m ne-type to-m ne-type

"(" transcodi ng-parans ")"
The listed parameters are required for conversion of the
specified source M ME type to the destination MM type, but
were not seen in the request. Note that if the client
requested the "default conversion" (see Section 6), the to-
m ne-type contains the destination MM type chosen by the
server.
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10.

Exanpl es:

b002 CONVERT 2 ("APPLI CATI OV PDF") BI NARY] 3]
b002 NO [ TEMPFAI L] All conversions failed

b003 CONVERT 2 (" TEXT/ PLAI N') BI NARY[ 3]

* 2 CONVERTED (tag "b003") (Bl NARYJ 3]
(ERROR " CHARSET nust be specified for text conversions"
M SSI NGPARAMETERS ( CHARSET) ))

b003 NO All conversions failed

wo uo

2

C. b005 CONVERT 2 ("TEXT/PLAI N' (CHARSET "US-ASCI 1"
UNKNOWN- CHARACTER- REPLACEMENT " <badchar >")) BI NARY[ 3]
S: * 2 CONVERTED (tag "b005") (BINARY[ 3]
( ERROR " UNKNOW\- CHARACTER- REPLACEMENT linmited to 4
byt es" BADPARAMETERS ( UNKNOAN- CHARACTER- REPLACEMENT
"<badchar>")))
S: b005 NO All conversions failed

For mal Synt ax

The foll owi ng syntax specification uses the augnmented Backus- Naur
Form (ABNF) notation as used in [ABNF], and incorporates by reference
the core rules defined in that docunent.

Thi s syntax augments the grammar specified in [ RFC3501] and

[ RFC3516]. Non-termnals not defined in this docunent can be found
in [ RFC3501], [RFC3516], [I|MAPABNF], [M ME-MISRP], and

[ MEDI AFEAT- RE(F .

conmand- sel ect =/ convert
uid =/ "U D" SP convert

; Unique identifiers used instead of nessage
; sequence nunbers

convert "CONVERT" SP sequence-set SP convert-parans SP
( convert-att /

"(" convert-att *(SP convert-att) ")" )

"u D/

" BODYPARTSTRUCTURE" section-convert /
"Bl NARY" section-convert [partial] /
"Bl NARY. SI ZE" section-convert /

" BODY[ HEADER] " /

"BODY[" section-part ".HEADER]" /
"BODY[" section-part ".MMg]" [/

" AVAI LABLECONVERSI ONS" secti on-convert

convert-att
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; <partial>is defined in [ RFC3516].
; <section-part> is defined in [ RFC3501].

convert-parans = "(" (quoted-to-m nme-type / default-conversion)
[SP "(" transcoding-parans ")"] ")"

DQUOTE t o-m me-type DQUOTE

transcodi ng- parans = transcodi ng- param
*(SP transcodi ng- param

quot ed-t o-m ne-type

transcodi ng- param nanes = transcodi ng- par am name
*(SP transcodi ng- par am nane)

transcodi ng- param = transcodi ng- param nane SP
t ranscodi ng- par am val ue

transcodi ng- param nane = astring
; <transcod- param hame- ng> represented as a quoted,
; literal or atom Note that
; <transcod-param nanme-ng> allows for "%, which is
; not allowed in atons. Such val ues must be
; represented as quoted or literal

transcod- param name-ng = Feature-tag
; <Feature-tag> is defined in [ MED AFEAT- REQF .

transcodi ng- paramval ue = astring
defaul t-conversion = "N L"

message- dat a =/ nz-number SP " CONVERTED' SP convert-correl ator
SP convert-nsg-attrs

convert-correlator = "(" "TAG' SP tag-string ")"
tag-string = string
; tag of the command that caused
; the CONVERTED response, sent as
; a string.

convert-msg-attrs = "(" convert-nsg-att *(SP convert-nsg-att) ")"
; "U D" MIST be the first data item if present.

convert-nmsg-att = nsg-att-sem stat / nmsg-att-conv-static

nmeg-att-conv-static = "U D' SP uniqueid
; MUST NOT change for a nessage
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nmeg-att-senistat =

( "BINARY" section-convert ["<" nunber ">"] SP
(nstring / literal8 / converterror-phrase) ) /

( "BI NARY. SI ZE" section-convert SP
(nunber / converterror-phrase) ) /

( " BODYPARTSTRUCTURE" section-convert SP
(body / converterror-phrase) ) /

( "AVAI LABLECONVERSI ONS* secti on-convert SP
(m metype-list / converterror-phrase) )

; MUST NOT change during an | MAP "session",

; but not necessarily static in the long term

section-convert = section-binary
; <section-binary> is defined in [ RFC3516].

Not e that unlike [RFC3516], conversion
; of atop level multipart/* is allowed.

resp-text-code =/ "TEMPFAIL" /
" MAXCONVERTMESSAGES" SP nz- nunber /
" MAXCONVERTPARTS" SP nz- nunber
; <resp-text-code> is defined in [ RFC3501].

m net ype- and- parans = quot ed-to-m nme-type
[SP "(" transcoding-parans ")"]
; always includes a specific MM type

m netype-list = "(" "(" [quoted-to-m ne-type
*(SP quoted-to-m ne-type)] ")" ")"
Unordered list of MME types. It can be enpty.

; Two |l evels of parenthesis is needed to distinguish this
; data from <converterror-phrase>.
converterror-phrase = "(" "ERROR' SP

convert-err-descript SP convert-error-code ")"

convert-error-code = "TEMPFAIL" [ SP nz-nunber]
/ bad- par ans
/[ m ssi ng- parans

convert-err-descript = string
; Human-readabl e text explai ning the conversion error.
; The default charset is US-ASCI|, unless
; the LANGUACE command [I MAP-118N] is called, when
; the charset changes to UTF-8.

quot ed-from ni ne-type = DQUOTE from concrete-m nme-type DQUOTE
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bad- paranms = " BADPARAMETERS"
1*(SP (quoted-fromm ne-type / nil)
SP m net ype- and- par ans)
; nil is only returned when the body part doesn’t exist.

m ssi ng- parans = "M SSI NGPARAMETERS"
1*(SP quot ed-from mi ne-type SP
m nmet ype- and- m ssi ng- par ans)

m net ype- and- m ssi ng- parans = quot ed-to-m ne-type
"(" transcodi ng- param nanes ")"
; always includes a specific MM type

concrete-m nme-type = type-nanme "/" subtype-name
; i.e., "typel/subtype".
; type-nane and subtype-nane
; are defined in [ M Me- MTSRP] .

fromconcrete-mne-type = concrete-mne-type
to-m nme-type = concrete-m ne-type
command-auth =/ conversi ons-cnd

conversions-cnmd = "CONVERSI ONS' SP from m nme-type-req SP
to-m ne-type-req

frommne-type-req = astring
;o "mne-type-req" represented as | MAP <at onp,
; <quoted> or <literal >

to-m me-type-req = astring
; <mi ne-type-req> represented as | MAP <at onp,
; <quoted> or <literal >.
; Note that <mi ne-type-req> allows for "*",
; which is not allowed in <atonP. Such val ues nust
; be represented as <quoted> or <literal >.

any-mne-type = "*"
m ne-type-req = any-m ne-type /
(type-name "/" any-minme-type) /
concrete-m ne-type
;o '*, Ctypel*’ or 'typel/subtype’.
; type-nane is defined in [ M Me- MTSRP] .

response- payl oad =/ conversion-data
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12.

conversi on-data = "CONVERSI ON' SP quot ed-from ni ne-type SP
quot ed-t o-m ne-type
[SP "(" transcodi ng- param name
*(SP transcodi ng- param nane) ")"]

Manageabi |l ity Consi derations

The nonitoring of CONVERT operation is simlar to nonitoring of the
| MAP FETCH operation

At the time of witing this docunent, there is no standard | MVAP M B
defined. Sinmlarly, a standard MB for nonitoring CONERT operations
and their failures does not exist. However, the authors believe that
in the absence of such a MB, server inplenentations SHOULD provi de
operators with tools to report the follow ng information

o which conversions (source and target M ME types and possibly
conversi on parameters used) are invoked nore frequently and how
I ong they take,

o information about conversion errors and which error condition
caused them (see Section 9), and

o information about users which invoke conversion operation

This information can help operators to detect client abuse of this
extension and scalability issues that might arise fromits use.

St andardi zi ng these tools may be the subject of future work.

I ANA Consi derations
| MAP4 capabilities are registered by publishing a Standards Track or
| ESG approved Experinmental RFC. This docunent defines the CONVERT
| MAP capability. | ANA has added this extension to the | ANA | MAP
Capability registry.

| ANA has perforned registrations as defined in the foll ow ng
subsecti ons.
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12.1. Registration of unknown-character-replacement Media Type
Par anet er

| ANA has added the following registration to the registry established
by RFC 2506.

To: "Media feature tags mailing list"
<medi a-f eature-tags@pps.ietf.org>

Subj ect: Registration of nedia feature tag
unknown- char act er - r epl acenent

Medi a feature tag nane:
unknown- char act er - r epl acenent

ASN. 1 identifier associated with feature tag:
1.3.6.1.8.1.33

Sunmary of the nedia feature indicated by this feature tag:
Al'l ows servers that can perform charset conversion for text/plain
text/htm, text/css, text/csv, text/enriched, and text/xm M ME
types to replace characters not supported by the target charset
with a fixed string, such as "?".
This feature tag is also applicable to other conversions
to text, e.g., conversion of inmages using OCR (optica
character recognition).

Val ues appropriate for use with this feature tag:
The feature tag contains a UTF-8 string used to replace any
characters fromthe source nedia type that can't be
represented in the target nedia type.

The feature tag is intended primarily for use in the follow ng
applications, protocols, services, or negotiation nechanisns:
| MAP CONVERT ext ensi on [ RFC5259]

Exanpl es of typical use
C. b001 CONVERT 2 BINARY[3 ("text/plain" ("charset"
"us-ascii" "unknown-character-repl acenent” "?"))]

Rel at ed standards or docunents:
[ RFC5259]
[ CHARSET- REG

Consi derations particular to use in individual applications,

protocol s, services, or negotiation nmechanisns:
None
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Interoperability considerations: None
Security considerations: None

Addi tional information:
This nedia feature only nake sense for M ME types that
al so support the "charset" nedia type paraneter
[ CHARSET- REF .

Nane(s) & emmil address(es) of person(s) to contact for further
i nformation:
Al exey Mel ni kov <al exey. nel ni kov@ sode. cone

I nt ended usage:
COMVON

Aut hor/ Change control |l er
| ETF

Requested | ANA publication del ay:
None

O her i nformation:
None

Security Considerations

It is to be noted that some conversions may present security threats
(e.g., converting a docunent to a danagi ng executable, exploiting a
buffer overflow in a nmedia codec/parser, or a denial-of-service
attack against a client or a server such as requesting an i nage be
scaled to extremely | arge dimensions). Server SHOULD refuse to
execut e CPU-expensive conversions. Servers should avoi d dangerous
conversions if possible. Wenever possible, servers should perform
verification of the converted attachnments before returning themto
the client. dients should be careful when requesting conversions or
processing transfornmed attachnments. dients SHOULD use nutual Sinple
Aut hentication and Security Layer (SASL) authentication and the SASL/
TLS integrity layer, to make sure they are talking to trusted
servers.

When the client requests a server-side conversion of a signed body
part (e.g., a part inside multipart/signed), there is no way for the
client to verify that the converted content is authentic. A client
not trusting the server to perform conversion of a signed body part
can downl oad the signed object, verify the signature, and performthe
conversion itself.
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A client can create a carefully crafted bad nessage with the APPEND
command foll owed by the CONVERT command to attack the server. |[If the
server’s conversion function or library has a security problem (such
as vulnerability to a buffer overflow), this could result in

privil ege escalation or denial of service. 1In order to mitigate such
attacks, servers SHOULD log the client authentication identity on
APPEND and/ or CONVERT operations in order to facilitate tracking of
abusive clients. Also server inplenentors SHOULD i sol ate the
conversion function or library fromthe privileged mail store, perhaps
by running it within a distinct process.

Depl oynents in which the actual transcoding is done outside the | MAP
server in a separate server are recomrended to keep the servers in
the sane trusted domain (e.g., subnet).
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