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Abst r act

Thi s docunent defines the framework for Centralized Conferencing

The framework allows participants using various call signaling
protocol s, such as SIP, H 323, Jabber, Q931 or |SDN User Part

(I'SUP), to exchange nedia in a centralized unicast conference. The
Centralized Conferencing Franework defines |logical entities and

nanm ng conventions. The franework also outlines a set of
conferenci ng protocols, which are conplenmentary to the call signaling
protocols, for building advanced conferencing applications. The
framework binds all the defined conponents together for the benefit
of buil ders of conferencing systens.
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1.

I nt roducti on

Thi s docunent defines the framework for Centralized Conferencing.
The framework allows participants using various call signaling
protocols, such as SIP, H 323, Jabber, Q931 or |ISUP, to exchange
media in a centralized unicast conference. Oher than references to
general functionality (e.g., establishnment and teardown), details of
these call signaling protocols are outside the scope of this
docunent .

The Centralized Conferencing Franmework defines |ogical entities and
nam ng conventions. The framework al so outlines a set of
conferenci ng protocols, which are conplenmentary to the call signaling
protocol s, for building advanced conferenci ng applications.

The Centralized Conferencing Framework is conpatible with the
functional nodel presented in the SIP Conferencing Franmework

[ RFC4353]. Section 10 of this docunent discusses the relationship
between the Centralized Conferencing Framework and the SIP

Conf erenci ng Framework, in the context of the Centralized

Conf erenci ng nmodel presented in this docunent.

Conventi ons

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY", and "OPTI ONAL" are to be interpreted as
described in BCP 14, [RFC2119] and indicate requirenent |evels for
conpliant inplenmentations.

Ter mi nol ogy

This Centralized Conferencing Framework document generalizes, when
appropriate, the SIP Conferencing Framework [RFC4353] term nology and
i ntroduces new concepts, as |listed below. Further details and
clarification of the newterns and concepts are provided in the
subsequent sections of this docunent.

Active conference: The term"active conference” refers to a
conference object that has been created and activated via the
all ocation of its identifiers (e.g., conference object identifier
and conference identifier) and the associated focus. An active
conference is created based on either a systemdefault conference
blueprint or a specific conference reservation
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Call Signaling protocol: The call signaling protocol is used between
a participant and a focus. In this context, the term"call" neans
a channel or session used for nedia streans.

Conference blueprint: A conference blueprint is a static conference
object within a conferencing system which describes a typica
conference setting supported by the system A conference
blueprint is the basis for creation of dynam c conference objects.
A systemmay maintain multiple blueprints. Each blueprint is
conprised of the initial values and ranges for the elenments in the
obj ect, conformant to the data schenas for the conference
i nformation.

Conf erence control protocol (CCP): A conference control protocol
provides the interface for data mani pul ation and state retrieva
for the centralized conferencing data, represented by the
conference object.

Conference factory: A conference factory is a logical entity that
generates unique URI(s) to identify and represent a conference
f ocus.

Conference identifier (ID): A conference identifier is a cal
signaling protocol-specific URI that identifies a conference focus
and its associated conference instance.

Conference information: The conference information includes
definitions for basic conference features, such as conference
identifiers, menbership, signaling, capabilities, and nedia types
applicable to a wide range of conferencing applications. The
conference information also includes the nedia and application-
specific data for enhanced conferencing features or capabilities,
such as nmedia m xers. The conference information is the data type
(i.e., the XM. schema) for a conference object.

Conference instance: A conference instance refers to an interna
i mpl ementation of a specific conference, represented as a set of
| ogi cal conference objects and associated identifiers.

Conference object: A conference object represents a conference at a
certain stage (e.g., description upon conference creation,
reservation, activation, etc.), which a conferencing system
mai ntains in order to describe the systemcapabilities and to
provi de access to the services avail able for each object
i ndependently. The conference object schema is based on the
conference information.
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Conference object identifier (ID): A conference object identifier is
a URI that uniquely identifies a conference object and is used by
a conference control protocol to access and nodify the conference
i nfornation.

Conference policies: Conference policies collectively refers to a
set of rights, permissions, and limtations pertaining to
operations being performed on a certain conference object.

Conference reservation: A conference reservation is a conference
object, which is created fromeither a systemdefault or client
sel ected bl ueprint.

Conference state: The conference state reflects the state of a
conference instance and is represented using a specific, well-
def i ned schenmm.

Conf erenci ng system Conferencing systemrefers to a conferencing
sol ution based on the data nodel discussed in this framework
docunent and built using the protocol specifications referenced in
this franmework docunent

Conference user identifier (ID): A unique identifier for a user
within the scope of a conferencing system A user nmay have
mul tiple conference user identifiers within a conferencing system
(e.g., to represent different roles).

Floor: Floor refers to a set of data or resources associated with a
conference instance, for which a conference participant, or group
of participants, is granted tenporary access.

Fl oor chair: A floor chair is a floor control protocol conpliant
client, either a human participant or automated entity, who is
aut hori zed to nanage access to one floor and can grant, deny, or
revoke access. The floor chair does not have to be a participant
in the conference instance.

Focus: A focus is a logical entity that maintains the call signaling
interface with each participating client and the conference object
representing the active state. As such, the focus acts as an
endpoi nt for each of the supported signaling protocols and is
responsible for all primary conference nmenbership operations

(e.g., join, leave, update the conference instance) and for media
negoti ati on/ mai nt enance between a conference participant and the
focus.

Barnes, et al. St andards Track [ Page 5]



RFC 5239 Central i zed Conferencing Franework June 2008

Medi a graph: The nedia graph is the |ogical representation of the
flow of nedia for a conference.

Media mixer: A nmedia mixer is the logical entity with the capability
to conbine nedia inputs of the sane type, transcode the nedia, and
distribute the result(s) to a single or nultiple outputs. 1In this
context, the term"nedia" nmeans any type of data being delivered
over the network using appropriate transport neans, such as RTP/
RTP Control Protocol (RTCP) (defined in [RFC3550]) or Message
Session Relay Protocol (defined in [ RFC4975]).

Role: A role provides the context for the set of conference
operations that a participant can perform A default role (e.qg.,
standard conference participant) will always exist, providing a
user with a set of basic conference operations. Based on system
specific authentication and authorization, a user may take on
alternate roles, such as conference noderator, allow ng access to

a wider set of conference operations.

Sidebar: A sidebar is a separate conference instance that only
exists within the context of a parent conference instance. The
obj ective of a sidebar is to be able to provide additional or
alternate nedia only to specific participants.

Whi sper: A whisper involves a one-tine nmedia input to (a) specific
participant(s) within a specific conference instance, acconplished
using a sidebar. An exanple of a whisper would be an announcenent
injected only to the conference chair or to a new partici pant
joining a conference.

4., Overview

A centralized conference is an association of endpoints, called
conference participants, with a central endpoint, called a conference
focus. The focus has direct peer relationships with the participants
by maintaining a separate call signaling interface with each
Consequently, in this centralized conferencing nodel, the cal
signaling graph is always a star.

The nost basic conference supported in this nodel would be an ad hoc,
unnmanaged conference, which would not necessarily require any of the
functionality defined within this franework. For exanple, it could
be supported using basic SIP signaling functionality with a

partici pant serving as the focus; the SIP Conferencing Framework

[ RFC4353] together with the SIP Call Control Conferencing for User
Agents [ RFC4579] docunents address these types of scenari os.
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In addition to the basic features, however, a conferencing system
supporting the centralized conferenci ng nodel proposed in this
framewor k docunment can offer richer functionality, by including
dedi cated conferencing applications with explicitly defined
capabilities, reserved recurring conferences, along with providing
the standard protocols for nmanagi ng and controlling the different
attributes of these conferences.

The core requirenments for centralized conferencing are outlined in
[ RFC4245]. These requirenents are applicable for conferencing
systens using various call signaling protocols, including SIP

Addi tional conferencing requirenments are provided in [ RFC4376] and
[ RFC4597] .

The centralized conferencing system proposed by this franmework is
built around a fundanental concept of a conference object. A
conference object provides the data representation of a conference
during each of the various stages of a conference (e.g., creation,
reservation, active, conpleted, etc.). A conference object is
accessed via the logical functional elenments, with whoma
conferencing client interfaces, using the various protocols
identified in Figure 1. The functional elenents defined for a
conferencing systemdescri bed by the franework are a conference
control server, floor control server, any nunmber of Foci, and a
notification service. A conference control protocol (CCP) provides
the interface between a conference and nedia control client and the
conference control server. A floor control protocol (e.g., Binary
Fl oor Control Protocol (BFCP)) provides the interface between a floor
control client and the floor control server. A call signaling
protocol (e.g., SIP, H 323, Jabber, Q 931, ISUP, etc.) provides the
interface between a call signaling client and a focus. A
notification protocol (e.g. SIP Notify [RFC3265]) provides the
interface between the conferencing client and the notification
servi ce.

A conferencing systemcan support a subset of the conferencing
functions depicted in the conferencing systeml ogical deconposition
in Figure 1 and described in this docunent. However, there are sone
essential conmponents that would typically be used by nobst other
advanced functions, such as the notification service. For exanple,
the notification service is used to correlate information, such as
the list of participants with their nedia streans, between the

vari ous other conponents.
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Figure 1. Conferencing System Logi cal Deconposition

The nedi a graph of a conference can be centralized, decentralized, or
any conbi nation of both and potentially differ per nedia type. In
the centralized case, the nedia sessions are established between a
medi a m xer controlled by the focus and each one of the participants.
In the decentralized (i.e., distributed) case, the nedia graph is a
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mul ticast or nulti-unicast nesh anpbng the partici pants.

Consequently, the media processing (e.g., mixing) can be controlled
either by the focus alone or by the participants. The concepts in
this framework docunent clearly nap to a centralized nedi a nodel .

The concepts can also apply to the decentralized nedia case; however,
the details of such are left for future study.

Section 5 of this document provides nore details on the conference
object. Section 6 defines the constructs and identifiers that MJST
be inplenented to manage the conference objects, instances, and users
associated with a conferencing system Section 7 of this docunent
descri bes how a conferencing systemis logically built using the
defined high |l evel data nodel and how the conference objects are

mai ntai ned. Section 8 describes the fundamental conferencing
mechani sms and provides a high | evel overview of the protocols.
Section 9 then provides realizations of various conferencing
scenarios, detailing the mani pulation of the conference objects using
the defined protocols. Section 10 of this document summarizes the
rel ationship between this Centralized Conferencing Franework and the
SI P Conf erenci ng Franewor k.
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5. Centralized Conferencing Data

The centralized conference data is logically represented by the
conference object. A conference object is of type ’'Conference
information type', as illustrated in Figure 2. The conference
information type is extensible.

| |
I I
[ R i e R R + |
| | Conference information type |
| | | |
| ] e +] ]
| | | Conference description (times, duration) | | |
| b + ]
| e +]
| | | Menbership (roles, capacity, nanes) | | |
| b +] ]
| e +] ]
| | | Signaling (protocol, direction, status) | | |
| b + ]
| e +]
| | | Floor information | 1 |
I R R EREEES +] ]
I L EEEEEEEEEEE, +] ]
| | | Sidebars, Etc. | | |
I R + ]
I e P EEEEEEEEEE +]
| | | Mxer algorithm inputs, and outputs | | |
| +] ]
I R EEEEEEEEEEEE, +] ]
| | | Floor controls | | |
| b + ]
| e +]
| | | Etc ||
| | oAemmmmmmm e + ]
I e e e + |
o s m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Fi gure 2: Conference Object Type Deconposition

In a system based on this conferencing framewrk, the sane conference
object type is used for representation of a conference during
different stages of a conference, such as expressing conferencing
system capabilities, reserving conferencing resources, or reflecting
the state of ongoing conferences. Section 7 describes the usage
semantics of the conference objects. The exact XM. schena of the
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conference object, including the organization of the conference
information is detailed in a separate document [ XCON- COMMON] .

Along with the basic data nodel, as defined in [ XCON-COWON], the
realization of this framework requires a policy infrastructure. The
policies required by this framework to nanage and control access to
the data include | ocal, systemlevel boundaries associated with
specific data el enents, such as the menbership, and the ranges and
limtations of other data elements. Additional policy considerations
for a systemrealization based on this data nodel are discussed in
Section 5. 2.

5.1. Conference |Information

There is a core set of data in the conference information that is
utilized in any conference, independent of the specific conference
medi a nature (e.g., the nmixing algorithns perforned, the advanced
floor control applied, etc.). This core set of data in the
conference information contains the definitions representing the
conference object capabilities, nenbership, roles, call signaling,
and nedia status relevant to different stages of the conference life-
cycle. This core set of conference information may be represented
usi ng the conference-type, as defined in the SIP conference event
package [ RFC4575]. Typically, participants with read-only access to
the conference information woul d be interested in this core set of
conference information only.

In order to support nore conpl ex nedi a nani pul ati ons and enhanced
conferencing features, the conference information, as defined in the
data nodel [ XCON-COVMON], contains additional data beyond that
defined in the SIP conference event package [ RFC4575]. The
informati on defined in the data nodel [XCON-COVMON] provides specific
medi a m xing details, available floor controls, and other data
necessary to support enhanced conferencing features. This
information allows authorized clients to nmanipulate the mxer’'s
behavior via the focus, with the resultant distribution of the nedia
to all or individual participants. By doing so, a client can change
its own state and/or the state of other participants in the
conf er ence.

New centralized conferencing specifications can extend the basic
conference-type, as defined in the data nodel [XCONCOWON], and

i ntroduce additional data elenents to be used within the conference
i nformati on type.
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5.2. Conference policies

Conference policies collectively refers to a set of rights,
perm ssions and limtations pertaining to operations being perfornmed
on a certain conference object.

The set of rights describes the read/wite access privileges for the
conference object as a whole. This access would usually be granted
and defined in terms of giving the read-only or read/wite access to
clients with certain roles in the conference. Managing this access
woul d require a conferencing systemto have access to basic policy
informati on to nake the decisions, but doesn't necessarily require an
explicit representation in the policy nodel. As such, for this
framewor k docunent, the policies represented by the set of rights are
reflected in the systemrealization (Section 7).

The perm ssions and linmts require explicit policy mechanisns and are
outsi de the scope of the data nodel [XCON-COMWON] and this framework
docunent. However, there are sone inportant policy considerations
for a conferencing system A conferencing system associ ates specific
policies in the formof permssions and limtations with each user in
a conferencing system The pernissions may vary dependi ng upon the
role associated with a specific conference user identifier. A
conferencing system should provide a default user role that only
allows participation in a conference through the default signaling
means.

The conference object identifier provides access to the data
associated with a specific conference. It is inportant to ensure
that elenents in the data have individual policy controls to provide
flexibility in defining the various roles and specific data el enments
that may be mani pul ated by users with specific roles.

In addition, the conference notification interface allows specific
data elenments to be sent to users that register for such
notifications. It is inportant that the appropriate access contro
is provided so that only users that are authorized to view specific
data el enents receive the data in the notifications.

6. Centralized Conferencing Constructs and ldentifiers

This section provides details of the identifiers associated with the
centralized conferencing framework constructs and the identifiers
REQUI RED t o address and manage the clients associated with a
conferencing system An overview of the allocation, characteristics,
and functional role of the identifiers is provided.
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6.1. Conference ldentifier

The conference identifier (conference ID) is a call signaling
protocol -specific URI that identifies a specific conference focus and
its associ ated conference instance. A conference factory is one

met hod for generating a unique conference ID, to identify and address
a conference focus, using a call signaling interface. Details on the
use of a conference factory for SIP signaling can be found in

[ RFC4579]. The conference identifier can al so be obtained using the
conference control protocol or other, including proprietary, out-of-
band mechani snms. To realize the centralized conferencing franmework
in this docunent, a conferencing systemis REQU RED to support SIP as
the default call signaling protocol. Oher call signaling protocols
(e.g., ISUP) are OPTI ONAL.

6.2. Conference Object

A conference object provides the |logical representation of a
conference instance in a certain stage, such as a conference

bl ueprint representing a conferencing system s capabilities, the data
representing a conference reservation, and the conference state
during an active conference. Each conference object is independently
addressabl e through the conference control protocol interface (see
Section 8.3). A conferencing system MJST provide a default blueprint
representing the basic capabilities provided by that specific

conf erenci ng system

Figure 3 illustrates the relationshi ps between the conference
identifier, the focus, and the conference object IDwithin the
context of a logical conference instance, with the conference object
corresponding to an active conference.

A conference object representing a conference in the active state can
have multiple call signaling conference identifiers; for exanple, one
for each call signaling protocol supported. There is a one-to-one
mappi ng between an active conference object and a conference focus.
The focus is addressed by explicitly associating uni que conference

I Ds for each signaling protocol supported by the active conference
obj ect .
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Figure 3: ldentifier Relationships for an Active Conference
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6.2.1. Conference (bject ldentifier

In order to make each conference object externally accessible, the
conferencing system MIUST al |l ocate a unique URI per distinct
conference object in the system The conference object identifier is
defined in [ XCON-COMON]. A conferencing systemallocates a
conferencing object identifier for every conference blueprint, for
every conference reservation, and for every active conference. The
distribution of the conference object identifier depends upon the
specific use case and includes a variety of nmechani sns, such as
through the conference control protocol mechanism the data nodel and
conference package, or out-of-band nechani sns such as enmi l

When a user wi shes to create or join a conference and the user does
not have the conference object identifier for the specific
conference, nore general signaling nechanisns apply. A user nay have
a pre-configured conference object identifier to access the
conferencing systemor other signaling protocols may be used and the
conferencing system maps those to a specific conference object
identifier. Once a conference is established, a conference object
identifier is REQU RED for the user to mani pul ate any of the
conferencing data or take advantage of any of the advanced
conferencing features. The sane notion applies to users joining a
conference using other signaling protocols. They are able to
initially join a conference using any of the other signaling
protocol s supported by the specific conferencing system but the
conference object identifier MJST be used to mani pul ate any of the
conferencing data or take advantage of any of the advanced
conferencing features. As nentioned previously, the nechanism by
whi ch the user learns of the conference object identifier varies and
could be via the conference control protocol, using the data nodel
and conference package or entirely out of band mechani snms such as
email or a web interface.

The conference object identifier logically naps to other protocol -
specific identifiers associated with the conference instance, such as
the BFCP 'confid . The nmapping of the conference object identifier
can be viewed to contain sensitive information in many conferencing
systens. The conferencing system nust ensure that the data is
protected, that only authorized users can nmani pulate that infornmation
via the conferencing control protocol, and that only the appropriate
users receive the information through the notification protocol. In
general, this information would not be expected to be distributed to
the average conference partici pant.
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6.3. Conference User ldentifier

Each user within a conferencing system MIUST be all ocated a uni que
conference user identifier. The conference user identifier is
defined in [ XCON-COVMON]. The conference user identifier is used in
association with the conference object identifier to uniquely
identify a user within the scope of conferencing system There is
al so a requirenent for identifying conferencing systemusers who may
not be participating in a conference instance. Exanples of these
users would be a non-participating 'Floor Control Chair’ or 'Media
Policy Controller’. The conference user identifier is REQURED, in
conference control protocol requests, to uniquely determ ne who is

i ssui ng comrands, so that appropriate policies can be applied to the
request ed command.

A typical node for distributing the user identifier is out of band
during conferencing client configuration; thus, the nechanismis

out side the scope of the centralized conferencing franewrk and
protocols. However, a conferencing system MIUST al so be capabl e of
all ocating and distributing a user identifier during the first
signaling interaction with the conferencing system such as an
initial request for blueprints or adding a new user to an existing
conference using the conference control protocol. Wen a user joins
a conference using a signaling-specific protocol, such as SIP for a
dial-in conference, a conference user identifier MJST be assigned if
one is not already associated with that user. Wile this conference
user identifier isn't required for the participant to join the
conference, it is REQU RED to be allocated and assi gned by the
conferencing systemsuch that it is available for use for any
subsequent conference control protocol operations and/or
notifications associated with that conference. For exanple, the
conference user identifier would be sent in any notifications that
may be sent to existing participants, such as the noderator, when
this user joins.

The conference user identifier is logically associated with the other
user identifiers assigned to the conferencing client for other
protocol interfaces, such as an authenticated SIP user. The mapping
of the conference user identifier to signaling specific user
identifiers requires that methods for protecting and securing a
user's identity are considered. Section 11.1 addresses "User

Aut henti cation and Authorization" and Section 11.2 addresses the
"Security and Privacy of User ldentity". |In addition, the
conferencing system MUST ensure the appropriate access control around
any internal data structure that maintains this persistent data.

This information would typically only be available to a conferencing
system adm ni strator
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7

7

Conf erenci ng System Real i zati on

I mpl enent ati ons based on this centralized conferencing framework can
range from systens supporting ad hoc conferences, with default
behavi or only, to sophisticated systens with the ability to schedul e
recurring conferences, each with distinct characteristics, being
integrated with external resource reservation tools, and providing
snapshots of the conference information at any of the stages of the
conference life-cycle.

A conference object is the logical representation of a conference
instance at a certain stage, such as capabilities description upon
conference creation, reservation, activation, etc., which a
conferencing systemmaintains in order to describe the system
capabilities and to provide access to the avail abl e services provided
by the conferencing system Consequently, this centralized
conferencing framework does not nandate the actual usage of the
conference object, but rather defines the general cloning tree
concept and the nmechanisnms required for its realization, as described
in detail in Section 7. 1.

Ad hoc and advanced conferencing exanples are provided in Section 7.2
and Section 7.3, with the latter providing additional description of
the conference object in ternms of the stages of a conference, to
support schedul ed and ot her advanced conference capabilities. The
schedul i ng of a conference based on these concepts and mechanisns is
then detailed in Section 7.4

As discussed in Section 5.2, the overall policy in terns of

permi ssions and limtations is outside the scope of this framework
docunent. The policies applicable to the conference object as a
whole in terms of read/wite access would require a conferencing
system have access to basic policy information to make the deci sions.
In the exanples in this section, the policies are show logically
associated with the conference objects to enphasi ze the genera
requirenent for policy functionality necessary for the realization of
this franmework.

1. doning Tree

The concept defined in this section is a |ogical representation only,
as it is reflected through the centralized conferencing nmechani sns:
the URIs and the protocols. O course, the actual systemrealization
can differ fromthe presented nodel. The intent is to illustrate the
role of the logical elenments in providing an interface to the data,
based on conferencing system and conferencing client actions, and
describe the resultant protocol inplications.
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Any conference object in a conferencing systemis created by either
being explicitly cloned froman existing parent object or being
inmplicitly cloned froma default system conference blueprint. A
conference blueprint is a static conference object used to describe a
typical conference setting supported by the system Each system can
mai ntain nmultiple blueprints, typically each describing a different
conferencing type using the conference information format. This
docunent uses the "cloning" metaphor instead of the "inheritance"

met aphor because it nore closely fits the idea of object replication,
rather than a data type re-usage and extensi on concept.

The cl oning operation needs to specify whether or not the |ink

between the parent and child needs to be maintained in the system
If no link between the parent and child exists, the objects becone
i ndependent and the child is not inpacted by any operations on the
parent object nor subject to any limtations of the parent object.

Once the new object is created, it can be addressed by a unique
conference object URH assigned by the system as described in

Section 6.2.1. By default, the newWy created object contains all the
data existing in the parent object. The newly created object can
expand the data it contains, within the schema types supported by the
parent. It can also restrict the read/wite access to its objects.
However, unless the object is independent, it cannot nodify the
access restrictions inposed by the parent object.

Any piece of data in the child object can be independently accessed
and, by default, can be independently nodified wthout affecting the
par ent dat a.

Unl ess the object is independent, the parent object can enforce a
different policy by marking certain data el ements as "parent
enforceabl e". The values of these data el enents cannot be changed by
directly accessing the child object, nor can they be expanded in the
child object alone.

Figure 4 illustrates an exanple of a conference (Parent B), which is
created i ndependent of its Parent (Parent A). Parent B creates two
child objects, Child 1 and Child 2. Any of the data el enents of
Parent B can be nodified (i.e., there are no "parent enforceable"
data el enents), and dependi ng upon the el enent, the changes wll be
reflected in Child 1 and Child 2 , whereas changes to Parent A will
not inpact the data el enents of Parent B. Any "parent enforceable"
data el ements, as defined by Parent B, cannot be nmodified in the
child objects.
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Using the defined cloning nodel and its tools, the follow ng sections
show exanpl es of how different systens based on this framework can be

real i zed
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7.2. Ad Hoc Exanple

Figure 5 illustrates how an ad hoc conference can be created and
managed in a conferencing system A client can create a conference
by establishing a call signaling channel with a conference factory,
as specified in Section 6.1. The conference factory can internally
sel ect one of the system supported conference blueprints based on the
requesting client privileges and the nmedia lines included in the
Sessi on Description Protocol (SDP) body.

The sel ected blueprint with its default values is copied by the
server into a newy created conference object, referred to as an
"Active Conference’. At this point, the conference object becones

i ndependent fromits blueprint. A new conference object identifier,
a new conference identifier, and a new focus are allocated by the
server.

During the conference lifetine, an authorized client can manipul ate
the conference object, by perforning operations such as addi ng
partici pants, using the conference control protocol
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Figure 5: Conference Ad-hoc Creation and Lifetine
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7.3. Advanced Exanpl e

Figure 6 illustrates how a recurring conference can be specified
according to systemcapabilities, schedul ed, reserved, and nmanaged in
a conferencing system A client would first query a conferencing
systemfor its capabilities. This can be done by requesting a |ist
of the conference blueprints the system supports. Each bl ueprint
contains a specific conbination of capabilities and linitations of
the conference server in terns of supported nedia types (e.g., audio,
vi deo, text, or conbinations of these), participant roles, nmaxi mum
nunber of participants of each role, availability of floor control,
controls available for participants, availability and type of
sidebars, the definitions and names of nedia streans, etc.

The sel ected blueprint with its default values is cloned by the
client into a newy created conference object, referred to as a
conference reservation, that specifies the resources needed fromthe
systemfor this conference instance. At this point, the conference
reservati on becomes independent fromits blueprint. The client can
al so change the default values, within the systemranges, and add
additional information, such as the list of participants and the
conference 'start’ time, to the conference reservation

At this point, the client can ask the conference server to create new
conference reservations by attaching the conference reservation to
the request. As a result, the server can allocate the needed
resources, create the additional conference objects for the child
conference reservations, and all ocate the conference object
identifiers for all -- the original conference reservation and for
each child conference reservation.

Fromthis point on, any authorized client is able to access and
modi fy each of the conference objects independently. By default,
changes to an individual child conference reservation wll affect

nei ther the parent conference reservation, fromwhich it was created,
nor its siblings.

On the other hand, some of the conference sub-objects, such as the
maxi mum nunber of participants and the participants |ist, can be
defined by the systemas parent enforceable. As a result, these
obj ects can be nodified by accessing the parent conference
reservation only. The changes to these objects can be applied
automatically to each of the child reservations, subject to |oca

policy.
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Figure 6: Advanced Conference Definition, Creation, and Lifetine

When the tine cones to schedul e the conference reservation, either
via the systemdetermnation that the "start’ tinme has been reached
or via client invocation, an active conference is cloned based on the
conference reservation. As in the ad hoc exanple, the active
conference is independent fromthe parent, and changes to the
conference reservation will not inpact the active conference. Any
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desired changes nmust be targeted towards the active conference. An
exanple of this interaction is shown in Section 9.1

7.4. Scheduling a Conference

The capability to schedul e conferences fornms an inportant part of the
conferenci ng systemsolution. An individual conference reservation
typically has a specified 'start’ and "end’ time, with the tines
bei ng specified relative to a single specified 'fixed tine (e.g.,
"start’ = 09.00 GMII, 'end’' = ’"start’ +2), subject to system
considerations. In nobst advanced conferencing solutions, it is
possible to not only schedul e an individual occurrence of a
conference reservation, but also schedule a series of related
conferences (e.g., a weekly neeting that starts on Thursday at 09. 00
GVIT) .

To be able to achieve such functionality, a conferencing system needs
to be able to appropriately schedul e and nai ntai n conference
reservations that formpart of a recurring conference. The mechani sm
proposed in this docunment makes use of the "Internet Cal endaring and
Scheduling Core Ohject” specification defined in [RFC2445] in union
with the concepts introduced in Section 5 for the purpose of

achi evi ng advanced conference scheduling capability.

Figure 7 illustrates a sinplified view of a client interacting with a
conferencing system The client is using the conference contro
protocol to add a new conference reservation to the conferencing
system by interfacing with the conference control server. A CCP
request contains a valid conference reservation and reference by
value to an "iCal" object that contains scheduling information about
the conference (e.g., 'start’ tine, "end tine).
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Figure 7: Resource Scheduling

A CCP request to create a new conference reservation is validated,
including the associated i Cal object, and the resultant conference
reservation is created. The conference reservation is uniquely
represented within the conferencing systemby a conference object
identifier (e.g., xcon:hd87928374), as introduced in Section 6.2.1
and defined in [ XCONCOMMON]. This unique URI is returned to the
client and can be used to reference the conference reservation, if
any future manipulations are required (e.g., alter ’'start’ tine),
usi ng a CCP request.
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The previous exanpl e explains how a client creates a basic conference
reservation using an i Cal reference in association with a conference
control protocol. Figure 7 can also be applied when expl ai ni ng how a
series of conferences are scheduled in the system The description
is alnmpst identical with the exception that the iCal definition that
is included in a CCP request represents a series of recurring
conference instances (e.g., conference 'start’ time, 'end tine,

occur weekly). The conferencing systemw |l treat this request the
same as the first exanple. The CCP request will be validated, along
with the associated i Cal object, and the conference reservation is
created. The conference reservation and its conference object |ID
created for this exanple, represent the entire series of recurring
conference instances rather than a single Conference. |f the client
uses the conference object ID provided and a CCP request to adjust
the conference reservation, every conference instance in the series
will be altered. This includes all future occurrences, such as a
conference scheduled as an infinite series, subject to the
limtations of the avail able cal endaring interface.

A conferencing systemthat supports the scheduling of a series of
conference instances should al so be able to support mani pul ati on
within a specific range of the series. A good exanple is a
conference reservation that has been scheduled to occur every Monday
at 09.00 GMI. For the next three weeks only, the neeting has been
altered to occur at 10.00 GMI in an alternative venue. Wth Figure 7

in mnd, the client will construct a CCP request whose purpose is to
modi fy the existing conference reservation for the recurring
conference instance. The client will include the conference object

I D provided by the conferencing systemto explicitly reference the
conference reservation within the conferencing system A CCP request
will contain all the required changes to the conference reservation
(e.g., change of venue).

The conferencing system matches the i ncomi ng CCP request to the

exi sting conference reservation but identifies that the associated

i Cal object only refers to a range of the existing series. The
conferencing systemcreates a child, by cloning the origina
conference reservation, to represent the altered conference instances
within the series. The cloned child object is not independent of the
ori gi nal parent object, thus preventing any potential conflicts in
scheduling (e.g., a change to the whole series ''start’ time'). The
cl oned conference reservation, representing the altered series of
conference instances, has its own associ ated conference object ID
that is returned to the client using a CCP response. This conference
object IDis then used by the client to nake any future alterations
on the newly defined sub-series. This process can be repeated any
nunber of tines as the newy returned conference object ID
representing an altered (cloned) series of conference instances, can
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itself be mani pul ated using a CCP request for the newy created
conference object ID. This provides a flexible approach to the
schedul i ng of recurring conference instances.

8. Conferencing Mechani sns
8.1. Call Signaling

The focus is the central conponent of the conference. Participants
interface with the focus using an appropriate call signaling protoco
(CSP). Participants request to establish or join a conference using
the CSP. After checking the applicable policies, a focus then either
accepts the request, sends a progress indication related to the
status of the request (e.g., for a parked call while awaiting
nmoder at or approval to join), or rejects that request using the cal
signaling interface.

During an active conference, a conference control protocol can be
used to affect the conference state. For exanple, CCP requests to
add and delete participants are comunicated to the focus and checked
agai nst the conference policies. |If approved, the participants are
added or deleted using the call signaling to/fromthe focus.

8.2. Notifications

A conferencing systemis responsible for inplenmenting a conference
notification service. The conference notification service provides
updat es about the conference instance state to authorized parties,
including participants. A nodel for notifications using SIP is
defined in [RFC3265] with the specifics to support conferencing
defined in [ RFC4575].

The conference user identifier and associated role are used by the
conferencing systemto filter the notifications such that they
contain only information that is allowed to be sent to that user

8.3. Conference Control Protoco
The conference control protocol provides for data mani pul ati on and
state retrieval for the centralized conferencing data, represented by
the conference object. The details of the conference contro
protocol are provided in separate docunents.

8.4. Floor Contro
A floor control protocol allows an authorized client to manage access

to a specific floor and to grant, deny or revoke access of other
conference users to that floor. Floor control is not a nandatory
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mechani sm for a conferencing systeminpl enentation, but it provides
advanced nedia i nput control features for conference users. A
mechani sm for floor control within a conferencing systemis defined
in the "Binary Floor Control Protocol (BFCP)" specification

[ RFC4582] .

Wthin this framework, a client supporting floor control needs to
obtain information for connecting to a floor control server to enable
it to issue floor requests. This connection information can be
retrieved using information provided by nechani sns such as
negoti ati on using the SDP [ RFC4566] offer/answer [RFC3264] exchange
on the signaling interface with the focus. Section 11.3 provides a
di scussion of client authentication of a floor control server

As well as the client to the floor control server connection
information, a client wishing to interact with a floor control server
requires access to additional information. This infornmation
associates floor control interactions with the appropriate floor
instance. Once a connection has been established and authenticated
(see [RFCA582] for authentication details), a specific floor contro
message requires detailed information to uniquely identify a
conference, a user, and a floor.

The conference is uniquely identified by the conference object |ID per
Section 6.2.1. This conference object ID nmust be included in al
floor control nmessages. Wen the SDP nmodel is used as described in

[ RFC4583], this identifier maps to the 'confid SDP attribute.

Each aut hori zed user associated with a conference object is uniquely
represented by a conference user ID per Section 6.3. This conference
user I D nmust be included in all floor control nmessages. Wen using
SDP of fer/ answer exchange to negotiate a fl oor control connection
with the focus using the call signaling protocol, the unique
conference user identifier is contained in the 'userid SDP
attribute, as defined in [ RFC4583].

A medi a session within a conferencing system can have any nunber of
floors (0 or nore) that are represented by the conference identifier.
VWhen using SDP of fer/answer exchange to negotiate a floor contro
connection with the focus using the call signaling interface, the

uni que conference identifier is contained in the 'floorid SDP
attribute, as defined in [ RFC4583], e.g., a=floorid:1 mstream 10 .
Each 'floorid attribute, representing a unique floor, has an
"mstream tag containing one or nore identifiers. The identifiers
represent individual SDP nedia sessions (as defined using '"nm= from
SDP) using the SDP ’'Label’ attribute, as defined in [ RFC4574].
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9

9

Conf erencing Scenario Realizations

Thi s section addresses how advanced conferencing scenari os, many of
whi ch have been described in [ RFC4597], are realized using this
centralized conferencing framework. The objective of this section is
to further illustrate the nodel, mechani sns, and protocols presented
in the previous sections and al so serves to validate that the nodel,
mechani sms, and protocols are sufficient to support advanced

conf erenci ng scenari 0s.

The scenarios provide a high level printive view of the necessary
operations and general logic flow The details shown in the
scenarios are for illustrative purposes only and don't necessarily
reflect the actual structure of the conference control protoco
messages nor the detailed data, including states, which are defined
in separate docunents. It should be noted that not all entities

i npacted by the request are shown in the diagram (e.g., focus), but
rather the emphasis is on the new entities introduced by this
centralized conferencing franmework.

1. Conference Creation

There are different ways to create a conference. A participant can
create a conference using call signaling means only, such as SIP
detailed in [ RFC4579]. For a conferencing client to have nore
flexibility in defining the characteristics and capabilities of a
conference, a conferencing client would inplenent a conference
control protocol client. By using a conference control protocol, the
client can determine the capabilities of a conferencing system and
its various resources.

Figure 8 provides an example of one client "Alice" determning the
conference blueprints available for a particul ar conferencing system
and creating a conference based on the desired blueprint.
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Figure 8 dient Creation of Conference Using Blueprints

Upon recei pt of the conference control protocol request for

bl ueprints, the conferencing systemwould first authenticate "Alice"
(and al l ocate a conference user identifier, if necessary) and then
ensure that "Alice" has the appropriate authority based on system
policies to receive any blueprints supported by that system Any
blueprints that "Alice" is authorized to use are returned in a
response, along with the conference user ID.
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Upon recei pt of the conference control protocol response containing
the blueprints, "Alice" determ nes which blueprint to use for the

conference to be created. "Alice" creates a conference object based
on the blueprint (i.e., clones) and nodifies applicable fields, such
as nenbership list and "start’ tinme. "Alice" then sends a request to

the conferencing systemto create a conference reservati on based upon
t he updated bl ueprint.

Upon recei pt of the conference control protocol request to "reserve”
a conference based upon the blueprint in the request, the
conferencing systemensures that the blueprint received is a valid
blueprint (i.e., the values of the various field are within range).
The conferencing system determ nes the appropriate read/ wite access
of any users to be added to a conference based on this blueprint
(using nenbership, roles, etc.). The conferencing systemuses the
received blueprint to clone a conference reservation. The
conferencing systemal so reserves or allocates a conference ID to be
used for any subsequent protocol requests fromany of the nenbers of
the conference. The conferencing system naintains the mappi ng
between this conference I D and the conference object |ID associated
with the reservation through the conference instance.

Upon recei pt of the conference control protocol response to reserve
the conference, "Alice" can now create an active conference using
that reservation or create additional reservations based upon the
existing reservations. In this exanple, "Alice" has reserved a
meet ne conference bridge. Thus, "Alice" provides the conference
information, including the necessary conference ID, to desired
participants. Wen the first participant, including "Alice",
requests to be added to the conference, an active conference and
focus are created. The focus is associated with the conference ID
received in the request. Any participants that have the authority to
mani pul ate the conference woul d receive the conference object
identifier of the active conference object in the response.

9.2. Participant Mnipul ations

There are different ways to affect a participant state in a
conference. A participant can join and | eave the conference using
call signaling nmeans only, such as SIP. This kind of operation is
called "1st party signaling" and does not affect the state of other
participants in the conference.
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Limted operations for controlling other conference participants (a
so called "3rd party control") through the focus, using cal
signaling only, may al so be avail able for sonme signaling protocols.
For exanple, "Conferencing for SIP User Agents" [RFC4579] shows how
SIP with REFER can be used to achieve this functionality.

In order to performricher conference control, a user client needs to
i mpl ement a conference control protocol client. By using a
conference control protocol, the client can affect its own state, the
state of other participants, and the state of various resources (such
as nedia mxers) that may indirectly affect the state of any of the
conference parti ci pants.

Figure 9 provides an exanple of one client "Alice" inpacting the
state of another client "Bob". This exanple assunmes an established
conference. In this exanple, "Alice" wants to add "Bob" to the
conf erence.

e T +
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| CCP Request < | +----------- + AT + |
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Figure 9: dient Mnipulation of Conference - Add a Party

Upon recei pt of the conference control protocol request to "add" a
party ("Bob") in the specific conference as identified by the
conference object I D, the conferencing systemensures that "Alice"
has the appropriate authority based on the policies associated with
that specific conference object to performthe operation. The
conferencing system nust al so deternm ne whether "Bob" is already a
user of this conferencing systemor whether he is a new user
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If "Bob" is a new user for this conferencing system a Conference
User Identifier is created for Bob. Based upon the addressing

i nformati on provided for "Bob" by "Alice", the call signaling to add
"Bob" to the conference is instigated through the focus.

Once the call signaling indicates that "Bob" has been successfully
added to the specific conference, per updates to the state, and
dependi ng upon the policies, other participants (including "Bob") may
be notified of the addition of "Bob" to the conference via the
conference notification service.

9.3. Media Mnipul ations

There are different ways to mani pulate the nedia in a conference. A
partici pant can change its own nedia streanms by, for exanple, sending
re-INVITE with new SDP content using SIP only. This kind of
operation is called "1st party signaling" and they do not affect the
state of other participants in the conference.

In order to performricher conference control, a user client needs to
i npl ement a conference control protocol client. By using a
conference control protocol, the client can mani pulate the state of
various resources, such as nmedia mxers, which may indirectly affect
the state of any of the conference participants.

Figure 10 provi des an exanple of one client "Alice" inpacting the
medi a state of another client "Bob". This exanple assumes an
established conference. 1In this exanple, the client, "Aice" whose
Role is "noderator" of the conference, wants to nute "Bob" on a
medi um si ze nmulti-party conference, as his device is not nuted (and
he’ s obviously not listening to the call) and background noise in his
of fice environnent is disruptive to the conference.
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e +
| Conf er enci ng System |
"Alice" | e +- -+
e + | | policies | ||
| CCP Request < | +----------- + AT + |
| dient |---------cmmmmmciie oo >| Conf erence | | Active |
| | Conference hject ID, | |Control | ~~~>| Conf erence |
Fo-em- - + Mite, "Bob" > | | Server | | |
| +----------- + S + | ]
I |"Alice”| I
“Carol " | ' ' "
R + NOTIFY <"Bob"=mute"> |+------------ + ' ' "
R L E | Notification|<~~~| |
| dient | . | | Service | Fo-em- - + |
oo oo . || | I"Bob" ||
Qo e e e e e e e oo | | AR, +- - - -
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Figure 10: Cient Manipul ation of Conference - Miute a Party

Upon recei pt of the conference control protocol request to "nute" a
party ("Bob") in the specific conference as identified by the
conference object I D, the conference server ensures that "Alice" has
the appropriate authority based on the policies associated with that
specific conference object to performthe operation. "Bob’s" status
is marked as "recvonly" and the conference object is updated to
reflect that "Bob’s" nmedia is not to be "nmixed" with the conference
medi a.

Dependi ng upon the policies, other participants (including "Bob") may
be notified of this change via the conference notification service.

9.4. Sidebar Manipul ations

A sidebar can be viewed as a separate Conference instance that only
exists within the context of a parent conference instance. Although
vi ewed as an i ndependent conference instance, it can not exist
without a parent. A sidebar is created using the sanme nechanisns
enpl oyed for a standard conference, as described in Section 7.1

A conference object representing a sidebar is created by cloning the

parent associated with the existing conference and updating any
informati on specific to the sidebar. A sidebar conference object is
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it is not an

i ndependent object) and is associated with the parent conference

obj ect identifier,

as shown in Figure 11.

A conferencing system

manages and enforces the parent and appropriate |localized

restrictions on the sidebar conference object (e.g.,
out side the parent conference instance can join,

no nmenbers from
si debar conference

cannot exist if parent conference is terninated, etc.).
o e e - +
| Conference |
| oj ect |
| Identifier |
o e e o - +
I
|
I
Fom e e e e e oo s Fom e e e e e oo s +
I I I
S S + S S + S S +
| Si debar | | Si debar | | Si debar |
| Conference | | Conference | | Conference |
| bj ect | | bj ect | | bj ect |
| ldentifier | | Identifier | | Identifier |
Fomm o - Fomm o - + Fomm o - Fomm o - + o +
Figure 11: Conference hject Mapping
Figure 11 illustrates the rel ationship between a conference object

and associ at ed si debar conference objects within a conferencing

system
obj ect identifier,
conf erence object
associ at ed si debars.

A sidebar conference object
outlined in the cloning tree nodel

Each si debar conference object has a uni que conference
as described in Section 6.2.1.
identifier acts as a top | eve

The nmmin
identifier for

identifier follows many of the concepts
described in Section 7.1

A

si debar conference object contains a subset of menbers fromthe

ori gi nal

uni que conference object

possible for the top | eve
si debar object (similar to parent enforceable,

Section 7.1).
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9.4.1. Internal Sidebar

Figure 12 provi des an exanple of one client "Alice" involved in
active conference with "Bob" and "Carol". "Alice" wants to create a
sidebar to have a side discussion with "Bob" while still view ng the
vi deo associated with the main conference. Alternatively, the audio
fromthe main conference could be maintained at a reduced vol une.
"Alice" initiates the sidebar by sending a request to the
conferencing systemto create a conference reservati on based upon the
active conference object. "Alice" and "Bob" would remain on the
roster of the main conference, such that other participants could be
aware of their participation in the main conference, while an

i nt ernal - si debar conference is occurring.
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Figure 12: Cient Creation of a Sidebar Conference
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Upon recei pt of the conference control protocol request to "reserve"
a new si debar conference, based upon the active conference received
in the request, the conferencing systemuses the received active
conference to clone a conference reservation for the sidebar. As

di scussed previously, the sidebar reservation is NOT i ndependent of
the active conference (i.e., parent). The conferencing system al so
reserves or allocates a conference ID to be used for any subsequent
protocol requests fromany of the menbers of the conference. The
conferencing system mai ntai ns the mappi ng between this conference ID
and the conference object ID associated with the sidebar reservation
through the conference instance.

Upon recei pt of the conference control protocol response to reserve
the conference, "Alice" can now create an active conference using
that reservation or create additional reservations based upon the
existing reservations. In this exanple, "Alice" wants only "Bob" to
be involved in the sidebar, thus she mani pul ates the nenbership.
"Alice" also only wants the video fromthe original conference and
wants the audio to be restricted to the participants in the sidebar
Al ternatively, "Alice" could manipul ate the media values to receive
the audio fromthe main conference at a reduced volune. "Alice"
sends a conference control protocol request to update the information
in the reservation and to create an active conference.

Upon recei pt of the conference control protocol request to update the
reservation and to create an active conference for the sidebar, as
identified by the conference object ID, the conferencing system
ensures that "Alice" has the appropriate authority based on the
policies associated with that specific conference object to perform
the operation. The conferencing system nust also validate the
updated information in the reservation, ensuring that a menber I|ike
"Bob" is already a user of this conferencing system

Dependi ng upon the policies, the initiator of the request (i.e.,
"Alice") and the participants in the sidebar (i.e., "Bob") may be
notified of his addition to the sidebar via the conference
notification service.

9.4.2. External Sidebar

Figure 13 provides an exanple of one client "Alice" involved in an

active conference with "Bob", "Carol", "David", and "Ethel". "Alice"
gets an inportant text message via a whisper from"Bob" that a
critical custonmer needs to talk to "Alice", "Bob", and "Ethel"

"Alice" creates a sidebar to have a side discussion with the custoner
"Fred" including the participants in the current conference with the
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exception of "Carol" and "David', who remain in the active
conference. "Alice" initiates the sidebar by sending a request to
the conferencing systemto create a conference reservation based upon
the active conference object. "Alice", "Bob", and "Ethel" would
remain on the roster of the main conference in a hold state. \Whether
or not the hold state of these participants is visible to other

partici pants depends upon the individual and | ocal policy.

o e e e e e e e e e e e o m o +

| Conf erenci ng System |

| S +- - +|

| |policies | ||

| SRR + ]

| | Active |

| | Conference |

"Alice" | e + |
oo + | |"Alice"| |
| | CCP Req <createSi debar, | Fomem- - + |
| | acti veConf Qbj | b, [ R + | “Bob" | | ]
| dient |------------“-“-“--------- >| Conf erence | Fo-em- - + |
| | conf User | D> | | Control | ~~~>| " Carol "| | ]
| R | Server | e + |
| | CCP Response | | | | " Davi d" | |
e + <sidebarResvConf Qoj I D, | | | oo + |
conf | D> | | | | "Et hel "| |

| | | e oo

| | I I I

|| I v I

| | | ]

| | I | policies | ||

N | <=t +

| e o ||

"Alice" | | Sidebar | ]

e + | | Reservation|
| | CCP Request <updat e, | +----------- + | |
| | si debar ResvConf Qoj I D, | | | | |
| dient [------ccccmmmmaaaaaaans >| | ~~~>| |
| | conflD, confUserl D, | | | R +|
| | video=sidebar, | | | | |
| | audi o=si debar > | | Conference | | |
| | | | Control | \Y, |
| | | Iserver | 4e-o-o-o-- 4o 4]
| | CCP Response | | | | policies | |]
| | <activeSi deConf Qbj I D, | | | e + ||
| R R e T | | | Active |
e + conf| D> | | | | Si debar | ]
| | | | Conference ||

[ R + - + |
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I |"Alice"| | |

" Bob" | b £
Fo-mmm- - + NOTI FY <" Bob"=added, [ +-----mmmm- - + | "Bob" | |
| dient |<--------mmmmmmmamaaa | Notification|<~~~+------- + N
Fo---m- - + "Et hel "=added, || Service | | "Et hel "| |
"Fred"=added, > || | . + |

"Ethel +-- - | | "Fred" | I
oo + NOTI FY <"Bob"=added,| |+------------ + oo - +---- 4+

| dient | <------mmmmmmmmaaaan e e e e +

AR EEE TR + "Et hel "=added, " Fred" =added, >

Figure 13: Cient Creation of an External Sidebar

Upon recei pt of the conference control protocol request to "reserve"
a new si debar conference, based upon the active conference received
in the request, the conferencing systemuses the received active
conference to clone a conference reservation for the sidebar. As

di scussed previously, the sidebar reservation is NOT i ndependent of
the active conference (i.e., parent). The conferencing system al so
reserves or allocates a conference ID to be used for any subsequent
protocol requests fromany of the menbers of the conference. The
conferencing system mai ntains the mappi ng between this conference ID
and the conference object ID associated with the sidebar reservation
t hrough the conference instance.

Upon recei pt of the conference control protocol response to reserve
the conference, "Alice" can now create an active conference using
that reservation or create additional reservations based upon the
existing reservations. In this exanple, "Alice" wants only "Bob" and
"Ethel", along with the new participant "Fred" to be involved in the
si debar; thus, she nmanipul ates the nenbership. "Alice" sets the
medi a such that the participants in the sidebar don’t receive any
media fromthe main conference. "Alice" sends a conference contro
protocol request to update the information in the reservation and to
create an active conference.

Upon recei pt of the conference control protocol request to update the
reservation and to create an active conference for the sidebar, as
identified by the conference object ID, the conferencing system
ensures that "Alice" has the appropriate authority based on the
policies associated with that specific conference object to perform
the operation. The conferencing system nust al so validate the
updated information in the reservation, ensuring whether menbers |ike
"Fred" are already a user of this conferencing system or whether he
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is anewuser. Since "Fred" is a new user for this conferencing
system a conference user identifier is created for "Fred". Based
upon the addressing information provided for "Fred" by "Alice", the
call signaling to add "Fred" to the conference is instigated through
the focus.

Dependi ng upon the policies, the initiator of the request (i.e.,
"Alice") and the participants in the sidebar (i.e., "Bob" and
"Ethel") may be notified of his addition to the sidebar via the
conference notification service.

9.5. Floor Control Using Sidebars

Fl oor control with sidebars can be used to realize conferencing
scenari os such as an analyst briefing. In this scenario, the
conference call has a panel of speakers who are allowed to talk in
the main conference. The other participants are the anal ysts, who
are not allowed to speak unless they have the floor. To request
access to the floor, they have to join a new sidebar with the
nmoder at or and ask their question. The noderator can al so whisper to
each anal yst what their status/position in the floor control queue,
simlar to the exanple in Figure 15

Fi gure 14 provides an exanple of the configuration involved for this
type of conference. As in the previous sidebar exanples, there is
the main conference along with a sidebar. "Alice" and "Bob" are the
mai n participants in the conference, with "Al", "A2", and "A3"
representing the anal ysts. The sidebar renmins active throughout the
conference, with the noderator, "Carol", serving as the chair. As

di scussed previously, the sidebar conference is NOT i ndependent of
the active conference (i.e., parent). The analysts are provided the
conference object I D associated with the active sidebar when they
join the main conference. The conferencing systemalso allocates a
conference ID to be used for any subsequent nani pul ati ons of the

si debar conference. The conferencing system mai ntains the napping
bet ween this conference I D and the conference object |ID associated
with the active sidebar conference through the conference instance.
The anal ysts are permanently nmuted while in the main conference. The
anal ysts are noved to the sidebar when they wish to speak. Only one
analyst is given the floor at a given tine. Al participants in the
mai n conference receive audio fromthe sidebar conference, as well as
audi o provi ded by the panelists in the nmain conference.
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Figure 14: Floor Control with Sidebars
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When "Al1" wishes to ask a question, he sends a Fl oor Request nessage
to the floor control server. Upon receipt of the request, the fl oor
control server notifies the noderator, "Carol"” of the active sidebar
conference, who's serving as the floor chair. Note, that this
signaling flowis not shown in the diagram Since no other analysts
have yet requested the floor, "Carol" indicates to the floor contro
server that "Al" nmay be granted the floor

9.6. \Whispering or Private Messages

The case of private nmessages can be handl ed as a sidebar with just
two participants, sinmilar to the exanple in Section 9.4.1, but rather
than using audio within the sidebar, "Aice" could add an additiona
text based nedia streamto the sidebar. The other context, referred
to as whisper, in this docunent refers to situations involving one
time nedia targeted to specific user(s). An exanple of a whisper
woul d be an announcenent injected only to the conference chair or to
a new participant joining a conference.

Figure 15 provi des an exanple of one user "Alice" who's chairing a
fixed I ength conference with "Bob" and "Carol". The configuration is
such that only the chair is providing a warning when there are only
10 minutes left in the conference. At that time, "Alice" is noved
into a sidebar created by the conferencing systemand only "Alice"
recei ves the announcenent.
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Fi gure 15: Wi sper
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When the conferencing systemdeterm nes that there are only 10

m nutes left in the conference which "Alice" is chairing, rather than
creating a reservation as was done for the sidebar in Section 9.4.1,
the conferencing systemdirectly creates an active sidebar
conference, based on the active conference associated with "Alice"

As di scussed previously, the sidebar conference is NOT independent of
the active conference (i.e., parent). The conferencing system al so
all ocates a conference ID to be used for any subsequent nani pul ati ons
of the sidebar conference. The conferencing system nmaintains the
mappi ng between this conference I D and the conference object ID
associated with the active sidebar conference through the conference
i nst ance.

I medi ately upon creation of the active sidebar conference, the

announcenent nmedia is provided to "Alice". Depending upon the
policies, "Alice" may be notified of her addition to the sidebar via
the conference notification service. "Aice" continues to receive

the nmedia fromthe main conference

Upon conpl etion of the announcenent, "Alice" is renoved fromthe

si debar, and the sidebar conference is deleted. Depending upon the
policies, "Alice" may be notified of her renoval fromthe sidebar via
the conference notification service.

9.7. Conference Announcenents and Recordi ngs

Each participant can require a different type of announcenent and/or
recording service fromthe system For exanple, "Aice", the
conference chair, could be listening to a roll call while "Bob" may
be using a tel ephony user interface to create a sidebar. Sone
announcerents would apply to all the participants such as "This
conference will end in 10 minutes". Recording is often required to
capture the nanes of participants as they join a conference,
typically after the participant has entered an access code, as

di scussed in Section 9.8. These recorded nanes are then announced to
all the participants as the new participant is added to the active
conf erence.

An exanpl e of a conferencing recordi ng and announcement, along with

collecting the dual tone nmulti-frequency (DTMF), within the context
of this framework, is shown in Figure 16
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Fi gure 16: Recordi ng and Announcements
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representing "Bob’ s" active conference. The conferencing system
determnes that a password is required for this specific conference;
thus, an announcement asking "Alice" to enter the password is
provided to "Alice". Once "Alice" enters the password, it is
val i dat ed agai nst the policies associated with "Bob’'s" active
conference. The conferencing systemthen connects to a server that
pronpts and records "Alice"'s name. The conferencing system nust

al so determ ne whether "Alice" is already a user of this conferencing
system or whether she is a new user.

If "Alice" is a new user for this conferencing system a conference
user identifier is created for "Alice". Based upon the addressing
information provided by "Alice", the call signaling to add "Alice" to
the conference is instigated through the focus.

Once the call signaling indicates that "Alice" has been successfully
added to the specific conference, per updates to the state, and
dependi ng upon the policies, other participants (e.g., "Bob") are
notified of the addition of "Alice" to the conference via the
conference notification service, and an announcenent is provided to
all the participants indicating that "Alice" has joined the
conference.

9.8. Monitoring for DTM

The conferencing system al so needs the capability to nonitor for DTM-
fromeach individual participant. This would typically be used to
enter the identifier and/or access code for joining a specific

conf erence.

An exanpl e of DTMF nonitoring, within the context of the franmework
el ements, is shown in Figure 16

9.9. (bserving and Coaching

The capability to observe a conference allows a participant with the
appropriate authority to listen to the conference, typically w thout
bei ng an active participant and often as a hidden participant. Wen
such a capability is available on a conferencing system there is

of ten an announcenent provided to each participant as they join the
conference indicating the call nmay be nonitored. This capability is
useful in the context of conferences, which m ght be experiencing
technical difficulties, thus allowing a technician to listen in to
eval uate the type of probl em

This capability could also apply to call center applications as it

provi des a nmechani smfor a supervisor to observe how the agent is
handling a particular call with a custoner. This scenario can be
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handl ed by a supervi sor addi ng thenselves to the existing active
conference, with a listen only audio nedia path. Whether the agent
is aware of when the supervisor joins the call should be

confi gurabl e.

Taki ng the supervisor capability one step further introduces a
scenari o whereby the agent can hear the supervisor, as well as the
customer. The customer can still only hear the agent. This scenario
woul d i nvol ve the creation of a sidebar involving the agent and the
supervisor. Both the agent and supervisor receive the audio fromthe
mai n conference. Wen the agent speaks, it is heard by the custoner
in the main conference. Wen the supervisor speaks, it is heard only
by the agent in the sidebar conference.

An exanpl e of observing and coaching is shown in Figure 17. 1In this
exanple, call center agent "Bob" is involved in a conference with
custoner "Carol". Since "Bob" is a new agent and "Alice" sees that

he has been on the call with "Carol" for longer than normal, she
deci des to observe the call and coach "Bob" as necessary.
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10.

Upon recei pt of the conference control protocol request from"Alice"
to "reserve" a new sidebar conference, based upon the active
conference received in the request, the conferencing systemuses the
received active conference to clone a conference reservation for the
sidebar. The conferencing systemal so reserves or allocates a
conference ID to be used for any subsequent protocol requests from
any of the nenbers of the conference. The conferencing system

mai ntai ns the mappi ng between this conference ID and the conference
object 1D associated with the sidebar reservation through the
conference instance.

Upon recei pt of the conference control protocol response to reserve
the conference, "Alice" can now create an active conference using
that reservation or create additional reservations based upon the
existing reservations. In this exanple, "Aice" wants only "Bob" to
be involved in the sidebar; thus, she manipul ates the nenbershinp.
"Alice" also wants the audio to be received by herself and "Bob" from
the original conference, but wants any outgoing audio fromherself to
be restricted to the participants in the sidebar, whereas "Bob’'s"

out goi ng audi o should go to the main conference, so that both "Alice"
and the custonmer "Carol"” hear the same audio from"Bob". "Alice"
sends a conference control protocol request to update the information
in the reservation and to create an active conference.

Upon recei pt of the conference control protocol request to update the
reservation and to create an active conference for the sidebar, as
identified by the conference object ID, the conferencing system
ensures that "Alice" has the appropriate authority based on the
policies associated with that specific conference object to perform
the operation. Based upon the addressing information provided for
"Bob" by "Alice", the call signaling to add "Bob" to the sidebar with
the appropriate nedia characteristics is instigated through the

f ocus.

"Bob" is notified of his addition to the sidebar via the conference
notification service; thus, he is aware that "Alice", the supervisor,
is available for coaching himthrough this call

Rel ati onshi ps between SIP and Centralized Conferencing Frameworks

The SI P Conferencing Franmework [RFC4353] provides an overview of a
wi de range of centralized conferencing solutions known today in the
conferencing industry. The docunment introduces a term nology and
logical entities in order to system ze the overview and to show the
common core of many of these systens. The logical entities and the
|isted scenarios in the SIP Conferencing Framework are used to
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illustrate how SI P [ RFC3261] can be used as a signaling nmeans in
these conferencing systens. The SIP Conferencing Framework does not
define new conference control protocols to be used by the genera
conferencing system It uses only basic SIP [ RFC3261], the SIP
Conferencing for User Agents [RFC4579], and the SIP Conference
Package [ RFC4575] for basic SIP conferencing realization.

This centralized conferencing framework document defines a particul ar
centralized conferencing systemand the |logical entities inplementing
it. It also defines a particular data nodel and refers to the set of
protocol s (beyond call signaling neans) to be used anpong the | ogica
entities for inplenenting advanced conferencing features. The

pur pose of the XCON Wbrking Group and this franework is to achieve
interoperability between the logical entities fromdifferent vendors
for controlling different aspects of advanced conferencing
appl i cations.

The logical entities defined in the two frameworks are not intended
to be mapped one-to-one. The two franeworks differ in the
interpretation of the internal conferencing system deconposition and
the correspondi ng operations. Nevertheless, the basic SIP [ RFC3261],
the SIP Conferencing for User Agents [ RFC4579], and the SIP

Conf erence Package [ RFC4575] are fully conpatible with both franmework
docunments. The basis for conpatibility is provided by including the
basic data el ements defined in [ RFC4575] in the Conference
Informati on Data Mddel for Centralized Conferencing (XCON)

[ XCON- COMON] . User agents that only support [RFC4579] and do not
support the Conferencing Control Protocol are still provided basic
SI P conferencing, but cannot take advantage of any of the advanced
features.

Security Considerations

There are a wide variety of potential attacks related to
conferencing, due to the natural involvenent of nultiple endpoints
and the many, often user-invoked, capabilities provided by the
conferencing system Exanples of attacks include the follow ng: an
endpoint attenpting to listen to conferences in which it is not

aut horized to participate, an endpoint attenpting to di sconnect or
mut e ot her users, and theft of service by an endpoint in attenpting
to create conferences it is not allowed to create.

There are several issues surrounding security of this conferencing
framework. One set of issues involves securing the actual protocols
and the associ ated authorization nmechanisnms. This first set of

i ssues should be addressed in the specifications specific to the
protocol s described in Section 8 and policy control. The protocols
used for manipulation and retrieval of confidential information need
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to support a confidentiality and integrity mechanism Simlar
requirenents apply for the floor control protocols. Section 11.3

di scusses an approach for client authentication of a floor contro
server. It is RECOVWENDED that all the protocols that interface with
the conferencing systeminpl enent Transport Layer Security (TLS)

There are al so security issues associated with the authorization to
perform actions on the conferencing systemto invoke specific
capabilities. Section 5.2 discusses the policies associated with the
conference object to ensure that only authorized entities are able to
mani pul ate the data to access the capabilities. Another set of

i ssues involves the privacy and security of the identity of a user in
the conference, which is discussed in Section 11.2.

A final issue is related to Denial of Service (DoS) attacks on the
conferencing systemitself. |In order to mnimze the potential for
DoS attacks, it is recomended that conferencing systens require user
aut henti cation and authorization for any client participating in a
conference. It is recommended that the specific signaling and nedia
protocol s include nmechanisnms to mninize the potential for DoS

1. User Authentication and Authorization

Many policy authorization decisions are based on the identity of the
user or the role that a user may have. Conferencing systens
typically require authentication of users to validate their identity.
There are several ways that a user might authenticate its identity to
the system For users joining a conference using one of the cal
signaling protocols, the user authentication nechanisns for the
specific protocol often suffice. For the case of users joining the
conference via SIP signaling or using the conference contro

protocol, TLS i s RECOMVENDED.

The conferencing system may al so know (e.g., out-of-band nechani sns)
about specific users and assign passwords to allow these users to be
authorized. |In sonme cases (e.g., Public Switched Tel ephone Network
(PSTN) users), additional authorization may be required to allow the
user to participate in the conference. This may be in the formof an
Interactive Voi ce Response (IVR) systemor other neans. The users
may al so be authorized by knowing a particular conference ID and a
Personal ldentification (PIN for it. Sonetimes, a PINis not
required and the conference IDis used as a shared secret.

In the cases where a user is authorized via nultiple mechanisms, it
is up to the conferencing systemto correlate (if desired) the

aut hori zation of the call signaling interface with other

aut hori zati on nechani sns. A conferencing systemcan avoid the
problemw th multiple mechanisns by restricting the nmethods by which
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a conference can be joined. For exanple, many conferencing systens
that provide a web interface for conferences correlate the PSTN cal
signaling by forcing a dial-out node for joining the conference.

Thus, there is only the need for a single PIN or password to join the
conf erence.

When a conferencing system presents the identity of authorized users,
it may choose to provide information about the way the identity was
proven or verified by the system A user may al so cone as a

conpl etely unauthenticated user into the system-- this fact needs
also to be communicated to interested parties

When guest users interact with the system it is often in the context
of a particular conference. |In this case, the user may provide a PIN
or a password that is specific to the conferences and authorizes the
user to take on a certain role in that conference. The guest user
can then performactions that are allowed to any user with that role.

The term password refers to the usual, reasonable sized and hard to
predi ct shared secret. Today, users often have passwords contai ni ng
up to 30 bits (8-16 characters) of entropy. A PINis a specia
password case -- a shared secret that is only nunmeric and often
contains a fairly small nunber of bits (often as few as 10 bits or 3
digits). Wen conferencing systens are used for audio on the PSTN
there is often a need to authenticate using a PIN. Typically, if the
user fails to provide the correct PIN a fewtines in a row, the PSTN
call is disconnected. The rate of naking the calls and getting to
the point to enter a PIN nakes it fairly hard to do an exhaustive
search of the PIN space even for 4 digit PINs. Wen using a high
speed interface to connect to a conferencing system it is often
possible to do thousands of attenpts per second and the PIN space
coul d quickly be searched. Because of this, it is not appropriate to
use PINs for authorization on any of the interfaces that provide fast
queries or many sinultaneous queri es.

Once a user is authenticated and authorized through the various
mechani sms avai l abl e on the conferencing system a conference user
identifier is associated with any signaling specific user identifiers
that may have been used for authentication and authorization. This
conference user identifier may be provided to a specific user through
the conference notification interface and will be provided to users
that interact with the conferencing system using the conference
control protocol. This conference user identifier is required for
any subsequent operations on the conference object.
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2. Security and Privacy of ldentity

Thi s conferencing systemhas an idea of the identity of a user, but
this does not nean it can reveal this identity to other users, due to
privacy considerations. Users can sel ect various options for
revealing their identity to other users. A user can be "hidden" such
that other users can not see they are participants in the conference,
"anonynous" such that users can see that another user is there, but
not see the identity of the user, or they can be "public" where other
users can see their identity. |If there are nultiple "anonynous"
users, other parties will be able to see them as independent
"anonynous" parties and will be able to tell how many "anonynous"
parties are in the conference. Note, that the visibility to other
participants is dependent on their roles. For exanple, users
identity (including "anonynmous"” and "hidden") nmay be displayed to the
noderator or administrator, subject to a conferencing systenis |oca
policies. "Hi dden" status is often used by automated or nachi ne
participants of a conference (e.g., call recording) and is al so used
in many call center situations.

Since a conferencing system based on this framework all ocates a

uni que conference user identifier for each user of the conferencing
system it is not necessary to distribute any signaling specific user
identifier to other users or participants. Access to any signaling
specific user identifiers can be controlled by applying the
appropri ate access control to the signaling specific user identifiers
in the data schem.

3. Floor Control Server Authentication

The floor control protocol contains mechanisns that clients can use
to authenticate servers, and that servers can use to authenticate
clients, as described in Section 9 of [RFC4582]. The precise
mechani sns used for such authentication can vary dependi ng on the

call control protocol used. dients using call control protocols
that enploy an SDP of fer/answer nodel, such as SIP, use the mechani sm
described in Section 8 of [RFC4583]. dCients using other cal

control protocols make use of the mechani snms described in the BFCP
Connecti on Establishnent document [RFC5018].

Acknowl edgenent s

This docunent is a result of architectural discussions anong | ETF
XCON Wor ki ng Group participants. The authors would like to thank
Henni ng Schul zrinne for the "Conference Chject Tree" proposal and
general feedback, Cullen Jennings for providing input for the
"Security Considerations" section, and Keith Lantz, Dave Morgan,
Cscar Novo, Roni Even, Umesh Chandra, Avshal om Houri, Sean d son,

Barnes, et al. St andards Track [ Page 53]



RFC 5239 Central i zed Conferencing Franework June 2008

13.

13.

13.

Rohan Mahy, Brian Rosen, Pierre Tane, Bob Braudes, G egory Sperounes,
and Gonzalo Canarillo for their reviews and constructive input. In
addition, the authors would like to thank Scott Brimfor his gen-art
review comments and Kurt Zeilenga for his secdir review comments.

Ref er ences

1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

2. Informative References

[ RFC4566] Handl ey, M, Jacobson, V., and C Perkins, "SDP:
Sessi on Description Protocol", RFC 4566, July 2006.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G,
Johnston, A, Peterson, J., Sparks, R, Handley, M,
and E. Schooler, "SIP: Session Initiation Protocol",
RFC 3261, June 2002.

[ RFC3264] Rosenberg, J. and H Schul zrinne, "An O fer/Answer
Model with Session Description Protocol (SDP)",

RFC 3264, June 2002.

[ RFC3265] Roach, A., "Session Initiation Protocol (SIP)-Specific
Event Notification", RFC 3265, June 2002.

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tinme
Applications", STD 64, RFC 3550, July 2003.

[ RFC2445] Dawson, F. and Stenerson, D., "Internet Cal endaring
and Scheduling Core Object Specification (iCalendar)",
RFC 2445, Novenber 1998.

[ RFC4245] Levin, O and R Even, "Hi gh-Level Requirenents for
Ti ghtly Coupl ed SIP Conferencing”, RFC 4245,

Novenber 2005.

[ RFC4353] Rosenberg, J., "A Framework for Conferencing with the
Session Initiation Protocol (SIP)", RFC 4353,
February 2006.

[ RFC4575] Rosenberg, J., Schulzrinne, H, and O Levin, "A

Session Initiation Protocol (SIP) Event Package for
Conference State", RFC 4575, August 2006.

Barnes, et al. St andards Track [ Page 54]



RFC 5239

[ RFC4376]

[ RFC4597]

[ RFC4579]

[ RFC4582]

[ RFCA574]

[ RFC4583]

[ XCON- COVVON]

[ RFC4975]

[ RFC5018]

Barnes, et al.

Central i zed Conferencing Franework June 2008

Koskel ai nen, P., Ot, J., Schulzrinne, H, and X Wi,
"Requirements for Floor Control Protocols", RFC 4376,
February 2006.

Even, R and N. Isnmail, "Conferencing Scenarios",
RFC 4597, August 2006.

Johnston, A and O Levin, "Session Initiation
Protocol (SIP) Call Control - Conferencing for User
Agents", BCP 119, RFC 4579, August 2006.

Camarillo, G, at, J., and K Drage, "The Binary
Fl oor Control Protocol (BFCP)", RFC 4582,
Novernber 2006.

Levin, O and G Camarillo, "The Session Description
Protocol (SDP) Label Attribute", RFC 4574,
August 2006.

Camarillo, G, "Session Description Protocol (SDP)
Format for Binary Floor Control Protocol (BFCP)
Streans", RFC 4583, Novenber 2006.

Novo, O, Camarillo, G, Mrgan, D., and R Even,
"Conference Informati on Data Mdel for Centralized
Conferencing (XCON)", Wirk in Progress, March 2008.

Canpbel |, B., Mahy, R, and C Jennings, "The Message
Session Relay Protocol (MSRP)", RFC 4975,
Sept enber 2007.

Camarillo, G, "Connection Establishnent in the Binary

Fl oor Control Protocol (BFCP)", RFC 5018,
Sept enber 2007.

St andards Track [ Page 55]



RFC 5239 Central i zed Conferencing Franework June 2008

Aut hors’ Addresses
Mary Bar nes
Nor t el
2201 Lakesi de Bl vd
R chardson, TX

EMai | : mary. barnes@ortel.com

Chri s Boul ton

Avaya

Buil ding 3

Wern Fawr Lane

St Mellons

Cardiff, South Wales CF3 5EA
EMai | : cboul t on@vaya. com
Oit Levin

M crosoft Corporation
One M crosoft Wy
Rednmond, WA 98052

EMail: oritl @ncrosoft.com

Barnes, et al. St andards Track [ Page 56]



RFC 5239 Central i zed Conferencing Franework June 2008

Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Barnes, et al. St andards Track [ Page 57]






