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Dat agr am Transport Layer Security (DTLS) over the Datagram
Congestion Control Protocol (DCCP)

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent specifies the use of Datagram Transport Layer Security
(DTLS) over the Datagram Congestion Control Protocol (DCCP). DILS
provi des comuni cations privacy for applications that use datagram
transport protocols and allows client/server applications to
conmunicate in a way that is designed to prevent eavesdroppi ng and
detect tanpering or message forgery. DCCP is a transport protocol
that provides a congestion-controlled unreliabl e datagram service.
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1. Introduction

Thi s docunent specifies howto carry application payloads with

Dat agr am Transport Layer Security (DTLS), as specified in [ RFC4347],
in the Datagram Congestion Control Protocol (DCCP), as specified in
[ RFC4340] .

DTLS is an adaptation of Transport Layer Security (TLS, [RFC4346])
that nodifies TLS for use with the unreliable transport protocol UDP.
TLS is a protocol that allows client/server applications to
conmunicate in a way that is designed to prevent eavesdropping and
detect tanpering and nessage forgery. DILS can be viewed as

TLS- pl us-adaptations-for-unreliability.

DCCP provides an unreliable transport service, simlar to UDP, but
wi th adaptive congestion control, simlar to TCP and Stream Contr ol
Transm ssion Protocol (SCTP). DCCP can be viewed equally well as
ei ther UDP-pl us-congestion-control or TCP-minus-reliability

(al though, unlike TCP, DCCP offers nultiple congestion control

al gorithms).

The conbi nati on of DILS and DCCP will offer transport security
capabilities to applications using DCCP similar to those avail abl e
for TCP, UDP, and SCTP.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. DTLS over DCCP

The approach here is very straightforward -- DILS records are
transmtted in the Application Data fields of DCCP-Data and

DCCP- Dat aAck packets (in the rest of the docunment assune that

" DCCP- Dat a packet" neans "DCCP-Data or DCCP-Dat aAck packet").

Mul tiple DTLS records MAY be sent in one DCCP-Data packet, as |long as
the resulting packet is within the Path Maxi mum Transfer Unit (PMIU)
currently in force for normal data packets, if fragnmentation is not
all owed (the Don’t Fragnent (DF) bit is set for IPv4 or no
fragnmentation extensi on headers are being used for IPv6), or within
the current DCCP maxi mum packet size if fragmentation is all owed (see
Section 3.5 for nore informati on on PMIU Di scovery). A single DILS
record MUST be fully contained in a single DCCP-Data packet; it MJST
NOT be split over nmultiple packets.
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3.1. DCCP and DTLS Sequence Numbers

Bot h DCCP and DTLS use sequence nunbers in their packets/records.
These sequence nunbers serve sonewhat, but not conpletely,

overl apping functions. Consequently, there is no connection between
t he sequence nunber of a DCCP packet and the sequence nunber in a
DTLS record contained in that packet, and there is no connection

bet ween sequence nunber-rel ated features such as DCCP synchroni zation
and DTLS anti-replay protection.

3.2. DCCP and DTLS Connecti on Handshakes

Unli ke UDP, DCCP is connection-oriented, and has a connection
handshake procedure that precedes the transm ssion of DCCP-Data and
DCCP- Dat aAck packets. DILS is al so connection-oriented, and has a
handshake procedure of its own that nust precede the transm ssion of
actual application information. Using the rule of mapping DTLS
records to DCCP-Data and DCCP- Dat aAck packets in Section 3, above,
the two handshakes are forced to happen in series, with the DCCP
handshake first, followed by the DILS handshake. This is how TLS
over TCP works.

However, the DCCP handshake packets DCCP- Request and DCCP- Response
have Application Data fields and can carry user data during the DCCP
handshake, and this creates the opportunity to performthe handshakes
partially in parallel. DTLS client inplenentations MAY choose to
transmt one or nore DTLS records (typically containing DILS
handshake nessages or parts of then) in the DCCP- Request packet. A
DTLS server inplenentation MAY choose to process these records as
usual, and if it has one or nmore DTLS records to send as a response
(typically containing DILS handshake nmessages or parts of them, it
MAY i ncl ude those records in the DCCP- Response packet. DTLS servers
MAY al so choose to delay the response until the DCCP handshake

conpl etes and then send the DTLS response in a DCCP-Data packet.

Not e that even though the DCCP handshake is a reliable process (DCCP
handshake nessages are retransmitted as required if nessages are
lost), the transfer of Application Data in DCCP- Request and

DCCP- Response packets is not necessarily reliable. For exanple, DCCP
server inplementations are free to discard Application Data received
i n DCCP- Request packets. And if DCCP- Request or DCCP- Response
packets need to be retransmtted, the DCCP inpl enentation may choose
to not include the Application Data present in the initial nessage.
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Since the DTLS handshake is also a reliable process, it wll
interoperate across the data delivery unreliability of DCCP (after
all, one of the basic functions of DILS is to work over unreliable
transport). |If the DTLS records containing DILS handshake nessages
are lost, they will be retransnitted by DILS

This is regardl ess of whether the nmessages were sent in

DCCP- Response/ Request packets or DCCP-Data packets. However, the
only way for DILS to retransmt DILS records that were originally
transmtted i n DCCP- Request/ Response packets (and they or the
responses were | ost sonehow) is to wait for the DCCP handshake to
conpl ete and then resend the records in DCCP-Data packets. This is
due to the characteristic of DCCP that the next opportunity to send
data after sending data in a DCCP-Request is only after the
connecti on handshake compl et es.

DCCP and DTLS use similar strategies for retransmtting handshake
messages. |If there is no response to the original request

(DCCP- Request or any DTLS handshake nessage where a response is
expected) within normally 1 second, the nessage is retransmtted.
The tiner is then doubled and the process repeated until a response
is received, or a maximumtinme is exceeded.

Therefore, if DILS records are sent in a DCCP- Request packet, and the
DCCP- Request or DCCP- Response nessage is |lost, the DCCP and DTLS
handshakes could be timng out on simlar schedules. The

DCCP- Request packets will be retransmtted on tinmeout, but the DTLS
records cannot be retransmtted until the DCCP handshake conpl etes
(there is no possibility of adding new Application Data to a

DCCP- Request retransmission). In order to avoid nultiple DTLS
retransm ssions queuing up before the first retransm ssion can be
sent, DTLS over DCCP MJUST wait until the conpletion of the DCCP
handshake before restarting its DILS handshake retransm ssion timer

3.3. Effects of DCCP Congestion Contro

Gven the large potential sizes of the DILS handshake nessages, it is
possi bl e that DCCP congestion control could throttle the transni ssion
of the DTLS handshake to the point that the transfer cannot conplete
before the DTLS timeout and retransm ssion procedures take effect.
Adding retransmtted nessages to a congested situation mght only
make matters worse and del ay connection establishnent.

Note that a DTLS over UDP application transmtting handshake data

into this sane network situation will not necessarily receive better
throughput, and m ght actually see worse effective throughput.
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W thout the pacing of slowstart and congestion control, a UDP
application night be maki ng congestion worse and | owering the
ef fective throughput it receives.

As stated in [ RFC4347], "mishandling of the [retransm ssion] tiner
can lead to serious congestion problens”. This remains as true for
DTLS over DCCP as it is for DTLS over UDP

DTLS over DCCP i npl erentati ons SHOULD t ake steps to avoid
retransmtting a request that has been queued but not yet actually
transmtted by DCCP, when the underlying DCCP inplenentation can
provide this information. For exanple, DTLS could delay starting the
retransm ssion tinmer until DCCP indicates the nmessage has been
transferred fromDCCP to the I P | ayer.

In addition to the retransm ssion issues, if the throughput needs of
the actual application data differ fromthe needs of the DILS
handshake, it is possible that the handshake transference could | eave
the DCCP congestion control in a state that is not imediately
suitable for the application data that will follow. For exanple,
DCCP Congestion Control ldentifier (CCD) 2 ([RFC4341]) congestion
control uses an Additive Increase Miultiplicative Decrease (Al M)
algorithmsimlar to TCP congestion control. If it is used, then it
i s possible that transference of a | arge handshake coul d cause a

mul tiplicative decrease that woul d not have happened with the
application data. The application mght then be throttled while
waiting for additive increase to return throughput to acceptable

| evel s.

Applications where this m ght be a problem shoul d consi der using DCCP
CCID 3 ([RFC4342]). CCID 3 inplements TCP-Friendly Rate Control
(TFRC, [RFC3448])). TFRC varies the allowed throughput nore slowy
than AIMD and night avoid the discontinuities possible with CCID 2.

3.4. Relationshi ps between DTLS Sessi ons/ Connecti ons and DCCP
Connecti ons

DTLS uses the concepts of sessions and connections. A DILS
connection is used by upper-layer endpoints to exchange data over a
transport protocol. DILS sessions contain cached state information
that is used to reduce the nunber of roundtrips and conputation
required to create multiple DILS connections between the sane
endpoi nt s.
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In DTLS over DCCP, a DTLS connection is carried by a DCCP connecti on
O'ten the DCCP connection establishnent is imrediately foll owed by
DTLS connection establishment (either creating a new DILS session
with full handshake, or resum ng an existing DILS session), and the
DTLS connection ternmination is i mediately foll owed by DCCP
connection termnation, but this is not the only possibility.

The Iife of a DILS over DCCP connection is conpletely contained
within the life of the underlying DCCP connection; a DILS connection
cannot continue if its underlying DCCP connection term nates.
However, multiple DTLS connections can be resuned fromthe sane DILS
session, each running over its own DCCP connection. The session
resunption features of DTLS are widely used, and this situation is

likely to occur in many use cases. It is also possible to resune a
DTLS session with a new DTLS connection running over a different
transport.

Note that it is possible for an application to start a DCCP
connection by transferring unprotected packets, and then switch to
DTLS after sone tine. This is likely to be useful for applications
that would |ike to negotiate using DILS or not and has inplications
for the choice of DCCP Service Code. See Section 3.6 for nore

i nformation.

Many DTLS Application Programing Interfaces (APIs) do not prevent an
application fromsending a m x of encrypted and cl ear packets over
the sanme transport connection. Applications MIST NOT send
unprotected data on a DCCP connection while it is also carrying a
DTLS connection, since this presents a vulnerability to packet
insertion attacks.

Many DTLS APIs also allow an application to start mnultiple DILS
connecti ons over one transport connection in series, with the

term nation of one DTLS connection followed by the start of another
Processi ng a DILS handshake is relatively CPU intensive. An
application that uses this strategy is open to an attacker that
repeatedly starts and i medi ately stops sessions. Therefore,
applications that use this strategy SHOULD [imt the potential burden
on the system by sone neans. For exanple, the application could
enforce a mninmumtinme of 1 second between session initiations.

3.5. PMIU Di scovery

Each DTLS record nmust fit within a single DCCP-Data packet. DCCP
packets are normally transmtted with the DF (Don’t Fragment) bit set
for 1Pv4d (or without fragnentation extension headers for |Pv6).
Because of this, DCCP perforns Path Maxi mum Transm ssion Unit (PMIU)
Di scovery.
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DTLS al so nornally uses the DF bit and perfornms PMIU Di scovery on its
own, using an algorithmthat is strongly sinmlar to the one used by
DCCP. A DTLS over DCCP inpl enentati on MAY use t he DCCP-managed val ue
for PMIU and not perform PMIU Di scovery on its own. However,

i npl ementations that choose to use the DCCP-nmanaged PMIU val ue SHOULD
continue to follow the procedures of Section 4.1.1.1 of [RFC4347]
with regard to fragnenti ng handshake nessages duri ng handshake
retransm ssions. Alternatively, a DILS over DCCP inplenmentation MAY
choose to use its own PMIU Di scovery cal cul ations, as specified in

[ RFC4347], but MJUST NOT use a value greater than the val ue detern ned
by DCCP

DTLS i npl enentations normally all ow applications to reset the PMIU
estimate back to the initial state. When that happens, DILS over
DCCP i mpl enent ati ons SHOULD al so reset the DCCP PMIU estimati on.

DTLS i npl enent ati ons al so sonetinmes allow applications to control the
use of the DF bit (when running over |Pv4) or the use of
fragment ati on extensi on headers (when running over |Pv6). DTLS over
DCCP i mpl enent ati ons SHOULD control the use of the DF bit or
fragment ati on extensi on headers by DCCP in concert with the
application’s indications, when the DCCP inpl enentati on supports
this. Note that DCCP inplenentations are not required to support
sendi ng fragnent abl e packets.

Note that the DCCP Maxi num Packet Size (MPS in [ RFC4340]) is bounded
by the current congestion control state (Congestion Control Maxi nmum
Packet Size, CCWMPS in [RFC4340]). Even when the DF bit is not set
and DCCP packets nmay then be fragnmented, the MPS nay be | ess than the
65, 535 bytes nornmally used in UDP. It is also possible for the DCCP
CCWPS, and thus the MPS, to vary over time as congestion conditions
change. DITLS over DCCP inpl erentati ons MJUST NOT use a DTLS record
size that is greater than the DCCP MPS currently in force

3.6. DCCP Service Codes

The DCCP connection handshake includes a field called Service Code
that is intended to describe "the application-level service to which
the client application wants to connect”. Further, "Service Codes
are intended to provide information about which application protocol
a connection intends to use, thus aiding mddl eboxes and reducing
reliance on globally well-known ports" [RFC4340].

It is expected that many m ddl eboxes will give different privileges
to applications running DILS over DCCP versus just DCCP. Therefore,
applications that use DILS over DCCP sonetines and just DCCP ot her

times SHOULD register and use different Service Codes for each nobde
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of operation. Applications that use both DCCP and DTLS over DCCP NMAY
choose to listen for incom ng connections on the same DCCP port and
di stinguish the node of the request by the offered Service Code.

Sone applications may start out using DCCP without DTLS, and then
optionally switch to using DTLS over the sane connection. Since
there is no way to change the Service Code for a connection after it
is established, these applications will use one Service Code.

3.7. New Versions of DTLS

As DTLS matures, revisions to and updates for [RFC4347] can be
expected. DTLS includes mechani sms for identifying the version in
use, and presumably future versions will either include backward
conmpatibility nodes or at |east not allow connections between
dissimlar versions. Since DILS over DCCP sinply encapsul ates the
DTLS records transparently, these changes should not affect this
docunent and the nethods of this docunent should apply to future
versi ons of DTLS

Therefore, in the absence of a revision to this docunent, this
docunent is assuned to apply to all future versions of DILS. This
docunent will only be revised if a revision to DILS or DCCP
(including its related CClDs) makes a revision to the encapsul ation
necessary.

It is RECOWENDED that an application mgrating to a new version of
DTLS keep the same DCCP Service Code used for the old version and

all ow DTLS to provide the version negotiation support. If a new
version of DTLS provides significant new capabilities to the
application that could change the behavi or of m ddl eboxes with regard
to the application, an application devel oper MAY regi ster a new
Servi ce Code.

4. Security Considerations
Security considerations for DILS are specified in [ RFC4347] and for
DCCP in [ RFC4340]. The conbinati on of DTLS and DCCP introduces no
new security considerations.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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attenpt made to obtain a general |icense or permssion for the use of
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specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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