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Sieve Email Filtering: Variabl es Extension

Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

In advanced mail filtering rule sets, it is useful to keep state or
configuration details across rules. This docunent updates the Sieve
filtering language (RFC 5228) with an extension to support variables.
The extension changes the interpretation of strings, adds an action
to store data in variables, and supplies a new test so that the val ue
of a string can be exani ned.
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1.

I nt roducti on

This is an extension to the Sieve | anguage defined by [SIEVE. It
adds support for storing and referencing naned data. The nechanisns
detailed in this docunment will only apply to Sieve scripts that
include a require clause for the "variabl es" extension. The require
cl auses thensel ves are not affected by this extension.

Conventions for notations are as in [SIEVE] section 1.1, including
use of [ KEYWORDS] and [ABNF]. The grammar builds on the grammar of
[SIEVE]. In this docunent, "character" neans a character fromthe

| SO 10646 coded character set [|ISOL0646], which may consist of
multiple octets coded in [UTF-8], and "variable" is a naned reference
to data stored or read back using the mechani sms of this extension

Capability ldentifier

The capability string associated with the extension defined in this
docunent is "variabl es".

Interpretation of Strings

Thi s extensi on changes the semantics of quoted-string, multi-Iline-
literal and multi-line-dotstuff found in [SIEVE] to enable the
i nclusion of the value of variables.

When a string is evaluated, substrings matching variable-ref SHALL be
repl aced by the value of variable-nane. Only one pass through the
string SHALL be done. Variable nanes are case insensitive, so "foo"
and "FOO' refer to the sanme variable. Unknown variables are replaced
by the enpty string.

vari abl e-ref
nanespace
sub- nanespace
vari abl e- nane

"${" [namespace] variabl e-nane "}"
identifier "." *sub-nanespace
vari abl e-name "."

numvariable / identifier

numvari abl e 1*DIAT
Exanpl es:
"&YB{}!" => unchanged, as the enpty string is an illega
identifier
"${doh!}" => unchanged, as "!" is illegal in identifiers

The vari abl e "conpany" holds the value "ACME'. No other variables

are set.
"${full}" => the enpty string
"${ conmpany}" => " ACME"
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" ${ BAD${ Conpany}" => " ${ BADACME"
"${President, ${Conpany} Inc.}"
=> "${President, ACME Inc.}"

The expanded string MJST use the variable values that are current
when control reaches the statement the string is part of.

Strings where no variable substitutions take place are referred to as
constant strings. Future extensions may specify that passing non-
constant strings as arguments to its actions or tests is an error

Nanespaces are neant for future extensions that nake internal state
avai |l abl e through variables. These variables SHOULD be put in a
nanespace whose first conponent is the sane as its capability string
Such extensions SHOULD state which, if any, of the variables inits
nanespace are nodifiable with the "set" action

Ref erences to namespaces without a prior require statenent for the
rel evant extension MJST cause an error

Tests or actions in future extensions may need to access the
unexpanded version of the string argunent and, e.g., do the expansion
after setting variables in its namespace. The design of the

i mpl ementation should allow this.

3.1. Quoting and Encoded Characters

The semantics of quoting using backslash are not changed: backsl ash
quoting is resolved before doing variable substitution. Sinilarly,
encoded character processing (see Section 2.4.2.4 of [SIEVE]) is
performed before doing variable substitution, but after quoting.

Exanpl es:
"${fo\o}" => ${foo} => the expansion of variable foo.
"${fo\lo}" => ${fo\o} =>illegal identifier => left verbatim
"\'${foo}" => ${foo} => the expansion of variable foo.

"\\${foo}" => \${foo} => a backslash character followed by the
expansi on of variable foo.

If it is required to include a character sequence such as
"${beep}" verbatimin a text literal, the user can define a
variable to circunvent expansion to the enpty string.

Exanpl e:

set "dollar" "$";
set "text" "regarding ${dollar}{beep}";
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Exanpl e:
require ["encoded-character”, "variables"];
set "name" "Ethel bert”
i f header :contains "Subject" "dear${hex:20 24 7b 4e}ane}" ({
# the test string is "dear Ethelbert"
}

3. 2. Mat ch Vari abl es

A "match variable" has a nane consisting only of decinal digits and
has no nanmespace conponent.

The deci mal value of the match variable nane will index the list of
mat ching strings fromthe nost recently eval uated successful match of
type ":matches". The list is enpty if no match has been successful

Note: Extra |leading zeroes are allowed and ignored.

The list will contain one string for each wildcard ("?" and "*") in
the match pattern. Each string holds the substring fromthe source
val ue that the corresponding wildcard expands to, possibly the empty
string. The wildcards match as little as possible (non-greedy
mat chi ng) .

The first string in the list has index 1. |If the index is out of
range, the enpty string will be substituted. Index O contains the
mat ched part of the source val ue.

The interpreter MJST short-circuit tests, i.e., not performnore
tests than necessary to find the result. Evaluation order MJST be
left toright. |If a test has two or nore |list argunents, the

i mpl ementation is free to choose which to iterate over first.

An extension describing a new match type (e.g., [REGEX]) MAY specify
that match variables are set as a side effect when the nmatch type is
used in a script that has enabled the "variabl es" extension.

Exanpl e:

require ["fileinto", "variables"];

if header :matches "List-1D" "*<*@" {
fileinto "INBOX. lists.${2}"; stop;
}
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4.

# 1 magi ne the header
# Subject: [acnme-users] [fwd] version 1.0 is out
i f header :matches "Subject” "[*] *" {
# ${1} will hold "acme-users",
# ${2} will hold "[fwd] version 1.0 is out"
fileinfo "INBOX. lists.${1}"; stop;

}

# | magi ne the header

# To: coyot e@\CME. Exanpl e. COMV

if address :matches ["To", "Cc"] ["coyote@*.cont,

"wile@*.conm'] {

# ${0} is the matching address
# ${1} is always the enpty string
# ${2} is part of the domain name ("ACME. Exanple")
fileinto "I NBOX. business. ${2}"; stop;

} else {
# Control wouldn't reach this block if any match was
# successful, so no match variables are set at this
# point.

}

if anyof (true, address :domain :nmatches "To" "*.conl) {
# The second test is never evaluated, so there are

# still no match vari abl es set.
st op;
}
Action set
Usage: set [MODI FI ER] <nane: string> <value: string>

The "set" action stores the specified value in the variable
identified by nane. The name MUST be a constant string and conform
to the syntax of variable-nane. Match variables cannot be set. A
nanespace cannot be used unless an extension explicitly allows its
use in "set". An invalid nane MJST be detected as a syntax error

Modifiers are applied on a value before it is stored in the variable
See the next section for details.

Variables are only visible to the currently running script. Note:
Future extensions may provide different scoping rules for variabl es.

Vari abl e nanes are case insensitive
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Exanpl e:
set "honorific" "M";
set "first_name" "WIle";
set "last_name" "Coyote";

set "vacation" text:
Dear ${HONORI FI C} ${| ast_nane},
I"mout, please | eave a nessage after the neep.

3

"set" does not affect the inplicit keep. It is conpatible with al
actions defined in [SIEVE].

4. 1. Modi fiers

Usage: ":lower" [/ ":upper" [ ":lowerfirst" / ":upperfirst" /
":quotew | dcard" / ":length"

Modi fi er names are case insensitive. Unknown nodifiers MJST yield a
syntax error. More than one nodifier can be specified, in which case
they are applied according to this precedence list, |argest val ue

first:

o m e e e e e e i e e ee oo +
| Precedence Modi fier |
o m e e e e e e e e e +
| 40 : 1 ower |
| s upper |
o m e e e e e e e e eea oo +
| 30 clowerfirst |
| supperfirst |
o m e e e e e e e e e +
| 20 :quotew | dcard

T +
| 10 :length |
o m e e e e e e i e e ee oo +

It is an error to use two or nore nodifiers of the same precedence in
a single "set" action.

Exanpl es:
# The val ue assigned to the variable is printed after the arrow
set "a" "juMBl Ed | ETteRS"; => "juMBl Ed | ETt eRS"
set :length "b" "${a}"; => "15"
set :lower "b" "${a}"; => "junbled letters"”
set :upperfirst "b" "${a}"; => "JuMBl Ed | ETt eRS"
set :upperfirst :lower "b" "${a}"; => "Junbled letters"
set :quotew | dcard "b" "Rock*"; => "Rock\*"
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4.1.1. Modifier ":length”

The value is the decimal nunber of characters in the expansion,
converted to a string.

4.1.2. Modifier ":quotewldcard"
This nodi fier adds the necessary quoting to ensure that the expanded
text will only match a literal occurrence if used as a parameter to
:matches. Every character with special neaning ("*", "?", and "\")
is prefixed with "\" in the expansion

4.1.3. Case Mdifiers
These nodifiers change the letters of the text from upper to | ower
case or vice versa. Characters other than "A"-"Z" and "a"-"z" from
US-ASCI | are |eft unchanged

4.1.3.1. Modifier ":upper"

Al lower case letters are converted to their upper case
counterparts.

4.1. 3. 2. Modifier ": |l ower"

Al'l upper case letters are converted to their | ower case
counterparts.

4.1.3.3. Modifier ":upperfirst"
The first character of the string is converted to upper case if it is
a letter and set in lower case. The rest of the string is left
unchanged.

4.1.3.4. Modifier ":lowerfirst"
The first character of the string is converted to lower case if it is
a letter and set in upper case. The rest of the string is left
unchanged.

5. Test string

Usage: string [ MATCH TYPE] [ COVPARATOR]
<source: string-list> <key-list: string-list>

The "string" test evaluates to true if any of the source strings
mat ches any key. The type of match defaults to ":is".
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In the "string" test, both source and key-list are taken fromthe
script, not the message, and whitespace stripping MIST NOT be done
unl ess the script explicitly requests this through sonme future
nmechani sm

Exanpl e:
set "state" "${state} pending";
if string :matches " ${state} " "* pending *" {
# the above test always succeeds
}

The "rel ational" extension [ RELATI ONAL] adds a match type call ed
":count". The count of a single stringis Oif it is the enpty
string, or 1 otherwi se. The count of a string list is the sumof the
counts of the nenber strings.

6. Inplenentation Linmits

An inmplenentation of this document MJST support at |east 128 distinct
vari abl es. The supported |l ength of variable names MJST be at |east
32 characters. Each variable MJST be able to hold at |east 4000
characters. Attenpts to set the variable to a value |arger than what
the inplementation supports SHOULD be reported as an error at

conmpile-time if possible. If the attenpt is discovered during run-
time, the value SHOULD be truncated, and it MJST NOT be treated as an
error.

Mat ch variabl es ${1} through ${9} MJST be supported. References to
hi gher indices than those the inplenentation supports MJST be treated
as a syntax error, which SHOULD be di scovered at conpile-tine.

7. Security Considerations

When match variabl es are used, and the author of the script isn't
careful, strings can contain arbitrary values controlled by the
sender of the mail.

Since values stored by "set" that exceed inplenentation limts are
silently truncated, it’s not appropriate to store |arge structures
with security inplications in variables.

The introduction of variables nakes advanced deci si on nmaki ng easier
to wite, but since no |ooping construct is provided, all Sieve
scripts will terminate in an orderly manner.

Sieve filtering should not be relied on as a security neasure agai nst

hostile mail nessages. Sieve is designed to do sinple, nostly static
tests, and is not suitable for use as a spamor virus checker, where
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10.

10.

10.

the perpetrator has a nmotivation to vary the format of the mail in
order to avoid filtering rules. See also [ SPAMIEST].

| ANA Consi der ati ons

The following tenplate specifies the | ANA registration of the
vari abl es Sieve extension specified in this docunent:

To: iana@ ana. org
Subj ect: Registration of new Si eve extension

Capabi lity name: vari abl es

Descri pti on: Adds support for variables to the Sieve filtering
| anguage.
RFC nunber: RFC 5229

Cont act address: The Sieve discussion list <ietf-nta-filters@nt. org>
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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