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1.

I nt roducti on

Prot ocol s such as Nami ng Authority Pointer (NAPTR) records and the
Servi ce Location Protocol (SLP) can be used to di scover servers
offering a particular service. However, for an inportant class of
services the appropriate specific service instance depends both on
the identity of the service and the geographic |ocation of the entity
that needs to reach it. Energency tel ecomunications services are an
i mportant example; here, the service instance is a Public Safety
Answering Point (PSAP) that has jurisdiction over the |ocation of the
user making the call. The desired PSAP isn’t necessarily the one
that is topologically or even line-of-sight closest to the caller;
rather, it is the one that serves the caller’s location based on
jurisdictional boundari es.

Thi s docunent describes a protocol for nmapping a service identifier
and location information conpatible with the Presence Infornmation
Data Format Location Object (PIDF-LO [6] to one or nobre service
URIs. Service identifiers take the formof the service URNs
described in [9]. Location information here includes revised civic
| ocation information [10] and a subset of the PIDF-LO profile [13],
whi ch consequently includes the Geo-Shapes [12] defined for GW [11].
Exanpl e service URI schemes include sip [14], xnpp [15], and te
[16]. While the initial focus is on providing nmapping functions for
energency services, it is likely that the protocol is applicable to
other service URNs. For example, in the United States, the "2-1-1"
and "3-1-1" service nunbers follow a simlar |ocation-to-service
behavi or as emergency servi ces.

Thi s docunent nanmes this protocol "LoST", for Location-to-Service
Transl ation. LoST satisfies the requirenments [18] for mappi ng
protocols. LoST provides a nunber of operations, centered around
mappi ng | ocati ons and service URNs to service URLs and associ at ed
informati on. LoST mappi ng queries can contain either civic or
geodetic location information. For civic addresses, LOST can

i ndi cate which parts of the civic address are known to be valid or
invalid, thus providi ng address validation, as described in Section
3.5 of [18]. LoST indicates errors in the location data to
facilitate debuggi ng and proper user feedback, but also provides
best-ef fort answers.

LoST queries can be resolved recursively or iteratively. To nminimze
round trips and to provide robustness against network failures, LoST
supports caching of individual mappings and indicates the region for

whi ch the same answer would be returned ("service region").
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As defined in this docunment, LoST nessages are carried in HITP and
HTTPS protocol exchanges, facilitating use of TLS for protecting the
integrity and confidentiality of requests and responses.

Thi s docunent focuses on the description of the protocol between the
mappi ng client and the mappi ng server. her functions, such as

di scovery of mapping servers, data replication and the overal
mappi ng server architecture are described in a separate docunent
[19].

The query nessage carries location information and a service
identifier encoded as a Uniform Resource Name (URN) (see [9]) from
the LoST client to the LoST server. The LOST server uses its

dat abase to map the input values to one or nore Uniform Resource
ldentifiers (URIs) and returns those URIs along with optiona

i nformati on, such as hints about the service boundary, in a response

message to the LoST client. |f the server cannot resolve the query
itself, it may in turn query another server or return the address of
anot her LoST server, identified by a LoST server nanme. 1In addition

to the mapping function described in Section 8, the protocol also
allows to retrieve the service boundary (see Section 9) and to |ist
the services available for a particular location (see Section 11) or
supported by a particular server (see Section 10).

2. Term nol ogy and Requirenents Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

Thi s docunent uses the follow ng terns:

Mappi ng:
Mapping is a process that takes a location and a service
identifier as inputs and returns one or nore URIs. Those URIs can
point either to a host providing that service or to a host that in
turn routes the request to the final destination. This definition
is a generalization of the term"nmapping" as used in [18], because
LoST can be used for non-energency services.

LoST client:
A host acts as a LoST client if it sends LoST query nessages and
recei ves LOST response nessages.

LoST server:
A host acts as a LoST server if it receives LoST query nessages
and sends LOST response nessages. |In recursive operation, the
same entity may be both a client and a server
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Aut horitative LOST server
An authoritative server acts only as a server and successfully
resol ves the input location and service identifier to a URI or set
of URIs.

Servi ce boundary:
A service boundary circunscribes the region within which all
| ocations map to the sane service URI or set of URIs for a given
service. A service boundary may consi st of several non-contiguous
geonetri c shapes

Val i dati on:
The term "validation" describes the behavior defined as "l ocation
validation" in Section 3.5 of [18].

Addi tional energency service term nology can be found in [18].
3. Overview of Protocol Usage

The LoST protocol supports the follow ng types of queries and
responses:

<findServi ce> and <findServi ceResponse>
A LoST client retrieves contact URIs based on | ocation infornation
and a service identifier with this request and response. The sane
query type may al so ask for | ocation validation and for service
nunbers, either conmbined with a mapping request or separately.
The details can be found in Section 8.

<get Servi ceBoundary> and <get Servi ceBoundar yResponse>
A LoST client obtains a service boundary with this request and
response, as described in Section 9.

<listServices> and <l i st Servi cesResponse>
Wth this request and response, a LoST client can find out which
services a LoST server supports, as described in Section 10.

<l i st Servi cesByLocati on> and <l i st Servi cesByLocati onResponse>
A LoST client can determine with this request and response which
services are available for a specific location region. Section 11
descri bes the details.

LoST clients nay initiate any of the above queries at any tine.
Among the common triggers are:

1. when the client initially starts up or attaches to a network;
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2. when the client detects that its |ocation has changed
sufficiently that it is outside the bounds of the service region;

3. when a SIP nessage arrives at a SIP proxy performing | ocation-
based call routing;

4. when cached mapping i nformati on has expired; and

5. when invoking a particular service. At that tine, a client may
omt requests for service boundaries or other auxiliary
i nformation.

A service-specific Best Current Practice (BCP) document, such as
[21], governs whether a client is expected to invoke the nmapping
service just before needing the service or whether to rely on cached
answers. Cache entries expire at their expiration tine (see

Section 5.2), or they beconme invalid if the caller’s device noves
beyond t he boundaries of the service region. Service-specific Best
Current Practice docunments may al so provi de gui dance on the contact
URI schenes nost appropriate to the service. As a general set of

gui delines, URI schemes that do not provide mechani snms for actually
initiating a contact nethod shoul d be avoi ded (exanples include data,
info, cid, and tag) as transform ng those references into contact
mechani snms requires a layer of indirection that nakes the overal
mechanismnore fragile. Provisionally registered URI schemes shoul d
al so be carefully considered before use, because they are subject to
change in core senmantics

4. LoST Servers and Their Resol ution

LoST servers are identified by U NAPTR/ DDDS (URI - Enabl ed NAPTR/
Dynam c Del egati on Di scovery Service) [8] application unique strings,
in the formof a DNS nane. An exanple is ’'|ostserver.exanple.coni.

Clients need to use the U-NAPTR [ 8] specification described belowto
obtain a URI (indicating host and protocol) for the applicable LoST
service. In this docunent, only the HTTP and HTTPS URL schenes are
defined. Note that the HTTP URL can be any valid HTTP URL, including
those containing path el ements.

The following two DNS entries show the U NAPTR resol ution for

"exanpl e.com' to the HTTPS URL https://|ostserv. exanpl e. com secure or
the HTTP URL http://lostserver.exanple.com with the former being
pref erred.
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exanpl e. com

IN NAPTR 100 10 "u" "LoST: htt ps"

"I . *Ihttps://|ostserver. exanpl e. com secure!™ ""
I N NAPTR 200 10 "u" "LoST: http"

"I .*Ihttp://lostserver.exanple.com™ ""
Clients learn the LoST server’s host name by nmeans beyond the scope
of this specification, such as SIP configuration and DHCP [ 25].

5.  The <nmappi ng> El enent

The <mapping> el enent is the core data elenment in LoST, describing a
service region and the associated service URLs. Its attributes and
el ements are described in subsections bel ow.

5.1. The Mapping Data Source: ’'source’, ’'sourceld , and 'l astUpdated
Attributes

The ’'source’, 'sourceld , and ’'lastUpdated attributes uniquely
identify a particular mapping record. They are created by the
authoritative source for a mapping and are never nodified when a
mapping is served froma cache. Al three attributes are REQU RED
for all <mapping> elenents. A receiver can replace a mapping with
anot her one having the sane ’'source’ and ’'sourceld’ and a nore recent
time in 'l astUpdated .

The ’'source’ attribute contains a LoST application unique string
identifying the authoritative generator of the mapping (Section 4).

The ’'sourceld attribute identifies a particular mapping and contains
an opaque token that MJST be uni que anong all different nmappings

mai ntai ned by the authoritative source for that particular service.
For exanple, a Universally Unique Identifier (UUD) is a suitable
format.

The 'l astUpdated’ attribute describes when a specific instance of
mappi ng, identified by the comnbination of 'source’ and ’sourceld,
was | ast changed. The contents of this attribute has the XM. data
type dateTine in its tinmezoned form using the canonical UTC
representation with the letter 'Z° as the tinezone indicator
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5.2. Mapping Validity: The 'expires’ Attribute

The "expires’ attribute contains the absolute tine at which the
mappi ng becones invalid. The contents of this attribute is a
ti mezoned XM. type dateTinme, in canonical representation. The
<mappi ng> el ement MJST include the 'expires’ attribute.

Optionally, this attribute may contain the values of ' NO CACHE' and
"NO EXPI RATI ON' i nstead of a dateTinme value. The value 'NO CACHE is
an indication that the mappi ng should not be cached. The val ue of
"NO- EXPI RATION is an indication that the mappi ng does not expire

On occasion, a server may be forced to return an expired mapping if
it cannot reach the authoritative server or the server fails to
return a usable answer. Cdients and servers MAY cache the nmapping so
that they have at |east sone information available. Caching servers
that have such stale information SHOULD re-attenpt the query each
time a client requests a mapping. Since the expired napping will be
returned to the client as a non-error/non-warning response, the
client MJUST check the 'expires’ attribute; if the mapping has
expired, local policy at the client determ nes whether it discards
the answer and tries again |later or uses the possibly stale response.

5.3. Describing the Service with the <di spl ayNane> El enent

Zero or nore <di splayName> el enents describe the service with a
string that is suitable for display to human users, each annotated
with the "xml:lang’ attribute that contains a | anguage tag to aid in
the rendering of text.

5.4. The Mapped Service: The <service> El enent

The mandatory <service> elenent identifies the service for which this
mappi ng applies. Two cases need to be distingui shed when the LoST
server sets the <service> elenent in the response nessage

1. If the requested service, identified by the service URN[9] in
the <service> element of the request, exists for the |ocation
i ndi cated, then the LoST server copies the service URN fromthe
request into the <service> el enent.

2. If, however, the requested service, identified by the service URN
[9] in the <service> elenment in the request, does not exist for
the location indicated, the server either can return a
<servi ceNot | npl ement ed> (Section 13.1) error or can provide an
alternate service that approxinates the desired service for that
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5.

5

location. In the latter case, the server MJST include a
<service> element with the alternative service URN. The choice
of service URNis left to local policy, but the alternate service
shoul d be able to satisfy the original service request.

5. Defining the Service Region with the <servi ceBoundary> El enent

A response MAY indicate the region for which the service URL returned
woul d be the sanme as in the actual query, the so-called service
region. The service region can be indicated by value or by reference
(see Section 5.6). |If a client noves outside the service area and

wi shes to obtain current service data, it sends a new query with its
current location. The service region is described by value in one or
nmor e <servi ceBoundary> el ements, each formatted according to a
specific location profile, identified by the "profile’ attribute (see
Section 12). <serviceBoundary> elenents formatted according to
different location profiles are alternative representations of the
sane area, not additive to one another; this allows a client
under st andi ng only one of the profile types to be sure it has a

compl ete view of the serviceBoundary. Wthin a serviceBoundary

el ement there may, however, be multiple |ocations which are additive;
this is necessary because sone <servi ceBoundary> areas could not be
easily expressed with a single shape or civic location. [If included
in a response, the <serviceBoundary> el ement MJST contain at |east
one service boundary that uses the sane profile as the request.

A service boundary is requested by the client, using the
"serviceBoundary’ attribute in the request with the value set to
"val ue".

6. Service Boundaries by Reference: The <servi ceBoundaryRef erence>
El enent

Si nce geodetic service boundaries may contain thousands of points and
can thus be quite large, clients may wish to conserve bandw dth by
requesting a reference to the service boundary instead of the val ue
described in Section 5.5. The identifier of the service boundary is
returned as an attribute of the <serviceBoundaryReference> el enent,
along with a LoST application unique string (see Section 4)
identifying the server fromwhere it can be retrieved. The actua

val ue of the service boundary is then retrieved with the

get Servi ceBoundary (Section 9) request.

A reference to a service boundary is requested by the client using
the ’serviceBoundary’ attribute in the request with the value set to
"reference". A LoST server may decide, based on local policy, to
return the service boundary by value or to onit the

<servi ceBoundar yRef erence> el ement in the response.
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The identifier is a randomtoken with at |east 128 bits of entropy
and can be assumed to be globally unique. It uniquely references a
particul ar boundary. [If the boundary changes, a new identifier MJST
be chosen. Because of these properties, a client receiving a napping
response can sinply check if it already has a copy of the boundary
with that identifier. |If so, it can skip checking with the server
whet her the boundary has been updated. Since service boundaries are
likely to remai n unchanged for extended periods of time, possibly
exceeding the normal lifetine of the service URL, this approach

avoi ds unnecessarily refreshing the boundary information just because
the remai nder of the mappi ng has becone invalid.

5.7. The Service Nunber: The <servi ceNunber> El enent

The service nunber is returned in the optional <serviceNunber>

element. It contains a string of digits, * and # that a user on a
device with a 12-key dial pad could use to reach that particul ar
servi ce.

5.8. Service URLs: The <uri> El ement

The response returns the service URLsS in one or nore <uri> el enents.
The URLs MUST be absolute URLs. The ordering of the URLs has no
particul ar significance. Each URL scheme MJST only appear at npst
once, but it is permissible to include both secured and regul ar
versions of a protocol, such as both "http’ and 'https’ or 'sip’ and
"sips’.

6. Path of a Request: The <path> El enent

To prevent loops and to allow tracing of request and response paths,
all requests that allow recursion include a <path> el enment that
contains one or nore <via> el enents, each possessing an attribute
containing a LoST application unique string (see Section 4). The
order of <via> elenents corresponds to the order of LOST servers,
i.e., the first <via> elenent identifies the server that initially
received the request fromthe client issuing the request. Every
server in a recursive query operation is included in the <path>

el ement, including the first server to receive it.

The server that answers the request instead of forwarding it, such as
the authoritative server, copies the <path> el enent verbatiminto the
response. The <path> elenent is not nodified in responses as the
responses traverses the server chain back to the querying client.

If a query is answered iteratively, the querier includes all servers
that it has already contacted
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When a cached mapping is returned, then the <path> el ement cached
together with the mapping is returned.

The exanple in Figure 4 indicates that the answer was given to the
client by the LoST server at esgw. ueber-110. de. exanpl e, which got the
answer fromthe (authoritative) LoST server at

pol i zei . muenchen. de. exanpl e.

7. ldentifying the Location El ement Used for Mpping: <locationUsed>

Several of the requests can provide one or nore <location> el enents,
among which the server gets to choose. It is useful for the client
to be able to deternine which one was actually used in producing the
result. For that purpose, the <location> tag MJIST contain an 'id’
attribute that uniquely identifies the <l ocation> elenent. The
format of the identifier is left to the client; it could, for
exanpl e, use a hash of the location information. The server returns
the identifier for the <location> elenent it used in the

<l ocati onUsed> t ag.

8. Mapping a Location and Service to URLs: <findService>

8.1. Overview
The <findService> query constitutes the core of the LoST
functionality, mapping civic or geodetic |locations to URLs and
associ ated data. After giving an exanple, we enunerate the el enents
of the query and response.

8.2. Exanples

8.2.1. Exanple Using Geodetic Coordinates
The following is an exanple of mapping a service to a | ocation using

geodetic coordinates, for the service associated with the police
(urn:service:sos.police).
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<?xm version="1. 0" encodi ng="UTF-8"?>
<fi ndServi ce
xm ns="urn:ietf:paranms:xm:ns:|ost1"
xm ns: p2="http://ww. opengi s. net/gm"
servi ceBoundar y="val ue"
recursive="true">

<l ocation id="6020688f 1ce1896d" profil e="geodeti c-2d">
<p2: Poi nt id="point1" srsName="urn:ogc: def:crs: EPSG : 4326" >
<p2: pos>37. 775 -122. 422</ p2: pos>
</ p2: Poi nt >
</l ocation>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>

</ findService>
Figure 1: A <findService> geodetic query

G ven the query above, a server would respond with a service, and
information related to that service. In the exanple below, the
server has mapped the | ocation given by the client for a police
service to the New York City Police Departnent, instructing the
client that it may contact themvia the URI's "sip: nypd@xanpl e. cont
and "xnpp: nypd@xanpl e.com'. The server has also given the client a
geodetic, two-di mensional boundary for this service. The mappi ng was
| ast updated on Novenber 1, 2006 and expires on January 1, 2007. |If
the client’s |l ocation changes beyond the given service boundary or
the expiration tinme has been reached, it may want to requery for this
i nformati on, depending on the usage environnent of LoST
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<?xm version="1. 0" encodi ng="UTF-8"?>

<findServi ceResponse xm ns="urn:ietf:parans: xm:ns:|ost1l"
xm ns: p2="http://ww. opengi s. net/gm ">
<mappi ng

expi res="2007-01-01T01: 44: 332"
| ast Updat ed="2006- 11-01T01: 00: 00Z"
source="aut horitative. exanpl e"
sour cel d="7e3f 40b098¢711dbb6060800200c9a66" >
<di spl ayNane xmi : | ang="en">
New York City Police Depart nent
</ di spl ayNane>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
<servi ceBoundary profil e="geodetic-2d">
<p2: Pol ygon srsNane="urn: ogc: def::crs: EPSG : 4326" >
<p2: exterior>
<p2: Li near Ri ng>
<p2: pos>37. 775 -122. 4194</ p2: pos>
<p2: pos>37. 555 -122. 4194</ p2: pos>
<p2: pos>37. 555 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4194</ p2: pos>
</ p2: Li near R ng>
</ p2: exterior>
</ p2: Pol ygon>
</ servi ceBoundar y>
<uri>si p: nypd@xanpl e. conx/ uri >
<uri >xnpp: nypd@xanpl e. conx/ uri >
<servi ceNunber >911</ servi ceNunber >

</ mappi ng>
<pat h>

<vi a source="resol ver. exanpl e"/>
<via source="aut horitative. exanpl e"/>

</ pat h>

<|
</fi

8.2. 2.

ocationUsed i d="6020688f 1cel1896d"/ >
ndSer vi ceResponse>

Figure 2: A <findServiceResponse> geodetic answer

G vic Address Mappi ng Exanpl e

2008

The exanpl e bel ow shows how to map a service to a location nuch |ike

t he

exanmple in Section 8.2.1, but using civic address |ocation

information. In this exanple, the client requests the service
associated with police (urn:service:sos.police) along with a specific

civic address (house number 6 on a street named OQtto-Hahn-Ring in

Muni

Har di e,

ch, Gernmany).
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<?xm version="1. 0" encodi ng="UTF-8"?>
<findService xm ns="urn:ietf:parans: xm:ns:|ost1"
recursive="true" servi ceBoundary="val ue">
<l ocation id="627b8bf 819d0bad4d" profile="civic">
<ci vi cAddr ess
xm ns="urn:ietf:parans: xm : ns: pi df: geopriv10: ci vi cAddr" >
<count r y>DE</ count ry>
<Al>Bavari a</ A1>
<A3>Muni ch</ A3>
<A6>Cx t 0- Hahn- Ri ng</ A6>
<HNO>6</ HNO>
<PC>81675</ PC>
</ ci vi cAddr ess>
</l ocation>
<servi ce>urn: servi ce: sos. pol i ce</servi ce>
</findService>

Figure 3. A <findService> civic address query

G ven the query above, a server would respond with a service, and
information related to that service. |In the exanple below, the
server has mapped the |l ocation given by the client for a police
service to the Muenchen Polizei-Abteilung, instructing the client
that it may contact themvia the URI s sip:nunich-police@xanple.com
and xmpp: nuni ch- pol i ce@xanpl e.com The server has al so given the
client a civic address boundary (the city of Minich) for this
service. The mapping was | ast updated on Novenber 1, 2006 by the
authoritative source "polizei.nuenchen. de. exanpl e" and expires on
January 1, 2007. This instructs the client to requery for the
information if its |ocation changes beyond the given service boundary
(i.e., beyond the indicated district of Minich) or after January 1,
2007.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<findServi ceResponse xm ns="urn:ietf:parans: xm :ns:|lost1">
<mappi ng
expi res="2007-01- 01T01: 44: 332"
| ast Updat ed="2006- 11-01T01: 00: 00Z"
sour ce="esgw. ueber-110. de. exanpl e"
sour cel d="e8b05a41d8d1415b80f 2cdbb96ccf 109" >
<di spl ayNane xm : | ang="de">
Muenchen Pol i zei - Abt ei | ung
</ di spl ayNane>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
<servi ceBoundary
profile="civic">
<ci vi cAddr ess
xm ns="urn:ietf:parans: xm : ns: pi df : geopri v10: ci vi cAddr ">
<count r y>DE</ country>
<Al>Bavari a</ Al1>
<A3>Muni ch</ A3>
<PC>81675</ PC>
</ civi cAddr ess>
</ servi ceBoundar y>
<uri >si p: muni ch-pol i ce@xanpl e. conx/ uri >
<uri >xmpp: nuni ch- pol i ce@xanpl e. conx/ uri >
<servi ceNunber >110</ servi ceNunber >
</ mappi ng>
<pat h>
<vi a source="esgw. ueber-110. de. exanpl e"/ >
<vi a source="polizei.nuenchen. de. exanpl e"/ >
</ pat h>
<l ocati onUsed i d="627b8bf 819d0bad4d"/ >
</ findServi ceResponse>

Figure 4: A <findServiceResponse> civic address answer

8.3. Components of the <findService> Request
The <findService> request includes attributes and el enents that
govern whether the request is handled iteratively or recursively,
whet her | ocation validation is perforned, and which el enents may be
contained in the response.

8.3.1. The <location> El enent
The <findService> query comunicates |ocation information using one

or nore <location> el enents, which MJST conformto a |ocation profile
(see Section 12). There MJUST NOT be nore than one |ocation el enent
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for each distinct location profile. The order of location elenents
is significant; the server uses the first |ocation el enent where it
under stands the | ocation profile.

8.3.2. ldentifying the Service: The <service> El enent

The type of service desired is specified by the <service> el enent.
It contains service URNs fromthe registry established in [9].

8.3.3. Recursion and lteration

LOST can operate in either recursive or iterative node, on a request-

by-request basis. |In recursive node, the LoST server initiates
queries on behalf of the requester and returns the result to the
requester.

In iterative nmode, the server contacted returns a redirection
response indicating the next server to be queried if the server
contacted cannot provide an answer itself.

For the queries defined in this docunent, only the LoST <findService>
and <listServicesByLocation> queries can be recursive, as indicated
by the "recursive’ attribute. A value of "true" indicates a
recursive query, with the default being "fal se" when the attribute is
omtted. Regardless of the attribute, a server MAY al ways answer a
query by providing a LoST application unique string (see Section 4),
i.e., indirection; however, it MJST NOT recurse if the attribute is
"fal se".

8.3.4. Service Boundary

LoST <mappi ng> el enents can descri be the service boundary either by
val ue or by reference. Returning a service boundary reference is
generally nore space-efficient for geospatial (polygon) boundaries
and if the boundaries change rarely, but does incur an additiona

<get Servi ceBoundary> request. The querier can express a preference
for one or the other nodality with the 'serviceBoundary’ attribute in
the <findService> request, but the server nakes the final decision as
to whether to return a reference or a val ue.

8.3.5. Requesting Cvic Location Validation

Civic address validation is requested by setting the optiona
attribute 'validatelLocation’” to true. |If the attribute is omtted,
it is assuned to be false. The response is described in

Section 8.4.2. The exanple in Figure 5 denonstrates address
validation. |If the server chooses a geodetic |ocation anong the

| ocations provided in a request, the attribute is ignored.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<fi ndServi ce
xm ns="urn:ietf:paranms:xm:ns:|ost1"
recursive="true"
val i dat eLocati on="t rue"
servi ceBoundar y="val ue" >
<l ocation id="627b8bf 819d0bad4d" profil e="civic">
<ci vi cAddr ess
xm ns="urn:ietf:parans: xm : ns: pi df : geopri v10: ci vi cAddr ">
<count r y>DE</ country>
<Al>Bavari a</ A1>
<A3>Muni ch</ A3>
<A6>Qx t 0- Hahn- Ri ng</ A6>
<HNG>6</ HNO>
<PC>81675</ PC>
</ ci vi cAddr ess>
</l ocation>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
</ findService>

Figure 5: A <findService> query with address validation request
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<?xm version="1. 0" encodi ng="UTF-8"?>
<findServi ceResponse xm ns="urn:ietf:parans: xm :ns:|lost1">
<mappi ng
expi res="2007-01- 01T01: 44: 332"
| ast Updat ed="2006- 11-01T01: 00: 00Z"
source="aut horitative. exanpl e"
sour cel d="4db898df 52b84edf a9bh6445ea8a0328e" >
<di spl ayNane xm : | ang="de">
Muenchen Pol i zei - Abt ei | ung
</ di spl ayNane>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
<servi ceBoundary profile="civic">
<ci vi cAddr ess
xm ns="urn:ietf:paranms: xm : ns: pi df : geopri v10: ci vi cAddr " >
<count r y>DE</ count ry>
<Al>Bavari a</ Al>
<A3>Muni ch</ A3>
<PC>81675</ PC>
</ ci vi cAddr ess>
</ servi ceBoundary>
<uri >si p: muni ch-pol i ce@xanpl e. conx/ uri >
<uri >xmpp: nuni ch- pol i ce@xanpl e. conx/ uri >
<servi ceNunber >110</ ser vi ceNunber >
</ mappi ng>
<l ocati onVal i dati on>
<val i d>country Al A3 A6</valid>
<i nval i d>PC</i nval i d>
<unchecked>HNO</ unchecked>
</l ocationValidation>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="aut horitative. exanpl e"/>
</ pat h>
<l ocati onUsed i d="627b8bf 819d0bad4d"/ >
</ findServi ceResponse>

Figure 6: A <findServiceResponse> nessage with address validation
i nformation

8.4. Components of the Mappi ng Response <findServi ceResponse>
8.4.1. Overview
Mappi hg responses consi st of the <mapping> el emrent (Section 5)
describing the mapping itself, possibly foll owed by warnings

(Section 13.2), location validation information (Section 8.4.2), and
an indication of the path (Section 6) the response has taken
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8.4.2. Civic Address Validation: The <locationValidation> El ement

A server can indicate in its response which civic address elements it
has recogni zed as valid, which ones it has ignored, and which ones it
has checked and found to be invalid. The server SHOULD include this
information if the 'validateLocation' attribute in the request was
true, but local policy at the server may allow this information to be
omtted. Each elenent contains a list of tokens separated by

whi t espace, enunerating the civic |ocation | abels used in child

el ements of the <civicAddress> el enent. The <valid> el ement
enunerates those civic address el enents that have been recogni zed as
valid by the LoST server and that have been used to determ ne the
mappi ng. The <unchecked> el ements enunerates the civic address

el ements that the server did not check and that were not used in
determ ning the response. The <invalid> el enment enumerate civic
address elenents that the server attenpted to check, but that did not
mat ch the other civic address elenments found in the <valid> |ist.
Civic location tokens that are not listed in either the <valid>,
<invalid>, or <unchecked> el ement belong to the class of unchecked

t okens.

Note that the same address can yield different responses if parts of
the civic address contradi ct each other. For exanple, if the posta
code does not match the city, local server policy determ nes whether
the postal code or the city is considered valid. The mapping
naturally corresponds to the valid el enents.

The exanple shown in Figure 5 and in Figure 6 indicates that the
tokens 'country’, 'Al', 'A3', and ' A6’ have been validated by the
LoST server. The server considered the postal code 81675 in the <PC
el ement as not valid for this location. The 'HNO token belongs to
the class of unchecked | ocation tokens.

9. Retrieving the Service Boundary via <get Servi ceBoundary>

As discussed in Section 5.5, the <findServi ceResponse> can return a
gl obal ly unique identifier in the 'serviceBoundary’ attribute that
can be used to retrieve the service boundary, rather than returning
the boundary by value. This is shown in the exanple in Figure 7 and
Figure 8. The client can then retrieve the boundary using the

<get Servi ceBoundary> request and obtains the boundary in the

<get Servi ceBoundar yResponse>, illustrated in the exanple in Figure 9
and Figure 10. The client issues the request to the server
identified in the 'server’ attribute of the

<servi ceBoundar yRef erence> el enent. These requests are al ways
directed to the authoritative server and do not recurse.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<fi ndServi ce
xm ns="urn:ietf:paranms:xm:ns:|ost1"
xm ns: p2="http://ww. opengi s. net/gm"
recursive="true"
servi ceBoundary="ref erence" >
<l ocation id="6020688f 1ce1896d" profil e="geodeti c-2d">
<p2: Poi nt id="pointl" srsName="urn:ogc: def:crs: EPSG : 4326" >
<p2: pos>37. 775 -122. 422</ p2: pos>
</ p2: Poi nt >
</l ocation>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
</ findService>

Figure 7: <findService> request and response with service boundary
ref erence

<?xm version="1.0" encodi ng="UTF-8"?>
<findServi ceResponse xm ns="urn:ietf:paranms:xm :ns:|ostl"
xm ns: p2="http://ww. opengi s. net/gm ">
<mappi ng
expi res="2007-01- 01T01: 44: 332"
| ast Updat ed="2006- 11-01T01: 00: 00Z"
source="aut horitative. exanpl e"
sour cel d="7e3f 40b098c711dbb6060800200c9a66" >
<di spl ayNane xm : | ang="en">
New York City Police Depart nment
</ di spl ayNane>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
<servi ceBoundar yRef erence
source="aut horitative. exanpl e"
key="7214148E0433AFE2FA2D48003D31172E" / >
<uri >si p: nypd@xanpl e. conx/ uri >
<uri >xnpp: nypd@xanpl e. conx/ uri >
<servi ceNunber >911</ servi ceNunber >
</ mappi ng>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="authoritative. exanpl e"/>
</ pat h>
<l ocati onUsed i d="6020688f 1ce1896d"/ >
</ findServi ceResponse>

Fi gure 8: <findServiceResponse> nessage wi th service boundary
reference
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<?xm version="1. 0" encodi ng="UTF-8"?>
<get Servi ceBoundary xm ns="urn:ietf:params: xm :ns:|ost1l"
key="7214148E0433AFE2FA2D48003D31172E"/ >

Figure 9: Requesting a service boundary w th <get Servi ceBoundary>

<?xm version="1. 0" encodi ng="UTF-8"?>
<get Ser vi ceBoundar yResponse
xm ns="urn:ietf:params:xm :ns:lost1">
<servi ceBoundary profil e="geodetic-2d">
<p2: Pol ygon srsNane="urn: ogc: def::crs: EPSG : 4326" >
<p2:exterior>
<p2: Li near Ri ng>
<p2: pos>37. 775 -122. 4194</ p2: pos>
<p2: pos>37.555 -122. 4194</ p2: pos>
<p2: pos>37.555 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4194</ p2: pos>
</ p2: Li near Ri ng>
</ p2: exterior>
</ p2: Pol ygon>
</ servi ceBoundar y>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="aut horitative. exanpl e"/>
</ pat h>
</ get Ser vi ceBoundar yResponse>

Fi gure 10: Geodetic service boundary response
10. List Services: <listServices>

A LoST client can ask a LoST server for the list of services that it
understands, prinmarily for diagnostic purposes. The query does not
contain location infornmation, as it sinply provides an indication of
whi ch services the server can | ook up, not whether a particul ar
service is offered for a particular area. Typically, only top-Ieve
services are included in the answer, inplying support for all sub-
services. Since the query is answered by the queried server, there
is no notion of recursion or indirection. The

<l i st Servi cesByLocation> (Section 11) query bel ow can be used to find
out whether a particular service is offered for a specific |ocation
An exanpl e request and response are shown in Figure 11
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11.

<?xm version="1. 0" encodi ng="UTF-8"?>
<l i stServices
xm ns="urn:ietf:params:xm :ns:lost1">
<servi ce>urn: servi ce: sos</ servi ce>
</listServices>

Fi gure 11: Exanple of <ListServices> query

<?xm version="1. 0" encodi ng="UTF-8"?>
<l i st Servi cesResponse
xm ns="urn:ietf:parans: xm:ns:lostl">
<servi celi st >
urn: servi ce: sos. anbul ance
urn:service:sos.ani mal -contro
urn:service:sos.fire
urn:service: sos. gas
urn:service: sos. mountain
urn: service: sos. mari ne
urn:service: sos. physi ci an
urn: service: sos. poi son
urn: service: sos. police
</ servi celi st >
<pat h>
<via source="aut horitative. exanpl e"/>
</ pat h>
</li st Servi cesResponse>

Figure 12: Exanple of <Li st Servi cesResponse>
Li st Services By Location: <listServicesByLocation>

A LoST client can ask a LoST server for the list of services it knows
about for a particular area. The <listServicesBylLocation> query
contains one or nore <location> elenments, each froma different

| ocation profile (Section 12), and may contain the <service> el enent.
As for <findService> the server selects the first |ocation el enment
that has a profile the server understands and it can operate either
recursively or iteratively; <via> elenments track the progress of the
request. The query indicates the services that the server can
enunerate fromwi thin the forest structure of which it is a part.
Because LOST does not presune a single, overarching organization of
all potential service types, there nmay be services available within a
geographic area that could be described by other LOST servers
connected to other forest structures. As an exanple, the emergency
services forest for a region may be distinct fromthe forests that

| ocate comercial services within the same region
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If the query contains the <service> elenment, the LoOST server returns
only imredi ate child services of the queried service that are

avail abl e for the provided |location. |If the <service> elenent is
absent, the LOST service returns all top-level services available for
the provided |ocation that it knows about.

A server responds to this query with a

<l i st Servi cesByLocati onResponse> response. This response MAY contain
<via> el enents (see Section 6) and MJST contain a <servicelList>

el ement, consisting of a whitespace-separated |ist of service URNs.
The query and response are illustrated in Figure 13 and in Figure 14,
respectively.

<?xm version="1.0" encodi ng="UTF-8""?>
<l i st Servi cesByLocati on
xm ns="urn:ietf:parans: xm :ns:|ost1l"
xm ns: p2="http://ww. opengi s. net/gm "
recursive="true">
<l ocation id="3e19df b3b9828c3" profil e="geodetic-2d">
<p2: Poi nt srsNane="urn: ogc: def:crs: EPSG : 4326" >
<p2: pos>- 34. 407 150. 883</ p2: pos>
</ p2: Poi nt >
</l ocation>
<servi ce>urn: servi ce: sos</servi ce>
</IlistServicesByLocati on>

Figure 13: Exanpl e of <ListServicesbylLocation> query
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12.

<?xm version="1. 0" encodi ng="UTF-8"?>
<l i st Servi cesByLocat i onResponse
xm ns="urn:ietf:params:xm :ns:lost1">
<servi celi st >
urn: service: sos. anbul ance
urn: service: sos. ani mal -contro
urn:service:sos.fire
urn: service: sos. gas
urn: service: sos. mountain
urn:service: sos. marine
urn: servi ce: sos. physi ci an
urn: service: sos. poi son
urn: service: sos. police
</ servicelList>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="aut horitative. exanple"/>
</ pat h>
<l ocationUsed i d="3el19df b3b9828c3"/ >
</list ServicesByLocati onResponse>

Figure 14: Exanple of <ListServicesBylLocati onResponse> response
Location Profiles

LoST uses location information in <location> elenents in requests and
<servi ceBoundary> el ements in responses. Such |ocation information
may be expressed in a variety of ways. This variety can cause
interoperability probl ens where a request or response contains

| ocation information in a format not understood by the server or the
client, respectively. To achieve interoperability, this docunent
defines two mandat ory-to-inpl enent baseline |location profiles to
define the manner in which |ocation information is transmtted. It
is possible to standardi ze other profiles in the future. The
baseline profiles are:

geodeti c- 2d:
a profile for two-di mensional geodetic |ocation informtion, as
described in Section 12.2;.

civic:
a profile consisting of civic address location information, as
described in Section 12. 3.

Hardie, et al. St andards Track [ Page 24]



RFC 5222 LoST August 2008

12.

Requests and responses containing <l ocation> or <servi ceBoundary>

el ements MUST contain |ocation information in exactly one of the two
baseline profiles, in addition to zero or nore additional profiles.
The ordering of location infornmation indicates a preference on the
part of the sender.

St andards action is required for defining new profiles. A location
profil e MJST defi ne:

1. The token identifying it in the LoST location profile registry.

2. The forrmal definition of the XM. to be used in requests, i.e., an
enuneration and definition of the XM. child el enents of the
<| ocati on> el enent.

3. The formal definition of the XML to be used in responses, i.e.,
an enuneration and definition of the XML child el enents of the
<servi ceBoundary> el enment.

4. The decl aration of whether geodetic-2d or civic is to be used as
the baseline profile. It is necessary to explicitly declare the
baseline profile as future profiles may be conbi nati ons of
geodetic and civic location information.

1. Location Profile Usage

A location profile is identified by a token in an | ANA-nai nt ai ned
registry (Section 17.5). Cients send |ocation information conpliant
with a location profile, and servers respond with | ocation
informati on conpliant with that sane |ocation profile.

When a LoST client sends a <findService> request that provides
location information, it includes one or nore <location> elements. A
<l ocation> elenment carries an optional ’'profile attribute that
indicates the location format of the child elenents. A client may
obtain location informati on that does not conformto a profile it
recogni zes, or it may not have the capability to map XML to profiles.
In that case, a client MAY omt the profile attribute and the server
should interpret the XM. location data to the best of its ability,
returning a "l ocationProfil eUnrecogni zed" error if it is unable to do
so.

The concept of location profiles is described in Section 12. Wth
the ability to specify nore than one <l ocation> element, the client
is able to convey location information for nmultiple location profiles
in the sane request.
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When a LoOST server sends a response that contains |ocation
information, it uses the <servi ceBoundary> el enents nmuch |ike the
client uses the <location> el enents. Each <servi ceBoundary> el enent
contains location information confornmng to the location profile
specified in the '"profile attribute. A response MAY contain
mul ti pl e mappi ngs or boundaries for the different <location>

el ements, subject to the restrictions bel ow

Using the location profiles defined in this docunment, the follow ng
rul es ensure interoperability between clients and servers:

1. Aclient MIST be capabl e of understanding the response for the
baseline profiles it used in the request.

2. If aclient sends location informati on conformant to any | ocation
profile other than the ones described in this docunent, it MJST
al so send, in the same request, l|ocation information confornant
to one of the baseline profiles. Oherw se, the server m ght not
be able to understand the request.

3. Aclient MUST NOT send nultiple <location> objects that are
derived fromdifferent baseline profiles. 1In other words, a
client MJUST only send | ocation objects according to the sane
baseline profile in a query, but it MAY contain a | ocation
el ement following a baseline profile in addition to sone other
profile.

4. |If a client has both location information primarily of geodetic
nature and location information primarily of a civic nature, it
MJST send separate requests containing each type of |ocation
i nformati on.

5. There can only be one instance of each |location profile in a
query.

6. Servers MJST inplement all profiles described in this document.

7. A server uses the first-listed location profile that it
under st ands and i gnores the others.

8. If a server receives a request that only contains |ocation

information using profiles it does not understand, the server
responds with a <locationProfil eError> (Section 13.1).
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9. The <serviceBoundary> el enrent MJST use the sanme |ocation profile
that was used to retrieve the answer and indicates which profile
has been used with the ’profile’ attribute.

These rul es enable the use of l|ocation profiles not yet specified,
whi |l e ensuring baseline interoperability. Take, for exanple, this
scenario illustrated in Figure 15 and 16. dient X has had its
firmvare upgraded to support the ’'not-yet-standardized-prismprofile’
| ocation profile. dient X sends |location information to Server Y,
whi ch does not understand the 'not-yet-standardi zed-prismprofile’

| ocation profile. If dient X also sends |ocation information using
t he geodetic-2D baseline profile, then Server Y will still be able to
under stand the request and provide an understandabl e response, though
with location information that m ght not be as precise or expressive
as desired. This is possible because both Cient X and Server Y
understand the baseline profile.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<findService
xm ns="urn:ietf:paranms:xm:ns:|ost1"
xm ns: gm ="http://ww. opengi s. net/gm"
xm ns: gs="http://ww. opengi s. net/pidflo/1l.0"
recursive="true"
servi ceBoundar y="val ue" >
<l ocation id="ABC 123"
profil e="not-yet-standardi zed-prismprofile">
<gs: Prism srsNane="urn: ogc: def: crs: EPSG : 4979" >
<gs: base>
<gm : Pol ygon>
<gmi : exterior>
<gnl : Li near R ng>
<gm : posLi st >
42.556844 -73.248157 36
42. 656844 -73.248157 36
42.656844 -73.348157 36
42.556844 -73.348157 36
42.556844 -73.248157 36
</ gm : posLi st >
</ gn : Li near Ri ng>
</gm :exterior>
</ gm : Pol ygon>
</ gs: base>
<gs: hei ght uom="urn: ogc: def: uom EPSG : 9001" >
2.4
</ gs: hei ght >
</ gs: Prisnp
</l ocation>
<l ocation id="DEF 345" profil e="geodetic-2d">
<gm : Poi nt id="point1l" srsNane="urn:ogc:def:crs: EPSG 4326" >
<gm : pos>42. 656844 -73.348157</gm : pos>
</ gn : Poi nt >
</l ocation>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
</findService>

DO OO O

2008

Figure 15: Exanple of a <findServices> query with baseline profile

interoperability
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<?xm version="1. 0" encodi ng="UTF-8"?>
<fi ndServi ceResponse
xm ns="urn:ietf:paranms:xm:ns:|ost1"
xm ns: p2="http://ww. opengi s. net/">
<mappi ng
expi res="2007-01- 01T01: 44: 332"
| ast Updat ed="2006- 11- 01T01: 00: 00Z"
source="aut horitative. exanpl e"
sour cel d="cf 19bbb038f b4ade95852795f 045387d" >
<di spl ayNane xm : | ang="en">
New York City Police Depart nent
</ di spl ayNanme>
<servi ce>urn: servi ce: sos. pol i ce</ servi ce>
<servi ceBoundary profil e="geodetic-2d">
<p2: Pol ygon srsNane="urn: ogc: def::crs: EPSG : 4326" >
<p2: exterior>
<p2: Li near Ri ng>
<p2: pos>37. 775 -122. 4194</ p2: pos>
<p2: pos>37. 555 -122. 4194</ p2: pos>
<p2: pos>37.555 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4194</ p2: pos>
</ p2: Li near R ng>
</ p2: exterior>
</ p2: Pol ygon>
</ servi ceBoundary>
<uri >si p: nypd@xanpl e. conx/ uri >
<servi ceNunber >911</ servi ceNunber >
</ mappi ng>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="aut horitative. exanpl e"/>
</ pat h>
<l ocati onUsed i d="DEF 345"/>
</ findServi ceResponse>

2008

Fi gure 16: Exanple of a <findServi ceResponse> nessage w th baseline

profile interoperability
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12.2. Two-Di nensional Geodetic Profile

The "geodetic-2d" location profile is identified by the token
"geodetic-2d". dients and servers use this profile by placing the
followi ng | ocation shapes into the <servi ceBoundary> or into the

<l ocation> el ement (unless indicated otherwi se):

Poi nt :
The <Point> element is described in Section 5.2.1 of [13].
Section 5.2.1 of [13] shows also the specification of a <Point>
with either a two-dinensional position (latitude and | ongitude) or
t hree-di nensi onal position (latitude, longitude, and altitude). A
client MAY use the three-dinensional position, and servers MAY
interpret a three-dinensional position as a two-dinmensiona
position by ignoring the altitude value. A <Point> elenent is not
pl aced into a <servi ceBoundary> el enent.

Pol ygon:
The <Pol ygon> el ement is described in Section 5.2.2 of [13]. The
restriction to 16 points for a polygon contained in Section 7.2.2
of [12] is not applicable to this docunent.

Circle:
The <Circle> elenment is described in Section 5.2.3 of [13].

Ellipse:
The <Ellipse> el enent is described in Section 5.2.4 of [13].

Ar cBand:
The <ArcBand> el enent is described in Section 5.2.5 of [13].

When a client uses a <Pol ygon>, <Circle> <Ellipse> or <ArcBand>
element within the <location> elenment, it is indicating that it wll
be satisfied by query results appropriate to any portion of the
shape. It is left to the server to select an appropriate matching
algorithm A server MAY return nultiple <mapping> elenments if the
shape extends across nultiple service areas. Servers are not
required to return all possible <mapping> elenents to avoi d denial -
of -service attacks in which clients present queries that span a very
| arge nunber of service boundaries (e.g., presenting a shape covering
all of the United States).

In the case where the server does not return multiple <mappi ng>

el ements, but the shape extends across a service boundary, it is
possi bl e that the matching algorithmselected by the LoST server will
return results that match a portion of the shape but do not match
those specific to a particular point. A client may always select a
point fromw thin the shape to avoid this condition. The cases where
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12.

it does not are generally those where it knows its own position only
within the shape given. |n energency service use cases, that may
result in the PSAP contacted at the URI provided by LoST being
required to forward a call to one of its neighbors; this is an
expected part of the overall energency response system |n non-
energency service use cases, the service deploynment nodel should take
into account this issue as part of the provisioning nodel, as the
combi nation of the data in the LoST server and the al gorithmused for
mappi ng det erm ne which contact URIs are returned when shapes are
used that overlap nmultiple service areas.

As a general guideline, any deployed matching al gorithm should ensure
that the algorithmused does not needlessly return no results if
there are valid results for any portion of the shape. |If an
authoritative server receives a query for which the area in the query
overl aps the area for which the server has nmapping information, then
it MJUST return either a mappi ng whose coverage area intersects the
query area or a redirect to another server whose coverage area i s a
subset of the server’s coverage area

When geodetic location information of this |ocation profile is placed
in the <serviceBoundary> el enent, then the elenents wth geospati al
coordinates are alternative descriptions of the sanme service region,
not additive geonetries.

3. Basic Civic Profile

The basic civic location profile is identified by the token ’'civic’
Clients use this profile by placing a <civicAddress> el enent, defined
in [10], within the <location> el ement.

Servers use this profile by placing a <civicAddress> el enent, defined
in [10], within the <servi ceBoundary> el enent.

A response MAY contain nore than one <servi ceBoundary> el enent with
profile "civic’'. Each <serviceBoundary> el enent describes a set of
civic addresses that fall within the service boundary, nanely, all
addresses that textually match the civic address el ements provided,
regardl ess of the value of other address elenents. A |location falls
within the nmapping’ s service boundary if it matches any of the
<servi ceBoundary> el enents. Hence, a response nmay contain nultiple
<servi ceBoundary> el ements with civic and/ or geodetic |ocation
profiles.
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13.

13.

Errors, Warnings, and Redirects

VWhen a LoST server cannot fulfill a request conpletely, it can return
either an error or a warning, depending on the severity of the
problem It returns an <errors> elenent if no useful response can be
returned for the query. It returns a <warnings> elenment as part of
anot her response elenent if it was able to respond in part, but the
response may not be quite what the client had desired. For both

el ements, the ’'source’ attribute nanes the server that originally
generated the error or warning, such as the authoritative server

Unl ess otherw se noted, all elenents bel ow can be either an error or
a war ni ng, dependi ng on whether a default response, such as a

mappi ng, is included.

1. Errors

LoST defines a pattern for errors, defined as <errors> elenents in
the Rel ax NG schema. This pattern defines a 'nessage’ attribute
cont ai ni ng human-readabl e text and an 'xml:lang attribute denoting
the | anguage of the human-readable text. One or nore such error

el ements are contained in the <errors> el enent.

The following errors follow this basic pattern

badRequest
The server could not parse or otherw se understand a request,
e.g., because the XM. was nal f or ned.

f or bi dden
The server refused to send an answer. This generally only occurs
for recursive queries, nanely, if the client tried to contact the
authoritative server and was refused.

i nternal Error
The server could not satisfy a request due to m sconfiguration or
ot her operational and non-protocol -rel ated reasons.

| ocati onProfil eUnrecogni zed
None of the profiles in the request were recognized by the server
(see Section 12).

| ocationlnvalid
The geodetic or civic location in the request was invalid. For
exanple, the longitude or latitude values fall outside the
accept abl e ranges.
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SRSI nval i d
The spatial reference system (SRS) contained in the | ocation
el ement was not recogni zed or does not match the | ocation profile.

| oop
During a recursive query, the server was about to visit a server
that was already in the server list in the <path> el enent,
i ndi cating a request | oop

not Found
The server could not find an answer to the query.

serverError
An answer was received from anot her LoST server, but it could not
be parsed or otherw se understood. This error occurs only for
recursive queries

server Ti neout
A tinme out occurred before an answer was received.

servi ceNot | npl ement ed
The requested service URN is not inplenented and no substitution
was avail abl e.

An exampl e is bel ow
<?xm version="1.0" encodi ng="UTF-8""?>
<errors xmns="urn:ietf:parans:xm:ns:|ostl"
source="resol ver. exanpl e" >
<internal Error nessage="Software bug." xm:lang="en"/>
</ errors>

Figure 17: Exanple of an error response
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2. Warnings

A response MAY contain zero or nore warnings. This pattern defines a
"message’ attribute containing hunman-readable text and an 'xnl: 1l ang
attribute denoting the | anguage of the human-readable text. One or
nmore such warning elements are contained in the <warnings> el ement.
To provi de human-readabl e text in an appropriate | anguage, the HTTP
content negotiation capabilities (see Section 14) MAY be utilized by
a server.

This version of the specification defines the foll owi ng warnings:

| ocati onVal i dati onUnavai |l abl e
The <l ocationValidati onUnavail abl e> el enent MAY be returned when a
server wishes to notify a client that it cannot fulfill a location
validation request. This warning allows a server to return
mappi ng i nformati on while signaling this exception state.

servi ceSubstitution
The <serviceSubstitution> el ement MAY be returned when a server
was not able to fulfill a <findService> request for a given
service URN. For exanple, a <findService> request with the
‘urn:service:sos.police’ service URN for a location in Uuguay may
cause the LoST service to return a mapping for the
"urn:service:sos’ service URN since Uuguay does not meke use of
the sub-services police, fire, and anbulance. |If this warning is
returned, then the <service> elenent in the response provides
i nformati on about the service URN that refers to the mapping.

def aul t Mappi ngRet ur ned
The <def aul t Mappi ngRet ur ned> el enent MAY be returned when a server
was not able to fulfill a <findService> request for a given
| ocation but is able to respond with a default URI. For exanple,
a nearby PSAP may be returned.
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An example of a warning is shown bel ow

<?xm version="1.0" encodi ng="UTF-8"?>
<findServi ceResponse xm ns="urn:ietf:parans:xm:ns:|ost1l"
xm ns: p2="htt p://ww. opengi s. net/">
<mappi ng
expi res="2007-01- 01TO1: 44: 332"
| ast Updat ed="2006-11- 01TO1: 00: 00Z"
source="aut horitative. exanpl e”
sour cel d="f b8ed888433343bh7bh27865aehb38f 3a99" >
<di spl ayNane xm : | ang="en">
New York City Police Depart nent
</ di spl ayName>
<servi ce>urn: servi ce: sos. pol i ce</servi ce>
<servi ceBoundary profil e="geodetic-2d">
<p2: Pol ygon srsNanme="urn: ogc: def::crs: EPSG : 4326" >
<p2: exterior>
<p2: Li near Ri ng>
<p2: pos>37. 775 -122. 4194</ p2: pos>
<p2: pos>37.555 -122. 4194</ p2: pos>
<p2: pos>37.555 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4264</ p2: pos>
<p2: pos>37. 775 -122. 4194</ p2: pos>
</ p2: Li near Ri ng>
</ p2: exterior>
</ p2: Pol ygon>
</ servi ceBoundar y>
<uri >si p: nypd@xanpl e. conx/ uri >
<servi ceNunmber >911</ ser vi ceNunber >
</ mappi ng>
<war ni ngs sour ce="aut horitative. exanpl e">
<def aul t Mappi ngRet ur ned
message="Unabl e to determi ne PSAP for the given |ocation;
usi ng default PSAP"
xm : lang="en"/>
</ war ni ngs>
<pat h>
<vi a source="resol ver. exanpl e"/>
<via source="authoritative. exanpl e"/>
</ pat h>
</ findServi ceResponse>

Fi gure 18: Exanple of a warning response
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3. Redirects

A LoST server can respond indicating that the querier should redirect
the query to another server, using the <redirect> elenent. The

el ement includes a 'target’ attribute indicating the LoST application
uni que string (see Section 4) that the client SHOULD be contacting
next, as well as the 'source’ attribute indicating the server that
generated the redirect response and a 'nmessage’ attribute expl aining
the reason for the redirect response. During a recursive query, a
server receiving a <redirect> response can deci de whether it wants to
follow the redirection or sinply return the response to its upstream
querier. The "expires" value in the response returned by the server
handling the redirected query indicates the earliest tine at which a
new query night be needed (see Section 5.2). The query for the sane
tupl e of | ocation and service SHOULD NOT be directed to the server
that gave redirect prior to that tine.

An exanpl e is bel ow

<?xm version="1.0" encodi ng="UTF-8"?>
<redirect xmns="urn:ietf:paranms: xm :ns:|ost1l"
t ar get =" east psap. exanpl e"
sour ce="west psap. exanpl e"
message="We have tenporarily failed over.'

xm :lang="en"/>
Figure 19: Exanple of a redirect response
LoST Transport: HITP

LoST needs an underlying protocol transport nechanismto carry
requests and responses. This docunment defines the use of LOST over
HTTP and LoST over HITP-over-TLS. dient and server devel opers are
rem nded that full support of RFC 2616 HITP facilities is expected.
If LOST clients or servers re-inplenent HITP, rather than using
avai |l abl e servers or client code as a base, careful attention nust be
paid to full interoperability. Qher transport nmechanisns are |eft
to future docunents. The avail able transport mechani sns are
determ ned through the use of the LoST U-NAPTR application. In
protocol s that support content type indication, LoST uses the nedia
type application/lost+xm.

When using HTTP [3] and HTTP-over-TLS [4], LoOST requests use the HTTP
POST net hod. The HITP request MJST use the Cache-Control response
directive "no-cache" to disable HITP-1evel caching even by caches
that have been configured to return stale responses to client
requests.
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Al'l LoST responses, including those indicating a LoST warning or
error, are carried in 2xx responses, typically 200 (OK). Oher 2xx
responses, in particular 203 (Non-authoritative information), may be
returned by HTTP caches that disregard the caching instructions. 3xx,
4xx, and 5xx HTTP response codes indicate that the HITP request
itself failed or was redirected; these responses do not contain any
LoST XM el ements. The 3xx responses are distinct fromthe redirects
that are described in Section 13.3; the redirect operation in
Section 13.3 occur after a LoST server processes the request. Were
an HTTP-layer redirect will be general, a LoST server redirect as
described in Section 13.3 might be specific to a specific service or
be the result of other processing by the LoST server

The HTTP URL is derived fromthe LoST server nane via U NAPTR
application, as discussed above.

15. Rel ax NG Schenmm

Thi s section provides the Rel ax NG schenma used by the LoST protoco
in the conpact form The verbose formis included in Appendix A

nanespace a = "http://relaxng. org/ns/conpatibility/annotations/1.0"
default nanmespace nsl = "urn:ietf:parans:xm:ns:|ostl"
#Ht
#it Location-to-Service Translation (LoST) Protoco
#i#t
# A LoST XM instance has three request types, each with
#i a correspondi ng response type: find service, list services,
#it and get service boundary.
#i#t
start =
findService

| listServices

| 1istServicesByLocation

| get Servi ceBoundary

| findServiceResponse

| listServicesResponse

| listServicesByLocati onResponse
| get Servi ceBoundar yResponse

I

I

errors
redirect

#it

# The queri es.

#it

div {
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findService =
el ement findService {
request Locati on,
commonRequest Pattern,
attribute validatelLocation {
xsd: bool ean >> a:defaultValue [ "fal se" ]

12,
attribute serviceBoundary {

("reference" | "value") >> a:defaultValue [ "reference" ]
12,

attribute recursive { xsd:boolean >> a:defaultValue [ "false" ] }?

listServices = elenent |istServices { cormbnRequestPattern }
|'istServicesBylLocation =
el ement |istServicesByLocation {
request Locati on,
commonRequest Pattern,
attribute recursive { xsd:boolean >> a:defaultValue [ "true" ] }?
}
get Servi ceBoundary =
el ement get Servi ceBoundary { servi ceBoundaryKey, extensionPoint }

}
##t
## The responses.
#i#t
div {
fi ndServi ceResponse =
el ement findServi ceResponse {
mappi ng+, | ocationValidation?, conmonResponsePattern, |ocationUsed
|'i st Servi cesResponse =
el ement |istServicesResponse { serviceList, commonResponsePattern }
| i stServicesBylLocati onResponse =
el ement |istServicesBylLocati onResponse {
servi celi st, commonResponsePattern, |ocationUsed
}
get Servi ceBoundar yResponse =
el ement get Servi ceBoundar yResponse {
servi ceBoundary, commonResponsePattern
}
}
#i#t
# A pattern common to sonme of the queries.
#i#t
div {

commonRequest Pattern = service, path?, extensionPoint
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}
#i#t
## A pattern conmmon to responses.
##
div {
commonResponsePattern = warni ngs*, path, extensionPoint
}
#i#t
# Location in Requests
##t
div {
request Location =
el ement | ocation {
attribute id { xsd:token },
| ocationl nformation
1+
}
#i#t
#i#t Location Information
##
div {
| ocationlnformation =
ext ensi onPoi nt +,
attribute profile { xsd: NMTOKEN }?
}
##t
#it Servi ce Boundary
#i#t
div {
servi ceBoundary = el ement serviceBoundary { |locationlnformation }+
}
#Ht
#it Servi ce Boundary Reference
#i#t
div {
servi ceBoundar yRef erence =
el ement servi ceBoundar yRef erence {
source, servi ceBoundaryKey, extensionPoint
servi ceBoundaryKey = attribute key { xsd:token }
}
##t

Hardie, et al. St andards Track [ Page 39]



RFC 5222 LoST August 2008

#it Path -
#it Contains a list of via elements -
# pl aces t hrough which information flowed
#it
div {
path =

el ement path {
el ement via { source, extensionPoint }+

}
}
Hit
##t Locati on Used
##t
div {
| ocati onUsed =
el ement | ocationUsed {
attribute id { xsd:token }
}?
}
##
# Expires pattern
Hit
div {
expires =
attribute expires { xsd:dateTine | "NO CACHE" | "NO EXPlI RATI ON' }
}
Hit
#it A QNare |i st
##t
div {
gnaneList = list { xsd: QNane* }
}
Hit
#it A location-to-service mapping.
##t
div {
mappi ng =

el ement mappi ng {
el ement di spl ayNane {
xsd: string,
attribute xm:lang { xsd:language }
P
servi ce,
(serviceBoundary | serviceBoundaryRef erence) ?,
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el ement uri { xsd:anyURl }*,
el ement servi ceNunber {

xsd:token { pattern = "[0-9*#]+" }
12,
ext ensi onPoi nt,
expires,
attribute | astUpdated { xsd:dateTine },
source,
attribute sourceld { xsd:token },
nessage

Locati on validation

| ocationValidation =
el ement | ocationValidation {

el ement valid { gnaneList }?,

el ement invalid { gnaneList }?,
el ement unchecked { gnameList }?,
ext ensi onPoi nt

Errors and Warni ngs Cont ai ner

excepti onCont ai ner =

badRequest ?

& internal Error?
& serviceSubstitution?

& def aul t Mappi ngRet ur ned?

& forbi dden?

& not Found?

& | oop?

& servi ceNot | npl enent ed?

& server Ti neout ?

& serverError?

& | ocationlnvalid?

& |l ocati onProfil eUnrecogni zed?),

ext ensi onPoi nt
source

}
}
#it
#it
#it
div {
}
}
#it
#it
#i
div {
(
err
war
}
Har di

ors = el enent errors { exceptionContainer }
nings = el enment warnings { exceptionContai ner

e, et al. St andards Track
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##

#it Basi ¢ Exceptions

#it

div {
##
## Exception pattern
##

basi cExcepti on = nessage, extensionPoint
badRequest = el enent badRequest { basi cException }
internal Error = elenent internal Error { basi cException }
servi ceSubstitution = el ement serviceSubstitution { basi cException }
def aul t Mappi ngRet urned =

el ement def aul t Mappi ngRet urned { basi cException }
forbi dden = el ement forbidden { basi cException }
not Found = el ement not Found { basi cException }
| oop = el enent | oop { basi cException }
servi ceNot | npl enmented =

el ement serviceNot | npl enented { basi cException }
serverTi meout = el enent serverTi neout { basi cException }
serverError = el enent serverError { basi cException }
| ocationlnvalid = element |ocationlnvalid { basicException }
| ocationVal i dati onUnavail abl e =

el ement | ocationValidationUnavail abl e { basi cException }
| ocati onProfil eUnrecogni zed =

el ement | ocationProfil eUnrecogni zed {

attribute unsupportedProfiles { xsd: NMITOKENS },
basi cException
}
}

##t

H##t Redi rect.
##

div {

#Ht
#it Redi rect pattern
#i#t
redirect =
el ement redirect {
attribute target { appUniqueString },
sour ce,
message,
ext ensi onPoi nt

}
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#Ht
## Some conmon patterns.
#i#t
div {
message =
(attribute nessage { xsd:token },
attribute xm:lang { xsd:|anguage })?
service = elenment service { xsd:anyURl }?
appUni queString =
xsd:token { pattern = "([a-zA-Z0-9\-]+\.)+ a-zA-Z0-9]+" }
source = attribute source { appUniqueString }
servicelList =
el ement servicelist {
list { xsd:anyURI* }

}
}
##t
#it Patterns for inclusion of elements fromschemas in
#it ot her namespaces.
#i#t
div {
##t
#it Any el enment not in the LoST namespace.
#i#t
notLost = element * - (nsl:* | nsl:*) { anyEl enent }
##t
#i A wildcard pattern for including any el enent
#it from any ot her namespace.
#i#t
anyEl enent =
(el ement * { anyEl enent }
| attribute * { text }
| text)*
#i#t
# A point where future extensions
# (el enents from ot her namespaces)
##t can be added.
##t
ext ensi onPoi nt = not Lost*
}

Fi gure 20: Rel axNG schema
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17.

Internationalizati on Considerations

The LoST protocol is nostly meant for machi ne-to-machine

communi cations; as such, nost of its elenments are tokens not neant

for direct human consunption. |f these tokens are presented to the
end user, sone |localization may need to occur. The content of the

<di spl ayNane> el enent and the 'nmessage’ attributes nmay be displayed
to the end user, and they are thus conplex types designed for this

pur pose.

LoST exchanges information using XM.. Al XM processors are
required to understand UTF-8 and UTF-16 encodi ngs, and therefore all
LoST clients and servers MJST understand UTF-8 and UTF-16 encoded
XM.. Additionally, LOST servers and clients MJUST NOT encode XM. with
encodi ngs ot her than UTF-8 or UTF-16

I ANA Consi derations
1. U NAPTR Regi strations

Thi s docunent registers the follow ng U NAPTR application service
tag:

Application Service Tag: LoST

Defining Publication: The specification contained within this
docunent .

Thi s docunent registers the follow ng U NAPTR application protocol
t ags:

o Application Protocol Tag: http
Defining Publication: RFC 2616 [ 3]
0 Application Protocol Tag: https
Defi ning Publication: RFC 2818 [4]
2. Content-Type Registration for ’'application/lost+xm’
Thi s specification requests the registration of a new M ME type

according to the procedures of RFC 4288 [7] and guidelines in RFC
3023 [5].
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M ME medi a type nanme: application
M ME subtype nane: | ost+xm
Mandat ory paraneters: none

Optional parameters: charset
I ndi cates the character encoding of encl osed XM.

Encodi ng considerations: Uses XM, which can enploy 8-bit
characters, depending on the character encodi ng used. See RFC
3023 [5], Section 3.2.

Security considerations: This content type is designed to carry LoST
pr ot ocol payl oads.

Interoperability considerations: None
Publ i shed specification: RFC 5222

Applications that use this nedia type: Enmergency and | ocati on-based
syst ens

Addi tional infornation:
Magi ¢ Nunber: None
File Extension: .lostxnl
Maci ntosh file type code: ' TEXT

Personal and emai|l address for further information:
Hannes Tschof eni g, Hannes. Tschof eni g@sn. com

I ntended usage: LIM TED USE

Aut hor :
This specification is a work itemof the IETF ECRI T worki ng group,
with mailing list address <ecrit@etf.org>.

Change control ler:
The | ESG <i esg@etf.org>
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17.3. LoST Rel ax NG Scherma Regi stration
URI: wurn:ietf:paranms:xm:schema:lostl

Regi strant Contact: |ETF ECRIT Wrking G oup, Hannes Tschof enig
(Hannes. Tschof eni g@sn. con) .

Rel ax NG Schema: The Rel ax NG schenma to be registered is contained
in Section 15. Its first lineis

default nanmespace = "urn:ietf:paranms: xm:ns:|ostl"

and its last line is

}
17.4. LoST Nanespace Regi stration

URI: wurn:ietf:params:xm:ns:lostl

Regi strant Contact: |ETF ECRIT Wrking G oup, Hannes Tschof enig
(Hannes. Tschof eni g@sn. conj.

XML:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi c10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htm ; charset=i so-8859-1"/>
<titl e>LoST Nanespace</title>
</ head>
<body>
<hl>Nanespace for L0oST</hl>
<h2>urn:ietf:parans: xm : ns: | ost 1</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfcb5222. txt">
RFC5222</ a>. </ p>
</ body>
</htm >
END
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17.

18.

5. LoST Location Profile Registry

Thi s docunent creates a registry of |location profile nanmes for the
LoST protocol. Profile nanes are XM. tokens. This registry wll
operate in accordance with RFC 5226 [2], Standards Action

geodeti c- 2d:
Defined in Section 12.2.

civic:
Defined in Section 12.3.

Security Considerations

There are several threats to the overall system of which service
mapping forns a part. An attacker that can obtain service contact
URI's can use those URIs to attenpt to disrupt those services. An
attacker that can prevent the | ookup of contact URIs can inpair the
reachability of such services. An attacker that can eavesdrop on the
communi cati on requesting this | ookup can surmi se the exi stence of an
energency and possibly its nature, and nmay be able to use this to

| aunch a physical attack on the caller

To avoid an attacker nodi fying the query or its result, Transport
Layer Security (TLS) MJST be inpl enented and SHOULD be used. Use is
RECOMVENDED both for clients’ queries to servers and for queries
anong servers; this latter recommendation is to help avoid LoST cache
poi soni ng attacks by replacing answers given to caching LoST servers.

The use of server identity checks with TLS, as described in Section

3.1 of [4], is also RECOWENDED. Qnritting the server identity check
all ows an attacker to nmasquerade as a LoST server, so this approach

shoul d be used only when getting any answer, even froma potentially
mal i ci ous LOST server, is preferred over closing the connection (and
thus not getting any answer at all). The host nane conpared agai nst
the server certificate is the host nane in the URI, not the DNS name
used as input to NAPTR resol ution

Note that the security considerations in [22] recomrend conparing the
i nput of NAPTR resolution to the certificate, not the output (host
nane in the URI). This approach was not chosen because in energency
service use cases, it is likely that deploynents will see a |large
number of inputs to the U-NAPTR algorithmresolving to a single
server, typically run by a | ocal emergency services authority. In
this case, checking the input to the NAPTR resol uti on agai nst the
certificates provided by the LoST server would be inpractical, as the
list of organizations using it would be |large, subject to rapid
change, and unknown to the LOST server operator
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19.

The use of server identity does |eave open the possibility of DNS-
based attacks, as the NAPTR records may be altered by an attacker.
The attacks include, for example, interception of DNS packets between
the client and the recursive nanme server, DNS cache poisoning, and
intentional nodifications by the recursive nanme server; see [23] for
nmor e conprehensi ve di scussi on.

DNS Security (DNSSEC) [20] can be used to protect against these
threats. VWhile DNSSEC is inconpletely depl oyed, users should be
aware of the risk, particularly when they are requesti ng NAPTR
records in environments where the |ocal recursive nane server, or the
network between the client and the |ocal recursive name server, is
not consi dered trustworthy.

LoST depl oynments that are unable to use DNSSEC and unwilling to trust
DNS resol uti on wi thout DNSSEC cannot use the NATPR-based di scovery of
LoST servers as is. Wen suitable configuration nechanisns are

avail abl e, one possibility is to configure the LoST server UR's
(instead of the domain nanme to be used for NAPTR resol ution)
directly. Future specifications for applying LoST in non-emergency
services may al so specify additional discovery mechani snms and nane
mat chi ng semanti cs

General |y, LOST servers will not need to authenticate or authorize
clients presenting mapping queries. |If they do, an authentication of
the underlying transport mechani sm such as HTTP basic and di gest

aut henti cati on, MAY be used. Basic authentication SHOULD only be
used in conmbination with TLS

A nore detail ed description of threats and security requirenents is
provided in [17]. The threats and security requirenents in non-
energency service uses of LoST may be considerably different from
those described here. For example, an attacker night seek monetary
benefit by returning service mapping information that directed users
to specific service providers. Before deploying LoST in new
contexts, a thorough analysis of the threats and requirenents
specific to that context should be undertaken and deci si ons made on
the appropriate nitigations.
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