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Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

This nmeno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes a set of managed objects that allow
configuring mddl eboxes, such as firewalls and network address
translators, in order to enabl e comruni cati on across these devices.
The definitions of managed objects in this docunents follow closely
the M DCOM senmantics defined in RFC 5189.
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1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes a set of managed objects that allow
control ling niddl eboxes.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The | nternet-Standard Managenent Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

The nanaged objects defined in this docunent serve for controlling
firewalls and Network Address Translators (NATs). As defined in

[ RFC3234], firewalls and NATs belong to the group of m ddl eboxes. A
m ddl ebox is a device on the datagram path between source and
destination, which perforns other functions than just IP routing. As
outlined in [ RFC3303], firewalls and NATs are potential obstacles to
packet streans, for exanple, if dynanmically negotiated UDP or TCP
port nunbers are used, as in nmany peer-to-peer conmuni cation
appl i cations.

As one possible solution for this problem the |IETF M DCOM wor ki ng
group defined a framework [RFC3303], requirenents [ RFC3304], and
protocol semantics [RFC5189] for comuni cati on between applications
and ni ddl eboxes acting as firewalls, NATs, or a conbination of both.
The M DCOM architecture and framework define a nodel in which trusted
third parties can be del egated to assi st mi ddl eboxes in performng
their operations, without requiring application intelligence being
enbedded in the m ddl eboxes. This trusted third party is referred to
as the M DCOM agent. The M DCOM protocol is defined between a M DCOMV
agent and a mi ddl ebox.
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The managed objects defined in this docunment can be used for
dynani cal | y configuring m ddl eboxes on the datagram path to permt
dat agrams traversing the nmiddl eboxes. This way, applications can,
for exanple, request pinholes at firewalls and address bindi ngs at
NATS.

Besi des nmanaged objects for controlling the m ddl ebox operation, this
docunent al so defines nanaged objects that provide information on

m ddl ebox resource usage (such as firewall pinholes, NAT bindings,
NAT sessions, etc.) affected by requests.

Since firewalls and NATs are critical devices concerning network
security, security issues of m ddl ebox communicati on need to be
consi dered very carefully.

3.1. Term nol ogy

The term nol ogy used in this docunent is fully aligned with the
term nol ogy defined in [ RFC5189] except for the term’M DCOM agent’
For this term there is a conflict between the M DCOM term nol ogy and
the SNVP term nology. The roles of entities participating in SNW
conmuni cation are called 'manager’ and 'agent’ with the agent acting
as server for requests fromthe nmanager. This use of the term
"agent’ is different fromits use in the M DCOM franework: The SNWP
manager corresponds to the M DCOM agent and the SNWP agent
corresponds to the M DCOM mi ddl ebox, also called M DCOM server. In
order to avoid confusion in this docunent specifying a MB nodul e, we
replace the term’ M DCOM agent’ with "M DCOM client’. Wenever the
term’agent’ is used in this docunent, it refers to the SNWP agent.
Figure 1 sketches the entities of MDCOMin relationship to SNW
manager and SNWVP agent.

S R + M DCOM R +
| MDCOM |<~ ~ ~ ~ ~ ~ ~ ~ > MDCOM |
| dient | Transaction | m ddl ebox
| | | (server) |
, + e +

N N

| |

Y% Y%
N + N +
|  SNWP | SNVP | SNVP |
| h/hnager | <:::::::::::::::>| Agen'[ |
e + Pr ot ocol A +

Figure 1: Mapping of M DCOMto SNW
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4.

4.

4.

1.

1.

Real i zi ng the M DCOM Protocol with SNW

In order to realize m ddl ebox communicati on as described in

[ RFC5189], several aspects and properties of the M DCOM protocol need
to be napped to SNWP capabilities and expressed in terns of the
Structure of Managenent Information version 2 (SMv2).

Basi ¢ concepts to be mapped are M DCOM sessi ons and M DCOM
transactions. For both, access control policies need to be
support ed.

M DCOM Sessi ons

SNVP has no direct support for sessions. Therefore, they need to be
model ed. A M DCOM session is stateful and has a context that is
valid for several transactions. For SNWP, a context is valid for a
single transaction only, for exanple, covering just a single
request/reply pair of nessages.

Properties of sessions that are utilized by the M DCOM senantics and
not available in SNVMP need to be nodeled. Particularly, the

m ddl ebox needs to be able to authenticate M DCOM clients, authorize
access to policy rules, and send notification nessages concerning
policy rules to MDCOMclients participating in a session. 1In the
M DCOM M B nodul e, aut hentication and access control are perforned on
a per-nessage basis using an SNMPv3 security nodel, such as the
User - based Security Mdel (USM [RFC3414], for authentication, and
the Vi ew based Access Control Model (VACM [RFC3415] for access
control. Sending notifications to MDCOM clients is controlled by
access control models such as VACM and a nostly static configuration
of objects in the SNMP-TARGET-M B [ RFC3413] and the SNWP-

NOTI FI CATI ON-M B [ RFC3413].

This session nodel is static except that the M DCOM client can switch
on and off the generation of SNMP notifications that the m ddl ebox
sends. Recommended configurations of VACM and the SNWP- TARGET-M B
and t he SNMP-NOTI FI CATION-M B that can serve for nodeling a session
are described in detail in section 6.

1. Authentication and Authorization

M DCOM sessions are required for providing authentication,

aut hori zation, and encryption for nmessages exchanged between a M DCOM
client and a m ddl ebox. SNWMPv3 provides these features on a per-
message basis instead of a per-session basis applying a security

nodel and an access control nobdel, such as USM and VACM Per-nessage
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security nechani sns can be consi dered as overhead conpared to per-
session security nmechanisns, but it certainly satisfies the security
requi renents of m ddl ebox conmuni cati on

For each authenticated M DCOM client, access to the M DCOM M B,
particularly to policy rules, should be configured as part of the
VACM configuration of the SNWP agent.

4. 2. M DCOM Tr ansacti ons

[ RFC5189] defines the M DCOM protocol semantics in terns of
transactions and transacti on paraneters. Transactions are grouped
into request-reply transactions and asynchronous transacti ons.

SNVP of fers sinple transactions that in general cannot be mapped
one-to-one to M DCOM transactions. This section describes how the

M DCOM M B nodul e i npl enents M DCOM transacti ons usi ng SNWVP
transactions. The concerned M DCOM transactions are asynchronous
transactions and request-reply transactions. Wthin the set of
request-reply transactions, we distinguish configuration transactions
and nonitoring transactions, because they are inplenented in slightly
different ways by using SNWP transacti ons.

The SNMP term nol ogy as defined in [ RFC3411] does not use the concept
of transactions, but of SNWP operations. For the considerations in
this section, we use the terms SNMP GET transacti on and SNMP SET
transaction. An SNVP GET transaction consists of an SNMP Read C ass
operation and an SNMP Response C ass operation. An SNWP SET
transaction consists of an SNMP Wite C ass operation and an SNWP
Response C ass operation

4.2.1. Asynchronous Transactions

Asynchronous transactions can easily be nodel ed by SNVMP Notification
Cl ass operations. An asynchronous transaction contains a
notification nmessage with one to three paraneters. The nessage can
be realized as an SNMP Notification Cl ass operation with the
paraneters inpl emented as managed objects contained in the
notification.
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S + message R R +

M DCOM asynchr onous transacti on

| SNMP manager |<-------------- | SNMP agent |

I mpl ement ati on of M DCOM asynchronous transaction

Figure 2: M DCOM asynchronous transaction
mapped to SNVP Notification Cl ass operation

One of the paraneters is the transaction identifier that should be
uni que per mddl ebox. It does not have to be unique for al
notifications sent by the particular SNMP agent, but for all sent
notifications that are defined by the M DCOV M B nodul e

Note that SNWP notifications are usually sent as unreliable UDP
packets and may be dropped before they reach their destination. If a
M DCOM client is expecting an asynchronous notification on a specific
transaction, it would be the job of the MDCOM client to poll the

m ddl ebox periodically and nonitor the transaction in case
notifications are | ost along the way.

4.2.2. Configuration Transactions

Al'l request-reply transactions contain a request nmessage, a reply
message, and potentially also a set of notifications. |In general,
they cannot be nodel ed by just having a single SNVWP nessage per

M DCOM nessage, because sone of the M DCOM nessages carry a | arge set
of parameters that do not necessarily fit into an SNVWP nessage
consisting of a single UDP packet only.

For configuration transactions, the M DCOM request nessage can be
nmodel ed by one or nmore SNMP SET transactions. The action of sending
the M DCOM request to the middlebox is realized by witing the
paraneters contained in the nessage to nanaged objects at the SNW
agent. |If necessary, the SNMP SET transaction includes creating
these nmanaged objects. |If not all parameters of the M DCOM request
message can be set by a single SNMP SET transaction, then nore than
one SET transaction is used; see Figure 3. Conpletion of the |ast of
the SNVP transactions indicates that all required paraneters are set
and that processing of the M DCOM request nmessage can start at the

m ddl ebox.
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Pl ease note that a single SNVMP SET transaction consists of an SNWP
SET request nessage and an SNMP SET reply message. Both are sent as
unrel i abl e UDP packets and may be dropped before they reach their
destination. |If the SNMP SET request nessage or the SNWP reply
message is lost, then the SNVP manager (the M DCOM client) needs to
take action, for exanple, by just repeating the SET transaction or by
first checking the success of the initial wite transaction with an
SNVP GET transaction and then only repeating the SNMP SET transaction
i f necessary.

R + message R R +

SNMP manager SNMP agent

SNMP SET
< - - - - - - -

reply message

I mpl enent ati on of M DCOM r equest nessage
by one or nore SNWP SET transactions

Figure 3: M DCOM request nessage
mapped to SNMP SET transactions

The M DCOM reply nessage can be nodeled in two ways. The first way
is an SNMP Notification C ass operation optionally foll owed by one or
nmore SNMP GET transactions as shown in Figure 4. The M DCOM server
informs the M DCOM client about the end of processing the request by
sending an SNWP notification. |f possible, the SNMP notification
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reliable than the first way using an SNVMP Notification d ass

operati on.
4.2.3. Monitori

The realizati
transactions

ng Transactions

on of M DCOM nonitoring transactions in terns of SNWP
is sinmpler. The request nessage is very short and just

specifies a piece of information that the M DCOM client wants to

retrieve.

SNVP manager SNVP agent

I mpl ement ati on of M DCOM nonitoring transaction

Quittek, et al.

by one or nore SNVMP GET nessages

Figure 5. M DCOM nonitoring transaction
mapped to SNMP GET transactions
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Since monitoring is a strength of SNMP, there are sufficient nmeans to
realize M DCOM nonitoring transactions sinpler than M DCOM
configuration transacti ons.

Al MDCOM nonitoring transacti ons can be realized as a sequence of
SNVP GET transactions. The nunber of SNWMP GET transactions required
depends on the amount of information to be retrieved.

4.2.4. Atomcity of M DCOM Transacti ons

G ven the realizations of MDCOMtransactions by neans of SNW
transactions, atomcity of the MDCOMtransactions is not fully
guaranteed anynore. However, this section shows that atomicity
provided by the M B nodul e specified in section 9 is still sufficient
for meeting the M DCOM requi rements specified in [ RFC3304].

4.2.4.1. Asynchronous M DCOM Transacti ons

There are two asynchronous M DCOM transacti ons: Asynchronous Session
Term nation (AST) and Asynchronous Policy Rule Event (ARE). The very
static realization of M DCOM sessions in the M DCOMM B, as described
by section 4.1, does not anynore support the asynchronous term nation
of a session. Therefore, the AST transaction is not nodel ed. For
the ARE, atomicity is maintained, because it is nodeled by a single
atomi ¢ SNWMP notification transaction.

In addition, the M DCOW M B supports an Asynchronous G oup Event
transaction, which is an aggregation of a set of ARE transacti ons.
Al so, this MDCOMtransaction is inplemented by a single SNW
transacti on.

4.2.4.2. Session Establishnent and Term nati on Transactions

The M DCOM M B nodel s M DCOM sessions in a very static way. The only
dynanic actions within these transactions are enabling and di sabling
the generation of SNMP notifications at the SNMP agent.

For the Session Establishment (SE) transaction, the M DCOM client
first reads the m ddl ebox capabilities. It is not relevant whether
or not this action is atonic because a dynam ¢ change of the

m ddl ebox capabilities is not to be expected. Therefore, also non-
atomi c inplenmentations of this action are acceptable.

Then, the M DCOM agent needs to enabl e the generation of SNWP
notifications at the mddl ebox. This can be realized by witing to a
singl e managed object in the SNMP-NOTI FI CATION-M B [ RFC3413]. But
even other inplenentations are acceptable, because atomicity is not
required for this step.
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For the Session Term nation (ST) transaction, the only required
action is disabling the generation of SNMP notifications at the

m ddl ebox. As for the SE transaction, this action can be realized
atomi cally by using the SNMP-NOTI FI CATION-M B, but al so other

i npl ementations are acceptabl e because atonmicity is not required for
this action.

4.2.4.3. Monitoring Transactions

Potentially, the nonitoring transactions Policy Rule List (PRL),
Policy Rule Status (PRS), Group List (GQ), and G oup Status (GS) are
not atom c, because these transacti ons may be inplenented by nore
than one SNMP GET operation

The problemthat nmight occur is that while the nonitoring transaction
is perforned, the nonitored itens may change. For exanple, while
reading a long list of policies, new policies may be added and

al ready read policies nay be deleted. This is not inline with the
protocol semantics. However, it is not in direct conflict with the

M DCOM r equi rement requesting the niddl ebox state to be stable and
known by the M DCOM client, because the m ddl ebox notifies the M DCOM
client on all changes to its state that are perforned during the

nmoni toring transaction by sending notifications.

If the M DCOM client receives such a notification while performng a
moni toring transaction (or shortly after conpleting it), the M DCOMV
client can then either repeat the nonitoring transaction or integrate
the result of the nonitoring transaction with the information
received via notifications during the transaction. 1In both cases,
the MDCOM client will know the state of the m ddl ebox

4.2.4.4. Lifetime Change Transactions

For the policy Rule Lifetine Change (RLC) transaction and the G oup
Lifeti me Change (GLC) transaction, atomicity is nmintained. They
bot h have very few paraneters for the request nessage and the reply
message. The request parameters can be transmitted by a single SNW
SET request nessage, and the reply paraneters can be transmitted by a
single SNWMP notification nessage. In order to prevent idenpotency
probl enms by retransmitting an SNVP request after a | ost SNVP reply,
it is RECOWENDED that either snnmpSetSerial No (see [ RFC3418]) is
included in the correspondi ng SNMP SET request or the value of the
SNVP retransm ssion tinmer be | ower than the smallest requested
lifetime value. The sane recomendation applies to the snall est
requested value for the m dconRul eSt orageTine. M DCOM cl i ent

i mpl ement ati ons MAY conpletely avoid this problemby configuring
their SNWMP stack such that no retransm ssions are sent.
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4.2.4.5. Transactions Establishing New Policy Rules

Anal ogous to the monitoring transactions, the atomcity may not be
given for Policy Reserve Rule (PRR) and Policy Enable Rule (PER)
transactions. Both transactions are potentially inplenented using
nmore than one SNMP SET operation and GET operation for obtaining
transaction reply paraneters. The solution for this |oss of
atomicity is the sane as for the nonitoring transactions.

There is an additional atomcity problemfor PRR and PER If
transferring request paraneters requires nore than a single SET
operation, then there is the potential problemthat rmultiple M DCOM
clients sharing the sane pernissions are able to access the sane
policy rule. In this case, a client could alter request paraneters
al ready set by another client before the first client could conplete
the request. However, this is acceptable since usually only one
agent is creating a policy rule and filling it subsequently. It can
al so be assuned that in nost cases where clients share perm ssions,
they act in a nore or |ess coordinated way avoi di ng such

i nterferences.

Al atomicity problens caused by using nultiple SNVMP SET transactions
for inplementing the M DCOM request nessage can be avoi ded by
transferring all request paraneters with a single SNW SET
transacti on.

4.2.5. Access Control

Si nce SNMP does not offer per-session authentication and
aut hori zation, authentication and authorization are perforned per
SNWVP nmessage sent fromthe M DCOMclient to the m ddl ebox

For each transaction, the M DCOM client has to authenticate itself as
an aut henticated principal, such as a USM user. Then, the
principal’s access rights to all resources affected by the
transaction are checked. Access right control is realized by
configuring the access control mechani sms, such as VACM at the SNW
agent.

4.3. Access Control Policies

Potentially, a middlebox has to control access for a |large set of

M DCOM clients and to a large set of policy rules configuring
firewall pinholes and NAT bi ndings. Therefore, it can be beneficia
to use access control policies for specifying access control rules.
Generating, provisioning, and managi ng these policies are out of
scope of this M B nodul e.
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However, if such an access control policy systemis used, then the
SNVP agent acts as a policy enforcenent point. An access control
policy systemnmust transformall active policies into configurations
of, for exanple, the SNMP agent’s Vi ew based Access Control Model

(VACM) .

The mechani sns of access control nodels, such as VACM allow an
access control policy systemto enforce M DCOM client authentication
rul es and general access control of MDCOMclients to m ddl ebox
control .

The mechani snms of VACM can be used to enforce access control of
authenticated clients to MDCOMM B policy rules based on the concept
of ownership. For exanple, an access control policy can specify that
M DCOM M B policy rules owned by user A cannot be accessed at all by
user B, can be read by user C, and can be read and nodified by user
D.

Furt her access control policies can control access to concrete

m ddl ebox resources. These are enforced, when a M DCOM request is
processed. For exanple, an authenticated M DCOM client may be

aut hori zed to request new M DCOM policies to be established, but only
for certain | P address ranges. The enforcenent of this kind of
policies may not be realizable using avail able SNMP nechani sns, but
needs to be performed by the individual M B nodul e i npl enentation.

5. Structure of the M B Mdul e

The M B nodul e defined in section 9 contains three kinds of managed
obj ect s:

- Transacti on objects
Transaction objects are required for inplenmenting the M DCOM
protocol requirenents defined in [ RFC3304] and the M DCOM
protocol semantics defined in [ RFC5189].

- Configuration objects
Configuration objects can be used for retrieving m ddl ebox
capability information (mandatory) and for setting paraneters of
the inplementation of transaction objects (optional).

- Moni t ori ng obj ects
The optional nmonitoring objects provide information about used
resources and about M DCOM transaction statistics.

The transaction objects are organized in two tables: the
m dconRul eTabl e and the mi dconG oupTable. Entity relationships of
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entries of these tables and the m dconResourceTable fromthe
moni toring objects are illustrated by Figure 6.

| mdconRul eEntry |
| i ndexed by |
| m dconRul eOmner |
| mdcontx oupl ndex |
| m dconRul el ndex |

o e e e o - +
1...n | | 1
I I
1] | 1
o e e e e e i e o + o e e e e e a e oo +
m dconx oupEntry m dconmResour ceEntry |
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|
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|  m dcont oupl ndex |
I I

A R + nmi dconRul el ndex
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I I I
I I I
v v v
NAT  Firewal | ot her
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Figure 6: Entity relationships of table entries

A MDCOMclient can create and delete entries in the m dconRul eTabl e.
Entries in the m dconGoupTabl e are generated automatically as soon
as there is an entry in the nidconRul eTabl e using the

m dconx oupl ndex. The nmi dcontaroupTabl e can be used as shortcut for
accessing all nenmber rules with a single transaction. M DCOM clients
can group policy rules for various purposes. For exanple, they can
assign a unique value for the nmidcontzrouplndex to all rules bel onging
to a single application or an application session served by the

M DCOM agent .

The mi dconResour ceTabl e augnents the m dconRul eTabl e by i nformation
on the relationship of entries of the m dconRul eTable to resources
listed in other M B nopdul es, such as the NAT-M B [ RFC4008] .

5.1. Transaction bjects
The transaction objects are structured according to the M DCOM

semantics described in [RFC5189] into two subtrees, one for policy
rule control and one for policy rule group control.
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5.1.1. mdconRul eTabl e

The mi dconRul eTabl e contains information about policy rules including
policy rules to be established, policy rules for which establishing
failed, established policy rules, and term nated policy rules.

Entries in this table are indexed by the conbi nati on of

m dconRul eOmner, m dcom& oupl ndex, and ni dconRul el ndex. The

m dconRul eOmer is the owner of the rule; the m dconGouplndex is the
i ndex of the group of which the policy rule is a nenber.

m dconmRul eOmner is of type SnnpAdm nString, a textual convention that
allows for use of the SNMPv3 Vi ew based Access Control Mdel (VACM

[ RFC3415]) and allows a managenent application to identify its
entries.

Entries in this table are created by witing to nmi dconmRul eRowSt at us.

Entries are renoved when both their m dconRul eLi fetine and

m dconRul eSt or ageTi me are tined out by counting dowmn to 0. A M DCOM
client can explicitly remove an entry by setting mdconRul eLifetime

and m dconRul eSt orageTime to O.

The tabl e contains the follow ng col umar objects:

0 m dcorRul el ndex
The index of this entry nust be unique in conbination with the
m dconRul eOmner and the m dconG oupl ndex of the entry.

o] m dconRul eAdmi nSt at us
For establishing a new policy rule, a set of objects in this
entry needs to be witten first. These objects are the request
paraneters. Then, by witing either reserve(l) or enable(2) to
this object, the MDCOMMB inplenmentation is triggered to start
processing the paraneters and tries to establish the specified
policy rule.

0 m dconRul eOper St at us
This read-only object indicates the current status of the entry.
The entry may have an initializing state, it may have a transient
state while processing requests, it nmay have an error state after
a request was rejected, it nay have a state where a policy rule
is established, or it may have a terninated state.

0 m dconRul eSt or ageType
Thi s object indicates whether or not the policy rule is stored as
vol atile, non-volatile, or permanent. Depending on the M DCOV
M B inplenentation, this object may be witable.
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0 m dconRul eSt or ageTi e
This object indicates how long the entry will still exist after
entering an error state or a termnation state.

0 m dconRul eErr or
This object is a string indicating the reason for entering an
error state.

0 m dconRul el nterface
This object indicates the IP interface for which enforcenent of a
policy rule is requested or perforned, respectively.

0 nmi dconRul eFl owbi r ecti on
This object indicates a flow direction for which a policy enable
rul e was requested or established, respectively.

o] m dconRul eMax! dl eTi ne
This object indicates the maxinumidle time of the policy rule in
seconds. |f no packet to which the policy rule applies passes
the m ddl ebox for the tine specified by m dconRul eMaxl dl eTi e,
then the policy rule enters a term nation state.

0 m dconRul eTr ansport Pr ot oco
Thi s object indicates a transport protocol for which a policy
reserve rule or policy enable rule was requested or established,
respectively.

0 m dconRul ePor t Range
Thi s object indicates a port range for which a policy reserve
rule or policy enable rule was requested or established,
respectively.

0 m dconRul eLi fetime
This object indicates the remaining lifetinme of an established
policy rule. The M DCOMclient can change the renmaining lifetine
by witing to it.

Beyond the listed objects, the table contains 10 further objects
descri bi ng address parameters. They include the IP version, IP
address, prefix length and port nunber for the internal address (A0),
i nsi de address (Al), outside address (A2), and external address (A3).
These objects serve as paraneters specifying a request or an
establ i shed policy, respectively.

A0, Al, A2, and A3 are address tuples defined according to the M DCOM
semantics [RFC5189]. Each of themidentifies either a comunication

endpoint at an internal or external device or an allocated address at
t he mi ddl ebox.
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oo + oo +
| internal | AO Al +----------- + A2 A3 | external |
| endpoint +---------- + mddl ebox +---------- + endpoi nt

N + M + N +

Figure 7: Address tuples A0 - A3

- A0 - internal endpoint: Address tuple AO specifies a comunication
endpoint of a device within the internal network, with respect to
t he m ddl ebox.

- Al - mddl ebox inside address: Address tuple Al specifies a
vi rtual comuni cation endpoint at the middl ebox within the
internal network. Al is the destination address for packets
passing fromthe internal endpoint to the m ddl ebox and is the
source for packets passing fromthe middl ebox to the interna
endpoi nt.

- A2 - mddl ebox outside address: Address tuple A2 specifies a
virtual comuni cation endpoint at the m ddl ebox within the
external network. A2 is the destination address for packets
passing fromthe external endpoint to the mddl ebox and is the
source for packets passing fromthe niddl ebox to the externa
endpoi nt ..

- A3 - external endpoint: Address tuple A3 specifies a comunication
endpoint of a device within the external network, with respect to
t he m ddl ebox.

The M DCOMMB requires the MDCOM client to specify address tuples
A0 and A3. This might be a problemfor applications that are not
designed in a firewall-friendly way. An exanple is an FTP
application that uses the PORT command (instead of the reconmended
PASV command). The problemonly occurs when the m ddl ebox offers
twi ce-NAT functionality, and it can be fixed follow ng
recommendations for firewall-friendly communi cation

5.1.2. mdcom&oupTabl e

The m dcontaroupTabl e has an entry per existing policy rule group
Entries in this table are created automatically when creating nenber
entries in the mdconRul eTable. Entries are automatically renoved
fromthis table when the | ast nmenber entry is renoved fromthe

m dconRul eTabl e.  Entries cannot be created or renoved explicitly by
the M DCOM client.
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5.

5

2

2

Entries are indexed by the m dconRul eOmer of the rules that bel ong
to the group and by a specific mdcomG ouplndex. This allows each
m dconRul eOmer to nmaintain its own i ndependent group nanespace

An entry of the table contains the foll owi ng objects:

0 m dcon oupl ndex
The index of this entry nust be unique in conbination with the
m dconRul eOmner of the entry.

0 m dcon ouplLi fetinme
Thi s object indicates the maxi numof the remaining lifetimes of
all established policy rules that are nenbers of the group. The
M DCOM client can change the remaining lifetime of all menber
policies by witing to this object.

Configuration Objects

The configuration subtree contains m ddl ebox capability and
configuration informati on. Sone of the contained objects are
(optionally) witable and can al so be used for configuring the
m ddl ebox servi ce.

The capabilities subtree contains some general capability information
and detailed information per supported IP interface. The

m dconConfi gFi rewal | Tabl e can be used to configure how the M DCOV M B
i mpl ementation creates firewall rules in its firewall nodules

Note that typically, configuration objects are not intended to be
witten by MDCOM clients. |In general, wite access to these objects
needs to be restricted nore strictly than wite access to transaction
obj ect s.

1. Capabilities

I nformati on on m ddl ebox capabilities, i.e., capabilities of the
M DCOM M B i npl enentation, is provided by the m dcomCapabilities
subtree of managed objects. The foll owi ng objects are defined:

0 m dconConf i gvaxLi feti ne
This object indicates the maxinumlifetine that this m ddl ebox
all ows policy rules to have.

0 m dconConf i gPer si st ent Rul es
This is a bool ean object indicating whether or not the m ddl ebox
is capable of storing policy rules persistently.
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Further capabilities are provided by the m dcomConfiglf Tabl e per
IP interface. This table contains just two objects. The first
one is a BITS object called mdconConfiglfBits containing the
following bit val ues:

0 i pv4 and ipv6
These two bit values provide information on which IP versions are
supported by the niddl ebox at the indexed interface.

0 addressW | dcards and port W | dcards
These two bit val ues provide information on w | dcardi ng supported
by the m ddl ebox at the indexed interface.

0 firewall and nat
These two bit values provide information on availability of
firewall and NAT functionality at the indexed interface.

0 port Transl ati on, protocol Transl ation, and tw ceNat
These three bit values provide information on the kind of NAT
functionality available at the indexed interface.

o] i nsi de
This bit indicates whether or not the indexed interface is an
inside interface with respect to NAT functionality.

The second object, called m dconConfiglfEnabl ed, indicates whether
the m ddl ebox capabilities described by m dconConfiglfBits are
avai |l abl e or not available at the indexed IP interface.

The ni dconmConfi gl f Tabl e uses index O for indicating capabilities that
are available for all interfaces.

5.2.2. mdconConfigFirewal |l Tabl e

The mi dcontConfi gFirewal | Tabl e serves for configuring how policy rules
created by MDCOM clients are realized as firewall rules of a
firewall inmplenmentation. Particularly, the priority used for

M DCOM M B policy rules can be configured. For a single firewall

i npl ementation at a particular IP interface, all M DCOM M B policy
rules are realized as firewall rules with the sanme priority. Al so, a
firewall rule group name can be configured. The table is indexed by
the IP interface index.

An entry of the table contains the foll owi ng objects:
0 m dconConfi gFi rewal | G oupl d

This object indicates the firewall rule group to which al
firewall rules of the M DCOM server are assi gnhed
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0 m dconConfigFirewal | Priority
This object indicates the priority assigned to all firewall rules
of the M DCOM server.

5.3. Mnitoring Objects

The nonitoring objects are structured into two subtrees: the resource
subtree and the statistics subtree. The resource subtree provides

i nformati on about which resources are used by which policy rule. The
statistics subtree provides statistics about the usage of transaction
obj ect s.

5.3.1. mdconResourceTabl e

I nformati on about resource usage per policy rule is provided by the
m dconmResourceTable. Each entry in the m dconResourceTabl e descri bes
resource usage of exactly one policy rule.

Resources are NAT resources and firewall resources, depending on the
type of m ddl ebox. Used NAT resources include NAT bi ndi ngs and NAT
sessions. NAT address mappings are not covered. For firewalls,
firewall filter rules are considered as resources.

The val ues provided by the foll owi ng objects on NAT bi nds and NAT
sessions nmay refer to the detail ed resource usage description in the
NAT- M B nodul e [ RFC4008] .

The val ues provided by the followi ng objects on firewall rules may
refer to nore detailed firewall resource usage descriptions in other
M B nodul es.

Entries in the m dconResourceTable are only valid if the
m dconmRul eOper St at us obj ect of the corresponding entry in the
m dconRul eTabl e has a value of either reserved(7) or enabl ed(8).

An entry of the table contains the foll owi ng objects:

0 m dconRscNat | nt er nal Addr Bi ndivbde
Thi s object indicates whether the binding of the internal address
is an address NAT binding or an address-port NAT bi ndi ng.

o] m dconmRscNat | nt er nal Addr Bi ndl d
This object identifies the NAT binding for the internal address
in the NAT engi ne.

0] m dconmRscNat Ext er nal Addr Bi ndMbde

Thi s object indicates whether the binding of the external address
i s an address NAT binding or an address-port NAT bi ndi ng.
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0 m dconmRscNat Ext er nal Addr Bi ndl d
This object identifies the NAT binding for the external address
in the NAT engi ne.

0 m dconRscNat Sessi onl d1
This object links to the first NAT session associated with one of
t he above NAT bi ndi ngs.

0 m dconmRscNat Sessi onl d2
This object Iinks to the optional second NAT sessi on associ ated
with one of the above NAT bi ndi ngs.

o midconRscFirewal | Rul el d
This object indicates the firewall rule for this policy rule.

The M DCOM M B nodul e does not require a m ddl ebox to inpl enent
further specific mddl ebox (NAT, firewall, etc.) MB nodules as, for
exanpl e, the NAT-M B nodul e [ RFC4008] .

The resource identifiers in the m dconResourceTabl e may be vendor
proprietary in the cases where the m ddl ebox does not inplenent the
NAT-M B [ RFC4008] or a firewall MB. The M DCOM M B nodul e affects
NAT bi ndi ng and sessions, as well as firewall pinholes. It is
intentionally not specified in the M DCOM M B nodul e how t hese NAT
and firewall resources are allocated and managed, since this depends
on the M DCOM M B inpl ementation and m ddl ebox’ s capabilities
However, the m dconResourceTable is useful for understandi ng which
resources are affected by which M DCOW M B transacti on

The ni dconmResourceTabl e is beneficial to the m ddl ebox adm nistrator
inthat the table lists all M DCOMtransactions and the mi ddl ebox
specific resources to which these transactions refer. For instance,
multiple MDCOM clients mght end up using the same NAT bind, yet
each M DCOM client mght define a Lifetine paraneter and
directionality for the bind that is specific to the transaction

M DCOM M B i npl enentations are responsible for inpacting underlying
nmi ddl ebox resources so as to satisfy the sonetines overl apping
requirenents on the same resource frommnultiple M DCOM clients.

Managi ng these resources is not a trivial task for M DCOW M B
implementers. It is possible that different M DCOMM B policy rules
owned by different M DCOM clients share a NAT binding or a firewall
rule. Then comon properties, for exanple, the lifetine of the
resource, need to be managed such that all clients are served well
and changes to these resources need to be comunicated to all
affected clients. Al so, dependenci es between resources, for exanple,
the precedence order of firewall rules, need to be considered
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carefully in order to avoid that different policy rules --
potentially owned by different clients -- influence each other.

M DCOM clients may use the m dconResourceTabl e of the M DCOV M B
nmodul e in conjunction with the NAT-M B nodul e [ RFC4008] to determ ne
whi ch resources of the NAT are used for M DCOM The NAT-M B nodul e
stores the configured NAT bi ndi ngs and sessions, and M DCOM clients
can use the information of the m dconmResourceTable to sort out those
NAT resources that are used by the M DCOM M B nodul e.

5.3.2. mdconttatistics

The statistics subtree contains a set of non-columar objects that
provi de ' M DCOM protocol statistics’, i.e., statistics about the
usage of transaction objects.

o] m dconCur r ent Owner s
Thi s object indicates the nunber of different val ues for
m dconmRul eOwner for all current entries in the m dconRul eTabl e.

o] m dconDwner sTot al
Thi s object indicates the sunmmari zed nunber of all different
val ues that occurred for m dconRul eOmer in the nidconRul eTabl e
current and in the past.

0 m dconilot al Rej ect edRul eEntries
Thi s object indicates the total nunber of failed attenpts to
create an entry in the m dconRul eTabl e.

0 m dconCur r ent Rul esl nconpl ete
Thi s object indicates the total nunmber of policy rules that have
not been fully loaded into a table row of the m dconRul eTabl e.

0 m dconifot al | ncorr ect Reser veRul es
Thi s object indicates the total nunber of policy reserve rules
that were rejected because the request was incorrect.

0 m dconilot al Rej ect edReser veRul es
Thi s object indicates the total nunber of policy reserve rules
that were failed while being processed.

o] m dconCurrent Acti veReserveRul es
Thi s object indicates the nunber of currently active policy
reserve rules in the m dconRul eTabl e.

0 m dconilrot al Expi r edReser veRul es

Thi s object indicates the total nunmber of expired policy reserve
rul es.
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0 m dconilot al Ter mi nat edOnRgReser veRul es
Thi s object indicates the total nunber of policy reserve rules
that were term nated on request.

o] m dconifot al Ter m nat edReser veRul es
Thi s object indicates the total nunber of policy reserve rules
that were term nated, but not on request.

0 m dconilot al | ncor r ect Enabl eRul es
Thi s object indicates the total nunmber of policy enable rules
that were rejected because the request was incorrect.

0 m dconilot al Rej ect edEnabl eRul es
Thi s object indicates the total nunmber of policy enable rules
that were failed while being processed.

o] m dconCurrent Acti veEnabl eRul es
Thi s object indicates the nunber of currently active policy
enable rules in the m dconRul eTabl e.

0 m dconilot al Expi r edEnabl eRul es
Thi s object indicates the total nunber of expired policy enable
rul es.

0 m dconilrot al Ter m nat edOnRgEnabl eRul es
Thi s object indicates the total nunmber of policy enable rules
that were term nated on request.

o] m dconifot al Ter m nat edEnabl eRul es
Thi s object indicates the total nunber of policy enable rules
that were term nated, but not on request.

5. 4. Notifications

For informng M DCOM clients about state changes of M DCOV M B

i npl ementations, three notifications can be used. They notify the
M DCOM cl i ent about state changes of individual policy rules or of
groups of policy rules. Different notifications are used for
different kinds of transactions.

For asynchronous transactions, unsolicited notifications are used.
The only asynchronous transaction that needs to be nodel ed by the

M DCOMMB is the Asynchronous Policy Rule Event (ARE). The ARE nay
be caused by the expiration of a policy rule lifetine, the expiration
of the idle tine, or an internal change in policy rule lifetine by
the MDCOMM B inplenentation for whatever reason
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For configuration transactions, solicited notifications are used.
This concerns the Policy Reserve Rule (PRR) transaction, the Policy
Enable Rule (PER) transaction, the Policy Rule Lifetime Change (RLC)
transaction, and the Goup Lifetinme Change (GLC) transaction

The separation between unsolicited and solicited notifications gives
the inplenenter of a M DCOM client sone freedomto nmake design

deci sions on how to nodel the M DCOM reply nessage as described at
the end of section 4.2.2. Depending on the choice, processing of
solicited notifications may not be required. 1In such a case,
delivery of solicited notification nay be disabled, for exanple, by
an appropriate configuration of the snnpNotifyFilterTable such that
solicited notifications are filtered differently to unsolicited
notifications.

0 m dconnsol i ci t edRul eEvent
This notification can be generated for indicating the change of a
policy rule’s state or lifetinme. It is used for performng the
ARE transaction.

0 m dcontol i ci t edRul eEvent
This notification can be generated for indicating the requested
change of a policy rule’'s state or lifetime. It is used for
perform ng PRR, PER, and RLC transacti ons.

0 m dconBol i ci t edG oupEvent
This notification can be generated for indicating the requested
change of a policy rule group’s lifetime. 1t is used for
performng the GLC transaction

6. Recommendations for Configuration and Qperation

Configuring MDCOMM B security is highly sensitive for obvious
reasons. This section gives recomendations for securely configuring
the SNVP agent acting as M DCOM server. |n addition, reconmendations
for avoidi ng i denpotency problens are given and restrictions of

M DCOM M B applicability to a special set of applications are

di scussed.

6.1. Security Mdel Configuration
Since controlling firewalls and NATs is highly sensitive, it is
RECOMVENDED t hat SNMP Command Responders i npl ementi ng the M DCOM M B

modul e use the authPriv security level for all users that may access
managed objects of the M DCOVM M B nodul e
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6.2. VACM Configuration

Entries in the m dconRul eTabl e and the m dcontaoupTabl e provide

i nformati on about existing firewall pinholes and/ or NAT sessi ons.

They al so could be used for mani pulating firewall pinholes and/ or NAT
sessions. Therefore, access control to these objects is essential
and should be restrictive.

It is RECOWENDED t hat SNMP Command Responders instantiating an
i mpl ementation of the M DCOWM B nodul e use VACM for controlling
access to nmanaged objects in the m dconRul eTabl e and the

m dcon oupTabl e.

It is further RECOVWENDED t hat individual M DCOM clients, acting as
SNVP Conmmand Generators, only have access to an entry in the

m dconRul eTabl e, the m dconmResourceTabl e, or the m dconzGroupTable, if
they created the entry directly in the mdconRul eTable or indirectly
in the m dconzroupTabl e and mi dconResourceTabl e. Exceptions to this
recommendati on are situations where access by nultiple MDCOM clients
to managed objects is explicitly required. One example is fail-over
for M DCOM agents where the stand-by M DCOM agent needs the sane
access rights to nanaged objects as the currently active M DCOM
agent. Another exanple is a supervisor M DCOM agent that nonitors
activities of other M DCOM agents and/or may be used by network
managenent systenms to nodify entries in tables of the M DCOVW M B.

For this reason, all three tables |isted above have the

m dconRul eOwner as initial index. It is RECOWENDED that M DCOM
clients acting as SNWP Conmand Generator have access to the

m dconRul eTabl e and the midconG oupTable restricted to entries with
the initial index matching either their SNMP securityName or their
VACM groupNarme. It is RECOMMENDED that they do not have access to
entries in these tables with initial indices other than their SNWP
securityNanme or their VACM groupNanme. It is RECOMVENDED that this
VACM configuration is applied to read access, wite access, and
notify access for all objects in the midconRul eTabl e and the

m dcontx oupTabl e.

Note that |ess restrictive access rights MAY be granted to other

users, for exanple, to a network nmanagenent application, that
moni tors M DCOM policy rules.
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6.3. Notification Configuration

For each M DCOM client that has access to the mdconRul eTable, a
notification target SHOULD be configured at a Command Responder
instantiating an i nplenentation of the MDCOMMB. It is RECOVMENDED
that such a configuration be retrievable fromthe Comand Responder
via the SNWP- TARCET-M B [ RFC3413] .

For each entry of the snnpTarget AddrTable that is related to a M DCOM
client, there SHOULD be an individual corresponding entry in the
snnpTar get Par ansTabl e.

An inpl enentation of the MDCOM M B SHOULD al so i npl enent the SNMP-
NOTI FI CATI ON-M B [ RFC3413]. An instance of an inplenentation of the
M DCOM M B SHOULD have an individual entry in the

snnpNoti fyFilterProfil eTable for each M DCOM client that has access
to the nidconRul eTabl e.

An instance of an inplenentation of the M DCOWM B SHOULD al | ow
MDCOM clients to start and stop the generation of notifications
targeted at thenselves. This SHOULD be realized by giving the M DCOM
clients wite access to the snnpNotifyFilterTable. |f appropriate
entries of the snnpNotifyFilterTable are established in advance, then
this can be achieved by granting MDCOM clients wite access only to
the col umar object snnpNotifyFilterType.

It is RECOWENDED that VACM be configured such that each M DCOM agent
can only access entries in the snnpTarget Addr Tabl e, the
snnpTar get Par ansTabl e, the snnpNotifyFilterProfileTable, and the
snnpFi |l ter Tabl e that concern that particular M DCOM agent .

Typically, read access to the snnpTarget Addr Tabl e, the
snipTar get Par ansTabl e, and the snnpNotifyFilterProfileTable is
sufficient. Wite access may be required for objects of the
snnpFi | t er Tabl e.

6.4. Sinultaneous Access

Situations with two M DCOM clients simultaneously nodi fying the sanme
policy rule should be avoided. For each entry in the

m dconRul eTabl e, there should be only one client at a tinme that
modifies it. |If two MDCOMclients share the same m dconRul eOaner

i ndex of the mdconmRul eTabl e, then conflicts can be avoi ded, for
exanpl e, by

- scheduling access tines, as, for exanple, in the fail-over case;
- using different m dconG oupl ndex val ues per client; or
- using non-overlapping intervals for values of the

nm dconRul el ndex per client.
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6. 5.

6

6

Avoi di ng | denpot ency Probl ens

As already discussed in section 4.2.4.4, the foll owi ng recommendati on
is given for avoiding idenpotency problens.

I n general, idenpotency problens can be solved by including
snimpSet Seri al No (see [RFC3418]) in SNWP SET requests.

In case this feature is not used, it is RECOWENDED that the val ue of
the SNVP retransm ssion tiner of a MDCOM client (acting as SNW
Conmand Generator) is |lower than the snallest requested value for any
rule lifetime or rule idle tinme in order to prevent idenpotency
problenms with setting mdconRul eLifetine and ni dconmRul eMax! dl eTi e
when retransmitting an SNMP SET request after a | ost SNVP reply.

M DCOM client inplenmentations MAY conpletely avoid this problem by
configuring their SNMP stack such that no retransni ssions are sent.

Sinmlar considerations apply to M DCOV M B inplenmentations acting as
Notification Oiginator when sending a notification

(m dcomnsol i citedRul eEvent, m dcontolicitedRul eEvent or

m dconBol i ci t edG oupEvent) containing the remaining lifetinme of a
policy rule or a policy rule group, respectively.

I nterface Indexing Probl ens

A wel | -known problemof MB nodules is indexing IP interfaces after a
re-initialization of the managed device. The index for interfaces
provided by the ifTable (see IF-MB in [RFC2863]) may change during
re-initialization, for exanmple, when physical interfaces are added or
removed

The M DCOM M B nmodul e uses the interface index for indicating at
which interface which policy rule is (or is to be) applied. Also,
this index is used for indicating how policy rules are prioritized at
certain interfaces. The M DCOM M B nodul e specification requires
that information provided is always correct. This inplies that after
re-initialization, interface index values of policy rules or firewall
configurations may have changed even though they still refer to the
sane interface as before the re-initialization

M DCOM cl i ent inplenentations need to be aware of this potentia
behavior. It is RECOMWENDED that before witing the value or using
the value of indices that depend on the ifTable the M DCOM cli ent
checks if the m ddl ebox has been re-initialized recently.
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M DCOM M B nodul e i npl enmentati ons MJST track interface changes of IP
interface indices in the ifTable. This inplies that after a re-
initialization of a m ddl ebox, a M DCOV M B i npl enent ati on MJST nake
sure that each instance of an interface index in the M DCOV M B
tables still points to the sane interface as before the re-
initialization. For any instance for which this is not possible, al
affected entries in tables of the M DCOM M B nodul e MJST be either
term nated, disabled, or deleted, as specified in the DESCRI PTI ON

cl ause of the respective object. This concerns all objects in the
M DCOM M B nodul e that are of type Interfacel ndexOrZero

6.7. Applicability Restrictions

As already discussed in section 5.1.1, the MDCOM M B requires the

M DCOM client to specify address tuples AO and A3. This can be a
problem for applications that do not have this information avail able
when they need to configure the niddl ebox. For sone applications,
there are usage scenari os where address information is only avail able
for a single address realm AO and Al in the private realmor A2 and
A3 in the public realm An exanple is an FTP application using the
PORT command (i nstead of the PASV command). The probl em occurs when
the m ddl ebox offers tw ce-NAT functionality.

7. Usage Exanples for M DCOM Transacti ons

This section presents sone exanpl es that explain how a M DCOM client
acting as SNVP manager can use the M DCOM M B nodul e defined in this
meno. The purpose of these exanples is to explain the steps that are
required to perform M DCOM transactions. For each M DCOM transaction
defined in the M DCOM semantics [ RFC5189], a sequence of SNWP
operations that realizes the transaction is described.

The exanpl es descri bed bel ow are recommended procedures for M DCOM
clients. dients may choose to operate differently.

For exanple, they may choose not to receive solicited notifications
on conpl etion of a transaction, but to poll the M DCOW M B i nstead
until the transaction is conpleted. This can be achi eved by
performng step 2 of the SE transaction (see below) differently. The
M DCOM agent then creates an entry in the snnpNotifyFilterTable such
that only the m dconnsolicitedRul eEvent may pass the filter and is
sent to the MDCOMclient. |In this case, the PER, PRR and RLC
transactions require a polling |l oop wherever in the exanple bel ow the
M DCOM client waits for a notification
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7.1

Sessi on Establishment (SE)

The M DCOM M B realizes nost properties of M DCOM sessions in a very
static way. Only the generation of notifications targeted at the
M DCOM client is enabled by the client for session establishnent.

1.

7.2.

The M DCOM client checks the middl ebox capabilities by reading
objects in the m dconCapabilitiesG oup.

The M DCOM client enabl es generation of notifications on events
concerning the policy rules controlled by the client. [|f the
SNIVP- NOTI FI CATION-M B is supported as recommended by section 6.3
of this docunent, then the agent just has to change the value of a
obj ect snnpNotifyFilterType in the corresponding entry of the
snmpNoti fyFilterTable fromincluded(1) to excluded(2).

Session Termination (ST)

For terminating a session, the M DCOM client just disables the
generation of notifications for this client.

1.

7.3.

Thi
to

The M DCOM client disables generation of notifications on events
concerning the policy rules controlled by the client. [|f the
SNVP- NOTI FI CATION-M B is supported as recommended by section 6.3
of this docunent, then the agent just has to change the value of a
obj ect snnpNotifyFilterType in the corresponding entry of the
snmpNoti fyFilterTable fromincluded(1) to excluded(2).

Pol i cy Reserve Rule (PRR)

s exanpl e explains steps that nay be perforned by a M DCOM cli ent
establish a policy reserve rule.

The M DCOM client creates a new entry in the m dconRul eTabl e by
witing to m dconRul eRowSt at us. The chosen val ue for index object
m dcom& oupl ndex determ nes the group nenbership of the created
rule. Note that choosing an unused val ue for m dconG oupl ndex
creates a new entry in the m dconGoupTabl e.

The M DCOM client sets the following objects in the new entry of
the midconRul eTabl e to specify all request paraneters of the PRR
transacti on:

- m dconmRul eMaxl dl eTi e

- mdconRul el nterface

- m dconRul eTransport Prot ocol
- m dconRul ePort Range

- mdconRul el nternal | pVersion
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- m dconRul eExt er nal | pVer si on

- mdconRul el nt er nal | pAddr

- mdconRul el nternal | pPrefixLength
- m dconRul el nt er nal Port

- mdconRul eLifetine

Note that several of these paraneters have default val ues that can
be used.

3. The MDCOM client sets the m dconRul eAdm nSt atus objects in the
new row of the midconRul eTable to reserve(l).

4. The M DCOM client awaits a m dconBoli citedRul eEvent notification
concerning the new policy rule in the nmidconRul eTable. Witing
for the notification is tined out after a pre-sel ected naxi mum
waiting time. In case of a tinmeout while waiting for the
notification or if the client does not use notifications, the
M DCOM client retrieves the status of the mnidconRul eEntry by one
or more SNMP CET operations.

5. After receiving the mdcontolicitedRul eEvent notification, the
M DCOM client checks the lifetine value carried by the
notification. |If it is greater than O, the M DCOM client reads
all positive reply paranmeters of the PRR transaction:

- m dconRul eQut si del pAddr
- m dconRul eCQut si dePor t

- m dconRul eMaxl dl eTi me

- mdconRul eLifetinme

If the lifetime equals O, then the M DCOM client reads the
m dconRul eQper St at us and the m dconmRul eError in order to analyze
the failure reason.

6. Optionally, after receiving the m dcontolicitedRul eEvent
notification with a lifetime value greater than 0, the M DCOM
client may check the midconResourceTable for the m ddl ebox
resources allocated for this policy reserve rule. Note that PRR
does not necessarily allocate any m ddl ebox resource visible in
the NAT-M B nodule or in a firewall MB nodule, since it does a
reservation only. |f, however, the PRR overlaps with already
existing PERs, then the PRR may be related to ni ddl ebox resources
visible in other MB nodul es.
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7. 4.

Policy Enable Rule (PER) after PRR

Thi s exanpl e explains steps that may be performed by a M DCOM cl i ent
to establish a policy enable rule after a correspondi ng policy
reserve rule was al ready established.

1.

The M DCOM client sets the followi ng objects in the row of the
established PRR in the m dcomRul eTable to specify all request
paraneters of the PER transacti on:

- m dconRul eMvaxlI dl eTi me

- m dconRul eExt er nal | pAddr

- mdconmRul eExt ernal | pPrefixLength
- m dcomRul eExt er nal Port

- m dconRul eFl owDi recti on

Not e that several of these paraneters have default val ues that can
be used.

The M DCOM client sets the m dconRul eAdm nStatus objects in the
row of the established PRR in the m dconRul eTable to enable(1l).

The M DCOM client awaits a m dcontolicitedRul eEvent notification
concerning the newrow in the m dconmRul eTable. Witing for the
notification is timed out after a pre-sel ected nmaxi num waiting
time. In case of a timeout while waiting for the notification or
if the client does not use notifications, the M DCOM client
retrieves the status of the midconRul eEntry by one or nore SNWP
CGET operati ons.

After receiving the midcontolicitedRul eEvent notification, the
M DCOM client checks the lifetine value carried by the
notification. |If it is greater than O, the M DCOM client reads
all positive reply paraneters of the PER transacti on:

- m dconRul el nsi del pAddr
- m dconRul el nsi dePor t
- m dcomnRul eMax! dl eTi ne

If the lifetine equals 0, then the MDCOM client reads the
m dconRul eOper St at us and the midconRul eError in order to analyze
the failure reason.

Optionally, after receiving the m dcontolicitedRul eEvent
notification with a lifetime value greater than 0, the M DCOM
client may check the m dconResourceTable for the allocated

m ddl ebox resources for this policy enable rule.
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7.5.

Policy Enable Rule (PER) without Previous PRR

Thi s exanpl e explains steps that may be performed by a M DCOM cl i ent
to establish a policy enable rule for which no PRR transacti on has
been perfornmed before.

1.
2.

3.
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Identical to step 1 for PRR (section 7.3).

ldentical to step 2 for PRR (section 7.3).

The M DCOM client sets the following objects in the new row of the

m dconRul eTabl e to specify all request paraneters of the PER
transacti on:

- mdconRul el nterface

- m dconRul eFl owDi recti on

- m dconRul eTransport Prot ocol

- m dconRul ePort Range

- mdconRul el nt ernal | pVer si on

- m dcomRul eExt er nal | pVer si on

- mdconRul el nt er nal | pAddr

- mdconRul el nternal | pPrefixLength
- m dconRul el nt er nal Port

- m dconRul eExt er nal | pAddr

- mdconmRul eExt ernal | pPrefi xLength
- m dconRul eExt er nal Port

- mdconRul eLifetime

Not e that several of these paraneters have default val ues that can

be used.

The M DCOM client sets the m dconRul eAdm nStatus objects in the
new row of the m dconRul eTable to enabl e(1).

Identical to step 4 for PRR (section 7.3).

After receiving the midcontolicitedRul eEvent notification, the
M DCOM client checks the lifetine value carried by the
notification. |If it is greater than O, the M DCOM client reads
all positive reply paraneters of the PRR transacti on:

- m dconRul el nsi del pAddr
- m dconRul el nsi dePor t

- m dconRul eQut si del pAddr
- m dconRul eCQut si dePor t

- m dconRul eMaxl dl eTi me
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7.

7.

7.

6.

7.

8.

If the lifetime equals 0, then the M DCOM client reads the
m dconRul eOper St at us and the m dconmRul eError in order to analyze
the failure reason.

7. Optionally, after receiving the m dcontolicitedRul eEvent
notification with a lifetime value greater than 0, the M DCOM
client may check the midconResourceTable for the allocated
m ddl ebox resources for this policy enable rule.

Policy Rule Lifetinme Change (RLC

Thi s exanpl e explains steps that may be performed by a M DCOM cl i ent
to change the lifetime of a policy rule. Changing the lifetine to O
inplies termnating the policy rule.

1. The MDCOM client issues a SET request for witing the desired
lifetime to the midconRul eLifetinme object in the corresponding row of
the midconRul eTable. This does not have any effect if the lifetine

i s already expired.

2. The M DCOM client awaits a m dconfol i citedRul eEvent notification
concerning the corresponding row in the mdconRul eTable. Witing for
the notification is timed out after a pre-sel ected maxi num waiting
time. |In case of a timeout while waiting for the notification or if
the client does not use notifications, the MDCOMclient retrieves
the status of the m dconRul eEntry by one or nore SNMP CGET operations.

3. After receiving the mdcontolicitedRul eEvent notificati on M DCOM
client checks the lifetine value carried by the notification.

Policy Rule List (PRL)

The SNMP agent can browse the list of policy rules by browsing the

m dconRul eTabl e. For each observed row in this table, the SNW agent
shoul d check the nmidconRul eOperStatus in order to find out if the row
contains information about an established policy rule or of a rule
that is under construction or already term nated.

Policy Rule Status (PRS)
The SNMP agent can retrieve all status information and properties of

a policy rule by reading the managed objects in the correspondi ng row
of the m dconRul eTabl e.
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7.9. Asynchronous Policy Rule Event (ARE)

There are two different triggers for the ARE. It may be triggered by
the expiration of a policy rule’s lifetinme or the expiration of the
idle tine. But beyond this, the M DCOWM B inpl enentati on may
termnate a policy rule at any tine. 1In all cases, two steps are
required for performing this transaction:

1. The M DCOW M B i nmpl enentation sends a m dconmnsolicitedRul eEvent
notification containing a lifetime value of 0 to the M DCOM cl i ent
owni ng the rule.

2. |If the nmidconRul eStorageTi me object in the correspondi ng row of
the m dcomRul eTabl e has a val ue of 0, then the M DCOV M B
i npl ementation renoves the row fromthe table. OQherwise, it sets
inthis rowthe mdconRulelLifetinme object to 0 and changes the
m dconmRul eOper St atus object. |If the event was triggered by policy
lifetime expiration, then the midconRul eOperStatus is set to
timedQut (9); otherwise, it is set to terminated(1l).

7.10. G oup Lifetime Change (G.C)

Thi s exanpl e explains steps that may be performed by a M DCOM cl i ent
to change the lifetime of a policy rule group. Changing the lifetine
to O inplies termnating all nenber policies of the group.

1. The MDCOM client issues a SET request for witing the desired
lifetime to the midconGroupLifetine object in the corresponding
row of the m dconG oupTabl e.

2. The MDCOM client waits for a midcontolicitedG oupEvent
notification concerning the corresponding rowin the
m dcon oupTable. Waiting for the notification is timed out after
a pre-selected maximumwaiting time. 1In case of a tineout while
waiting for the notification or if the client does not use
notifications, the MDCOM client retrieves the status of the
m dcom& oupEntry by one or nore SNMP CET operations.

3. After receiving the m dcontolicitedRul eEvent notification, the
M DCOM client checks the lifetine value carried by the
notification.

7.11. Goup List (QA)
The SNMVP agent can browse the list of policy rule groups by browsing
the m dconm& oupTable. For each observed rowin this table, the SNWP

agent shoul d check the m dcom>oupLifetine in order to find out if
the group does contain established policies.

Quittek, et al. St andards Track [ Page 36]



RFC 5190 M DCOM M B March 2008

7.12. Goup Status (GS)

The SNVP agent can retrieve all nenber policies of a group by
browsi ng the m dconRul eTabl e usi ng the m dconG oupl ndex of the
particular group. For retrieving the remaining lifetine of the
group, the SNWP agent reads the m dconGroupLifetinme object in the
correspondi ng row of the ni dcontaoupTabl e.

8. Usage Exanples for Mnitoring Objects

This section presents sone exanples that explain how a M DCOM client
can use the nidconResourceTable to correlate policy rules with the
used ni ddl ebox resources. One exanple is given for niddl eboxes

i mpl ementing the NAT-M B and another one is given for firewalls.

8.1. Mnitoring NAT Resources

When a rule in the nmidconRul eTable is executed, it directly inpacts
the m ddl ebox resources. The m dconResourceTabl e provi des the
informati on on the rel ati onshi ps between the M DCOM M B policy rules
and the m ddl ebox resources used for enforcing these rules.

A MDCOMMB policy rule will cause the creation or nodification of
up to two NAT bindings and up to two NAT sessions. Two NAT bindi ngs
are inpacted in the case of a session being subject to tw ce-NAT

Two NAT bi ndi ngs may al so be inpacted when ni dconRul ePort Range i s set
to pair(2) in the policy rule. In the majority of cases, where
traditional NAT is inplenented, only a single NAT binding may be
adequate. Note, however, that this Bindld is set to 0 if the

m ddl ebox is inplementing synmetric NAT function. Two NAT sessions
are created or nodified only when the nidconRul ePort Range is set to
pair(2) in the policy rule.

When support for the NAT-M B nodule is also available at the

m ddl ebox, the paranmeters in the conbination of the m dconRul eTabl e
and the m dconResourceTable for a given rule can be used to index the
correspondi ng BIND and NAT session resources effected in the NAT-M B.
These parameters are valuable to nmonitor the inpact on the NAT
modul e, even when the NAT-M B nodule is not inplenented at the

m ddl ebox.

The inpact of MDCOMrul es on the NAT resources is inportant because
a MDCOM rule not only can create BINDs and NAT sessions, but also is
capabl e of nodifying the NAT objects that already exist. For
exanpl e, FlowDirection and Maxldl eTime paraneters in a M DCOM rul e
directly affect the TranslationEntity and Maxldl eTine of the

associ ated NAT bind object. Likewi se, Maxldl eTine in a MDCOM rul e
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has a direct inpact on the Maxldl eTi ne of the associ ated NAT session
object. The lifetine parameter in the MDCOMrule directly inpacts
the lifetime of all the inpacted NAT BI ND and NAT sessi on objects.

8.2. Mnitoring Firewal |l Resources

Wien a MDCOMHMB policy rule is established at a niddl ebox with
firewal | capabilities, this may lead to the creation of one or nore
new firewall rules. Note that in general a single firewall rule per
MDCOMMB policy rule will be sufficient. For each policy rule, a
M DCOM client can explore the corresponding firewall filter rule by
readi ng the m dconResourceEntry in the m dconResourceTabl e that
corresponds to the m dconRul eEntry describing the rule. The
identification of the firewall filter rule is stored in object

m dconmRscFi rewal | Rul el d. The val ue of m dconmRscFirewal | Ruleld may
correspond directly to any firewall filter rule nunber or to an entry
in alocally available firewall M B nodul e.

9. Definitions

The following MB nodul e inports from [ RFC2578], [RFC2579],
[ RFC2580], [RFC2863], [RFC3411], [RFC4001], and [ RFC4008].

M DCOM M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, Unsi gned32,
Counter32, Gauge32, mb-2
FROM SNWPv2- SM -- RFC 2578

TEXTUAL- CONVENTI ON, Trut hVal ue,
St or ageType, RowSt at us
FROM SNMPv2-TC -- RFC 2579

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWPv 2- CONF -- RFC 2580

SnnpAdmi nStri ng
FROM SNMP- FRAVEWORK- M B -- RFC 3411

I net Addr essType, | net Address,
I net Por t Nunber,
I net Addr essPrefi xLength
FROM | NET- ADDRESS- M B -- RFC 4001
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M DCOM M B
I nt erfacel ndexOr Zer o
FROM | F-M B -- RFC 2863
Nat Bi ndl dOr Zer o
FROM NAT- M B; -- RFC 4008

m dcomM B MODULE- | DENTI TY

LAST- UPDATED "200708091011Z7"

-- August 09, 2007

March 2008

ORGANI ZATI ON "I ETF M ddl ebox Communi cati on Wor ki ng G oup”
CONTACT- | NFO

"WG charter:

http://ww.ietf.org/htm.charters/nidcomcharter. htm

Mai | ing Lists:

General Discussion: mdcom@etf.org
To Subscribe: m dcomrequest @etf.org
I n Body: subscribe your_emmil address

Co-editor:

Juergen Quittek

NEC Eur ope Ltd.

Kur f uer st en- Anl age 36

69115 Hei del berg

Ger many

Tel : +49 6221 4342-115

Emai | : quittek@w. necl ab. eu

Co-editor:

Martin Stienerling
NEC Eur ope Ltd.
Kur f uer st en- Anl age 36
69115 Hei del berg

Ger many

Tel : +49 6221 4342-113

Emai | : stiemerling@w. necl ab. eu
Co-editor:

Pyda Srisuresh

Kazeon Systens, |Inc.
1161 San Antoni o Rd.
Mountai n View, CA 94043

U S A

Tel : +1 408 836-4773

Emai | : srisuresh@ahoo. cont
DESCRI PTI ON

Qui ttek,

configuring m ddl eboxes,

"This MB nodul e defines a set of basic objects for
such as firewalls and network
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address translators, in order to enable comruni cation
across these devi ces.

Managed objects defined in this MB nodule are structured
in three kinds of objects:
- transaction objects required according to the M DCOM
protocol requirenments defined in RFC 3304 and according
to the M DCOM protocol semantics defined in RFC 3989,
- configuration objects that can be used for retrieving or
setting parameters of the inplenentation of transaction
obj ect s,
- optional nonitoring objects that provide infornmation
about used resource and statistics

The transaction objects are organized in two subtrees:
- objects nodeling M DCOM policy rules in the
m dconRul eTabl e
- objects nodeling M DCOM policy rule groups in the
m dcom& oupTabl e

Note that typically, configuration objects are not intended
to be witten by MDCOM clients. In general, wite access
to these objects needs to be restricted nore strictly than
wite access to objects in the transaction subtrees.

Copyright (C) The Internet Society (2008). This version
of this MB nodule is part of RFC 5190; see the RFC
itself for full legal notices.”

REVI SI ON "200708091011Z7" -- August 09, 2007
DESCRI PTION "I nitial version, published as RFC 5190."
:={ mb-2 171 }

-- main conponents of this MB nodul e

m dcomNoti fi cati ons OBJECT IDENTIFIER ::= { mdcomMB 0 }
m dconbj ect s OBJECT IDENTIFIER ::={ mdcomMB 1}
m dconConf or mance OBJECT IDENTIFIER ::={ mdcomnMB 2 }

-- Transaction objects required according to the M DCOM

-- protocol requirements defined in RFC 3304 and according to
-- the M DCOM protocol semantics defined in RFC 3989

m dconilr ansacti on OBJECT IDENTIFIER ::={ mdcomObjects 1}

-- Configuration objects that can be used for retrieving
-- middl ebox capability information (mandatory) and for
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-- setting paranmeters of the inplenentation of transaction
-- objects (optional)
m dcomConfi g OBJECT IDENTIFIER ::={ mdcomObjects 2 }

-- Optional nonitoring objects that provide information about
-- used resource and statistics
m dcomvbni t ori ng OBJECT IDENTIFIER ::={ midcomObjects 3}

-- Transaction bjects

-- Transaction objects are structured according to the M DCOM

-- protocol senmantics into two groups:

-- - objects nmodeling M DCOM policy rules in the nmidconRul eTabl e
-- - objects nodeling M DCOM policy rule groups in the

-- m dcon&r oupTabl e

-- Policy rule subtree

-- The m dconRul eTable lists policy rules

-- including policy reserve rules and policy enable rules.

m dconRul eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dconRul eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists policy rules.

It is indexed by the nmidconRul eOmer, the

m dconx oupl ndex, and the m dconRul el ndex.

This inplies that a rule is a nenber of exactly
one group and that group nenbership cannot

be changed.

Entries can be deleted by witing to

m dconm oupLi fetinme or m dconRul eLifetimnme

and potentially also to m dconRul eStorageTi ne. "
::={ mdconiransaction 3 }

m dconmRul eEntry OBJECT- TYPE

SYNTAX M dconRul eEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describing a particular M DCOM policy rule.”
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I NDEX { m dconRul eOaner,
::={ mdconRul eTable 1 }

M dconRul eEntry ::= SEQUENCE ({

}

m dconRul eOaner

m dconRul el ndex

m dconRul eAdm nSt at us

m dconRul eOper St at us

m dconRul eSt or ageType

m dconRul eSt or ageTi e

m dconRul eError

m dconRul el nterface

m dconRul eFl owbi r ecti on

m dconRul eMax! dl eTi ne

m dconRul eTr ansport Pr ot ocol
m dconRul ePor t Range

m dconRul el nt er nal | pVer si on
m dconRul eExt er nal | pVer si on
m dconRul el nt er nal | pAddr

m dconRul el nt ernal | pPrefi xLength
m dconRul el nt er nal Por t

m dconRul eExt er nal | pAddr

m dconRul eExt er nal | pPrefi xLength
m dconRul eExt er nal Port

m dconRul el nsi del pAddr

m dconRul el nsi dePort

m dconRul eQut si del pAddr

m dconRul eCut si dePor t

m dconRul eLi feti me

nm dconRul eRowst at us

m dconRul eOwmer OBJECT- TYPE

M DCOM M B

m dcon& oupl ndex,

March 2008

nm dconRul el ndex }

SnnpAdmi nStri ng,

Unsi gned32,

| NTEGER,

| NTEGER,

St or ageType,

Unsi gned32,

SnnpAdmi nStri ng,

I nterfacel ndexOr Zer o,
| NTEGER,

Unsi gnhed32,

Unsi gned32,

| NTEGER,

| net Addr essType,

| net Addr essType,

| net Addr ess,

I net Addr essPrefi xLengt h,
I net Por t Nunber,

| net Addr ess,

I net Addr essPrefi xLengt h,
I net Por t Nunber,

| net Addr ess,

I net Por t Nunber ,

I net Addr ess,

I net Por t Nunber ,

Unsi gned32,

RowsSt at us

SYNTAX SnnpAdm nString (SIZE (0..32))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The manager who owns this row in the m dconRul eTabl e.

Thi s object SHOULD uni quely identify an authenticated

M DCOM client. This object

is part of the table index to

allow for the use of the SNWMPv3 Vi ew based Access Control

Model (VACM RFC 3415)."
::={ mdconRul eEntry 1 }

m dconRul el ndex OBJECT- TYPE

Qui ttek,

SYNTAX

MAX- ACCESS not-accessi bl e

et al.

St andards Track
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STATUS current
DESCRI PTI ON
"The val ue of this object nmust be unique in
conbi nation with the values of the objects
m dconRul eOmer and m dcontzroupl ndex in this row "
.= { mdconRul eEntry 3 }

m dconRul eAdm nSt at us OBIJECT- TYPE

SYNTAX I NTEGER {
reserve(l),
enabl e(2),
not Set ( 3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of this object indicates the desired status of
the policy rule. See the definition of m dconRul eQper St at us
for a description of the val ues.

VWhen a midconmRul eEntry is created without explicitly setting
this object, its value will be notSet(3).

However, a SET request can only set this object to either
reserve(l) or enable(2). Attenpts to set this object to
notSet(3) will always fail with an ’inconsi stentVal ue’
error. Note that this error code is SNW specific. |If the
M B nodule is used with other protocols than SNVP, errors
with simlar semantics specific to those protocols should
be returned.

When the m dconRul eAdm nSt at us object is set, then the

M DCOMMB inplenentation will try to read the respective
rel evant objects of the entry and try to achieve the
correspondi ng m dconRul eOper St at us.

Setting midconRul eAdni nStatus to val ue reserve(1l) when
obj ect m dconRul eOper St atus has a val ue of reserved(7)
does not have any effect on the policy rule.

Setting mdconRul eAdnmi nStatus to val ue enabl e(2) when
obj ect m dconmRul eOper St atus has a val ue of enabl ed(8)
does not have any effect on the policy rule.

Dependi ng on whet her the m dconRul eAdnmi nStatus is set to
reserve(l) or enable(2), several objects nust be set in
advance. They serve as paraneters of the policy rule to be
est abl i shed.
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When obj ect midconRul eAdni nStatus is set to reserve(l),
then the followi ng objects in the same entry are of
rel evance:

- mdconRul el nterface

- m dconRul eTransport Prot ocol

- m dconRul ePort Range

- mdconRul el nt ernal | pVer si on

- m dconRul eExt er nal | pVer si on

- mdconRul el nt er nal | pAddr

- mdconRul el nternal | pPrefixLength

- m dconRul el nt er nal Port

- mdconRul eLifetine

M DCOM M B i npl ement ati on nmay al so consi der the val ue
of object m dcomRul eMaxl dl eTi me when establ i shing
a reserve rule.

When obj ect midconmRul eAdmi nStatus is set to enable(2),
then the followi ng objects in the same entry are of
rel evance:
- mdconRul el nterface
- m dconRul eFl owDi recti on
- m dconmRul eMax! dl eTi ne
- m dconRul eTransport Pr ot ocol
- m dconRul ePort Range
- mdconRul el nt ernal | pVer si on
- m dconRul eExt er nal | pVer si on
m dconRul el nt er nal | pAddr
m dconRul el nt ernal | pPrefixLength
- mdconRul el nt er nal Port
- m dconRul eExt er nal | pAddr
- mdconmRul eExt ernal | pPrefi xLength
- m dconRul eExt er nal Port
- mdconRul eLi fetine

When retrieved, the object returns the |ast set val ue.
If no value has been set, it returns the default val ue
not Set (3)."

DEFVAL { not Set }

::={ mdconRul eEntry 4 }

m dconRul eOper St at us OBJECT- TYPE
SYNTAX I NTEGER {
neweEntry(1),
setting(2),
checki ngRequest ( 3),
i ncorrect Request (4),
processi ngRequest (5),
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request Rej ect ed(6),
reserved(7),

enabl ed( 8),

timedQut (9),

t er m nat edOnRequest (10),
term nated(11),

generi cError(12)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The actual status of the policy rule. The
m dconRul eOper St at us obj ect nay have the foll owi ng val ues:

- newentry(1l) indicates that the entry in the
m dconRul eTabl e was created, but not nodified yet.
Such an entry needs to be filled with val ues specifying
a request first.

- setting(2) indicates that the entry has been al ready
modi fied after generating it, but no request was nade
yet.

- checki ngRequest (3) indicates that m dconRul eAdm nSt at us
has recently been set and that the M DCOV M B
i mpl ementation is currently checking the paraneters of
the request. This is a transient state. The value of
this object will change to either incorrectRequest(4)
or processi ngRequest (5) without any externa
interaction. A MDCOMMB inplenmentation MAY return
this value while checking request paraneters

- incorrectRequest (4) indicates that checking a request
resulted in detecting an incorrect value in one of the
obj ects containing request paraneters. The failure
reason is indicated by the value of m dconRul eError.

- processi ngRequest (5) indicates that
m dconmRul eAdm nSt at us has recently been set and that
the MDCOMMB inplenentation is currently processing
the request and trying to configure the m ddl ebox
accordingly. This is a transient state. The value of
this object will change to either requestRejected(6),
reserved(7), or enabled(8) w thout any externa
interaction. A MDCOMMB inplenmentation MAY return
this value while processing a request.

- requestRej ected(6) indicates that a request to establish
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a policy rule specified by the entry was rejected. The
reason for rejection is indicated by the val ue of
m dconRul eError.

- reserved(7) indicates that the entry describes an

established policy reserve rule.
These val ues of M dconRul eEntry are meani ngf ul
for a reserved policy rule:

- m dconRul eMaxl dl eTi e

- mdconRul el nterface

- m dconRul eTransport Prot ocol

- m dconRul ePort Range

- mdconRul el nt ernal | pVer si on

- m dconRul eExt er nal | pVer si on

- mdconRul el nt er nal | pAddr

- mdconRul el nternal | pPrefixLength

- m dconRul el nt er nal Port

- m dconRul eQut si del pAddr

- m dconRul eCut si dePort

- mdconRul eLifetime

- enabl ed(8) indicates that the entry describes an
establ i shed policy enable rule.
These val ues of M dconRul eEntry are meani ngf ul
for an enabl ed policy rule:

- m dconRul eFl owbi recti on

- mdconRul el nterface

- m dconmRul eMax! dl eTi ne

- m dconRul eTransport Pr ot ocol

- m dconRul ePort Range

- mdconRul el nt ernal | pVer si on

- m dconRul eExt er nal | pVer si on

- m dconRul el nt er nal | pAddr

- mdconRul el nternal | pPrefixLength
- mdconRul el nt er nal Port

- m dconRul eExt er nal | pAddr

- mdcomRul eExt ernal | pPrefi xLength
- m dconRul eExt er nal Port

- m dconRul el nsi del pAddr

- m dconRul el nsi dePort

- m dconRul eQut si del pAddr

- m dconRul eQut si dePort

- mdconRul eLifetine

- timedQut (9) indicates that the Iifetinme of a previously

established policy rule has expired and that the policy
rule is termnated for this reason.
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- term nat edOnRequest (10) indicates that a previously
established policy rule was term nated by an SNWP
manager setting the m dconRul eLifetine to O or
setting mdconG oupLifetine to O.

- terminated(11l) indicates that a previously established
policy rule was term nated by the M DCOM M B
i npl ementation for a reason other than lifetinme
expiration or an explicit request froma M DCOM client.

- genericError(12) indicates that the policy rule
specified by the entry is not established due to
an error condition not listed above.

The states tinmedQut(9), term natedOnRequest(10), and
term nated(11) are referred to as term nation states.

The states incorrect Request(4), requestRejected(6),
and genericError(12) are referred to as error states.

The checki ngRequest (3) and processi ngRequest (5)
states are transient states, which will lead to either
one of the error states or the reserved(7) state or the
enabl ed(8) state. M DCOWM B inpl enentati ons MAY return
t hese val ues when checking or processing requests.”
DEFVAL { newkntry }
2= { mdconRul eEntry 5 }

m dconRul eSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"When retrieved, this object returns the storage
type of the policy rule. Witing to this object can
change the storage type of the particular row from
vol atile(2) to nonVol atile(3) or vice versa.

Attenpts to set this object to permanent will al ways
fail with an ’'inconsistentValue' error. Note that this
error code is SNWP specific. |If the MB nodule is used
with other protocols than SNWP, errors with sinilar
semantics specific to those protocols should be
ret ur ned.

I f m dconRul eSt orageType has the val ue permanent (4),

then all objects in this row whose MAX- ACCESS val ue
is read-create nust be read-only."

Quittek, et al. St andards Track [ Page 47]



RFC 5190 M DCOM M B March 2008

DEFVAL { volatile }
2= { mdconRul eEntry 6 }

m dconRul eSt or ageTi ne OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object specifies howlong this row
can exist in the midconRul eTable after the

m dconmRul eOper Status switched to a term nation state or
to an error state. This object returns the remaining
time that the row may exist before it is aged out.

After expiration or term nation of the context, the val ue
of this object ticks backwards. The entry in the
m dconRul eTabl e i s destroyed when the val ue reaches 0.

The value of this object may be set in order to increase
or reduce the remaining tinme that the row may exist.
Setting the value to O will destroy this entry as soon as
the m dconmRul eOper Status switched to a term nation state
or to an error state.

Note that there is no guarantee that the rowis stored as
long as this object indicates. At any tine, the M DCOM
M B inplenentation may decide to renove a row descri bing
a termnated policy rule before the storage tine of the
corresponding row i n the ni dconRul eTabl e reaches the
value of 0. In this case, the information stored in this
row is not avail abl e anynore.

I f object m dconRul eStorageType indicates that the policy
rul e has the storage type pernmanent(4), then this object has
a constant val ue of 4294967295."

DEFVAL { 0 }

::={ mdconRul eEntry 7 }

m dconRul eError OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object contains a descriptive error nmessage if
the transition into the operational status reserved(7)
or enabl ed(8) failed. Inplenmentations nust reset the
error nessage to a zero-length string when a new
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attenpt to change the policy rule status to reserved(7)
or enabl ed(8) is started.
RECOMVENDED val ues to be returned in particular cases
i ncl ude
- 'lack of |IP addresses’
- "lack of port numnbers’
- "lack of resources’
- '"specified NAT interface does not exist’
- "specified NAT interface does not support NAT
- 'conflict with already existing policy rule’
- 'no internal IP wldcarding allowed
- 'no external |IP wldcarding allowed’
The semantics of these error nessages and the correspondi ng
behavi or of the M DCOMMB inplenentation are specified
in sections 2.3.9 and 2.3.10 of RFC 3989."
REFERENCE

"RFC 3989, sections 2.3.9 and 2.3.10"

DEFVAL { ''H }

{ mdconRul eEntry 8 }

m dconRul el nterface OBIJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Qui ttek,

"This object indicates the IP interface for which
enforcenment of a policy rule is requested or perforned,
respectively.

The interface is identified by its index in the ifTable
(see IF-MB in RFC 2863). |If the object has a value of O,
then no particular interface is indicated.

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

I f object m dconRul eCper Status of the sanme entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to request its preference
concerning the interface at which it requests NAT service.
The default value of 0 indicates that the manager does not
have a preferred interface or does not have sufficient
topol ogy information for specifying one. Witing to this
object in any state other than newEntry(1l) or setting(2)
will always fail with an ’inconsistentValue error.
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Note that this error code is SNW specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
returned.

I f object m dconRul eCper Status of the same entry has the
val ue reserved(7) or enabl ed(8), then this object indicates
the interface at which NAT service for this rule is
performed. |If NAT service is not required for enforcing
the policy rule, then the value of this object is 0. Also,
if the M DCOWM B inpl enentati on cannot indicate an
interface, because it does not have this information or
because NAT service is not offered at a particular single
interface, then the value of the object is O.

Note that the index of a particular interface in the
i f Tabl e may change after a re-initialization of the
m ddl ebox, for exanple, after adding another interface to

it. In such a case, the value of this object may change,
but the interface referred to by the M DCOM M B MUST stil
be the sane. |If, after a re-initialization of the

m ddl ebox, the interface referred to before
re-initialization cannot be uniquely nmapped anynore to a
particular entry in the ifTable, then the value of object
m dconRul eOper St at us of the sane entry MJST be changed to
term nated(11).

I f object m dconRul eQperStatus of the same entry has a
val ue other than newentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { 0 }
::={ mdconRul eEntry 9 }

m dconRul eFl owDi recti on OBJECT- TYPE
SYNTAX I NTEGER {
i nbound(1),
out bound( 2),
bi Di recti onal (3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This paraneter specifies the direction of enabl ed
communi cati on, either inbound(1l), outbound(2), or
bi Directional (3).

The semantics of this object depends on the protoco
the rule relates to. |If the rule is independent of
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the transport protocol (m dconRul eTransport Prot ocol
has a value of 0) or if the transport protocol is UDP,
then the val ue of m dconRul eFl owDi recti on indicates
the direction of packets traversing the m ddl ebox.

In this case, value inbound(1l) indicates that packets
are traversing fromoutside to inside, value outbound(2)
i ndi cates that packets are traversing frominside to
outside. For both val ues, inbound(1l) and outbound(?2)
packets can traverse the m ddl ebox only unidirectional.
A bidirectional flowis indicated by val ue

bi Directional (3).

If the transport protocol is TCP, the packet flowis
al ways bidirectional, but the val ue of
m dconRul eFl owDi rection indicates that:

- inbound(1l): bidirectional TCP packet flow
Fi rst packet, with TCP SYN flag set, mnust arrive
at an outside interface of the m ddl ebox.

- outbound(2): bidirectional TCP packet fl ow.
First packet, with TCP SYN flag set, mnust arrive
at an inside interface of the m ddl ebox.

- biDirectional (3): bidirectional TCP packet fl ow
First packet, with TCP SYN flag set, may arrive
at an inside or an outside interface of the niddl ebox.

This object is used as input to a request for
establishing a policy enable rule as well as for
i ndicating the properties of an established policy rule.

I f object m dconRul eQperStatus of the same entry has a
val ue of either newentry(1l), setting(2), or reserved(7),
then this object can be witten by a nanager in order to
specify a requested direction to be enabled by a policy
rule. Witing to this object in any state other than
newentry(1), setting(2), or reserved(7) wll always fail
with an ’inconsistentValue error.

Note that this error code is SNWP specific. If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
ret ur ned.

I f object m dconRul eCper Status of the same entry has the
val ue enabl ed(8), then this object indicates the enabled
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flow direction.

I f object m dconRul eCper Status of the same entry has a
val ue other than newentry(1), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { outbound }
::={ midconRul eEntry 10 }

m dconRul eMax! dl eTi me OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Maximumidle time of the policy rule in seconds.

If no packet to which the policy rule applies passes the
m ddl ebox for the specified nm dconRul eMax! dl eTi me, then
the policy rule enters the ternmination state tinmedQut(9).

A value of O indicates that the policy does not require
an individual idle time and that instead, a default idle
time chosen by the niddl ebox is used.

A val ue of 4294967295 ( = 2732 - 1) indicates that the
policy does not time out if it is idle.

This object is used as input to a request for
establishing a policy enable rule as well as for
i ndicating the properties of an established policy rule.

I f object m dconRul eCper Status of the same entry has a
val ue of either newentry(1l), setting(2), or reserved(7),
then this object can be witten by a manager in order to
specify a maximumidle tine for the policy rule to be
requested. Witing to this object in any state others
than newentry(1l), setting(2), or reserved(7) wll always
fail with an ’inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
nmodul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
ret ur ned.

If object m dconRul eCper Status of the same entry has the
val ue enabl ed(8), then this object indicates the maxi nrum
idle tine of the policy rule. Note that even if a nmaxi mum
idle tine greater than zero was requested, the m ddl ebox
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may not be able to support maximumidle tinmes and set the
val ue of this object to zero when entering state
enabl ed(8).

I f object m dconRul eQperStatus of the same entry has a
val ue other than newkentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { 0 }
::={ mdconmRul eEntry 11 }

m dconRul eTr ansport Prot ocol OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The transport protocol.

Valid val ues for m dconRul eTransport Prot ocol
other than zero are defined at:
http://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

I f object m dconRul eCper Status of the same entry has a
val ue of either newkntry(1l) or setting(2), then this

obj ect can be witten by a nmanager in order to specify a
requested transport protocol. |If translation of an IP
address only is requested, then this object nust have the
default value 0. Witing to this object in any state
other than newkntry(1l) or setting(2) will always fail
with an ’inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

I f object m dconRul eCper Status of the sanme entry has the
val ue reserved(7) or enabled(8), then this object

i ndi cates which transport protocol is enforced by this
policy rule. A value of O indicates a rule acting on IP
addresses only.

I f object m dconRul eQperStatus of the same entry has a

val ue other than newentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
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DEFVAL { 0 }
::={ midconmRul eEntry 12 }

m dconRul ePort Range OBJECT- TYPE

SYNTAX | NTECER ({
single(l),
pair(2)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The range of port nunbers.

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule. It is relevant to the
operation of the MDCOMWM B inplenentation only if the

val ue of object m dconTransportProtocol in the same entry
has a val ue other than O.

If object m dconRul eCper Status of the same entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the requested
size of the port range. Wth single(l) just a single
port nunber is requested, with pair(2) a consecutive pair
of port numbers is requested with the | ower nunber being
even. Requesting a consecutive pair of port nunbers may
be used by RTP [ RFC3550] and nmmy even be required to
support ol der RTP applications.

Witing to this object in any state other than
newentry(1), setting(2) or reserved(7) will always fai
with an ’inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

I f object m dconRul eQperStatus of the same entry has a
val ue of either reserved(7) or enabled(8), then this
object will have the value that it had before the
transition to this state.

I f object m dconRul eCper Status of the same entry has a

val ue other than newentry(1), setting(2), reserved(7), or

enabl ed(8), then the value of this object is irrelevant."
DEFVAL { single }
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::={ mdconRul eEntry 13}

m dconRul el nt er nal | pVer si on OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I P version of the internal address (AQ0) and the inside
address (Al). Allowed values are ipv4(1l), ipv6(2),
i pvdz(3), and ipv6z(4).

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

If object m dconRul eCperStatus of the sanme entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the IP version
required at the inside of the middl ebox. Witing to this
object in any state other than newEntry(1l) or setting(2)
will always fail with an ’inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

I f object m dconRul eCper Status of the sanme entry has the
val ue reserved(7) or enabled(8), then this object
indicates the internal/inside I P version

I f object m dconRul eCper Status of the same entry has a
val ue other than newentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { ipv4 }
::={ midconRul eEntry 14 }

m dconRul eExt er nal | pVer si on OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I P version of the external address (A3) and the outside
address (A2). Allowed values are ipv4(1l) and ipv6(2).

This object is used as input to a request for establishing

a policy rule as well as for indicating the properties of
an established policy rule.
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I f object m dconRul eCper Status of the same entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the IP version
required at the outside of the middlebox. Witing to
this object in any state other than newentry(1l) or
setting(2) will always fail wth an ’inconsistentVal ue’
error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
r et urned.

I f object m dconRul eCper Status of the same entry has the
val ue reserved(7) or enabled(8), then this object
i ndi cates the external/outside |IP version.

I f object m dconRul eQper Status of the same entry has a
val ue other than newentry(1l), setting(2), reserved(7) or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { ipv4 }
::={ mdconmRul eEntry 15 }

m dconRul el nt er nal | pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The internal |IP address (AQ).

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

I f object m dconRul eCper Status of the sanme entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the internal IP
address for which a reserve policy rule or a enable policy
rule is requested to be established. Witing to this
object in any state other than newkEntry(1l) or setting(2)
will always fail with an 'inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
ret ur ned.

If object m dconRul eCperStatus of the sanme entry has the

val ue reserved(7) or enabled(8), then this object wll
have the value which it had before the transition to this
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state.

I f object m dconRul eCper Status of the same entry has a
val ue other than newentry(1), setting(2), reserved(7) or
enabl ed(8), then the value of this object is irrelevant."

::={ midconRul eEntry 16 }

m dconRul el nt ernal | pPrefi xLength OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Qui ttek,

"The prefix length of the internal |P address used for

wi I dcarding. A value of O indicates a full wildcard;
in this case, the value of mdconRul el nternall pAddr is
irrelevant. |f mdconRul elnternallpVersion has a val ue
of ipv4(1l), then a value > 31 indicates no w | dcarding
at all. If midconRulelnternallpVersion has a val ue

of ipv4(2), then a value > 127 indicates no w ldcarding
at all. A MDCOWMB inplenentation that does not
support | P address wildcarding MJST inplement this object
as read-only with a value of 128. A M DCOM that does
not support wildcarding based on prefix | ength MAY
restrict allowed values for this object to 0 and 128.

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

I f object m dconRul eCper Status of the same entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the prefix |length
of the internal IP address for which a reserve policy rule
or an enable policy rule is requested to be established.
Witing to this object in any state other than newkntry(1)
or setting(2) will always fail with an ’'inconsi stentVal ue
error.

Note that this error code is SNWP specific. If the MB
nmodul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

If object m dconRul eCper Status of the same entry has the
val ue reserved(7) or enabled(8), then this object wll
have the value which it had before the transition to this
state.
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I f object m dconRul eCper Status of the same entry has a
val ue other than newentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant.™
DEFVAL { 128 }
::={ midconRul eEntry 17 }

m dconRul el nt er nal Port OBJECT- TYPE

SYNTAX | net Por t Nurmber
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The internal port number. A value of 0 is a wildcard.

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule. It is relevant to the
operation of the MDCOMWM B inplenentation only if the

val ue of object m dconTransportProtocol in the same entry
has a val ue other than O.

If object m dconRul eCper Status of the same entry has the
val ue newentry(1) or setting(2), then this object can be
witten by a manager in order to specify the internal port
nunber for which a reserve policy rule or an enable policy
rule is requested to be established. Witing to this
object in any state other than newEntry(1l) or setting(2)
will always fail with an ’inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

I f object m dconRul eCper Status of the sanme entry has the
val ue reserved(7) or enabled(8), then this object wll
have the value that it had before the transition to this
state.

I f object m dconRul eCper Status of the same entry has a
val ue other than newentry(1), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { 0}
::={ midconRul eEntry 18 }

m dconRul eExt er nal | pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The external |P address (A3).

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

If object m dconRul eCper Status of the same entry has the

val ue newentry(1), setting(2), or reserved(7), then this

obj ect can be witten by a nmanager in order to specify the
external | P address for which an enable policy rule is
requested to be established. Witing to this object in

any state other than newkntry(1l), setting(2), or reserved(7)
will always fail with an ’'inconsistentValue error.

Note that this error code is SNWP specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
ret ur ned.

If object m dconRul eCper Status of the same entry has the
val ue enabl ed(8), then this object will have the val ue
that it had before the transition to this state.

I f object m dconRul eCper Status of the same entry has a

val ue other than newentry(1l), setting(2), reserved(7), or

enabl ed(8), then the value of this object is irrelevant.™
::={ mdconRul eEntry 19 }

m dconRul eExt er nal | pPrefi xLength OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The prefix length of the external |IP address used for
wildcarding. A value of O indicates a full wildcard;
in this case, the value of m dconRul eExternal | pAddr is
irrelevant. |f mdconmRul eExternal |l pVersion has a val ue
of ipv4(1l), then a value > 31 indicates no w | dcarding
at all. |If mdconRul eExternallpVersion has a val ue
of ipv4(2), then a value > 127 indicates no w | dcarding
at all. A MDCOWMB inplenentation that does not
support | P address wildcarding MJST inplenment this object
as read-only with a value of 128. A M DCOM that does
not support wildcarding based on prefix |ength MAY
restrict allowed values for this object to 0 and 128.

This object is used as input to a request for establishing
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a policy rule as well as for indicating the properties of
an established policy rule.

If object m dconRul eCperStatus of the sanme entry has the
val ue newentry(1), setting(2), or reserved(7), then this
obj ect can be witten by a nanager in order to specify the
prefix length of the external |IP address for which an
enable policy rule is requested to be established.

Witing to this object in any state other than
newentry(1), setting(2), or reserved(7) will always fail
with an ’inconsistentValue error.

Note that this error code is SNW specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
returned.

I f object m dconRul eCper Status of the same entry has the
val ue enabl ed(8), then this object will have the val ue
that it had before the transition to this state.

I f object m dconRul eQperStatus of the same entry has a
val ue other than newentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { 128 }
::={ midconmRul eEntry 20 }

m dconRul eExt er nal Port OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The external port number. A value of 0 is a wldcard.

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule. It is relevant to the
operation of the MDCOMM B inplenentation only if the

val ue of object m dconransportProtocol in the same entry
has a val ue other than O.

I f object m dconRul eCper Status of the same entry has the
val ue newentry(1), setting(2) or reserved(7), then this

obj ect can be witten by a nmanager in order to specify the
external port number for which an enable policy rule is
requested to be established. Witing to this object in
any state other than newentry(1l), setting(2) or reserved(7)
will always fail with an ’inconsistentValue error.
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Note that this error code is SNW specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
returned.

I f object m dconRul eCper Status of the same entry has the
val ue enabl ed(8), then this object will have the val ue
which it had before the transition to this state.

I f object m dconRul eQperStatus of the same entry has a
val ue other than newentry(1), setting(2), reserved(7) or
enabl ed(8), then the value of this object is irrelevant.'
DEFVAL { 0 }
::={ midconmRul eEntry 21 }

m dconRul el nsi del pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The inside I P address at the m ddl ebox (Al).

The value of this object is relevant only if

obj ect m dconRul eOper Status of the sanme entry has

a value of either reserved(7) or enabled(8)."
::={ midconmRul eEntry 22 }

m dconRul el nsi dePort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The inside port nunber at the m ddl ebox.
A value of 0 is a wildcard.

The value of this object is relevant only if

obj ect m dconRul eQper Status of the same entry has

a value of either reserved(7) or enabled(8)."
::={ mdconmRul eEntry 23 }

m dconRul eQut si del pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The outside | P address at the m ddl ebox (A2).

The value of this object is relevant only if
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obj ect m dconRul eQper Status of the same entry has
a value of either reserved(7) or enabled(8)."
::={ mdconmRul eEntry 24 }

m dconRul eQut si dePort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The outside port nunber at the m ddl ebox.
A value of 0 is a wildcard.

The value of this object is relevant only if

obj ect m dconRul eQper St atus of the same entry has

a value of either reserved(7) or enabled(8)."
::={ mdconRul eEntry 25 }

m dconRul eLi feti me OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "seconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The remaining lifetime in seconds of this policy rule.

Lifetime of a policy rule starts when object
m dconRul eQper Status in the sane entry enters either
state reserved(7) or state enabl ed(8).

This object is used as input to a request for establishing
a policy rule as well as for indicating the properties of
an established policy rule.

I f object m dconRul eQperStatus of the same entry has a
val ue of either newentry(1l) or setting(2), then this

obj ect can be witten by a nanager in order to specify
the requested lifetime of a policy rule to be established.

I f object m dconRul eCper Status of the same entry has a
val ue of either reserved(7) or enabled(8), then this

obj ect indicates the (continuously decreasing) renaining
lifetime of the established policy rule. Note that when
entering state reserved(7) or enabled(8), the M DCOM M B
i mpl ementati on can choose a lifetime shorter than the one
request ed.

Unli ke other paraneters of the policy rule, this paraneter
can still be witten in state reserved(7) and enabl ed(8).
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Witing to this object is processed by the M DCOM M B

i npl ementation by choosing a lifetine value that is
greater than 0 and | ess than or equal to the m ni mum of
the requested val ue and the val ue specified by object
m dconConf i gvaxLi f eti me:

0 <=1t _granted <= MNIMUM |t _requested, It_maxi num

wher e:
- It _granted is the actually granted lifetine by the
M DCOM M B i npl ement ati on
- It _requested is the requested lifetine of the M DCOM
client
- It _maximumis the value of object
m dconConf i gvaxLi feti me

SNWVP SET requests to this object nay be rejected or the
val ue of the object after an accepted SET operati on nmay be
| ess than the value that was contained in the SNWP SET
request.

Successfully witing a value of 0 termnates the policy
rule. Note that after a policy rule is termnated, still
the entry will exist as long as indicated by the val ue of
m dconRul eSt or ageTi re.

Witing to this object in any state other than
newentry(1), setting(2), reserved(7), or enabled(7)
will always fail with an 'inconsistentValue error.

Note that this error code is SNW specific. |If the MB
modul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be
returned.

I f object m dconRul eCperStatus of the same entry has a
val ue other than newkentry(1l), setting(2), reserved(7), or
enabl ed(8), then the value of this object is irrelevant."
DEFVAL { 180 }
::={ mdconRul eEntry 26 }

m dconmRul eRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A control that allows entries to be added and renpved from
this table.
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Entries can also be renoved fromthis table by setting
obj ects mdconRul eLi fetinme and mi dconRul eSt or ageTi ne of
an entry to O.

Attenpts to set a row notlnService(2) where the val ue
of the m dconRul eSt orageType object is permanent(4) or
readOnl y(5) will result in an 'notWitable error.

Note that this error code is SNWP specific. If the MB
nmodul e is used with other protocols than SNWP, errors with
simlar semantics specific to those protocols should be

r et ur ned.

The val ue of this object has no effect on whether other
objects in this conceptual row can be nodified."
::={ mdconRul eEntry 27 }

-- Policy rule group subtree

-- The m dconoupTable lists all current policy rule groups.

m dcom& oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dconta oupEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists all current policy rule groups.

Entries in this table are created or renoved
inmplicitly when entries in the m dconRul eTabl e are
created or renoved, respectively. A group entry
inthis table only exists as long as there are
menber rules of this group in the m dconRul eTabl e.

The tabl e serves for listing the existing groups and
their remaining lifetimes and for changing lifetines
of groups and inmplicitly of all group nenbers.
Groups and all their menber policy rules can only be
del eted by deleting all nenber policies in the

nm dconRul eTabl e.

Setting mdcomzoupLifetine will result in setting
the lifetime of all policy nenbers to the same val ue.™
::={ mdconiransaction 4 }

m dcom& oupEntry OBJECT- TYPE
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SYNTAX M dconta oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry describing properties of a particular

M DCOM policy rule group."”

I NDEX { ni dconRul eOmer, mi dcomG oupl ndex }
::={ midcom&oupTable 1 }

M dcontar oupEntry ::= SEQUENCE {
m dcon oupl ndex Unsi gned32,
m dconGr ouplLi feti me Unsi gned32

}

m dcon oupl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The index of this group for the m dconRul eOmner.

A group is identified by the conbination of
m dconRul eOmer and m dcontr oupl ndex.

The val ue of this index nmust be uni que per
m dconmRul eOnner . "

::={ mdcom&oupEntry 2 }

m dconr ouplLi feti me OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Qui ttek,

"When retrieved, this object delivers the maxi nrum

lifetime in seconds of all nenber rules of this group,
i.e., of all rows in the nidconRul eTabl e that have the
sane val ues for nidconRul eOmer and mni dconGr oupl ndex.

Successfully witing to this object nodifies the
lifetime of all nenber policies. Successfully
witing a value of 0 termi nates all nenber policies
and inplicitly deletes the group as soon as all nenber
entries are renoved fromthe m dconRul eTabl e.

Note that after a group’s lifetime is expired or is
set to 0, still the corresponding entry in the

m dcom oupTable will exist as |ong as termn nated
menber policy rules are stored as entries in the
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m dconRul eTabl e.

Witing to this object is processed by the M DCOM M B

i npl ementation by choosing a lifetine value that is
greater than 0 and | ess than or equal to the m ni num of
the requested val ue and the val ue specified by object
nmi dconConfi gMaxLi feti nme:

0 <=1t _granted <= MNIMUM |t _requested, |t_maxi num

wher e:
- It _granted is the actually granted lifetine by the
M DCOM M B i npl enent ati on
- It_requested is the requested lifetime of the M DCOM
client
- It _maxinumis the value of object
m dconConf i gvaxLi feti nme

SNVP SET requests to this object nay be rejected or the
val ue of the object after an accepted SET operation may be
| ess than the value that was contained in the SNWP SET
request."”

::={ midconm&oupEntry 3 }

-- Configuration Objects

-- Configuration objects that can be used for retrieving
-- mddl ebox capability information (mandatory) and for

-- setting paraneters of the inplenentation of transaction
-- objects (optional).

-- Note that typically configuration objects are not intended
-- to be witten by MDCOM clients. 1In general, wite access
-- to these objects needs to be restricted nore strictly than
-- wite access to transaction objects.

-- Capabilities subtree

-- This subtree contains objects to which M DCOM clients should
-- have read access.

m dconConf i gvaxLi feti me OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds”
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MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"When retrieved, this object returns the maximumlifetine,
in seconds, that this mddl ebox allows policy rules to
have. "
::={ midconConfig 1}

m dconConf i gPer si st ent Rul es OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"When retrieved, this object returns true(l) if the
M DCOM M B i npl enent ati on can store policy rules
persistently. Oherwise, it returns false(2)

A value of true(l) indicates that there nmay be

entries in the mdconRul eTabl e with object

m dconRul eSt or ageType set to val ue nonVol atile(3)."
::={ mdconmConfig 2 }

m dconConfi gl f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dconConfiglfEntry
MAX- ACCESS not-accessi ble

STATUS current

DESCRI PTI ON

"This table indicates capabilities of the M DCOWM B
i npl ementation per IP interface.

The table is indexed by the object mi dconConfiglfl ndex.

For indexing a single interface, this object contains
the value of the iflndex object that is associated

with the interface. |If an entry with

m dconmConfi gl flndex = 0 occurs, then bits set in
objects of this entry apply to all interfaces for which
there is no entry in this table with the interface’s

i ndex. "

::={ mdconConfig 3}

m dconConfi gl f Entry OBJECT- TYPE

SYNTAX M dcontConfi gl fEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describing the capabilities of a m ddl ebox
with respect to the indexed IP interface."
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I NDEX { m dconConfi gl flndex }
::={ midconmConfiglfTable 1 }

M dconConfi gl fEntry ::= SEQUENCE {
m dconConfi gl f | ndex I nterfacel ndexOr Zer o,
m dcomConfiglfBits BI TS
nm dconConfi gl f Enabl ed Trut hval ue

}

m dconConfi gl fI ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The index of an entry in the m dconConfiglfTabl e.

For values different fromzero, this object
identifies an IP interface by containing the sane
val ue as the iflndex object associated with the
interface.

Note that the index of a particular interface in the
i f Tabl e may change after a re-initialization of the
m ddl ebox, for exanple, after adding another interface to

it. In such a case, the value of this object nmay change,
but the interface referred to by the M DCOM M B MUST stil
be the sane. |If, after a re-initialization of the

m ddl ebox, the interface referred to before
re-initialization cannot be uniquely nmapped anynore to a
particular entry in the ifTable, then the value of object
m dconConfi gl f Enabl ed of the sane entry MJST be changed to
false(2).

If the object has a value of 0, then val ues

specified by further objects of the sane entry

apply to all interfaces for which there is no

explicit entry in the nmidconConfiglfTable."
::={ midcomConfiglfEntry 1 }

m dconConfi gl fBits OBJECT- TYPE
SYNTAX BI TS {

i pv4(0),
i pv6(1),
addressW | dcards(2),
port W dcar ds(3),
firewal | (4)
nat (5),
port Transl ati on(6),
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protocol Transl ati on(7),

twi ceNat (8),
i nsi de(9)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"When retrieved, this object returns a set of bits

i ndicating the capabilities (or configuration) of

the m ddl ebox with respect to the referenced IP interface.
If the index equals O, then all set bits apply to al

i nterfaces.

If the ipv4(0) bit is set, then the m ddl ebox supports
| Pv4 at the indexed IP interface.

If the ipv6(1l) bit is set, then the m ddl ebox supports
I Pv6 at the indexed IP interface.

If the addressW I dcards(2) bit is set, then the
m ddl ebox supports | P address wildcarding at the indexed
I P interface.

If the portWldcards(3) bit is set, then the
nm ddl ebox supports port wildcarding at the indexed
I P interface.

If the firewall(4) bit is set, then the m ddl ebox offers
firewall functionality at the indexed interface.

If the nat(5) bit is set, then the niddl ebox offers
network address transl ation service at the indexed
interface.

If the portTranslation(6) bit is set, then the m ddl ebox
of fers port translation service at the indexed interface.
This bit is only relevant if nat(5) is set.

If the protocol Translation(7) bit is set, then the

m ddl ebox offers protocol translation service between
IPv4 and I Pv6 at the indexed interface. This bit is only
relevant if nat(5) is set.

If the twiceNat(8) bit is set, then the m ddl ebox offers
twi ce network address translation service at the indexed
interface. This bit is only relevant if nat(5) is set.

If the inside(9) bit is set, then the indexed interface is
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an inside interface with respect to NAT functionality.
O herwise, it is an outside interface. This bit is only
relevant if nat(5) is set. An SNVP agent supporting both
the M DCOM M B nodul e and the NAT-M B nodul e SHOULD ensure
that the value of this object is consistent with the val ues
of correspondi ng objects in the NAT-M B nodul e. "

::={ midconConfiglfEntry 2 }

m dconConfi gl f Enabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value of this object indicates the availability of
the m ddl ebox service described by nmidconConfiglfBits
at the indexed IP interface.

By witing to this object, the M DCOM support for the
entire IP interface can be switched on or off. Setting
this object to false(2) i mediately stops m ddl ebox
support at the indexed IP interface. This inplies that
all policy rules that use NAT or firewal|l resources at
the indexed IP interface are terninated i mediately.
In this case, the M DCOM agent MJUST send
nm dconnsol i ci t edRul eEvent to all M DCOM clients that
have access to one of the terminated rules."”

DEFVAL { true }

::={ mdconConfiglfEntry 3 }

-- Firewall subtree

-- This subtree contains the firewall configuration table

m dconmConf i gFi rewal | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dcontConfigFirewal | Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the firewall configuration per IP interface.

It can be used for configuring how policy rules created by
MDCOM clients are realized as firewall rules of a firewall
i mpl ementation. Particularly, the priority used for M DCOM
policy rules can be configured. For a single firewall

i npl ementation at a particular IP interface, all M DCOM
policy rules are realized as firewall rules with the sane

Quittek, et al. St andards Track [ Page 70]



RFC 5190 M DCOM M B March 2008

priority. Also, a firewall rule group nanme can be
confi gur ed.

The table is indexed by the object m dconConfigFirewall | ndex.
For indexing a single interface, this object contains the
val ue of the iflndex object that is associated with the
interface. |If an entry with nidconConfigFirewalllndex = 0
occurs, then bits set in objects of this entry apply to all
interfaces for which there is no entry in this table for the
interface's index."

::={ midconConfig 4 }

nm dconConfi gFi rewal | Entry OBJECT- TYPE

SYNTAX M dcontConfi gFi rewal | Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry describing a particular set of
firewal | resources."

I NDEX { ni dcontConfi gFirewal | | ndex }

::={ mdconmConfigFirewall Table 1 }

M dcontConfi gFirewal | Entry ::= SEQUENCE ({
m dcontConfi gFi rewal | | ndex I nterfacel ndexOr Zer o,
nmi dconConfi gFi rewal | G oupl d SnnpAdmi nStri ng,
m dconConfi gFirewal | Priority Unsi gned32

}

m dconmConfi gFi rewal | | ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"The index of an entry in the m dconConfigFirewal | Tabl e.

For values different fromO, this object identifies an
I P interface by containing the same value as the iflndex
obj ect associated with the interface.

Note that the index of a particular interface in the
i f Tabl e may change after a re-initialization of the
m ddl ebox, for exanple, after adding another interface to

it. In such a case, the value of this object nmay change,
but the interface referred to by the M DCOM M B MUST stil
be the sane. |If, after a re-initialization of the

m ddl ebox, the interface referred to before
re-initialization cannot be uni quely nmapped anynore to a
particular entry in the ifTable, then the entry in the
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nm dconConfi gFi rewal | Tabl e MJST be del et ed.

If the object has a value of 0, then values specified by
further objects of the sane entry apply to all interfaces
for which there is no explicit entry in the
m dconConfi gFi rewal | Tabl e. "

::={ midconConfigFirewal | Entry 1 }

m dconConfi gFi rewal | G oupl d OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The firewall rule group to which all firewall rules are
assigned that the M DCOM server creates for the interface
i ndi cated by object mdconConfigFirewalllndex. |If the
val ue of object m dconConfigFirewalllIndex is 0, then all
firewall rules of the M DCOM server that are created for
interfaces with no specific entry in the
m dconConfi gFi rewal | Tabl e are assigned to the firewall
rul e group indicated by the value of this object.™

::={ mdconConfigFirewal | Entry 2 }

m dconConfigFirewal | Priority OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The priority assigned to all firewall rules that the
M DCOM server creates for the interface indicated by
obj ect m dconConfigFirewallIndex. |If the value of object
m dconConfi gFirewal |l Index is O, then this priority is
assigned to all firewall rules of the M DCOM server that
are created for interfaces for which there is no specific
entry in the mdconConfigFirewall Tabl e."

::={ midconmConfigFirewall Entry 3 }

-- Mnitoring (bjects
-- Monitoring objects are structured into two groups,
-- the m dconResourceG oup providing information about used

-- resources and the midconftatisticsGoup providing information
-- about M DCOM transaction statistics.

-- Resources subtree
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-- The M DCOM resources subtree contains a set of managed
-- objects describing the currently used resources of NAT
-- and firewall inplenmentations.

-- Textual conventions for objects of the resource subtree

M dcomNat Bi ndvbde :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An indicator of the kind of NAT resources used by a policy
rule. This definition corresponds to the definition of
Nat Bi ndvbde in the NAT-M B (RFC 4008). Val ue none(3) can
be used to indicate that the policy rule does not use
any NAT bi ndi ng.

SYNTAX | NTEGER {
addressBi nd(1),
addr essPort Bi nd(2),
none( 3)

M dcomNat Sessi onl dOr Zer o :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"A unique ID that is assigned to each NAT session by
a NAT inplenentation. This definition corresponds to
the definition of NatSessionld in the NAT-M B (RFC 4008).
Value 0 can be used to indicate that the policy rule does
not use any NAT binding."
SYNTAX Unsi gned32

-- The M DCOM resource table

m dconmResour ceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dconResourceEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table lists all used m ddl ebox resources per
M DCOM policy rule.

The ni dconResour ceTabl e augnents the
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nm dconRul eTabl e. "
::={ midcom\vbnitoring 1}

m dconResour ceEntry OBJECT- TYPE
SYNTAX M dconResour ceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particular set of m ddl ebox
resources.”
AUGMVENTS { mi dconRul eEntry }
::={ midconmResourceTable 1 }

M dconResour ceEntry ::= SEQUENCE {
m dconmRscNat | nt er nal Addr Bi ndMbde M dcomNat Bi ndMvbde,
m dconRscNat | nt er nal Addr Bi ndl d Nat Bi ndl dOr Zer o,
m dconmRscNat | nsi deAddr Bi ndvbde M dcomNat Bi nd\vbde,
m dconmRscNat | nsi deAddr Bi ndl d Nat Bi ndl dOr Zer o,
m dconmRscNat Sessi onl d1 M dcomNat Sessi onl dOr Zer o,
m dconmRscNat Sessi onl d2 M dcomNat Sessi onl dOr Zer o,
m dconRscFi rewal | Rul el d Unsi gned32
}
m dconmRscNat | nt er nal Addr Bi ndMbde OBJECT- TYPE
SYNTAX M dcomNat Bi ndvbde
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of whether this policy rule uses an address
NAT bi nd or an address-port NAT bind for binding the
i nternal address.

If the MDCOW M B nodule is operated together with

the NAT-M B nodul e (RFC 4008) then object

m dconRscNat | nt er nal Addr Bi ndMbde contai ns the same

val ue as the correspondi ng object

nat Sessi onPri vat eSr cEPBi ndMbde of the NAT-M B nodul e. "
::={ mdcomResourceEntry 4 }

m dconRscNat | nt er nal Addr Bi ndl d OBJECT- TYPE

SYNTAX Nat Bi ndl dOr Zer o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object references to the allocated internal NAT

bind that is used by this policy rule. A NAT bind
descri bes the mapping of internal addresses to
out si de addresses. M DCOM M B i npl enmentations can
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read this object to | earn the correspondi ng NAT bi nd
resource for this particular policy rule.

If the MDCOWM B nodule is operated together with

the NAT-M B nodul e (RFC 4008) then object

m dconmRscNat | nt er nal Addr Bi ndl d contai ns the sane

val ue as the correspondi hg object

nat Sessi onPri vat eSrcEPBi ndl d of the NAT-M B nodul e. "
::={ mdcomResourceEntry 5 }

m dconmRscNat | nsi deAddr Bi ndvbde OBJECT- TYPE

SYNTAX M dcomNat Bi ndvbde
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An indication of whether this policy rule uses an address
NAT bind or an address-port NAT bind for binding the
ext ernal address.

If the MDCOW M B nodule is operated together with

the NAT-M B nodul e (RFC 4008), then object

m dconRscNat | nsi deAddr Bi ndMbde contai ns the sane

val ue as the correspondi ng object

nat Sessi onPri vat eDst EPBi ndMbde of the NAT-M B nodul e. "
::={ midcomResourceEntry 6 }

m dconRscNat | nsi deAddr Bi ndl d OBJECT- TYPE

SYNTAX Nat Bi ndl dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object refers to the allocated external NAT
bind that is used by this policy rule. A NAT bind
descri bes the mappi ng of external addresses to
i nsi de addresses. M DCOVM B i npl enentati ons can
read this object to |l earn the correspondi ng NAT bi nd
resource for this particular policy rule.

If the MDCOWM B nodul e is operated together with the

NAT-M B nodul e (RFC 4008), then object

m dconRscNat | nsi deAddr Bi ndl d contai ns the same

val ue as the correspondi ng object

nat Sessi onPri vat eDst EPBi ndl d of the NAT-M B nodul e.”
::={ mdcomResourceEntry 7 }

m dconmRscNat Sessi onl d1 OBJECT- TYPE

SYNTAX M dcomNat Sessi onl dOr Zer o
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"This object refers to the first allocated NAT session for
this policy rule. MDCOMWMB inplenentations can read this
object to |l earn whether or not a NAT session for a
particular policy rule is used. A value of 0 neans that no
NAT session is allocated for this policy rule. A value
other than O refers to the NAT session."

::={ mdcomResourceEntry 8 }

m dconmRscNat Sessi onl d2 OBJECT- TYPE

SYNTAX M dcomNat Sessi onl dO Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object refers to the second all ocated NAT session for
this policy rule. MDCOMMB inplenentations can read this
object to |l earn whether or not a NAT session for a
particular policy rule is used. A value of 0 neans that no
NAT session is allocated for this policy rule. A value
other than O refers to the NAT session.”

::={ mdconmResourceEntry 9 }

m dconRscFi rewal | Rul el d OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object refers to the allocated firewall
rule in the firewall engine for this policy rule.
M DCOM M B i npl enentations can read this value to
| earn whether a firewall rule for this particul ar
policy rule is used or not. A value of 0 neans that
no firewall rule is allocated for this policy rule.
A value other than O refers to the firewall rule
number within the firewall engine.”

::={ mdconmResourceEntry 10 }

-- Statistics subtree
-- The M DCOM statistics subtree contains a set of nanaged

-- objects providing statistics about the usage of transaction
-- objects.

m dconSt ati stics OBJECT IDENTIFIER ::={ midcom\vbnitoring 2 }
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m dconCurr ent Omers OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of different values for m dconRul eOmner
for all current entries in the mdconRul eTable."
::={ midconttatistics 1}

m dconilot al Rej ect edRul eEntri es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of failed attenpts to create an entry
in the mdconmRul eTabl e. "
::={ midconBtatistics 2 }

m dconCur rent Rul esl nconpl et e OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current nunmber of policy rules that are inconplete.

Policy rules are |loaded via row entries in the
m dconRul eTabl e.  This object counts policy rules that are
| oaded but not fully specified, i.e., they are in state
newentry(1) or setting(2)."

::={ midconttatistics 3}

m dconot al | ncorrect Reser veRul es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of policy reserve rules that failed
par aneter check and entered state incorrectRequest(4)."
::={ mdconttatistics 4}

m dconilot al Rej ect edReser veRul es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of policy reserve rules that failed
whi | e being processed and entered state requestRejected(6)."
::={ midconttatistics 5}
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m dconCurrent Acti veReser veRul es OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of currently active policy reserve rules.”
2= { midconfttatistics 6 }

m dconilot al Expi r edReser veRul es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of expired policy reserve rules
(entered termnnation state tinmedQut(9))."
::={ mdconBtatistics 7 }

m dconirot al Ter mi nat edOnRgReser veRul es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of policy reserve rules that were

term nated on request (entered term nation state
term nat edOnRequest (10)) . "

::={ midconttatistics 8 }

m dconilot al Ter m nat edReser veRul es OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 32
read-only
current

DESCRI PTI ON
"The total nunber of policy reserve rules that were
term nated, but not on request (entered termination state
termnated(11))."

::={ midconttatistics 9 }

m dconilot al | ncor r ect Enabl eRul es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of policy enable rules that failed
par aneter check and entered state incorrectRequest(4)."
::={ mdconttatistics 10 }

m dconirot al Rej ect edEnabl eRul es OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of policy enable rules that failed
whi | e being processed and entered state requestRejected(6)."
::={ midconttatistics 11 }
m dconCur r ent Act i veEnabl eRul es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of currently active policy enable rules."
::={ midconttatistics 12 }

m dconilot al Expi r edEnabl eRul es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of expired policy enable rules
(entered termnnation state tinmedQut(9))."
::={ mdconBtatistics 13 }

m dconilot al Ter mi nat edOnRgEnabl eRul es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of policy enable rules that were

term nated on request (entered term nation state
term nat edOnRequest (10)) . "

::={ midconttatistics 14 }

m dconifot al Ter mi nat edEnabl eRul es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of policy enable rules that were
term nated, but not on request (entered termination state
termnated(11))."
c:={ midconttatistics 15 }

-- Notifications.

m dconlnsol i ci t edRul eEvent NOTI FI CATI ON- TYPE
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OBJECTS { mdconRul eQper St at us, m dconRul eLifetine }
STATUS current
DESCRI PTI ON

"This notification is generated whenever the val ue of
m dconRul eOper St atus enters any error state or any
term nation state without an explicit trigger by a
M DCOM client."
::={ midcomNotifications 1 }

m dconfol i ci t edRul eEvent NOTI FI CATI ON- TYPE

OBJECTS { mdconRul eQper St atus, m dconRul eLifetine }
STATUS current
DESCRI PTI ON

"This notification is generated whenever the val ue

of m dconRul eCper Status enters one of the states

{reserved, enabled, any error state, any term nation state}
as a result of a M DCOM agent writing successfully to

obj ect m dconRul eAdm nSt at us.

In addition, it is generated when the lifetine of
a rule was changed by successfully witing to object
m dconRul eLi fetine."

::={ midcomNotifications 2 }

m dconBol i ci t edG oupEvent NOTI FI CATI ON- TYPE

OBJECTS { mdconG oupLifetine }
STATUS current
DESCRI PTI ON

"This notification is generated for indicating that the
lifetime of all menber rules of the group was changed by
successfully witing to object m dcom& ouplLifetine.

Note that this notification is only sent if the lifetine
of a group was changed by successfully witing to object
m dcom> oupLifetine. No notification is sent
- if agroup’s lifetinme is changed by witing to object
m dconRul eLifetime of any of its nenber policies,
- if agroup’s lifetime expires (in this case,
notifications are sent for all nmenber policies), or
- if the group is termnated by termnating the | ast
of its menber policies without witing to object
m dcom& oupLifetine. "
2= { midcomNotifications 3}

-- Conformance information
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m dconConpl i ances OBJECT | DENTI FI ER : :
m dcon oups OBJECT | DENTI FI ER ::

{ m dconConfornance 1 }
{ m dconConformance 2 }

-- conpliance statenents

-- This is the M DCOM conpl i ance definition ...

m dconConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for inplenentations of the
M DCOV M B nodul e.

Note that conpliance with this conpliance
statenment requires conpliance with the
i f Conpl i ance3 MODULE- COVMPLI ANCE st at erent of t he
I F-M B [ RFC2863] . "
MODULE -- this nodul e
MANDATORY- GROUPS {
m dconRul eG oup,
m dcomNoti fi cati onsG oup,
m dconCapabi l i ti esG oup,
m dcontt ati sti csG oup

}
GROUP  mi dconConfi gFi rewal | G oup
DESCRI PTI ON

"A conpliant inplenentation does not have to inplenent
the m dcomConfi gFirewal | G oup. "
GROUP  m dcomResour ceG oup
DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent
t he m dconmResourceG oup. "
OBJECT mi dconRul el nternal | pPrefixLength
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. Wwen wite access is
not supported, return 128 as the value of this object.
A value of 128 neans that the function represented by
this option is not supported.”
OBJECT mi dconRul eExt ernal | pPrefi xLength
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. Wwen wite access is
not supported, return 128 as the value of this object.
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A value of 128 nmeans that the function represented by
this option is not supported.”
OBJECT mi dconRul eMvax! dl eTi me
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. Wwen wite access is
not supported, return O as the value of this object.
A value of 0 neans that the function represented by
this option is not supported.”
OBJECT m dconRul el nterface
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT m dcontConfi gMaxLifetine
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT mi dcontConfi gPer si st ent Rul es
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT m dcontonfi gl f Enabl ed
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT mi dcontConfi gFi rewal | G oupl d
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT mi dcontConfigFirewal | Priority
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
::={ mdconConpliances 1}

m dconmRul eG oup OBJECT- GROUP
OBJECTS {
m dconRul eAdm nSt at us,
m dconmRul eQper St at us,
m dconRul eSt or ageType,
m dconRul eSt or ageTi ne,
m dconRul eError,
m dconRul el nt er f ace,
m dconRul eFl owDi recti on,
m dconRul eMvaxl dl eTi e,
m dconRul eTr ansport Prot ocol ,
m dconRul ePor t Range,
m dconRul el nt er nal | pVer si on,
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m dconRul eExt er nal | pVer si on,

m dconRul el nt er nal | pAddr,

m dconRul el nt ernal | pPrefi xLengt h,
m dconRul el nternal Port,

m dconRul eExt er nal | pAddr,

m dconRul eExt er nal | pPrefi xLengt h,
nm dconRul eExt er nal Port,

m dconRul el nsi del pAddr,

m dconRul el nsi dePort,

m dconRul eQut si del pAddr,

m dconRul eCut si dePort

nm dconRul eLi f eti me,

nm dconRul eRowst at us,

m dcontx oupli fetime

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
policy rules and policy rule groups."
::={ midcomxoups 1}

m dconCapabi | i ti esG oup OBJECT- GROUP
OBJECTS {
m dconConf i gvaxLi feti e,
m dconConf i gPer si st ent Rul es,
m dconConfiglfBits,
m dconConf i gl f Enabl ed

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
the capabilities of a m ddl ebox."
::={ mdcomxoups 2}

m dconConfi gFi rewal | G oup OBJECT- GROUP
OBJECTS {
nm dconConfi gFi rewal | G oupl d,
m dconConfi gFirewal | Priority

}

STATUS current

DESCRI PTI ON
"A collection of objects providing informtion about
the firewall rule group and firewall rule priority to
be used by firewalls | oaded t hrough M DCOM "

::={ mdcomoups 3}

m dconResour ceG oup OBJECT- GROUP
OBJECTS {
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m dconmRscNat | nt er nal Addr Bi ndvode,
m dconRscNat | nt er nal Addr Bi ndl d,
m dconRscNat | nsi deAddr Bi ndivbde,
m dconRscNat | nsi deAddr Bi ndl d,

m dconmRscNat Sessi onl d1,

m dconmRscNat Sessi onl d2,

m dconRscFi rewal | Rul el d

}
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion about
the used NAT and firewall resources."
::={ midcomoups 4}

m dconBt ati sti csG oup OBJECT- GROUP
OBJECTS {

m dconCur r ent Oaners,
m dconilot al Rej ect edRul eEntri es,
m dconCur r ent Rul esl nconpl et e,
m dconilot al | ncorrect ReserveRul es,
m dconilot al Rej ect edReser veRul es,
m dconCurrent Acti veReserveRul es,
m dconilrot al Expi r edReser veRul es,
m dconilrot al Ter m nat edOnRgReser veRul es,
m dconilot al Ter mi nat edReser veRul es,
m dconilot al | ncor r ect Enabl eRul es,
m dconilot al Rej ect edEnabl eRul es,
m dconCurrent Acti veEnabl eRul es,
m dconilrot al Expi r edEnabl eRul es,
m dconilrot al Ter m nat edOnRgEnabl eRul es,
m dconilot al Ter m nat edEnabl eRul es

}
STATUS current
DESCRI PTI ON
"A collection of objects providing statistical
i nformati on about the M DCOM server."
::={ midcomxoups 5 }

Quittek, et al. St andards Track [ Page 84]



RFC 5190 M DCOM M B March 2008

10.

10.

m dcomNoti fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
m dconlnsol i ci t edRul eEvent,
m dconBSol i ci t edRul eEvent,
m dconBol i ci t edG oupEvent

}
STATUS current
DESCRI PTI ON
"The notifications emtted by the m dcomMB.'
::={ mdconoups 6 }

END
Security Considerations

Qovi ously, securing access to firewall and NAT configuration is
extrenely inportant for nmaintaining network security. This section
first describes general security issues of the M DCOWM B nodul e and
then discusses three concrete security threats: unauthorized

m ddl ebox configuration, unauthorized access to m ddl ebox
configuration information, and unauthorized access to the M DCOMV
service configuration.

1. Ceneral Security Issues

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environments. But al so access to managed objects with a MAX- ACCESS
clause of read-only may be considered sensitive or vulnerable. The
support for SET and GET operations in a non-secure environnent

wi t hout proper protection can have a negative effect on network
oper ati ons.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

Depl oynment of SNWP versions prior to SNMPv3 is NOT RECOVMENDED
Conpl i ant M DCOM M B i npl enent ati ons MJST support SNWPv3 security

services including data integrity, identity authentication, data
confidentiality, and replay protection
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It is REQU RED that the inplenmentations support the security features
as provided by the SNMPv3 framework. Specifically, the use of the
User - based Security Mdel RFC 3414 [RFC3414] and the Vi ew based
Access Control Mddel RFC 3415 [ RFC3415] i s RECOVMENDED.

It is then a custoner/operator responsibility to ensure that the SNW
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them

To facilitate the provisioning of access control by a security

adm ni strator using the View based Access Control Mdel (VACM
defined in RFC 3415 [ RFC3415] for tables in which nultiple users may
need to i ndependently create or nodify entries, the initial index is
used as an "owner index". This is supported by the m dconRul eTabl e
and the midconG oupTable. Each of them uses m dconRul eOwer as the
initial index. midconmRuleOmer has the syntax of SnnpAdm nString,
and can thus be trivially mapped to an SNMP securityName or a
groupName as defined in VACM in accordance with a security policy.

Al entries in the two nmentioned tables belonging to a particul ar
user will have the sane value for this initial index. For a given
user’'s entries in a particular table, the object identifiers for the
information in these entries will have the same subidentifiers
(except for the "colum" subidentifier) up to the end of the encoded
owner index. To configure VACMto pernmit access to this portion of
the table, one would create vacnVi ewlreeFam | yTable entries with the
val ue of vacnVi ewTreeFam | ySubtree including the owner index portion
and vacnVi ewTr eeFani | yMask "wi | dcardi ng" the col umm subidentifier
More el aborate configurations are possible.

2.  Unaut horized M ddl ebox Confi guration

The nost dangerous threat to network security related to the M DCOWV
M B nodul e is unauthorized access to facilities for establishing
policy rules. In such a case, unauthorized principals would wite to
the m dcomRul eTabl e for opening firewall pinholes and/or for creating
NAT maps, bindings, and/or sessions. Establishing policies can be
used to gain access to networks and systens that are protected by
firewal | s and/ or NATSs.

If this protection is renoved by unauthorized access to M DCOM M B
policies, then the resulting degradati on of network security can be
severe. Confidential information protected by a firewall m ght
becone accessible to unauthorized principals, attacks exploiting

Quittek, et al. St andards Track [ Page 86]



RFC 5190 M DCOM M B March 2008

10.

security | eaks of systems in the protected network night becone
possi bl e fromexternal networks, and it mght be possible to stop
firewal | s bl ocki ng deni al -of -service attacks.

M DCOM M B i npl enent ati ons MJST provi de nmeans for strict

aut hentication, nmessage integrity check, and wite access control to
managed obj ects that can be used for establishing policy rules.
These are objects in the nidconRul eTabl e and m dcom& oupTable with a
MAX- ACCESS cl ause of read-wite and/or read-create.

Particularly sensitive is wite access to the managed obj ect
m dconmRul eAdm nSt at us, because witing it causes policy rules to be
est abl i shed.

Al so, witing to other managed objects in the two tables can make
security vulnerable if it interferes with the authorized
establishnent of a policy rule, for exanple, by wldcarding a policy
rule after the corresponding entry in the midconRul eTable is created,
but before the authorized owner establishes the rule by witing to

m dconRul eAdm nSt at us.

Not only unaut horized establishnent, but also unauthorized lifetine
extension of an existing policy rule my be considered sensitive or
vul nerabl e in sone network environnents. Therefore, nmeans for strict
aut hentication, message integrity check, and wite access control to
managed obj ect m dcontx ouplifetime MJST be provi ded by M DCOM M B

i mpl ement ati ons.

3. Unauthorized Access to M ddl ebox Configuration

Anot her threat to network security is unauthorized access to entries
in the m dconRul eTable. The entries contain information about
existing pinholes in the firewall and/or about the current NAT
configuration. This information can be used for attacking the
internal network from outside. Therefore, a M DCOMM B

i npl ement ati on MUST al so provide nmeans for read access control to the
ni dconRul eTabl e.

Al so, a M DCOM M B i npl enent ati on SHOULD provi de nmeans for protecting
different authenticated M DCOM agents from each other, such that, for
exanpl e, an authenticated user can only read entries in the

m dconRul eTabl e for which the initial index nmidconRul eOwmner matches
the client’s SNMP securityName or VACM groupNane.
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10. 4. Unaut horized Access to M DCOM Servi ce Configuration

There are three objects with a MAX- ACCESS cl ause of read-wite that
configure the M DCOM service: m dconConfi gl f Enabl ed,
m dconfi rewal | G oupld, and mdconFirewal | Priority.

Unaut hori zed witing to object m dconConfiglfEnabl ed can cause
serious interruptions of network service.

Witing to mdconFirewal | Goupld and/or midconFirewal | Priority can be
used to increase or reduce the priority of firewall rules that are
generated when a policy rule is established in the m dconRul eTabl e.
Increasing the priority mght permt firewall rules generated via the
M DCOM M B nmodul e to overrul e basic security rules at the firewall
that shoul d have higher priority than the ones generated via the

M DCOM M B nodul e.

Therefore, also for these objects, neans for strict control of wite
access MJST be provided by a M DCOW M B i npl enent ati on.
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