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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

Thi s docunent describes the OSPFv3 graceful restart. The OSPFv3
graceful restart is identical to that of CSPFv2 except for the

di fferences described in this docunent. These differences include
the format of the grace Link State Advertisenents (LSAs) and ot her
consi derati ons.
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1. Introduction

Graceful OSPF restart [GRACE] describes a mechanismto restart the
control plane of an OSPFv2 [ OSPFv2] router that still has its
forwarding plane intact with a mninmum of disruption to the network.

In general, the nmethods described in [ GRACE] work for OSPFv3 [ OSPFv3]
as well. However, OSPFv3 will use a grace-LSA with a different
format to signal that a router is initiating (or is about to
initiate) a graceful restart. This docunent describes other OSPFv3
differences as well.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Gace Link State Advertisement

An OSPFv3 router initiating a graceful restart of its OSPFv3 software
originates grace-LSAs. A grace-LSA requests that the router’s

nei ghbors aid in its graceful restart by continuing to advertise the
router as fully adjacent during the specified grace period. The
grace-LSA contains the restarting router grace-period and the reason
code indicating the reason for the graceful restart.

In OSPFv3 (refer to section 2.11 of [OSPFv3]), neighboring routers on
any link are always identified by their router IDs. This contrasts
with the OSPFv2 behavi or where nei ghbors on point-to-point networks
and virtual links are identified by their Router |Ds, while neighbors
on broadcast, Non-Broadcast Milti-Access (NBMA), and point-to-

mul tipoint links are identified by their IPv4d interface addresses.
Consequently, there is no requirenent for the router-address TLV

[ GRACE] for OSPFv3 graceful restart.

The TLV formats of the grace-LSA described in [GRACE] renain
unchanged.

2.1. Gace LSA - LS Type
A grace-LSA is defined as an LSA with the LS type equal to 0x000b.
LSA function code LS Type Description

11 0x000b GRACE- LSA

Grace-LSA Type and Functi on Code
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The S2-bit and Sl-bit are set to O to indicate |ink-local flooding
scope. The U-bit is set to O since it isn't applicable to LSAs with
i nk-1ocal flooding scope.

2.2. Gace LSA Format
The format of a grace LSA is:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| LS age | 0] O] O] 11 |
i e e i e s o e S b i o I N S T
| Link State ID |
B i s T T i i o S o T Ji I
| Adverti sing Router |
e L o i e e ki R S
| LS sequence nunber |
i e e R e s o i T R o i i o I N S T
| LS checksum | Lengt h |
B i s T T i i o S o T Ji I
I I
+- TLVs -+
| |

G ace- LSA For mat

The Link State ID of a grace-LSA in OSPFv3 is the Interface ID of the
interface originating the LSA

The format of each TLV is:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I S R T S A S S
| Val ue. .. |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

TLV For mat

G ace-LSA TLVs are formatted according to section 2.3.2 of [OSPF-TE].
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The following is the list of TLVs that can appear in the body of a
grace-LSA

Grace Period (Type=1, Length=4). The nunber of seconds that the
router’s nei ghbors should continue to advertise the router as
fully adjacent, regardl ess of the state of database
synchroni zati on between the router and its neighbors. This TLV
MJUST al ways appear in a grace-LSA

Graceful restart reason (Type=2, Length=1). Encodes the reason

for the router restart, as one of the following: 0 (unknown), 1

(software restart), 2 (software rel oad/upgrade), or 3 (switch to
redundant control processor). This TLV MJST al ways appear in a

grace-LSA

3. Additional Considerations for OSPFv3 G aceful Restart

Thi s section describes OSPFv3 uni que considerations in addition to
those described in [ GRACE]

3.1. Preservation of LSAID to Prefix Correspondence

In OSPFv2, there is a direct correspondence between sumary and
external LSA IDs and the prefixes being advertised. However, in
OSPFv3, the LSA ID for inter-area prefix LSAs and external LSAs is
simply an unsigned 32-bit integer. Hence, to avoid network churn
during graceful restart, the restarting router MJST preserve the LSA
IDto prefix correspondence across graceful restarts.

3.2. Preservation of Interface IDs for Link-LSAs, Network-LSAs, and
Rout er - LSAs

In OSPFv3, the LSA ID for Link-LSAs and Network-LSAs and |ink
descriptions in Router-LSAs map to their corresponding Interface |D.
Changes in the Interface ID during graceful restart will result in a
m smat ch between the restarting router’s pre-restart LSAs and its
nei ghbor adj acency state. These disparities will cause the gracefu
restart to termnate prematurely.

Synchroni zing Interface | D changes between nei ghbors is possible.
However, placing the burden on the restarting router to preserve
Interface I Ds across restarts provides for a nore robust, nore
determnistic, and sinpler nechanism Therefore, the OSPFv3
Interface I D, as described in section 3.1.2 of [COSPFv3], MJIST be
preserved by the restarting router across restarts.
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7.

1.

Many i npl enentations currently use the interface’s MB-11 |flndex
[MB-INTF] for Interface ID. The persistence of Interface |ID across
reboots is described in section 3.1.5 of [M B-PERS].

Security Considerations

[ OSPFv3- AUTH] relies on manual key distribution which precludes the
use of replay protection that utilizes sequence nunbers. The replay
of an OSPF Link-Update containing a grace-LSA would allow an attacker
to deceive neighboring routers into believing that a router that has
been taken out of service (either intentionally or via a malicious
action by the sanme attacker) is still active and is in the process of
graceful restart. However, this attack is nmuch nore difficult than
the obvious replay of standard OSPFv3 hell o packets to accomplish the
same thing by keeping the adjacency up. Since hello packets are sent
nore predictably and know edge of the key is not required, the risk
added by OSPFv3 graceful restart is insignificant. Hence, this
docunent does not raise any new security concerns other than those
covered in [ OSPFv3], [COSPFv3-AUTH], and [ GRACE].

| ANA Consi der ations

A new LSA function code has been assigned for the OSPFv3 grace-LSA.
The assi gnment of 0x000b has been nmade in the "OSPFv3 LSA Function
Codes" sub-registry of the "Open Shortest Path First v3 (OSPFv3)
Par amet ers" registry. OSPFv3 grace-LSA TLVs and sub-TLVs use the
"OSPFv2 Grace LSA Top Level TLV' I ANA sub-registry of the "Open
Shortest Path First v2 (OSPFv2) Paraneters" registry.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
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Intellectual Property
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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